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ABOUT SOME ASPECTS OF USING A FLOCK OF UAVS

Hashimov E.G., Talibov A.M., Pashaev A.B., Sabziev E.N.
National Defense University, Baku, Azerbaijan

When solving military issues, it is considered expedient to use a flock of
unmanned aerial vehicles (UAVS) to increase the probability of success of the task
[1]. The use of a swarm of UAVs in combat operations arose due to the need to
perform tasks that one UAV could not solve alone.

The introduction of a flock of UAVs for military purposes should include the
solution of the following issues:

1. UAV flight control along the route to the combat zone.

2. Ensuring order of battle.

3. Target detection.

4. Targeting

5. Distribution of detected targets.

6. Safe transportation of dangerous goods.

7. Use of weapons.

The report discusses the tactics of using a swarm of UAVs, presents the
principles and approaches to solving each issue.

UAV flight control to the operational zone along the route. The route (task)
of a flock of UAVs consists of successive passage of points indicated by
geographical coordinates and flight at a certain height above sea level. In order for a
flock of UAVs to approach the target covertly, the route of movement is set in such
a way that, as far as possible, it passes through such places as valleys and riverbeds,
ravines [2]. However, the operator chooses the route in such a way that the UAVs
can pass obstacles at a safe distance and without collisions with each other when
flying around this route [3].

Ensuring order of battle. The number of UAVs used in a mission can vary
depending on the number of targets and the size of the area. UAVs must search for
and identify targets by video recording on the final section of the route. A flock of
UAVs flies in formation towards the target. At a distance of 300 m from the target,
UAVs line up side by side (in a chain). UAVs must hit the target immediately after
the transition from the en-route flight mode to the appropriate battle formation.

Distribution of detected targets. For an attack from a battle formation, the
distribution of targets between the UAVs must be carried out. According to the
distribution algorithm, the target that each UAV will attack should be determined.

4
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The detonation of the ammunition must be carried out using an electronic
switch, the switch safety must be regulated by mechanical and electronic means.

Safe transportation of dangerous cargo. Depending on the purpose, the form
of explosive and the type of fragmentation must be selected. The detonation of the
explosive is carried out by an electric detonator. An intelligent electronic system
must be created to ensure safety when installing the detonator. This system usually
isolates the detonator from all lines.

Mechanism of action of the weapon. A device for working with weapons
should be created with the implementation of mechanisms that ensure the safety of
users. For this purpose, an autonomous power source is not provided in the explosive
system circuit. The power supply to the explosive system is carried out only after the
UAYV takes off and by means of a special readiness command from the control panel,
and the power explosive system is in readiness and awaits the command to explode.

Target detection. Algorithms and corresponding software modules should be
developed to recognize objects on video camera images, point the UAV at a target
and determine its location from these images. Artificial intelligence methods are
used to identify objects in camera images.

It is planned to create a software module for recognizing targets on images from
video cameras. To do this, it is necessary to carry out the following work: creation
of a reference base of manpower silhouettes observed from different angles;
development of an algorithm for identifying the silhouettes of manpower on images
from video cameras; development and testing of a software module for target
recognition in images.

In addition, a targeting system must be developed. This system involves
guiding the UAV on images from the video camera in such a way that it flies over
the target and is at a distance that can ultimately destroy the target. The solution of
the problem requires the development of such a control strategy that at the stage of
aiming at the target, its image remains in the center of the video camera image. The
onboard intelligent processing system must estimate the current deviation of the
target's vision from the center of the image and determine the recalculated direction
of the UAV flight to eliminate this deviation.
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ACOUSTOO-OPTICAL RECEIVER OF AN OBSTRUCTION
PASSIVE RADAR SYSTEM

Rustamov A.R., Katekhliev V.M.
National Defense University, Baku, Azerbaijan

The complexity of separating signals against the background of passive obsta-
cles in the receiving system of radar instruments of warships is due to the fact that
the obstacle, like the useful signal, is also reflected in the bandpass filter [1, 2].

It is advisable to have an acousto-optic receiver as the main component of a
passive radar system for radar obstacles on warships. At the same time, the effec-
tiveness of radar barrage stations and dipole reflectors in detecting and neutralizing
a radiation source directly depends on the characteristics of the receiver. In this case,
the receiver itself must have high noise immunity in the operating conditions of radio
transmission systems. All this testifies to the need to use special methods and means
that provide high noise immunity in acousto-optical receivers of a passive radar sys-
tem on warships [3].

Research aimed at eliminating defects found in the application of impulse bar-
rier suppression methods created the conditions for the application of a new method
called synchronous impulse barrier compensation [2]. In more detail, the way to
compensate for impulse barriers can be explained by the block diagram shown in
Fig. 1. Two band-pass filters (BF) were used in the circuit. The mixture of the signal
and the obstacle wu,(t) + w,,(t) is selected with the help of BF1, and a part of the
spectrum of the impulse barrier un(t) in frequency domain is selected with the help

of BF2, which is hushed up, but has components [2, 4].
| - | Ugut (t)

U (1)

uln (t) LIs (t) + unl (t)

Regenerator

AM

Figure 1 — Device for studying the method of synchronous compensation

The circuit also used an amplitude modulator (AM). An isolated voltage Un(t)
is applied to its input. Zero-phase reference oscillations recovered from the output
signal of (BF1) are fed to the second input of the AM. As a result, oscillations with
amplitude modulation Uam(t) are formed in the AM. These generated oscillations
act as an obstacle with a carrier frequency equal to the frequency of the desired sig-
nal. Such formation of a compensating signal can be expressed by the expression

6
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Upapm (1) =upq (t) . The compensating signal Uam(t) is subtracted from the mixture of
the signal ug(t) +up (t) and the impedance in the corresponding device. Complete
damping of the impulse barrier occurs:
Uyt (t) = Us (t) + Uy (1) —uam (1) = us(t)
The selection of the modulating voltage by the potentiometer R1 and the am-
plitude of the carrier oscillations by the potentiometer R2 leads to complete com-

pensation of the impulse barriers. Fig. 2 shows the doubling of the impedance am-
plitude and waveform at the output of the output device after a phase shift [5].

w

| ‘H' !'li'al:.u
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Figure 2 — Waveform at the output of the output device
Result

Having determined the influencing factors when receiving certain parameters
in unobstructed and cluttered conditions, the difficulty of separating signals against
the background of passive obstacles as a result of the use of an acousto-optic receiver
of a passive radar system of surface ships, the reflection of an obstacle as a useful
signal in a bandpass filter, facilitates the selection of an additional receiving channel
necessary to weaken the blocking and targeting obstacles. Frequency response de-
pends on tuning frequency
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APPLICATION OF MEANS OF REMOTE RADIATION
RECONNAISSANCE

Akhundov R.G.
Military Research Institute of the National Defense University, Baku, Azerbaijan

The high efficiency of the radiation protection of troops can be achieved pro-
vided that the military system for detecting the radiation, chemical and biological
situation (MSDS) ensures timely receipt of data that makes it possible to adequately
assess the possible losses of personnel engaged in combat operations in conditions
for the use of nuclear weapons or radiation accidents.

In this regard, the fundamental requirements for this system are the efficiency
and reliability of detecting the radiation situation [1]. The modern MSDS is built on
a linear hierarchical principle and consists of subsystems of the same type in struc-
ture, each of which functions in the interests of the command of a certain military
level, as a rule, at the tactical or operational-tactical level [2].

The structure of a typical modern subsystem MSDS includes a point of collec-
tion and processing of information (PCPI) and a set of automated mobile complexes
of radiation, chemical and biological reconnaissance (AMC RCBR), the number of
which is determined depending on the level of the corresponding military unit. The
central, system-forming element of each subsystem is the PCPI, which in the for-
mations and associations are, respectively, the settlement and analytical groups
(SAG) and the settlement and analytical stations (SASt). Currently, a reconnaissance
vehicle of the RCM-4 type can be considered as a typical AMC RCBR, equipped
with automated reconnaissance devices and their control tools, as well as data trans-
mission equipment to a telecode communication channel organized with a PCPI.

Despite its good efficiency, modern MSDS nevertheless does not allow achiev-
ing a sufficiently high probability of obtaining complete and reliable intelligence
data with the required efficiency in highly maneuverable, dynamic combat opera-
tions. This is due, first of all, to the low adaptive ability of the system to the losses
of the AMC RCBR.

Thus, the disabling of even one AMC RCBR entails the loss of information
about radiation levels in one of the areas controlled by the system of the region. If
this information is of significant value when, for example, an important facility (ob-
ject) is located in the area, then it should be considered that the effectiveness of
MSDS in the current situation is unacceptably low.

An increase in the probability of detecting the situation can be achieved by
increasing the regular number of AMC RCBR in each of the subsystems of the
MSDS. Additional reconnaissance complexes can be a reserve of the system, used
in the event of losses in order to maintain the effectiveness of detecting the situation
at the required level.

However, it is obvious that such a direction of development requires significant
economic costs both during the period of system modernization and at the stage of
its operation. Therefore, it is necessary to find internal reserves of the system in order
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to ensure its high efficiency even in difficult operating conditions, and without in-
creasing the staffing number of the AMC RCBR and the resources necessary to iden-
tify the situation.

The general algorithm for the functioning of the MSDS with the introduction
of remote reconnaissance means into its composition involves the following activi-
ties: tracking of radioactive clouds by remote reconnaissance complexes; determi-
nation of the configuration of the area of radioactive contamination of the area; cal-
culation of coordinates of control points at which it is necessary to measure the pa-
rameters of infection; determination of exploration routes; conducting radiation re-
connaissance AMC RCBR.

Management in MSDS should be aimed at dynamic refinement of the area of
radiation reconnaissance by remote reconnaissance complexes on the basis of data
received by local reconnaissance complexes. The interaction of local and remote
reconnaissance complexes in the process of identifying the radiation situation will
be carried out not directly, but through PCPI used as an intermediate link. When
building a system according to this principle, it becomes possible to use separate
communication channels for transmitting intelligence data and for transmitting cloud
sounding results.

It should be noted, however, that the expediency of the stated direction of de-
velopment of MSDS will be achieved only if the costs of introducing remote recon-
naissance complexes into its composition are compensated by reducing the local re-
connaissance complexes. In the event that the entire strip controlled by the MSDS
subsystem is scanned by one remote reconnaissance complex, then its allowable cost
has a maximum value and is determined by how much the required number of AMC
RCBR can be reduced.

Thus, the analysis carried out shows that the improvement of the modern mili-
tary system for detecting radiation, chemical and biological conditions involves the
introduction of new reconnaissance complexes designed to remotely determine a
number of parameters of damaging factors. Undoubtedly, the creation of highly ef-
fective remote NBC reconnaissance systems requires the solution of a number of
complex scientific and technical problems, as a result of which they will be one of
the most high-tech examples of modern military equipment. The introduction of
these complexes, along with equipping the troops with other promising weapons,
will allow the Armed Forces to successfully maintain parity with the armies of the
technologically advanced countries of the world.
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MINIMIZATION OF MILITARY UAV ENERGY CONSUMPTION
DURING RECONNAISSANCE FLIGHTS

Bayramov A.A.
Institute of Control Systems, Baku, Azerbaijan

During reconnaissance flight of military Unmanned Aerial Vehicle (UAV) for
data gathering, one of the key tasks is to plan the path in such a way as to minimize the
energy consumption. Most existing methods usually take the shortest flight distance as
the optimal target for planning the optimal path, i.e. it is assumed that the shortest path
means the least energy consumption of the UAV. However, it should be taken into
account that a change in course can also consume the energy of the UAV in flight,
because any change in the flight course is associated with the acceleration of the UAV.
This in turn causes an increase in energy consumption [1, 2]. There have been consid-
ered and offered many options for saving energy consumption.

In this work, in order to achieve a solution to this problem, various criteria for
an energy-saving UAV flight are considered. The following criteria for minimizing
energy consumption during UAV flight have been developed:

1. UAV flight should be as low as possible, the higher the flight of the drone,
the lower the air density, and the lower the lift, in order to compensate for this, it is
necessary to increase the thrust, and this leads to an increase in energy consumption;

2. Most tactical UAVs fly at altitudes up to 1500 m. Considering that the air den-
sity changes by only 0.09% up to a height of 1000-1500 m, it is possible to quickly
reach cruising speed when climbing, while energy consumption will be optimal;

3. After completing the task, when the UAV returns to the base, if possible, the
gentlest descent from a given height at a minimum speed should be made;

4. One of the important criteria is the optimal flight during barrage with the
choice of the shortest trajectories between given objects on the ground that are to be
investigated;

5. When developing a flight task, choose such modes, in which the flight oc-
curs, if possible, with uniform rectilinear motion, with the least curvature of the tra-
jectory, with fewer turns;

6. When performing a reconnaissance flight, in which the task is to examine (pho-
tograph) some objects on the ground, it is recommended to use a wide-angle lens. This
achieves the possibility of covering more objects in the frame with one shooting.

7. It is proposed to optimize the power of the radio transmitter, designed for
data transmission. The more powerful the radio transmitter, the greater the power
consumption.

8. Energy efficient planning by a system of several UAVSs that track events and
objects on the surface of the earth. UAVs themselves adjust their height so that each
time they cover more or less objects. This self-control is achieved by radio commu-
nication between the UAVs and results in energy savings of up to 150% compared
to the case when the UAVSs are placed statically.

9. Joint optimization of both energy efficient (capacity) radio communication
and UAV flight path.
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10. Optimization of the operation of a reconnaissance remote sensing UAV
flying in an energy-information-efficient mode, when information is transmitted us-
ing special filters.

11. The use of faster processors will allow the UAV to complete missions
quickly and therefore save energy. This is because most of the UAV's energy is con-
sumed by the motor, hence faster calculations can reduce mission time and energy
accordingly. Improvement is achieved up to 5 times.

12. Planning the UAV monitoring path in such a way as to minimize the UAV
power consumption. The bottom line is to minimize the amount of course change
and maximize the amount of straight flight range.

13. To reduce the power consumption of the UAV, limit the number of UAV
flight adjustments while still keeping the target in the camera’s field of view.

14. Application of energy-efficient brushless DC motors for UAVs with elec-
tric motors. The use of these drives leads to a decrease in the dimensions and weight
of the UAV and to a decrease in power consumption.

Thus, the paper notes the importance of choosing an energy-saving UAV flight
mode. In order to minimize energy consumption, 14 criteria for UAV flight modes
were considered and proposed to save energy consumption.
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ON AN INVERSE PROBLEM FOR HYDROGEN ATOM EQUATION

Panahov E.
Military Scientific Research Institute, National Defense University Azerbaijan

Abstract. In this work it is considered of the existence of the transformation oper-
ator for the energy levels of the hydrogen atom which is important quantum mechanics.

Introduction. Consider the stationary Schrédinger equation for two particles
in dimensionless variables,

_(%2, % 20 — 12
(i)x + % + 62) +V(x,y,2) = k*Q. 0.1
If the potential function V (x,y, z) depends only on 72 = x% + y2 + z2 , i.e.
V(x,y,z) = V(r), then the variables in equation (0.1) can be separated by putting
?(x,y,z) = %:) YL (6, ) 1=012,..

where x =rsinfcose , y=rsinfsing, z=rcosd and Y}(0,¢p) are
spherical harmonics. This gives a differential equation of the form

2 2
e  1dep p o—V(@r)p +k%p =0. (0.2)

dr2  rdr 12
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for the function ¢ (r) where p =1 +§, (I =0,1,2,...). If the potential function

V(r) satisfies the condition fow rV (r) dr < oo, then for a solution of equation,
which is regular at zero and normalized, so following asymptotic formula is satisfied

Vi@, k) = Ak, ) sin [kr =2 (i =3) + 8k, )] + o(1).

For fixed u and k and r — oco. In this formula A(k, u) is called the scattering
amplitude and & (k, ) the scattering phase or phase shift [1- 3].
Main results. Consider the equation
2
S+ _UR_(E+3)R=0 (0<r<o). (1.1)
In quantum mechanics, the study of the energy levels of a hidrogen atom leads to
this equation [4, 5] The substitution R = % reduces equation (1.1) to the form

a? y (E+ +l(l+1))y —0. (1.2)

Just as in the case of Bessel equation, one can Show that, in a finite interval
[0,1] the spectrum is discrete. As known [5], for a solution (1.2) which is bounde at
zero, one has the foIIowing asimptotic formula for u — o (E = u)

il )F os[\/_r+—ln\/_r—(l+1) +a]+o(1) (1.3)

o(r,u) =

where a = argy (l +1 +ﬁ)

We study an inverse problem with two given spectra for a second order differen-
tial operator with singularity of the type +— l(Hl) at zero point. It is well known [6, 7]

that two spectra uniquely determine the potentlal function in a singular Sturm-Liou-
ville equation defined on the finite interval. One of aims this work is to prove the gen-
eralized degeneracy of the kernel. In particular we obtain a new proof of Hochstadt’s
and Levitan theorems concerning the structure of the difference potentials:

K(r,s) = Xilo ci0i(r)9:(s), g1 (1) — qz(r) = ZdK(r )

In conclusion, we note that in the study of many strategic problems, are often
used methods for solving inverse problems of the theory of scattering, spectral anal-
ysis and potential theory.
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ESTIMATE TARGETS ACCORDING STRUCTURE AND DOCTRINE

Hashimov E.G., Huseynov M.A.
National Defense University, Baku, Azerbaijan

This paper explained the concept of target in the military publications of for-
eign countries contains information about the analysis, processing, classification,
classification of targets and the implementation process of general target activities.
The classification of targets in the armed forces of NATO countries and the factors
that make this classification necessary are explained. The methods of target planning
are explained and, taking into account some factors arising from these methods, a
method of predicting the targets that will appear during any confrontation that will
appear in accordance with the military structure of the armed forces of the enemy or
the opposite party (with the possibility of a threat) is presented.

Targets are military and strategic objects and elements that makes essential for
enemy’s operations, whose destruction (fire strike, etc. impact, interventions) will
affect the success of offensive and defensive operations of our troops [1].

Target management is the process of determining the necessary effects to
achieve a military objective, using the appropriate course of action to create the de-
sired effect with the available capabilities. Selecting and determining the value, pri-
oritizing of targets, synchronizing fires with all military capabilities and evaluating
their overall effects and replanning for the desired effect if necessary [2].

Classification of Targets Management. After identified targets, there have to
done a planning process, and weapon systems must be selected based on the type of
target to engage them [3]. However, planning and choosing weapons in advance is
not always possible, it is depending on circumstance and conditions. Battlefield con-
ditions and timing makes it necessary to take into account the planned targets as well
as the pup up targets [4].

The target analysis planning activity is part of the MDMP process, it is a nec-
essary activity that serves to achieve the commander's intent and purpose and is car-
ried out to achieve the objective. Thus, target analysis and planning activities serve
the same purpose as MDMP [5].

To achieve target planning process in advance it is necessary to have a prelim-
inary forecast or a most probability of the targets of enemy. According doctrine and
standard conditions may determine the targets and reallocate the necessary weapons.

The calculation of the number of targets in a target category can be done as
follows, to give the probability of (expected) targets to be detected in an encounter
with the armed forces of any enemy country. or potential adversary. The calculation
of targets by level is directly proportional to the level of the unit, and the number of
elements to be divided into categories must initially be determined, taking into ac-
count the size of the units and the type of troops.
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For example: In an infantry (motorized rifle) brigade, let's assume a total of 6
deployment or command posts, including 1 brigade headquarters, 4 battalions, and
1 rear command post (supply point). A total of 5 targets, including 3 battery firing
positions, 1 command and control post with 1 supply point in the same artillery di-
vision. The brigade is to be protected by 2 SAMs (OSA, OSA AKM), which means
it will have 2 air defense targets. From here we can conclude that under standard
conditions and tactical norms one motorized rifle brigade may have 6+5+2=13 tar-
gets (these figures are for approximate calculation).

Bh=h;+h, +--+h, =X" h. @)

Similar to the above calculation, it is possible to estimate the number of targets
that would appear under standard unit conditions at any level by making a calculation
for other branches of the military units. During these calculations, as the level of the
unit increases, the HQ of that unit and its support and combat elements must be taken
into account. Thus, when conducting corps calculations, the number of subordinate
brigades, subordinate units and, in addition, elements of corps headquarters and
command posts and additional units must be added up. The calculation can be made
using the following formula.

Kh=nXBh+k; +k,++k, =nxBh+X7, k. )

Here " Kh " is the army corps target number, n is the constant number of brigades,
k., is the number of other units and headquarters in the corps, K; is the number of type
J corps targets. Using this method, we can estimate how many targets will appear in a
particular category during a confrontation with an enemy or armed forces that are ex-
pected to be the enemy. By creating a computer program based on the mathematical
rule in formulas 1 and 2, entering into the program the country, the kind of troops and
the number of units, we can set the target probabilities of troop units to different army
standards (brigade, corps, army and above). This calculation can help us calculate all
resources for target reconnaissance, planning and demolitions.
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COMPARATIVE ANALYSIS OF DRONE DETECTION METHODS
TO PREVENT UNLAWFUL USE OF UAV

Khaligov G.S.
National Defense University, Baku, Azerbaijan

With the continuous development of technology, drone companies such as DJI,
Parrot and 3Drobotics produce various types of unmanned aerial vehicles (UAV) or
systems (PUS). Due to their availability and ease of use, UAVs are widely used.
However, the wide and rapid spread of UAVSs poses a threat when they are used in
crimes. Therefore, to solve this problem, anti-drone systems are intensively devel-
oped, and the problem of drone detection becomes relevant [1].

In addition, we are witnessing the widespread use of UAVs in new generation
wars. The enemy's use of reconnaissance drones led to the determination of the po-
sitions of the troops and, as a result, they came under attack [2].

Considering the above, it is necessary to analyze drone detection methods. The
main purpose of the analysis is to select the optimal method to achieve the goal of
the detection system.

Based on research, the main methods that can be used for UAV detection and
classification tasks are radar, radio frequency (RF), acoustic sensors and camera sys-
tems [3, 4].

Radar-based drone detection. Since radar systems are mainly designed to detect
high-velocity ballistic trajectory targets such as aircraft, military UAV and missiles,
they are unsuitable for detecting small UAVs flying with low-velocity non-ballistic
trajectories.

The high price and structural complexity of radar systems are other reasons that
make important the creation of a relatively inexpensive drone detection system [1].

Drone detection based on acoustic systems.

Acoustic detection systems use acoustic sensors or microphones to recognize
the sound waves of UAV rotors even in poor visibility. The maximum operating
range of these systems is in the range of 200-250 m. Acoustic systems are generally
resistant to environmental parameters, but their limited effective range makes them
less unprofitable.

In addition, the sensitivity of these systems to environmental noise, especially
in noisy high-altitude areas or urban and in windy conditions, affects the detection
effect.

Drone detection based on radio frequency. This systems detect and classify
drones based on their radio signals. A radio-based detection system is a passive lis-
tener between the UAV and its ground controller, and unlike radar-based systems, it
does not transmit any signals. But some drones do not have radio transmission, s so
this approach is not suitable for detecting autonomous UAVs without communica-
tion channels.

Video based drone detection. It is known that detection and recognition abili-
ties are highest when the target is visible. In addition to drone detection, cameras
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have the advantage of providing the drone's model, dimensions, and other infor-
mation. However, detection with this method is not considered effective at night, in
cloudy, foggy and dusty weather conditions. In such situations, a combination with
thermal cameras can be used. Thermal cameras can solve the problem of detection
at night and sometimes even work better in rain, snow and fog, depending on the
technology used. It should also be noted that high-quality thermal cameras are used
for military purposes, and low-cost commercial thermal cameras may fail in high-
humidity weather or other adverse environmental conditions [1].

A good balance between cost and detection range is achieved by using visual
drone detection technologies that use images of observation areas. One of the main
drawbacks of visual drone detection is the high number of false detections caused
by the visual similarity of different objects, especially when they occupy several
pixels in the image.

As a result, systems can make mistake between a bird or background, and vice
versa. The problem is further complicated by the large changes in images caused by
changing weather and lighting conditions.

At the same time, drones can reach a speed of 160 km per hour, which places
additional requirements on detection speed. To solve these problems, the “Drone and
Bird” detection problem was created. The goal is to detect the drones seen in the
video without any mistake.

With this method, the detection system works on the basis of computer vision
algorithms. These artificial intelligence algorithms are trained in advance on the
types of drones to be classified, and thanks to this, the video stream from the cameras
performs the process of first detecting and then recognizing the flying object in real
time.

Considering the structural simplicity, relatively high detection range, high clas-
sification ability and perspective development of computer vision algorithms, the
system of detection of unmanned aerial vehicles based on video images obtained by
video cameras is more useful.
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THE EFFECTIVENESS OF AIR DEFENSE SYSTEM

Hashimov E.G., Khudeynatov E.K.
The National Defense University, Baku, Azerbaijan

Effectiveness is the degree to which something can produce the desired out-
come or result. It is a measure of how successful or efficient something is in achiev-
ing a specific goal or objective.

The effectiveness of a defense system refers to its ability to deter, defend
against, and defeat threats to national security. Defense systems can include a wide
range of interrelated components, such as military forces, intelligence agencies,
other security agencies, and diplomatic and economic instruments of national power.

The effectiveness of an air defense system refers to its ability to detect, track,
and engage airborne threats to protect friendly forces and critical infrastructure from
aerial attacks.

Modern Air and Missile Defense (AMD) systems use radar paired with a gun
or missile weapon system to detect and destroy an array of threat types that includes
theater ballistic missiles (TBMs), cruise missiles (CMs), and unmanned aerial sys-
tems (UASS) [1,2]. The radar and other sensors are used to detect and track incoming
threats, while the weapons are used to intercept and destroy them. The command-
and-control system coordinates the activities of the various components of the air
defense system, ensuring that they can operate effectively together.

One of the key factors that determine the efficiency of an air defense system is
its ability to detect threats. This is typically done using radar, which can detect the
presence of aircraft or missiles by detecting the electromagnetic signals they emit.
The range and accuracy of the radar system are important factors in its ability to
detect threats, as is its ability to differentiate between real threats and false targets.

Another factor that affects the efficiency of an air defense system is its ability
to track threats once they have been detected. This is typically done using a combi-
nation of radar and other sensors, such as infrared cameras or laser rangefinders. The
accuracy and speed of the tracking system are important factors in its ability to keep
up with fast-moving threats, as is its ability to maintain a clear picture of the situation
even in complex or cluttered environments.

There are several ways to improve the effectiveness of an air defense system:

1. Increase the number of sensors: Adding more sensors, such as radar or infra-
red detectors, can improve the coverage and detection range of the air defense sys-
tem.

2. Enhance the capability of the sensors: Improving the sensitivity and resolu-
tion of the sensors can help to detect smaller, more stealthy targets at greater dis-
tances.

3. Increase the number and types of interceptors: Adding more interceptors,
such as surface-to-air missiles or fighter jets, increases the likelihood of successfully
intercepting incoming threats.
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4. Improve the accuracy of the interceptors: Developing better guidance sys-
tems, such as those that use multiple sensors or advanced algorithms, can improve
the accuracy and effectiveness of the interceptors.

5. Enhance the command-and-control system: Improving the communication
and decision-making capabilities of the air defense system can help to coordinate the
efforts of multiple interceptors and sensors.

6. Taking advantage of the capabilities of satellites: Satellites can be used to
provide real-time or near-real-time surveillance and reconnaissance of large areas,
allowing air defense systems to detect and track potential threats such as aircraft or
missiles [3].

7. Integrate the system with other systems: Connecting the air defense system
to other systems, such as air traffic control or intelligence networks, can provide
additional information and enhance situational awareness.

8. Conduct regular training and exercises: Regular training and exercises can
help to maintain the readiness and effectiveness of the air defense system.

Air defense systems must be designed and operated in a way that ensures the
widest possible range, incorporates the latest technologies and cybersecurity proto-
cols, and provides adequate resources to maintain readiness and effectiveness. Ef-
fective training and education programs, sound management practices, and a strate-
gic approach to air defense planning can also help to mitigate common weaknesses
in air defense systems.

To improve the effectiveness of an air defense system, it is important to assess
its strengths and weaknesses, identify areas for improvement, and implement
changes to address those areas. This may involve investing in new sensors and weap-
ons, improving training and education programs for personnel, enhancing command
and control systems, and strengthening partnerships with other countries and inter-
national organizations.

In addition, the effectiveness of an air defense system may also depend on the
threat environment and the specific tactics and capabilities of potential adversaries.
Thus, an air defense system needs to remain adaptable and responsive to changing
threats and emerging technologies.
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MATHEMATICAL METHOD OF CONVERTING GEOGRAPHICAL
COORDINATES DETERMINED THROUGH UAV INTO
A RECTANGULAR COORDINATE SYSTEM

Huseynov B.S.
National Defense University, Baku, Azerbaijan

Recent wars and military conflicts including Second Karabakh War and Rus-
sian-Ukrainian war have obviously proved that modern military operations vary
from each-other with their number of features. So that, unusual strategies of running
battles have been widely applied in both wars, the accuracy and targeting potentials
of modern weapons have extensively been benefited, information confrontations
have been mostly preferred, the planning of military operations has been computer-
ized, state-of-art management and intelligence systems have been involved in order
to fulfill this mission. In these wars mentioned above, if the application of regular
piloted aviation was impossible and not expedient (the intense reflection of enemy
air defense systems, radiation in the war zone, in case chemical and bacteriological
weapons are used, in addition, if there is strong need to observe enemy troops for a
while), aircrafts for exploratory purposes or armed aerial vehicles were widely used
with the purpose of completing various tasks [1,2].

Despite the bravery and courage of Azerbaijan soldiers in The Second
Karabakh War and Ukrainian militants in Russian-Ukrainian War, number of for-
eign commentators supported the idea of victory of modern technology in these wars.
It is considered that, 1% time in the military history employing unmanned aerial ve-
hicles in Second Karabakh War practically decided the destiny of the conflict. In this
regard, the military specialists and experts of leading armies of the world still have
been analyzing the results of this war, likewise in their discussion they earnestly
advise to take some lessons from the consequences of these wars [3].

The analyzing of military operations involving unmanned aerial vehicles indi-
cates these crafts are not only available for reconnaissance and striking, but also are
used to direct high precision weapons and artillery fire.

The coordinates achieved through unmanned aerial vehicles and aviation sys-
tems are typically found in geographic coordinate system. In general units of the
army while conducting measurements and calculation affairs on the map the rectan-
gular coordination system is particularly helpful. In devices for artillery majority of
reports are made in rectangular coordination system. Besides, this system is rela-
tively basic for reports. Commonly regarding the features of task and demanding
accuracy, objects on earth are located in different coordinate systems.

These coordinate systems are as follows: geograpich coordinate system;
rectangular coordinate system; polar coordinate system; bipolar coordinate system
[4, 5].

Practically, rectangular coordinate system is elaborated on the basis of
Gaussian transverse cylindrical projection. Passing through once every 6 degrees
meridians split earth surface into 6 sections.
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Thereby, calculations are carried out according to 60 sections and th meridian
“0” is accepted as “Greenwich”.

Let’s have a glipmse at how geographic coordinate system converts into
rectangular coordinate system:

Y= 40° 21" 33" - geographic latitude (X in rectangular coordinate system).

L =48° 15 30" - geographic longitude (Y in rectangular coordinate system).

The length of meridians are same everywhere. The length of 1° meridian are
40009 km : 360° = 111136 m, the length of 1> meridian are 111136 : 60 =~ 1852 m,
the length of 1’ meridian arc 1852 : 60 = 31 m/

As we mentioned W- geographical latitude, is represented as X in rectangular
coordinate system;

W= 400 21' 33"

40°= 40 x 111136 = 4445440

21'=21x 1852= 38892 W = (09 + 90°)
33" =33x31= 1023

4485355

X = 4485355 - this point stands in the North 4485 km 355 m away from the
equatorial line. Geographical latitude itself is shown as North and South latitudes.

The convertion of X into V.

X= 4485355 : 111136 = 40,35915454° - 40 is the formula to find remainder.

Actual remainder 0,35915454 x 60 = 21,5492724 — 21 in order to find the
remainder.

0,5492724 x 60 =33". Out of here ¥=40° 21" 33’

A\~ geographic longitude — is represented as Y in rectangular coordinate system.

A =48°15 30" In the parallel 40° 1= (0°+ 180°)

1°—arc=85400m. 1-arc=1423m. 1 —arc= 24m.

48°= 48 x 85400 = 4099200

15 =15x1423= 21345

30'=30x24 = 720
4121265
Y =4121265, it indicates it is 4121265 m away from the meridian “Greenwich”.
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STUDY OF THE 44 DAY CIVIL WAR

Ender Guner
National Defense University, Baku, Azerbaijan

The counter-offensive operation of the Armed Forces of the Republic of Azer-
baijan, referred to as the "Second Karabakh War", "Homeland War", "44-Day War"
or "lron Fist" operation, opened a wide discussion to the researches and assumptions
of local and international military-political researchers, is a bright example of the
21st century war in the South Caucasus [1-3].

Combat activities began on September 27, 2020 with a counter-offensive oper-
ation, were conducted for 44 days and ended with Victory on November 9. Infor-
mation about the chronology of combat activities during the war, researches of mil-
itary experts at the strategic level are widely available in open sources. The second
Karabakh war attracted the attention of many foreign researchers and experts in
terms of both the modernity of the technology used and the specificity of the combat
tactics, even in some military institutions and organizations, various aspects of this
war were investigated, and it was decided to teach the results in special military
educational institutions. American military expert Mikhail Kofman emphasizes that
the United States has determined the direction of investment in the armed forces in
the future by studying many conflicts such as the 1973 Arab-Israeli war. As a result,
the Russian-Ukrainian conflict and the Armenian-Azerbaijani war are also deeply
analyzed. According to Gustav Gressel, Europe should begin absorbing military les-
sons from this war. The researcher claims that the armies of most European countries
(with the exception of France and Germany) can fall into the same pitiable situation
as the Armenian army in modern wars. Paul Iddon mentions that retrospective anal-
ysis may take several years, but in the end it will be clear that countries like Azer-
baijan with small but advanced weapons systems should be taken seriously in mod-
ern warfare. Uzi Rubin highlights that this war created a momentary vision of the
future battlefields where air defense systems and electronic warfare systems will
dominate. According to the researcher, in this war, the Azerbaijani Armed Forces
paralyzed the ground forces of the enemy by means of UAVs and ensured that their
troops advanced and captured strategic positions. U. Rubin says that Israel should
improve its HHM systems and fighter planes by drawing conclusions from this war
[1,4].

After the ceasefire agreement was signed on May 12, 1994, the future activities
of both sides of the Karabakh conflict (the Republic of Azerbaijan and the Republic
of Armenia) were being planned. The President of the Republic of Azerbaijan, Com-
mander-in-Chief of the Armed Forces, Mr. Ilham Aliyev, during an interview with
the Russian media on September 24, 2021, said in response to a question about the
planning of the "Iron Fist" operation: "Although it is in a state of frozen conflict, for
all situations of life in a country at war the plan of conducting military operations,
beyond doubt, was developed long ago. Unquestionably, changes were made to this
plan from time to time, taking into account new realities, new capabilities of
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Azerbaijan, including technological capabilities, and each time those changes were
approved by me. This is natural. I also know that the Armenian side also had an
action plan related to the war." [5].

As a result of the successful counter-offensive and offensive operations
launched by the Azerbaijani Army in Karabakh on September 27, 2020, 5 cities, 4
settlements and 286 villages were liberated from occupation until November 9.

During the days starting from November 10, 2020 and lasting until the end of
2020, according to the "Statement of the President of the Republic of Azerbaijan,
the Prime Minister of the Republic of Armenia and the President of the Russian
Federation™ during the liberation of the regions after the war, commanders and chiefs
of all levels are reorganizing the troops and they carried out a large amount of work
in the areas of ensuring the security of the service (especially on the transition from
minefields), conducting anti-terrorist activities. Armenia withdrew its troops from
Aghdam by November 20, Kalbajar by November 25, and Lachin by December 1.
Peacekeeping in the region was entrusted to the Peacekeeping Forces of the Russian
Federation. The Turkey-Russia Joint Monitoring Center monitors compliance with
the ceasefire regime [2].

As a result of high-level planning and conducting of battle preparation and
combat preparation measures, command-staff exercises, and training of personnel to
operate in difficult terrain during the preparation phase of the Patriotic War, the
Azerbaijani side was superior in the process of planning and execution of activities.

Although the defense was prepared and strengthened over a long period of
time, the correct organization of the offensive activity gave its positive result. The
use of high-tech means in the war made it possible to increase the pace of advance-
ment of the Ground Forces.

The anti-terrorist operation, which started with a counter-attack, resulted in
Victory due to deception, proper distribution of targets, proper organization of troops
and fire control.
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ESTIMATING METHODOLOGY OF A 5TDF ENGINE MOTOR
RESOURCE CONSUMPTION UNDER DIFFERENT OPERATING
MODES OF THE MACHINE

Chalapko V., Sirosh V., Moskalenko V.
Military Institute of Tank Troops of National Technical University, Kharkiv
Voitenko V., Melnyk 1., Kolesnyk V.
Hetman Petro Sahaidachnyi National Army Academy, Lviv

The service life of a tank engine depends on the quality of diesel engine oil,
timely maintenance, serviceability of the diesel engine fuel system and other internal
combustion engine systems. Diesel units are also extremely sensitive to overheating,
which requires constant monitoring of the cooling system. The engine life of an in-
ternal combustion engine depends on its design features, as well as individual oper-
ating conditions.

The goal of the study is to develop a method for estimating the consumption of
engine life 5TDF engine in different modes of operation of the machine [1].

It was shown the possibility to make a conclusion about the nonlinear nature of
the dependence of the engine life on time with different engine operation at different
load modes.

Engine operating modes, which are determined by load resistance, are charac-
terized by the number of revolutions of the engine crankshaft and the amount of
power developed by the engine, largely determine its energy and economic perfor-
mance of the engine and engine consumption [2, 3].

The testing ground for the consumption of the motor resource of the machine,
depending on the readings of the engine hours counter, can be formed on the basis
of the data obtained from the results of the operation of the machine in different
conditions.

The analysis of the results of the research carried out that finding dependence
of a 5TDF engine motor resource can be presented as the sum of two regressions —
linear and hyperbolic. The readings of the engine hours counter will be recorded and
further processed when the 5TDF engine is running in I-V and VI, VI gears, respec-
tively. Such realization will make it possible to use the regression equation directly
for the car crew.
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FIXED ZONE METHOD OF MILITARY GAME FOR RETROSPECTIVE
ANALYSIS OF COMBAT EXPERIENCE

Isakov O., Vradii S., Babkin Yu., Bazeliuk V., Logvinenko O.
Military Institute of Tank Troops of National Technical University
“Kharkiv Polytechnic Institute”, Kharkiv
Novik S.

National Technical University “Kharkiv Polytechnic Institute”, Kharkiv

The process of combat operations sustainment initiated and managed by the
commander is at the same time a well-described, determined, defined process, and
an art, which combines both the analytical work of the headquarters, comprehensive
objective analysis and detailed calculation, as well as the subjective judgments of
the commander (chief), which are based on his intuition, which, in turn, is a combi-
nation, a mixture of experience and intelligence (mind) and creativity [1].

To study and implement the experience of combat operations in terms of form-
ing lessons, according to the authors, it is interesting to use the method of a fixed
zone, which includes a detailed analysis of an important area of the terrain, direct
contact with the enemy, and the boundary of forcing a water obstacle or a landing
site.

Within the limits of this method, working out the planned table of interaction
allows to analyze the experience of combat operations in coordination in time and
space in relation to the actions of the enemy.

Determining the phases of the operation, the most probable actions of the en-
emy, and decision-making points for the military actions of the units makes it possi-
ble to form a lesson on the study of combat experience.

Conducting a military raffle with real initial data will provide an opportunity
to form a lesson on the study of military experience based on a comparison of sim-
ulation results with real events [2, 3].

The technical implementation of this method is proposed to be carried out us-
ing computer graphics in the format of overlays.
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DEVELOPMENT OF MILITARY-TECHNICAL TRANSLATION SKILLS
IN THE FIELD OF THE ARMORED WEAPONS AND MILITARY
EQUIPMENT OPERATION

Vasyliev M., Yanishen A., Piskun S.
Military Institute of Tank Troops of National Technical University
“Kharkiv Polytechnic Institute”, Kharkiv
Novik S.
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv
Ryzhov Ye., Pashchetnyk O., Marchenko O.
Hetman Petro Sahaidachnyi National Army Academy, Lviv, Ukraine

The intensification of international defense cooperation measures can rightly
be considered a factor in the evolution of military translation around the world. And
the beginning of large-scale military operations highlighted the need for users to
improve their military-technical and military-special translation skills, first of all, in
conditions of access to special dictionaries and limited time for translation. Military
discourse has a special communicative-functional orientation, it represents a combi-
nation of two functional language styles — official-business and scientific-technical
ones — the priority of which changes depending on the topic of the document [1]. A
distinctive feature of a military translation is greater terminology and an extremely
accurate, clear presentation of the material with a relative absence of figurative and
emotional means of expression. Military vocabulary is distinguished by its great va-
riety and quantity. This is especially acute when processing operating instructions,
repair manuals, logistics instructions, etc. [2]. To translate the instructions correctly,
one need specialized knowledge and practical experience. For an adequate and high-
quality translation, translators have to use highly specialized dictionaries, compile
glossaries for each topic and expand electronic databases with new terms, access to
which is limited in real conditions.

In this regard, the authors consider the issue of the development of military
general educational skills necessary for comprehensive reading and the use of vari-
ous types of transformations, which, in turn, will contribute to the basic concepts
assimilation of the technical literature translation: the phenomenon of equivalence
and ways of finding it, as well as the use of the obtained results in the translation of
technical texts, namely texts in the field of the armored weapons and military equip-
ment operation.
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ADVANCING HEALTHCARE WITH GENERATIVE Al:
CURRENT AND FUTURE RESEARCH

Hlavcheva D.
KeenEthics LLC, Lviv, Ukraine
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National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

In 2022, Al platforms such as ChatGPT, DallE, Synthesia, and Chatsonic revo-
lutionized the Al industry and became the most talked-about topic in IT innovation.
However, the groundwork for these incredible advancements was laid through years
of research [1]. Today, researchers continue to explore the potential of generative Al
in various fields, including education, logistics, e-commerce, and healthcare, which is
considered one of the most intriguing and controversial areas for the application of
generative Al.

The healthcare industry is increasingly recognizing the significance of Al-pow-
ered tools in the next wave of healthcare technology. Al is considered to have the
potential to enhance various aspects of healthcare operations and delivery. Notably,
cost reduction is a significant motivator for the implementation of Al applications
within the healthcare system [2].

The conventional Al approach of using Convolutional Neural Networks for
medical image analysis [3, 4] has had a significant impact on healthcare processes
and operations.

However, recent research trends indicate that Generative Adversarial-Based
Networks will be the next generation of Al technologies in the industry.

The purpose of this report is to provide an overview of significant trends in
the application of generative Al to healthcare industry problems, including medical
chatbots, precision medicine, virtual nursing assistance, and medical imaging. The
report aims to present a comprehensive analysis of research conducted in the past
six months, along with ideas for future directions of generative Al applications.
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TRANSFER LEARNING TECHNIQUE APPLIED TO MULTISPECTRAL
IMAGES CLASSIFICATION PROBLEM

Yaloveha V., Podorozhniak A.
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

In recent years deep learning approaches are effectively used in a wide range
of applications. Among various models and methods Convolutional neural networks
(CNNs) show high performance for image classification tasks and object detection
[1, 2]. Scientists have introduced a pretrained set of different convolutional neural
networks that successfully were applied in multiple fields of study. As it is known
deep neural network models must be trained with a huge number of parameters that
requires a lot of computational resources in pair with a big amount of training time.
The transfer learning technique is used for repurposing a model trained on one task
to a comparable task that requires some adaptation. Transfer learning enables model
parameters to start with good initial values that only need minimal tweaks to be bet-
ter curated for the new problem [3].

The VGG-16 is a state of art convolutional neural network that has been used
for image classification issues since 2014. ResNet includes a skip connection, which
transfers the inputs of the previous layer to the next layer. Such a property makes the
neural network lighter. The Xception neural network architecture consists of sepa-
rable convolution layers.

The idea behind the DenseNet is based on direct connections between any
two layers of a convolutional neural network with the same feature-map size. Effi-
cientNetVV2 was announced in 2021. This model represents a new family of smaller
and faster neural networks.

The purpose of the report is to research multiple pretrained convolutional
neural network families to serve as baseline models for the remote sensing dataset
benchmarking.

In [4] it was shown that calculating spectral indexes based on given bands im-
proves overall model performance metrics. So in addition, we evaluated spectral
bands and their combinations.
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DYNAMIC CHANGE IN THE DIMENSION OF THE CURRENT
POPULATION USING GENETIC ALGORITHMS

Skakalina O.
National University «Yuriy Kondratyuk Poltava Polytechnic», Poltava, Ukraine

Genetic algorithms (GA) are designed to solve optimization and modeling
problems by successively selecting, combining and changing desired parameters us-
ing mechanisms reminiscent of biological evolution. There are a large number of
ways to encode individuals, as well as operators of mutation, crossover, selection,
selection, and, finally, niche and constraint methods. This shows that an extremely
wide variety of genetic algorithms can be proposed, differing in coding methods,
structure, genetic operators used, and generally accepted GA parameters.

The main parameters of genetic algorithms include: the dimension of the initial
and current populations, the criteria for stopping the operation of the genetic algo-
rithm, the analytical expression of the so-called fitness function, which is an external
criterion for assessing the degree of optimality of the resulting solution [1].

The purpose of the reportis study of the influence of dynamic change in the
dimension of the current population on the quality of the obtained quasi-optimal so-
lution using hybrid genetic algorithms in solving practical problems from subject
areas.

The report contains the results of constructing an optimal general seasonal
plan for the transportation of large national agricultural holdings [2], a modification
of the well-known computer game

The Heroes of Might and Magic 3 (HoMM3) [3] was developed by embedding
a genetic algorithm into the game in order to achieve the preservation of the game
balance, finding simple winning strategies or conditions under which winning is im-
possible in principle are sufficient. For the HOMMS3 game, a hew crossover operator
was also constructed with the ability to ignore the null substring of a binary coded
individual.

The presented results demonstrate the ability of genetic algorithms to find ac-
ceptable solutions in an acceptable time for many classes NP - complex problems
that cannot be solved in an acceptable time by any other methods except heuristics.
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APPLICATION OF EXPERT ASSESSMENT METHODS
IN CONSTRUCTION MODELS OF THE QUALITY
OF ARTIFICIAL INTELLIGENCE SYSTEMS

Feoktystova O.1., Zmiivskyi V.S.
National Aerospace University “Kharkiv Aviation Institute”, Kharkiv, Ukraine

Scientific and technical progress is accompanied by the continuous complica-
tion of decision-making objects, which at one time led to problems with the creation
of adequate analytical models of the behavior of such objects and, as a result, to the
increasingly widespread use of artificial intelligence systems in the informatization
of processes in many areas of human life.

At the same time, the complexity of the relevant artificial intelligence systems
is also constantly increasing, which determines the urgency of the problem of provid-
ing "explainable intelligence".

An effective way to solve the mentioned problem is the use of special models
for evaluating the quality of artificial intelligence systems, in particular, by analyzing
the non-functional characteristics of such systems.

The authors of the work [1] proposed the initial (conceptual) model of the qual-
ity of artificial intelligence, as well as the methodology for construction a basic
model based on it.

In addition, this work presents a development methodology based on the basic-
applied quality model for a specific artificial intelligence systems. In specified meth-
ods involve the involvement of experts to determine the importance of certain quality
characteristics and their mutual influence.

The report presents an option for improving the technology of construction
basic and applied quality models of the artificial intelligence system, which involves:

forming a team of experts (expert commission);

obtaining a generalized expert assessment of the importance of including spe-
cific characteristics of the quality of artificial intelligence in the composition of the
model;

increasing the level of consistency of expert testimony;

combining expert opinions to achieve a conjunctive consensus between the as-
sessments of individual experts [2].
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WAYS TO IMPROVE THE SOFTWARE OF TRUCK TRANSPORT
MANAGEMENT SYSTEMS
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In the modern world, the organization of logistics processes plays a decisive
role in practically all areas of social life.

Among these processes, the most im-portant are those related to the transpor-
tation of various goods by road, air, sea, and rail transport. In general, the efficiency
of the organization of transport logistics depends on the solution of a set of tasks
related to the de-termination of rational routes, the type of vehicles, customs clear-
ance (in the case of international transportation) [1].

Existing computer systems focused on the automation of transport logistics
processes have the form of ready-made environments, based on which appropriate
software applications are created [2].

At the same time, the specified development environments, regardless of
whether they are commercial products or belong to proprietary software, do not have
in their composition means that could reflect the specifics of the implementation of
specific cargo delivery tasks in the conditions of the current realities in Ukraine and
its partner countries on countering aggression. A vivid example of such a task is the
construction of a transport logistics chain for the delivery of weapons, ammunition
and military equipment from military bases located on the territory of the USA to
Ukraine.

The purpose of the report is to discuss ways to improve software systems
focused on the automation of cargo transportation processes by expanding the func-
tionality of these systems and improving the usability of their interface. The theory
of software agents, ontological engineering and interactive cognitive graphics are
the methodological basis for the modernization of such systems.

The implementation of the mentioned innovations in the computer means of
organizing transportation will make it possible to increase the efficiency of logistics
systems in the following aspects: reducing the risk of making irrational decisions,
due to the reduction of the number of alternative logistics chains, and improving the
ergonomics of the interface of the logistician-dispatcher, who in this case acts as the
person making the decision.
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MOSICHUI METO/I BINCbKOBOI'O PO3ITPAIITY
JIJISI PETPOCIIEKTABHOI'O AHAJII3Y JTOCBIY BOMOBUX I
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BilicbKOBHIT iIHCTUTYT TAHKOBHX BiiChK HalliOHAIEHOTO TEXHIYHOTO YHIBEPCUTETY
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HamionasnbHa akagemist cyXonyTHUX Bilichbk iM. rerbMaHa [lerpa Caraiinaunoro,
JIsBiB, YKpaiHna

[HinifioBaHn# Ta KEPOBAHUI KOMaHIUPOM (HaYJILHUKOM ) ITPOLIEC BCEOIYHOTO
3a0e3neueHHsT 000 € BOMHOYAC i JOOpEe ONMMCaHWM, OOYMOBJICHUM, BU3HAYCHUM
MIPOLIECOM, 1 MUCTELITBOM, JIe TIOEHYIOTHCS SIK aHaJITHYHA poOOTa 1Tady, Bcebid-
HUI 00’ €KTUBHUI aHAa3 1 IeTaNbHINA PO3PaXyHOK, TaK 1 Cy0 €KTUBHI CyIXKEHHS KO-
KOMOIHAITIE€0, CYMIIIIIIIIO JIOCBiAY Ta iHTeNeKTy (po3ymy) i TBopuocTi [1]. Ha edek-
TUBHICTH BCeOIYHOTO 3a0e3neueHHs 0010 BIUTMBAIOTh TaKi (hakTopu:

o0csir HasiBHOT iH(opMaii, sKy HEoOXiJHO 00pOOUTH;

HasIBHUI 4Jac JUISL TPOBEACHHS ITJIaHYBaHH S,

SKICTh KePIBHUX BKa3iBOK 3 IIAaHYBaHHS OIEpallii TOwIO.

J11st BUBYEHHSI Ta BIIPOBAKEHHS JIOCBI Ty OOHOBUX il y po3pi3i GopMyBaHH:I
YPOKiB, Ha AYMKY aBTODIB, I[IKABUM BOA4Ya€TbCs BUKOPHCTAHHS METO/Y IOSICIB
(belt).

[Nosicu MOBUHHI BKJIIOYATH Po3irpaii jAid 1mo BcboMy (DpOHTY Ta Ha BCIO IIIHU-
OVHY BUKOHAHHS 3aBIaHHS B MEXaX TAKTUYHOTO €Mi30/y (BUXIJHUI paiioH, BUXi-
IHUH pyOix (opcyBaHHs, pyOexi po3ropraHHs, pyOix Mepexoiy B aTaky); BBe-
JICHHS! pe3epBy / 3[1HCHEHHS] KOHTPATAKH; 3aXOIUICHHS 00’ €KTa / ypa)KeHHSI TIPOTH-
BHHKA.

[IpoBeneHHs BifiCHKOBOTO po3irpaily i3 pealbHUMH BUXITHUMHU JAHUMH Ha-
JIaCTh MOXKIIMBICTh CPOPMYBATH YPOK BUBUCHHSI BIIICHKOBOTO JOCBIy Ha OCHOBI I10-
PIiBHSHHI pe3yJIbTaTiB MOJICTIOBAHHS i3 peadbHUMH mofaismu [2,3].

TexHiuHy peai3ariio [Or0 METOy IPOIIOHYETHCA 3MIMCHUTH 13 BUKOPHUCTAH-
HAM KOMIT 10TepHOI rpadiku y dhopmari overlays.

Crucok JgiTeparypu

1. MeroauuHi pekoMeH[alil 3 IUIAHYBaHHS Ta opraHizamii 0O 3a craHIapTamMu
HATO [on-line]. — Pexum pmocrymy: https://sprotyvg7.com.ua/lesson/rekomendacii-z-
planuvannya-ta-organizacii-boyu-za-standartami-nato-chastina-2

2. JloxTpuHa 3 BUBUCHHsI Ta BIpoBamkeHHs qocBiny y 3CY. — ['onoBHe ynpaBiiHHSA
nokrpus Ta miaroroBku ' 3CY coijbHO 3 HEHTPOM OMEPATHUBHUX CTAHAAPTIB i METOUKH
migrorosku 3CY, 2022. — 34c.

3. Tum4acoBa iHCTPyKIIisi BUBYEHHs Ta BIpoBamkeHHs nocixy y 3CY. — [onoBue
ynpasiiHHI JOKTpHH Ta miarotoBku [Tl 3CY chinbHO 3 HEHTPOM ONEPAaTHBHHUX CTAHAAPTIB
i meroauku miarorosku 3CY, 2022. — 22 c.
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BUBYEHHS I BIPOBAIKEHHSI JOCBITY BOMOBHX JIit
3A ONEPATUBHUMH CTAHJIAPTAMH HATO

Cepmyxos O.B., Makoron O.A., Maep JI.B., Kiimos O.I1., Akiamma O.T.
BilicbKOBHIT iIHCTUTYT TAHKOBHX BiiChK HalliOHAIEHOTO TEXHIYHOTO YHIBEPCUTETY
“XapkiBChbKUH MOTITEXHIYHUH IHCTUTYT, XapKiB, YKpaiHa
JlaBpyT T.B.

HamionanbHa akazeMist CyXOImyTHUX BIHCHK
imeni retbmaHa [lerpa Caraiinaunoro, JIeBiB, Ykpaina

EnemenTty MeTo10510Ti1 OYAiBHUIITBA CTPYKTYPH 30POWHHX CHII, TAHYBaHHSI,
MiJrOTOBKK Ta YIPAaBJIiHHS BiICbKaMH Y XO/1i BIICBKOBUX ONepaliii MpUHHATO Ha-
3uBaTH onepatuBHUMH ctangapTamMu HATO. ¥V naniit poOoTi po3risiiacTbes MOX-
JIMBICTh BUKOPUCTAHHS ISl BUBUCHHSI T BIPOBAPKCHHS OCBi Ty OOWOBHUX il Me-
TOJIIB, TPAAUI[IHHO PEKOMEHIOBAHMX JJIsl BICBKOBOTO posirparry: mosicis (belt),
NPOXOKeHHS B IIMOUHY (avenue-in-depth) ta dikcosanoi 30uu (b0OX).

st onucy 60MOBOTO I0CBiy MPOMOHYETHCSI BAKOPHCTOBYBATH METOJIH TLIa-
HOBOI TabMHIli B3aeMoii Ta (ikcarlii moai OKpeMoro TakTHYHOro emnizony. Edek-
TUBHICTb BUOYIyBaHHSA 0OHOBOrO MOPAAKY Y IIbOMY BUIAJKy AaHAJI3yeThCA MLUI-
XOM CHHXPOHI3alii il y yaci. YPOKHU 3 BUBYEHH:I JOCBiy (POPMYIOTHCSI HA OCHOBI
TaOJMILb aHAI3y BapiaHTIB Jill — NPUHHSTOrO Ta aJbTEPHATUBHOIO pillleHHs. Sk
BiJIoMO, MeTOJ (hikcarlii oii siBIsie COO0I0 KOPOTKI 3aMITKH 1110JJ0 HAMIPY KOMaH-
JIMpa, TIOJIOKEHHSI i PO3/IiIIB Ta 1X 3aB/IaHb.

Komanaup Ta mtab HaHOCSATH TIOJIOXKEHHS MIIPO3ALIB Ha poOouiit kapTi, po-
Gouiii Tabami, ot (white board) [1].

B mpoexiiii BUBUEHHSI 1 BIPOBAKEHHS JJOCBIy OOMOBUX Iili CYyTHICTh TaKol
¢ikcartist Mol 1a€ MOXKIMBICTh “pO3KaZPyBaHHs TAKTHYHOIO €IMi30/y Ta aHa-
Ji3y TIOCTaBJICHUX 3aBJ[aHb, OYIKYBaHUX Ta pealibHUX il Ta MPOTH/IIT TPOTHBHUKA,
BIJIMOBIJIl HAa MPOTH/IT MPOTUBHUKA, HEOOXIIHUX Ta HASIBHUX CHJI i 3aco0W st
LLOT0, HEOOXIJTHOTO Ta PEaNbHOTO Yacy Iuis e(peKTUBHOIO BUKOHAHHS 3aBJaHHS,
Tomio [2, 3].

Crucok JgiTeparypu

1. MeroauuHi pekoMeHIalil 3 IUIAHYBaHHS Ta oOpraHizamii 0O 3a CTaHIapTamu
HATO [on-line]. — Pexum pmocrymy: https://sprotyvg7.com.ua/lesson/rekomendacii-z-
planuvannya-ta-organizacii-boyu-za-standartami-nato-chastina-2

2. JloxTpuHa 3 BUBUCHHsI Ta BIpoBamkeHHs nocBiny y 3CY. — ['onoBHe ympaBiiHHSI
nokrpus Ta miaroroBku ' 3CY cHijbHO 3 HEHTPOM OMEPATHBHUX CTAHAAPTIB i METOJUKH
migrorosku 3CY, 2022. — 34 c.

3. Tum4acoBa iHCTPyKIIis BUBYEHHs Ta BIpoBamkeHHs nocixy y 3CY. — [onoBue
ynpaiiHHs JokTpuH Ta miarotoBku [ 3CY cHifbHO 3 HEHTPOM ONEpaTUBHUX CTAHIAPTIB
i meroauku miarorosku 3CY, 2022. — 22 c.
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INPOI'HO3YBAHHSA TEXHIYHOI'O CTAHY PAJIOTEXHIYYHUX
3ACOBIB CIIEHIAJIBHOI'O ITPU3HAYEHHS ITPU BUKOHAHHI
3ABJAHD 3A TIPU3HAYEHHSAM B OCOBJIMBUX YMOBAX

Kprouxos I.M., Cxopux A.b., Moprys €.B., Tutapenko P.B.
XapkiBchKuii HanioHanbHui yHiBepcuTeT [loBiTpsiHux Cui, XapkiB, Ykpaina

BcranoBneHo, 1110 B 0cOONMBUX YMOBaxX CYTTEBUH BIUIMB Ha IUIaHYBAaHHS 3a-
CTOCYBaHHS Ta Ha pe3yJbTaTH BUKOHAHHS 3aBIaHb 3a MPU3HAYEHHIM pa/lioTeXHid-
HUX 3ac00iB CIENiaIbHOTO NMPU3HAYCHHSI Ma€ TEXHIYHUH cTaH 00’ €KTIB eKcILTyarTa-
uii. Bucoka TOUHICTh MPOTrHO3yBaHHSI TEXHIYHOTO CTaHy JI03BOJISIE PO3POOIIATH JOB-
TOCTPOKOBI TJIaHW eKCIuTyaTallii 3aco0iB 3 MiHIMI3alli€l0 eKCIUTyaTaliiHuX Po3Xo-
JIiB, TOOTO MiBUIYBATH 1l €)eKTHBHICTH. Pa30M 3 THM BCTAHOBJICHO, 1110 OUTBIIIICTh
ICHYIOUHMX METO/IiB MPOTrHO3yBaHHs [1-3] He BpaXxoBYIOTh OCOOIMBUX YMOB SKCILIY-
aTarii 3aco0iB Ta BAHUKAIOUKX 3 I[LOTO IIPHBO/IY TTOIIKOKEHb, 1[0 CYTTEBO 3HIKYE
X JIOCTOBIPHICTb Ta 30UIBIIYE TEPMIHU BiTHOBJICHHS.

Mertor0 JONOBifl € OOTPYHTYBaHHS MPOMO3UIIIKA MO0 YIOCKOHAIEHHS IPO-
THO3YBaHHSI TEXHIYHOTO CTaHy paJiOTEXHIYHMX 3aco0iB CIIeliajJbHOr0 IpH3HA-
YeHHS [IPY BUKOHAHHI 3aBJ]aHb 32 MIPU3HAUCHHSM B OCOOJIMBHX YMOBAX.

VY nomoBini npuBeeH] pe3yJIbTaTh aHaAII3y MOMKITMBHX BpayKatounx (akTopis,
1110 BUHUKAIOTh IIPH BUKOHAHHI CIIe[ialIbHUMH Pa/liOTeXHIYHUMH 3aC00aMHu 3aBJIaHb
3a IPU3HAYEHHSAM B OCOOJIMBHX YMOBAX, Ta CTATUCTHYHI XapaKTEPUCTUKH MOKIIH-
BUX YIIKOKCHb.

OtpuMaHi pe3yJbTaTH I03BOJISIOTh PO3POOMTH MPOMO3UIIT 1010 KOMIUIEKTa-
1ii peMOHTHUX. B npunyenHi kommiekraiii pemoHTHIX KoMIuiekTiB 31113 ypaxy-
BaHHSIM HaBEJICHUX MPOMO3UIIIH 3aPOINOHOBAHHI CTATUCTUYHUI METO/] TPOTHO3Y-
BaHH;I TEXHIYHOTO CTaHy CHELIAIbHUX PaIi0OTEXHIYHUX 32CO0IB MPH iX eKCILTyaTaIlii
B OCOOJIMBHX YMOBaX.

Crucok Jgiteparypu

1. Tepacumos C.B., I'peuka A.B., Pomynkusn E.C., Pourynkuna A.E., Kyko6ko C.B.
(2020). AmanTHBHBINA METO/ TEXHUYECKOM UATHOCTUKU CUCTEMbI Pa3HECEHHBIX PaHOTEX-
HUYECKHX yCTpoicTB. Azorbaycan dovloet doniz akademiyasinin elmi osorlori (ISSN 2220-
1025), 2, 129-137. https://doi.org/10.5281/zenod0.5035853.

2. Typunckuit A.B., ITesuos I'.B., Kproukos [I.H., Pourynkun E.C. (2020). Merozst
MOBBIIICHHST JOCTOBEPHOCTH M 3(PPEKTHBHOCTH KOHTPOJISI TEXHUYECKOTO COCTOSIHUSI Paiio-
TEXHUYECKUX CHUCTEM MOJBIKHBIX 00beKTOB. AzZorbaycan dovlot doniz akademiyasinin elmi
asarlori (ISSN 2220-1025), 1, 176-182. https://doi.org/10.5281/zenod0.5035847.

3. S. Herasimov, Y. Kozhushko, E. Roshchupkin, V. Dekadin, V. Djus and Y. Me-
lenti, Evaluation of surface profile of holographic diffraction reflective coatings on scattering
chart using in laser alarm systems, International Journal of Emerging Trends in Engineering
Research, vol.8, iss. 8, 2020, p.p. 4502-4507, https://doi.org/10.30534/ijeter/2020/74882020.
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MPOIIO3MIIII IIO0 NMIABUINEHHA MOXKJIUBOCTEN
PAJIOTEXHIYHOI'O 3ACOBY CIIEIJAJIBHOI'O ITPU3HAYEHHA
IO BUSAIBJIEHHIO TA CYIIPOBO/I)KEHHIO BAJTICTUYHHUX ILJIEXA

Kicims O.A., Pomanrok M.M., Kopo6xos 10.B.
XapkiBchKuii HanioHanbHui yHiBepcuTeT [loBiTpsiHux Cui, XapkiB, Ykpaina
Kyko6xo C.B.
JeprkaBHUH HayKOBO-/IOCITHUN IHCTUTYT BUITPOOyBaHb i cepThdikaii
030po€eHHSs Ta BIHCHKOBOI TexHikH, YepHuriB, YKpaiHa

BcranoBneHo, mo OayicTH4HI 3acO0M Hamaxy 3acTOCOBYIOTHCS Ul pYHHY-
BaHHS KPUTHYHO BRXJIMBUX 00 €KTIB JIep)KaBH, IO MiJpHUBa€e 11 eKOHOMIiYHY, MPO-
MHCJIOBY Ta COLIiaJIbHY Millb T2 Ma€ METOIO IPUMYIIEHHS A0 KamiTyJIsmii BHACII -I0K
BUHUKHEHHS B&XKKAX YMOB IUTSl CYIIPOTHBY.

VY nomoBimi 3a pe3ysbTaTaMu aHali3y BIIKPUTHX JPKEpe HaBEACHI pe3ysbTaTd
BIUTMBY OaJTiCTHYHHX 3ac00iB Haraty Ha 00’€KTH KPUTHYHOI iHQpacTpyKTypu YKpainu
Ta HaBeJIeHI MMPOTHO3U MOXKIIMBUX HACITIJIKIB Y MaHOYTHBOMY.

EdextrBHIM criocoboM 60poThOM 3 0aliCTUYHUMU HUSIMH € 1X 3HHUIIEHHS Y TO-
BITpI Ta HeWTpasi3allis iX HOCITB 3 BAKOPHCTaHHSM pPaJliOTEXHIYHUX 3aCO0IB CIIeliab-
HOTo npu3HaueHHs [ 1-3].

3a pe3ynbTaTaMu aHajli3y ICHYIOUHX 3aC00iB MPOTHAIT OANTICTHYHUM LILISIM 3’5ICO-
BaHi MpOOJIeMHI IMTaHHsI, PO3B’3aHHsI IKUX MOTpeOye eekTrBHA OOPOTHOA C OamicTH-
YHUMH 32C00aMU Harlay.

HageneHi npono3uiiii mo/1o miIBUIIEHHS MOXKIIMBOCTEN PajliOTEXHIYHOTO 3aC00y
CHELiaIBHOTO MPU3HAYEHHS MO BUSBJICHHIO Ta CYIIPOBODKEHHIO OaliCTUUHMX MILIEH,
CYTHICTb SIKHX IIOJISITA€ B YIOCKOHAJICHHI CIIOCO0IB 00POOKHU MepeBiIONTUX CUTHAJIB,
10 € OJIHUM 3 e(peKTUBHHUX NULIXIB 32 KpUTepieM "e(eKTHBHICTh-BApTICTh" Ta HE TOT-
pedye CyTTeBOI MepepoOKH ICHYIOUHX 3aCO0IB.

MeTo10 10N0OBIi € TOBEICHHS IO NIMPOKOI MI>KHAPOJHOT HAYKOBOI CITLIBHO-
TH pe3yJIbTaTiB IPOBEJCHUX JOCIIKEHb Ta TX 00rOBOPEHHSI.

Crucok Jgiteparypu

1. S. Herasimov, M. Pavlenko, E. Roshchupkin, M. Lytvynenko, O. Pukhovyi, and A.
Salii, Aircraft flight route search method with the use of cellular automata, International Jour-
nal of Advanced Trends in Computer Science and Engineering, vol. 9, is. 4, 2020, p.p. 5077-
5082, https://doi.org/10.30534/ijatcse/2020/129942020.

2. BenukoanepTypHa (po3HeceHa) pamionokauniiina cucrema: mat. 148518 Vipaina :
G01S7/42, H01Q21/00 / €.C. Pomynkin, C.B. I'epacumoB Ta ixm.. — U 202100336; 3asBi.
29.01.2021; omy6u. 18.08.2021, Gront. Ne 33/2021, — 7 ¢. https://iprop-ua.com/inv/gnptergc.

3. KproukoB .M., Pomynkin €.C., Turapenxo P.B., & Ulynexko B.B. (2019).
[nsxu miaBUIEHHS MOXKIUBOCTEH 3ac00IB MPOTHUIIOBITPSHOT 000POHHU TPU POOOTI 3 00'€K-
TaMH, 110 PyXarOThCs MO OANICTHYHINA TPAeKTOPil. AKTyalbHI NUTaHHS 3a0€3MeUeHHsI CITyXK-
60B0-00HOBOI [isSIIBHOCTI BiCHKOBHX (pOpPMYBaHb Ta MPaBOOXOPOHHUX oprauis, 104-105.
https://doi.org/10.5281/zen0do.5651545.
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MPOIO3MUIIII IIOJI0 YAOCKOHAJIEHHSA POBOTH CUCTEM
PAJIOTEXHIYHOI'O 3ACOBY CIIEIJAJIBHOI'O TPU3HAYEHHA
3 CUTHAJIAMM PI3HUX TUIIIB, ITPU TIEPEXO/I 3 PEXXUMY
Y PEXXUM TA 3MIHI TUIIIB CUT'HAJIIB

Mapuenko b.C., Jlxxyc B.B., Cyprait M.B., bopucos B.B.
XapkiBchKuii HanioHanbHui yHiBepeuTeT [loBiTpsiHux Cuit, XapkiB, Ykpaina

BcranoBneHo, mo (yHKIIOHYBaHHS PaJiOTEeXHIYHUX 3acO0iB CIEliaIbHOTO
MPU3HAYCHHS B PI3HUX PEXKUMAx POOOTH CYTTEBO 3aICKHTh Bill CHHXPOHHOT pO-
60TH Horo cKIamoBux cucteM [1-4].

VY nonoBizi mpuBeeHi pe3yiabTaTH aHalli3y BIUIMBY HECTaOLIBHOCTI poOOTH
CHCTEMH CHHXPOHI3allii Ha BUKOHAHHS 3aBJaHb 3a MPU3HAYCHHSM PaJiOTeXHIYHUX
3aco0iB.

BcTaHOBIEHO, 1110 BUHUKAKOYA [TPH IIbOMY HEY3TO/KEHICTh CIIPAIFOBAHHS OK-
peMUX CHUCTEM IPU3BOAUTH K CYTTEBOMY 3HIKCHHIO HOTCHHiﬁHHX MOKJIMBOCTEMN
BUPOOY CIelialbHOTO MPU3HAYSHHS, 3pPOCTAHHIO MOTPIOHOTO Yacy i, B ICIKUX BH-
naKax, 3pUBy BUKOHAHHS MOCTABJICHOTO 3aBIaHHSL.

I3 ananizy ocoOmuBocTel MoOyH0BH Ta (DYHKIIIOHYBaHHS CUCTEMH CHHXPOHI-
3alil CreriaabHOro PaJioTEXHIYHOTO 3ac00y BCTAHOBJICHO, 10 HECTaOIBHICTh BH-
Jadi Hero IMIyJbeiB (CTpoOiB) Ta (urykTyallist iX piBHIB HacamIiepe/] oB’si3aHi 3 3a-
CTapiIOl0 eIEMEHTHOIO 6a3010.

B 3B’s3Ky 3 HaBeIeHUM 3alIPOIIOHOBAHO BUKOPHU-CTaHHS MOOYAOBaHOI Ha Cy-
YacHii eneMeHTHIN 0a3i CHCTEMH Ha 3aMiHYy 1ICHYIOYOT.

MeTo10 10N0OBIIi € TOBEICHHS IO NIMPOKOi MI>KHAPOTHOT HAYKOBOI CITIIBHO-
TH PE3YJIBTATIB MPOBEJACHUX JOCIIIKEHb, IIPOIO3UIIIH 1110/10 PO3B’I3aHHS [TOPY-1Ie-
HUX MPOOJIEMHHX MUTAHb Ta X 0OTOBOPEHHSL.

Crucok Jiteparypu

1. S. Herasimov, E. Roshchupkin, V. Kutsenko, S. Riazantsev and Yu. Nastishin,
Statistical analysis of harmonic signals for testing of Electronic Devices, International Journal
of Emerging Trends in Engineering Research, vol.8, is. 7, 2020, p.p. 3791-3798,
https://doi.org/10.30534/ijeter/2020/143872020.

2. Dzhus, V., Roshchupkin, Y., Kukobko, S., Herasymov, S., Drob,N.,, &
Trofymova, M. Estimation of noise radiance point sources multichannel direction finding
systems resolution by linear prediction method. Sistemi obrobki informacii. 2021. Ne 4(167).
C. 19-26. https://doi.org/10.30748/50i.2021.167.02.

3. Tepacumos C.B. ITigBuiieHHs1 60ETOTOBHOCTI 3€HITHUX PAKETHHUX BIMCHK IIITXOM

onTUMaNBHOT 3aKymiBii koMmiuekTyounx Bupo6iB 3PK / C.B. I'epacumos, .M. I3ocimoB,
€.C. Pourynkin, B.B. Crapues // Cuctemu 030poeHHs i BilicbkoBa Texnika. — 2010. — Ne
1(21). — C. 55-59. http://nbuv.gov.ua/UJRN/soivt_2010_1_13.
Artikula, A., Britov, D., Dzhus, V., Haibadulov, B., Haibadulova, A., Herasymov, S.,
Kaluhin, D., Kukobko, S., Roshchupkin, Y., & Tytarenko, R. (2021). Measurement errors
affecting the characteristics of multi-position systems, and ways to reduce them. InterConf,
333-346. https://doi.org/10.51582/interconf.7-8.06.2021.035.
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AHAJII3 ®AKTOPIB, IO BIVIMBAIOTH HA IIIAI'OTOBKY
J0 3ACTOCYBAHHS BIMCBKOBUX YACTHUH (IIIAPO31JIIB)
3EHITHUX PAKETHHUX BIHCBK

IMomoraes 1.B., Tkauyk O.A., Pe3niuenko O.A., Momuanos /I.B., Bacunbesa H.M.
XapkiBchKkuii HanioHanbHui yHiBepeuteT [ToBiTpsHux Cui, XapkiB, Ykpaina

BcraHoBineHo, 1110 Ha ITiITOTOBKY JI0 3aCTOCYBaHHSI 3¢HITHUX PAKETHHUX BiliChK
(3PB) BMBaIOTH: piBeHb HABYEHOCTI 0COOOBOTO CKIany (0/C) BIHCHKOBHX YaCTHUH
(B/4) 1 miAPO3iNIiB, 371ar0KEHHSI OPraHiB YIpaBiiHHS (I1Ta0iB) TAKTUYHO-TO PiBHS,
B/4 (IiAPO3ALTIB) 3 METOI JOCATHEHHSI 1X TOTOBHOCTI J0 BUKOHaHHS 3a-BIaHb 3a
MIPU3HAYEHHSM B OYIb-sKHUiA Yac.

[TigBueHHS piBHA UX (AKTOPIB JOCATAETHCS MUITXOM MiATPUMAHHSIM Ta Ii-
JIBUIICHHSIM PiBHS HABYEHOCTI 0/C, HOr0 MCHXOJIOTIYHOT TOTOBHOCTI 10 BUKOHAHHS
3aBJlaHb, 3J1ar0PKEHOCTI B/Y (MiAPO3 /1B, KOpaOIliB) Ta HAOYTTIM HUMHU BU3HaUe-
HHUX 00MOBUX cripomMoxkHocTew [1-3].

VY nomnoBijii po3rasaAa€ThCs MiArOTOBKA MiIPO3/IUTiB 3a0e3CUCHHS, a caMe T10-
psoK opraHizaiii Ta mpoBe/eHHs TakTHKO-crieniadbHux HaByanb (TCH). Hase-
JeHo, o npu npoeaerHi TCH migBUIyeThCs 31aro KeHICTh B/4 (1M1 po3.1iiB) J10-
TICTUYHOTO 3a0e3MeUeHHs IMiJ] Yac MiArOTOBKH 1 00HOBUX (CreLiaabHuX) Oii, mepe-
BIPKM TOTOBHOCTI JI0 BUKOHAHHS 3aBIAHb 3a IPU3HAYCHHM. PO3riIsiHy THIl TOPAIOK
ouintoBanHs edexruBHocti TCH 3 migpozainamu 3PB.

Mertolo gonoBidi € po3riian Ta 0OIpyHTYBaHHS NPONO3ULIT OO0 yIOCKOHA-
neHHs (migBuIIeHHs eeKTUBHOCTI) opraHizanii Ta nposeaenas TCH 3 miaposmi-
Jamu 3a0e3neveHHs, M0 0e3rnocepeIHbO BIUIMBAE HA PIBEHB ITIATOTOBKHU JI0 3aCTO-
cyBanHs B/4 3PB.
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AHAJII3 ®AKTOPIB, 11O BIIVINBAIOTH HA EOEKTUBHICTbD
BITJHOBJIEHHA PI3BHOTUIIHUX PAATIOTEXHIYHUX 3ACOBIB
CKJAJTHOI CUCTEMM 111 YAC BUKOHAHHS 3ABJIAHB
3A IIPUBHAYEHHAM B EKCTPEMAJIBHUX YMOBAX

Pomynkin €.C., I'peuka O.B., amumpkuii O.D., ["aiibamxynos b.B.
XapkiBchKkuii HanioHanpHu yHiBepeuteT [ToBiTpsHux Cui, XapkiB, Ykpaina

BcraHoBnieHO, 10 MiX BiTHOBJIEHHSM paliOTEXHIUYHHUX 3ac00iB PO3yMIIOTh
KOMIIJIEKC B3a€MOIIOB’SI3aHMX 3aXO/iB 3 YIPABIIHHI, TEXHIYHOI pPO3BiJIKH, €BaKya-
11isl, PEMOHTY Ta ITOTIOBHEHHSL.

TakuM 4MHOM, 3MEHILIEHHSI TEPMiHIB NpOBe/eHHs Ta (a00) BUTpaT Ha BHKO-
HaHHS YChOTO KOMIUIEKCY 200 OKpEeMHUX HOTo CKJIaJ0BUX MPHU3BOAWTH JO ITi/IBH-
1ieHHs e()EeKTUBHOCTI BiJJHOBJICHHS, MiJl SKUM OyJeMO PO3yMITH CITiBBiJHOIIEHHS
BHUTpAT BIAMOBIIHUX PECYPCIB MPHU peaizallii 3aX0/y 0 OTPUMAHOTO PE3yJIbTATy
BiJIHOBJICHHSI.

VY nonoBizi HaBeAEH] pe3yabTaTH aHAI3Y MOXKIIMBUX BUTPAT PECYPCIB MPHU pe-
aizarlii KOYKHOTO 3 3aX0/iB. BcTaHOBIEHO, 110 OAHUM 3 €(DEKTHBHHX HUIAXIB MaK-
CUMIi3allil BUX1THOTO €(EeKTy € BIIOCKOHAICHHSI TEXHIYHOI PO3BIIKM Ta PEMOHTY pa-
JIOTEXHIYHHX 32c00IB 3 3aCTOCYBaHHSIM CY4acHOT BUMIPIOBaJIbHOI alapaTypy Ta Me-
TOJIIB TEXHIYHOI AiarHocTHKH [1-4].

3anpornoHOBaHO BUKOPHCTAHHS YHi(DIKOBaHOI KOHTPOJIbHO-BUMIPIOBAIBHOL
armapaTypy Ta METOIHMKH ITOLIYKY HECHPaBHOCTEH CHCTEMM Pi3HOTUIIHUX pamioTe-
XHIYHUX 3ac001B IpH i1 GYHKIIOHYBaHHI B OCOOOBHX yMOBaX.

Mertolo qonoBili € 1OBeIEHHS OTPUMAHHUX B PE3yJbTaTi MIPOBEACHUX JOCIi-
JDKEHb PE3yJIbTaTIB, 00rOBOPEHHS 1X Ta MOAAIBIINX HAMPSIMKIB JIOCIIPKEHb.
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METO/J 3HUKEHHSA PIBHA BUCOKOYACTOTHHX CKJIATOBUX
EJEKTPHUYHUX CUT'HAJIIB CUCTEM YIIPABJITHHA

I'epacumos C.B.
Hamionanshuii Texaiuanii yaisepcutet «XI1I», Xapki, Ykpaina
Copoxka B.B.
HepxaBHuii yHiBepcuTeT iHPpacTpyKTypH Ta TexHouorii, Kuis, Ykpaina

HapifiHicTs poOOTH €1EKTPUYHUX CXEM KOMITIOTEPHOI TEXHIKH 1 MiKpOEJIEKT-
POHIKH 3aJIEKHUTh BiJ (hopMa eNeKTPHYHMX CUTHaJIiB. TOMy MOTpPiOHO KOHTpOJIIO-
BaTH peasibHy (DOpMY €JIEKTPUYHUX CUTHAJIIB JUIsl 3a0e3redeHHs Oe3aBapiiftHol po-
0OTH CHCTEM YIPABIIHHS PI3HUMH TEXHIYHUMH 00’€KTaMH a00 TEXHOJIOTIYHUMH
npouecamu [1].

dopma eNeKTPUYHUX CUTHAIIB 3aJIe)KUTh BiJl BACOKOYACTOTHUX CKJIAJIOBUX:
YUM X MEHIIIEe, TUM MCHIIIC 3aBaJ HATIUyr CUTHAI [2].

[Tpu cuHTE31 eNeKTPUYHUX CUTHANIB i3 MOTPIOHMM CKJIaJOM BHCOKOYACTOT-
HUX CKJIaJIOBUX 3aCTOCOBYETHCS TPU METO/N:

MiHIMI3al[isl CHEKTPY rapMOHIHHOTO CUTHAIY,

BU/IIJICHHSI Ta BUJIAJICHHSI [IEPi1OIMYHOTO CUTHAITY JOBLUIBHOT (POPMHU 3 BUCOKO-
YaCTOTHUMH CKIIaJIOBUMH,

NPOBECHHS IHTETPYBaHHS IEBHOT KUJIBKOCTI BUCOKOYACTOTHUX CUTHAIIIB 13 He-
0OXIHUM CITiBBIIHOIMICHHSM 4acToT [3].

VY HomoBizi HaBeAEHO pe3ybTaTh PO3POOKU METOJy 3HHIKEHHS PiBHS BHCO-
KOYaCTOTHUX CKJIAJIOBUX €JEKTPUYHUX CHUTHAIIIB CUCTEM yrpaBiiHHs. Po3pobie-
HUI MeTO/ 3acHOBaHWi Ha (opmyBaHHI HH(POBOI GOPMU CHHYCOINAIBHOIO CHT-
Haiy. CyTb METOy IOJIArae y MOAaHHI BUXIJHOTO CHHYCOIaJbHOTO CUTHAIY CTY-
MHYACTOO AIIPOKCUMAITIETO.

[NominmeHHs: TEXHIYHUX XapaKTEePUCTHK TeHEpPaTopa eNEeKTPUUYHUX CUTHAIIB
3a Jiana3oHoM 3MIHM BHCOKOYACTOTHUX CKIIAJIOBUX 1 TAPMOHIHHOTO CKJIaAy AOCS-
ra€ThCS 3aMiHOI0 CHHYCOiaIbHOTO CHUTHATY CTYIIHYACTHM.

3anpornoHoBaHi CITiBBIAHOMICHHS JJIsl BA3HAYCHHS BUCOKOYAaCTOTHUX CKJIa-J0-
BHUX CHHTE30BAaHOTO CTYIIIHYACTOTO CHTHAITY Ta OIIHIOBAHHS B3a€MO3B'S3KY MIX ITa-
paMeTpamMH TaKOrO CUTHAIY Ta IIapaMeTpaMH CXOIHHOK.
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MPOTIO3UIII OJI0 YIOCKOHAJIEHHS
BUSABJEHHS TA CYITPOBO/UKEHHS
BE3NLIOTHUX JITAJTbHUX ATTAPATIB
PAJIOTEXHIYHUM 3ACOBOM
CNELIAJILHOTO TIPU3HAYEHHSA

Isunxuit A.B., Umins 10.0., lllynexko B.B., Fopaienko P.O.
XapkiBchKuii HanioHanbHui yHiBepceuTeT [loBiTpsiHnx Cui, XapkiB, Ykpaina

BcraHoBnieHO, 1110 MOKIMBOCTI CydacHMX OE3MUJIOTHHX JITAJBHHUX arapariB
(BILTA), ix mana edextuBHa nmoBepxHs poscitoBanus (EITP) Ta pyx Ha Manux Buco-
TaX 3 HU3bKOIO MIBUAKICTIO BUKJIMKAIN HEOOXIHICTb MiIBHILEHHS CIIPOMOYXKHOCTEH
ICHYIOUHX paliOTEXHIYHUX 3aCO0IB CIIEIiaIbHOTO MPU3HAUSHHS 110 60pOTHOI 3 HUMHU
[1-3].

VY nomoBiji NpUBENEHI PE3YNIbTaTH aHaANI3y MPUUMabHO-TIepeAaBaIbHOI CHC-
TEMH CHELiaJIBHOTO PaJi0TEXHIYHOTO BUPOOY.

[TpoBeneHi pociiHKEHHS MTOKa3ally, 1110 BOHA B II1JIOMY 33/I0BOJILHSIE BUMOTaM
JI0 Cy4acHUX 3ac00iB BUSIBJICHHS Ta CYIPOBOJDKEHHS 1IiJIel 3 MaJiol0 epEeKTHBHOIO
MIOBEPXHEIO PO3CIFOBAHHS, IO PYXAIOTHCS Ha MaJTUX BUCOTaX 3 HHU3BKOIO IIBHJIKi-
CTIO.

Pazom 3 THM BUHUKA€E HEOOXIAHICTD 301IbLICHHSI PIBHS IOTY>KHOCTI, 110 TPUHi-
MAa€ThCsl, 0€3 BHECEHHS CYTTEBUX KOHCTPYKTUBHUX 3MiH.

[pononyeThcest 1uist 301IbLICHHS PIBHS TOTY)KHOCTI BHKOPHCTOBYBATH EHEPTiI0
CUTHAJIIB KOMOIHALIHHUX YaCTOT, 1110 BUHUKAIOTh IIPU TIEPETBOPEHHI KOJIMBAHb MPH
BUIIPOMIHIOBAaHHI Ta MPUHAMAaHHI CUTHAITY.

HenomikoM 3ariporoHOBaHOTrO PIllleHHS € )KOPCTKI TEXHIYHI BUMOTH JI0 TIPH-
CTpOiB IIEPETBOPEHHSI T4 KOMITEHCAIII.

Mertolo q0noBili € JOBEIEHHS OTPUMAHHUX PE3YJIbTAaTiB Ta 0OrOBOpEHHs Ha-
MPSIMKIB TOAQNBIINX AOCIIIKEHb.
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BILJINB BUKOPUCTAHHS ITPOPAM 111 ABTOMATHYHOI
TEHEPAIIII TEKCTIB HA OCBITHIM IIPOIIEC: ChatGPT

I'maBuesa I0.M., I'maBueB M.I.
HamioHansHui TeXHIYHAN YHIBEPCUTET
«XapKiBCHKUI MONMITEXHIYHUN IHCTUTYT», XapKiB, YKpaiHa

VY CBiTi IaBHO iICHYIOTh Ta 3aCTOCOBYIOTBCS Y PI3HUX cepax MisUTbHOCTI JTHO-
JIMHY TTPOTPaMH JJIsl aBTOMAaTHYHOI reHepartii TekcTiB. [lo TernepimHporo yacy 0iib-
LIiCTh aBTOMATHYHO HATIMCAHUX TEKCTIB MOTIIM OyTH JIETKO BH3HAUYCHI EKCIIEPTOM
Ta MOTPeOyBaM TOJATKOBOTO OMpaIoBaHHs droanHow. Hoewii cepric ChatGPT
3HAYHO MiJIBUILMB SKICHUH PIBEHb INTYYHO 3reHepOBaHMX TeKcTiB. Lle no3Boimio
3podutn ctBopeHi ChatGPT TekcTH MakCHMaNIbHO CXOKHMH Ha TEKCT, CTBOPCHUIMA
JIFO/IMHOIO, 1[0 BUKJIMKAJIO MOSIBY HU3KH aKTyaJlbHUX NMPOOJIEMHUX MUTaHb y chepi
OCBITH Ta HAyKH.

Merto¥o 10m0Bifi € aHani3 BIuMBY HOBOro cepBicy ChatGPT Ha ocBiTHi#t mipo-
II€C B 3aKJIaJiaX BUIIOI OCBITH.

B fonoBiai aHanizyrOThCS MOXKIIMBI HACII/IKW BUKOPHCTAHHS HOBOTO CEPBICY
ChatGPT cTyneHTaMu B IIPoOIIeCi HABYAHHS Ta BU3HAYAIOTHCS MEPCIICKTHBHI aKTya-
JIbHI HAIIPSIMKA POOOTH TS HiBEJIOBAHHS HACJIKIB, 110 € HETATHBHUMU.

YHIBEpCUTETH CBITY BKE MPALIOIOTH B [IbOMY HAIIPSIMY Ta MyOJIiKYyIOTh Ha 0i-
LUIMHKUX caiiTaX KOMEHTapi, peKOMEHJAllil Ta TOJITHKM BUKOPHUCTAHHS MOAIOHMX
cepsicis [1-3].

OnHUM 3 HETaTUBHUX HACIIAKIB MOXXHA BBaXKATH HEIOOPOUECHY TOBEIIHKY
CTYZICHTIB, & CaM€ BUKOPHCTaHHsI CEpPBICY MpPU HAIUCAHHI ITMCBMOBHUX POOIT, 110
Jly’Ke CKJIaJIHO BIJICTEXKHUTH Ta PO3KpUTH. Ha cydacHOMY eTari BUKOPUCTOBYIOTHCS
TEXHOJIOT1i pO3Mi3HABaHHS aBTOMATUYHO 3T€HEPOBAHOTO TEKCTY, alie BOHU HE IAl0Th
TOYHOTO PE3YJIbTATY.

TakuM YHHOM, BUKOPUCTAHHS MOBHHUX MOJIEJIeH IITYYHOTO IHTEJICKTY, TAKUX
sk ChatGPT, y 3akiamax BHIIOI OCBITH IiJJHIMAE KOMILUICKC Ba)XJTMBUX €TUYHHX,
MPABOBUX 1 TEXHIYHUX MPOOIIEM.

Ha ocHOBI mpoBeieHOT0 aHAai3y B HACTYIHUX JAOCII IPKEHHSIX TUIAHY€ThCS KOH-
KpPEeTU3yBaTH Ta CUCTEMATH3YBaTH aKTyalbHI MPOOJIEMHI MUTAHHS BUKOPHUCTAHHS
ChatGPT y cdepi ocBiTH Ta HAyKd Ta BU3HAYMTU HANPSIMH poOOTH Ui iX BUPI-
LICHHSI.
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PO3HIUPEHHSI OBJIACTI 3ACTOCYBAHHS AOSP
JJIs1 BAKOPUCTAHHA B BOPTOBUX KOMIT'IOTEPHUX
CUCTEMAX HA 3AJIIBHUYHOMY TPAHCIIOPTI

I'naBues JI.M.
HamioHanbHui TeXHIYHUN YHIBEPCUTET
«XapKiBCHKUI MOMITEXHIYHUN IHCTHTYT», XapKiB, YKpaiHa

Crorozni Ha 6a3i Android Open Source Project (AOSP) [1] moGyxoBato 6a-
raTo pilleHb MOB’I3aHUX 3 OOPTOBUMH KOMII IOT€PaMH, 110 BUKOPUCTOBYIOTHCS B
aBTOMOOIIBHOMY TpaHcnopti [2]. AOSP Hajmae moBHUI HAGIP CHCTEMHUX KOMITOHE-
HTIB, SIKi MOXYTh OyTH JIOTIOBHEHI y BiJIIOBIHOCTI J10 TOCTaBJIeHUX 3aaa4. Lle nae
3MOTY /Il BUPOOHKKIB aBTOMOOLIIB cTBOproBati AUtomotive mpoumeku st 60p-
ToBHUX KoMmI1 10TepiB (BK), siki MOXKYTh BUKOHYBAaTH pOilb, SIK MYJIBTHMEIHHNX CHC-
TEM, TaK 1 CHCTEM JUIs JIIarHOCTUKU aBTOMOOLISI Ta B3aemoii 3 Boxiem [2]. [Ipote,
obmacth 3actocyBanHss AOSP mMoxke OyTh po3lMpeHa 3a paXyHOK BHKOPHUCTaHHS
BIZIOMHX IiJIXOJIIB JJIsl CTBOPEHHsI MpoimBok Juist bK, ane He Ha aBToMOOUTIEHOMY,
a Ha 3aJTI3HUYHOMY TPaHCIIOPTI.

MerTo1o 1onoBiai € aHai3 ICHYIOYHX MiJXO/IB 10 CTBOPEHHS MPOIMBOK, IS
OOpPTOBUX Ta MYJIbTUMEAIHHUX CUCTEM Ha aBTOMOOIJIbBHOMY TpaHCIIOPTi. AHai3 ic-
HYIOYOro0 JIOCBiy B c(hepi aBTO, Ta MOXKIMBOCTI PO3IIUPEHHS 00JIaCTi 3aCTOCYBaHHSI
AOSP Ta cTBOpeHHS OBHOIIHHUX 3alli3HHYHKX onepaliiiHux cucteM (OC).

B nonoBiai ananizytotscs nutanHs crBopenHs Ha 6a3i AOSP, OC mns BK mo-
Tara. [y IpoBEeEHHS TECTIB MEPIIUM KPOKOM IPOMOHY€ETHCS 3aIUIUTH sK € Car
Service ta Car API [2, 3]. IIpu upomy Ha piBui 3 Car APl ctBoput Train API

(puc. 1).

3RD party Applicatiions

- L Original Equipment Manufacturer
Application Layer | System Applicatiions | ginal tquip |

Applicatiions
| Android Frameworks | | Train AP| | | Car API |
v
AOSP | Android System Services |<—>| Car Service |

| Vehicle Network Service |

| Hardware Abstraction Layer (HAL) |

v

Ethernet | |

*

| Vehicle Electronic Control Unit |

| Controller Area

Media Oriented |
Network

Systems Transport

| Local Interconnect | |

Vehicle Network

Pucynok 1 — JlonioBHeHa ctpykTypa Automotive AOSP
HoBuit koMIIoHEeHT no3HaueHNH Ha prc. | OLIBII TEMHUM KOJIBOPOM.
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[ToTsar Ta aBTOMOOITE MAIOTH CXOXKI MAPAMETPH 1 MEPEBipUTH POOOTY CHC-
TEMHU MOJKHA, HallPUKJIaJl, OTPUMAaBIIH 1H(pOpMaIlio PO MBUAKICTH, Ta IPOiiae-
HUM LUISX.

BaxsmBo 3a3HaunTH, 00 Ha JaHOMY eTami Car Service 3anumaeTscs, Ta mooy-
noBa Train APl GyayeTbcst OBepX HBOTO, 3 IMILIEMEHTALIIE€0 TOTO QYHKIIIOHATY Ta
JAHUX, SKi MOXYTh CITIBIIAJAaTH Y aBTOMOOLIS Ta MOTATA, SIK Y PyXOMOTO 00’€KTa.
Takum ynHOM, MOKHa 3B’s13aTn Car Service 3 Hardware Abstraction Layer morsra,
JUist OOMIHY CHUTHAJIAaMHM MIXK JTATYMKAaMH 1 CHCTEMaMH TOTsra, Ta 0e3nocepeHbo
MTPOILIMBKOIO.

Bapto 3BepHyTH yBary Ha Te, 10 MUTAaHHS BUKOpHCTaHHs Automotive mporm-
BOK Bxe posrisiianocs [4, 5], 1 IX 3acTocyBaHHS Ha 3aJ1i3HUYHOMY TPAHCIIOPTI BH-
[JIS/1a€ JIOIUTBHUAM, TIPOTE CTaHAAPTHI MOXKIIMBOCTI, SIKi MPOMOHYIOTHCSI aBTOMOOI-
JIHOIO TIPOLIMBKOIO, HE MOXKYTh TTOBHICTIO PO3KPUTH MOTEHIIIAN ONepaliifHoi cuc-
TeMH Tij yac Bukopucranus B bK notsra.

Takum unHOM, po3ipenHs oonacti 3acrocyBanHst AOSP 1y1s1 BUKOpUCTaHHS
Ha 3aJI3HNYHOMY TPAHCIOPTI, LIJIKOM MOKITHBE.

CtBopennst Bigmosiasoro Train APl y BUTIsii HepIioro KPoKy, AacTh MOXKIIH-
BiCTh Oy/IyBaTH CIielliai30BaHi 3a/li3HIYHI JOIATKH, [0 B3a€MOJIIIOTh 3 IATYMKAMH
Ta cucTeMamu notara. [Ipu oMy, B3a€MO3B’ 130K MiXK OTIEpaliifiHOI0 CUCTEMOIO Ta
o0JaiHaHHAM IOTsIra BUKOHYEThCs uepe3 Car Service, sikuii e Mae To# (QyHKIio-
HAaJI, SKUH MOXke OyTH BUKOPUCTaHHH JUTs TIOOY/IOBU MPOIIMBKH, 110 MOXE OyTH 3a-
CTOCOBaHa Ha OOPTOBOMY KOMIT FOTEpI MOTSITa.

B maitOyTHbOMY, ITicJIs aHai3y 0cOOMMBOCTI poboTi npommBky B bK norsira,
MOXHa Oyie MiaHsITH MUTaHHs Biaxomy Bix Car Service B HampsMKy OinibIn criertia-
JII30BaHOTO PIILICHHS, ajie Ha JaHOMY €Talli, JOCTYIHOro (yHI[IOHAY HaM I[LIIKOM
JIOCTATHbO.
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BUKOPUCTAHHS BEB-CAHTY «RAPID TEST FOR STUDENTS»
SAK 3ACOBY NNEPEBIPKU 3HAHB IIPY OH-JIAMH TECTYBAHHI

AsnaypsH 1.O., Ilerpynrok T.5., [Torpebrsx FO.M.
KuiBcrkuii HanlioHalbHAHN yHiBepcuTeT Oy IiBHUIITBA 1 apxiTekTypH, KuiB, Ykpaina

Ha cporomni st YkpaiHu HaJBaXIJIMBO MiATOTYBAaTH BUCOKOKBAJII(IKOBAaHUX
CTICIIaTICTIB, IKI MAIOTh Oy IyBaTH KpaiHy Cy4acHOI0, CHIIBHOIO, EBPOIIEHCHKOIO JIep-
*aBoro. ToMy BUHHKa€ roTpeda y 3a0e31eueHHi KpaiH1 BUCOKOKBaipikoBaHUMU (ha-
XIBLSIMU OyZiBEJIBHOT TaITy3i.

Peanizarist pyHIaMeHTaIBHOI MiITOTOBKU BUCOKOKBaTi(hikoBaHNX (axiBiiiB Oy-
JIBEJIBHOI ray3i y IMCTaHIIHHOMY PEXMMI BUMAarae MoCTIHHOTO MOIIYKy 1HHOBAIIiH-
HUX TEXHOJIOTIH, BAKOPUCTAHHS 3aC00IB TEJICKOMYHIKAIIHOTO 3B 53Ky, 1[0 MPH3BO-
JMTH 70 iH(popMaTH3alii HaBYaIpHOro nporiecy [1]. 3aknaaam BUIIOT OCBITH HEOOXi-
JTHO BIPOBAJDKYBATH y CBOIO JisUTBHICTH Cy4YacHi IHHOBALiHI pO3pOOKH, aKTHBHO BH-
KOPHCTOBYBATH JIOCSTHEHHSI HAYKH, SIKi 1 € PYIIHHOIO CHIIOIO JUIsl CYTTEBHX TIEPETBO-
peHb y cucTeMi OcBiTH Ta ii po3BUTKYy. Hapasi, akTyanbHO HaBYaHHs, 10 3JIHCHIO-
€THCSI 3 BAKOPHCTAHHSM PECYPCIB Ta TEXHOJIOTIH II100aIbHOT MEpEeXi IHTEPHET, TOMY
HE0OXiIHO 3MIHIOBATH ITi/IXOM B OCBITHOMY TPOIIEC], BAKOPHCTOBYIOUH BeO-CaiTH,
BeO-/10/1aTKU Ta IHIII MPOrpaMHi IHCTPYMEHTH.

MerTot0 JIOMOBIjII € MPEACTaBICHHS! CTBOPEHOTO CTY/ICHTOM BeO-caiTy «Rapid
test for studentsy, sikuii po3poOJICHUIT TS BIIPOBAHKEHHSI HOTO B OCBITHI mporec
y 3aKiia/iax BUIIOT OyiBEIbHOI OCBITH, 1[0 MICTHTh TECTOBI 3aBIAaHHS | BAKOPUCTO-
BY€EThCS SIK 3aCi0 MepeBipkK 3HAHb CTY/ICHTIB Ha MPAKTHYHUX Ta JIAOOPATOPHUX 3a-
HATTSX, HiJ Yac IMOTOYHOrO Ta MiACYMKOBOTO KOHTpONIO. BeG-caliT OasyeTbes Ha
TaKUX KOMIIOHEHTaX:

— roJIOBHA MOBa CTBOPEHHs BeO-caiity — Python;

— MOBa IIPOTrpaMyBaHHS, SIKa JO3BOJISIE 3MIHIOBATH €JIEMEHTH Ha calfTi 6e3 me-
pe3aBaHTaKEHHS CTOPIHKH, 110 JO3BOJISE TOKPALIUTH TOCB1 KOPUCTYBaYa (IIPUEM-
Hillle KOPUCTYBATHCS caiiTom) — Javascript;

— CTaHJAPTHI IHCTPYMEHTH AJIsl PO3MITKU BEO-CTOPIHOK Ta 3aJlaBaHHS iM M-
3aitry Html, css;

— (ppefiMOpK Ha OCHOBI SKOTO CTBOpPEeHO BeO-caiiT — Flask;

— IOTIOBHEHHS JI0 TOJI0BHOTO (peiiMBopka (no flask), o 3abe3neuye peectpa-
ITiT0 Ha CaiTi Ta pO3MEXKOBYE TpaBa moctymy — Flask-login;

— IONIOBHEHHSI 710 TOJIOBHOTO (pperimBopka (o flask) 3a qomomororo sikoro Mo-
JKHA 3BepTaTucs 10 6a3u naHux Oe3 BukopucranHs SQL 3amuTiB, 1m0 3abe3mnedye
OiBII IBHUKY 1 3pyuHy po3poOky — SQLAlchemy;

— 6i0mioTeKa, ska CTBOPIOE XEMI-CYMY JUIS TTapoiIio; B 0a3i JaHUX MU He 30epi-
TaeMO TapoJb, JIUIIE XeII-CyMYy, III0 HE Ta€ MOXKIIMBOCTI ITO0AYNTH CIIPaBKHii ma-
PpoJTb HaBITB MpH Kpaaiki 6asu mamnx — Werkzeug;

— 0ibmioTeka, M0 MO3BOJSIE 3BepTaTHCS 10 0asm maHux depe3 SQL zamuTu
(imomi Tak 3pyunimie) — sqlite3;

— 0ibmioTeka 3a JOMOMOTOIO SIKOT MOXKHA CTBOPIOBAaTH Tabuui exel (pe3ysb-
TAaTH CTYJEHTIB 3pyuHimie 36epiratu Ta 06pobisitu B exel dpopmati) — openpyxl;
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— Oi0mioTeka IS IepeMillyBaHHS 3HaUCHb (J0ITOMarae nepeMilryBaTH 3au-
TaHHS Ta BiMOBii 10 3alMUTaHb NPH BUBENIeHHI) — random;

— 0i0JTioTeKa 3a JOIIOMOT OO SIKOT MH MOXEMO Ji3HATUCS PealbHUI Jac Ta Ipo-
BOJUTHU Pi3HI MaHIMyJISIil 3 HUM (TIpH 3aBEpIICHHI CTYICHTOM TECTY 3allCYEMO B
TabuIio vac) — time;

— 0i0IioTeKa, 110 3a0e3reuye B3aEMOIIF0 MK JIOJaTKOM Ta OIEPaiifHOK CHC-
TEMOI0 (Joromarae 30epiraté 300pa)KeHHs IpU JI0JJaBaHHi iX B TecT) — 0S.

TecTyBaHHS HUHI CTae OPTaHIYHOIO HEBIJ EMHOIO YaCTHHOIO CY4acHOTO OCBi-
THBOTO MPOIIECY, HABAKIMBIIIMM 3aCO00M BCTAHOBJICHHS 3BOPOTHBOTO 3B'SI3KY, 3a-
BJISIKU SIKOMY HaBYaHHS TIEPETBOPIOETHCS Ha TUPEPEHITiIOBaHII, OCOOUCTICHO-0Pi-
€HTOBaHHH MPOIIeC, 10 3a0e3euye 1H MBI IyaIbHII TEMIT HABYaHHS, YCYHEHHS CY-
0'eKTHBI3MY Ta aBTOPUTAPU3MY B OIHIII PiBHS HAaBYAIBHHX JIOCATHEHb CTYJICHTIB,
3ac000M 00'eKTHBI3aIliT €KCIIEPTH3H SKOCTI OCBITHBOTO MPOIECY Ta HOTO IHAUBIY-
auizarii.

B nonoBizni HaBeleHO pe3ysbTaTh anpoodarlii BeO-caiTy, sKi MOKa3yloTh, 110
BiH Ma€ 3py4HUIl Ta 3pO3yMIJIMi iHTepQEic sl CTBOPEHHS BUKJIAIa4eM TeCTOBHX
3aBJIaHb: MOYIIMBICTh BHECEHHS ()OPMYJI, PUCYHKIB, rpadiuHUX 300paxKeHb, 10/1a-
BaHHS BapiaHTIB BiJIIOBI/IC, JOMTOBHEHHS BXX€ CTBOPEHOT'O TECTy HOBUMH IHUTAH-
HsAMU.

Buknaznad (y posni aAMiHICTpaTOpa) Ma€ MOXKJIMBICTh: BU3HAYATH Ta 3MIHIOBATH
KUIBKICTh NMUTAaHb Y TECTI, 337aBaTH Ta 3MIHIOBATH Yac MPOXOKEHHS TECTYy, MUT-
TEBO MEpPersAaTH pe3yabTaTh (y BiICOTKax) po0oTu cryaeHTa (yuns) y «Tabmmii
pe3ysbTaTiB», Ma€ MOXKIIMBICTh 3aBaHTAXKYBATH pe3ysibTaTd TecTiB y Excel Tabumuii
JUISL IOAJIbIIOT 00pOOKH Ta 30epeskeHHs 1H(popMallii, BUIAISATH 3 IIPOrPAMU PE3yJib-
TaTH TECTYBaHHSI 10 Mipi HEOOXIHOCTI, 3aKPUBATH Ta BIJAKPUBATH JOCTYH 0 Bif-
MOBIJTHOTO TECTy y Oy/ib SIKMI 4Yac, HaJ[aBaTH PABO aJIMIHICTPYBaHHS IHIIHM OCO-
0aM (3a HeoOXiHICTIO). [lepeBaramu Jiist CTY/ICHTIB €:

JOCTYIHUH iHTepQeiic TecTiB,

MOJKJIUBICTB MIPUHAHSITH Y4acTh y TECTYBaHHI 3 JIIOOOTO rajKeTa,

MOJKJIUBICTh MPOXOJMTH TECTYBAHHS 3a BIJICYTHOCTI Ha 3aHSATTI (Y JHOOOMY
Micii),

3pydHE 3alIOBHEHHS aBTOPH3AIIii y IPOTpaMi, MUTTEBUH MEPETIIs PEe3yIbTaTiB
poOOTH 3 MOXKITUBICTIO TTEPECKIIaTaHHS.
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BHUKOPUCTAHHA IKT
ITPU IHKJIFO3UBHOMY HABYAHHI B YHIBEPCUTETI

Kipsac B.A.
XapKiBChKUH I'yMaHITapHUI YHIBEPCUTET
«HaponHa ykpaiHceka akaznemisi», XapkiB, YKpaiHa

Peamnizanist nep>kaBHOI MOMITHKH Yy cepi BUIIOT OCBITH 3a0e3MeUyeThCs PiB-
HUMH YMOBaMH JIOCTYITY JI0 BUILIOI OCBITH, OJATKOBOIO MiATPUMKOIO B OCBITHBOMY
Tporieci ocid 3 0COOIMBUME OCBITHIMH TIOTpeOaMM, CTBOPEHHSIM JUIsl HUX BUIBHOTO
JOCTYIY A0 iH(PPacTpyKTYpH 3aKiajy BHUILOI OCBITH; ITiIrOTOBKOIO (haxiBI[iB 3 YH-
cJa oci0 3 IHBAJIIIHICTIO HA OCHOBI CIIEIiaTbHUX OCBITHIX TexHoJoriH [1]. OmHie0
3 HalOLIbII aKTyaJbHUX MPOOJIEM € IHKIIO3MBHA OCBITa, 30KpeMa oci0 3 BaJamu
30py (B3) abo cnyxy (BC). Taki y4Hi TOBUHHI HTH B HOTY 3 YaCOM Ta BiJIbHO KOpPH-
CTyBaTHCS KOMIT FOTEPOM, iHTEpHETOM, cMapThOHOM. | OjiHE 3 TOJIOBHUX 3aBJaHb
OCBITH B YMOBax 1M (ppoBiii TpaHcdopmallii — HABYUTH YUHIB Ta CTY/ICHTIB, Y TOMY
gucni oci6 i3 B3, BC, kopuctyBatucs cydacaumu IKT.

B ymoBax rno6aipHoi nugpoBizalii cyyacHi iHpopmaiiHi i KoMyHiKalliiHi
texnosorii (IKT) MatoTh MOTYXHI iIHCTpYMEHTH /J1s1 POOOTH 3 TEKCTOBOIO, YHCIIO-
BOIO Ta TpadiyHor0 iH(OpMaIli€lo, a y MOEIHAHHI 3 IHTEPHETOM 1 IUCTAaHLIHHUMH
TEXHOJIOTiISIMU BOHU CTBOPHIIH €()EKTHBHE 32 CBOIMH MOIJIMBOCTSMH BCECBITHE Ce-
penoBuie HaBuaHHs1. J{aHi TexHoI0TIT 03BOMsIIOTH yuHsiM 3 B3 1 BC Opatu akTuBHY
y4acTh y HaBYaJIbHOMY IIPOLIEC, @ BUKJIalauaM BUKOPUCTOBYBATH aAAIITOBAHUH ITiJ|
IHAMBIAyaldbHI OCOOJUBOCTI YYHIB KOHTEHT.

CreniasipHi anapartHi Ta MporpamHi 3aco0H J03BOJISIOTh HE3PSIYMM Ta ciabo-
30puM a0o0 i3 BC HaBYaTHCs 3 BHKOPUCTaHHIM KOMIT'FOTEPHOT TEXHIKU Ta OUIBILIOCTI
CTaHJAPTHUX KOPUCTYBAI[bKUX MOMUIMBOCTEH. «CIIIKYBaHHS» 1HBAIJIB BKIIOYAE
BUKOPUCTaHHS MOB, TEKCTIB, a0eTKH Bpailiis, TAKTHIBHOTO CIIJIKYBaHHS, BETUKOTO
mpUQTy, TOCTYIHHUX MYJIbTHMEAIHHUX 3aC00IB, TaK CaMo, 5K 1 IPYKOBAHUX MaTepi-
aJiB, ayJio 3aco0iB, 3BUYaHHOT MOBH, YHTI(IB, & TAKOXK MIJICHITIOBAIBHUX 1 allbTep-
HATHBHUX METO/IIB, CIIOCOOIB Ta opMarTiB CIiJIKYBaHHs, 30kpema, noctynaux [KT.
SIKIIo cTyaeHT Mae IpoOIeMH 3i CIyXOM, B IIEpIIy Yepry BHKIanad NOBHHEH IPO-
IyMaTH YiTKy IIPOTrpamy IJIsl HbOT'0, MO’KHA BUKOPHUCTOBYBATH BiJIeO, BKIFOYAIOUH
cyoTuTpH, ado poOHTH BiZleo i B HhOMY IIOBHHEH OYyTH TEKCT, TaK CaMO MO>KHA BU-
KOPHCTOBYBATH CypIOIIEpeKIIaada, i TOMi CTyICHT pO3yMiTHMeE BCe, IO PO3IIOBiIaE
BUKJIaa4. SIKIIO CTYIeHT Ma€ BaJiH CIIyXY 1 BiH KOPHCTYETBCS CIIyXOBHUM arapaToM,
roro Tpeba caauTH Ha TIEpeIHI TAPTH Ta PO3MOBIAATH OLIBII YiTKO BECh MaTepiall.

s 3a6e3medeHHs e()eKTHBHOCTI Ta TOCTYITHOCTI OCBITHBOTO IPOIIECY HE00-
XiJIHe criemiani3oBaHe TeXHIYHE OCHAIICHHS HABYATBHHUX 3aKJaJliB CY4acCHOI0 KOM-
MT'FOTEPHOIO TEXHIKOI0, Y TOMY YHCHII THQIOMPUCTPOIMHU, KOMII FOTSPHUMH THQIIO-
TEXHOJIOTISIMH 1 Bi/IITOBITHUMH TIeIaT OTIYHUMH ITPOTPAMHUMH 3aC00aMH, eNICKTPOH-
HUMH TiIPYYHUKAMH, CIIPSIMOBAaHUMH Ha IMOJIETLICHHS MpoLlecy HaBYaHHA 0OcCi0 i3
B3 ta BC.
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AJITOPUTM BU3HAYEHHS ITPOCTOPOBOI TPAEKTOPIL
IOJIBOTY BILJIA HA OCHOBI ITAPAJIEJIBHOI'O
XBHJIBOBOT'O TPACYBAHHA

Hepravosa J1.K.
XapKiBChKHU HalliOHATEHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

OnHUM 13 TepCHEKTUBHUX HAPSIMKIB BUKOPUCTAHHS OE3IMIIOTHUX JITATbHAX
anapartiB (BITJIA) € npoBeneHHs pi3HUX BH/IB MOHITOPHHTY — KJIIMaTHYHOTO, OY/Ii-
BEJIBHUX 00’ €KTIiB, 00’ €KTIB KpUTHYHOI iHPpacTpyKTypH Ta iH. [Ipn nanyBanHi Ma-
puipytiB MoniTopunry BITJIA BHHHMKae 3aaua parioHaJIbHOIO BU3HAYEHHS TPAEK-
topii pyxy BIITA y 3D-npoctopi 3i uty4HruMy abo HATYPHUMH ITEPELIKOAAMH, 110
MOJXYTh NEPECYBATUCS 3 HACOM.

Jist maHyBaHHS TaKUX TPAEKTOPid OyB po3polieHuii anroput™ 3D XBHITBO-
BOT'O TpacyBaHHS.

VY sKOCTI eeMEeHTApHUX JMCKPETIB Y 1[bOMY aJITOPUTMi BUKOPHCTOBYIOTHCS
KyOOiJJ — eJIEeMEHTH IPOCTOPY L0 XapaKTEPU3YIOThCSI TEOMETPUYHUM LIEHTPOM Ta
po3mipamu. Ky0oinu, 1o MICTATh NEpEelKoa y MeBHUX BUIIIK 4Yacy 3a00poHs-
I0ThCSI JIJIs1 TUTaHYBAHHS PyXY.

Ha HacTynmHOMY eTari alropuTMy MpPOBOJUTHCS] MOJIEIIOBAHHS MapaieIbHOrO
PO3HOBCIO/PKEHHS YMCIOBOI XBHJI 13 BOX IDKEPEN: IOYAaTKOBOTO IOJIOXKEHHS Ta
METHU PYXY 0 iX 3ycTpiui. Ha ocTaHHBOMY eTanu iIeHTH(IKYEThCS TPAEKTOPISE PyXy
[1].

Po3po0Giennii 103BONKUTH TPOBOJUTH BU3HAYCHHS PAIllOHAJIBHUX TPAEKTOPIi
nonboTy BIUIA y cepenoBuiii 3 qMHAMIYHMME MEPEIIKOIaMU, 00MpaTH HEOOXi-
HUH aJITOPUTM CKEpOBYBAHHS y BHIIAJIKY ITOSIBU HOBHX HEPEIIKO] IS pyXy. Y SIKO-
cTi 3aco0iB po3poOKM BHKOpHCTaHa MOBa mporpamyBanHs Python, G6iOmioTeku
Python QT, numpy, pandas, matplotlib.

Merto10 gonoBiai € moOy10Ba anropuTMy IPOCTOPOBOIO XBHIIHOBOTO TPacy-
BaHHI Ta BUKOPUCTAHHS HOT0 JUIsl IIaHyBaHHs MapuipyTy pyxy BIUIA y aunamiy-
HOMY MPOCTOPI 3 IEPEIIKOJAMH, & TAKOXK PO3pOOKa MPOTPaMHOTO 3a0e3eYeHHS IS
peanizallii IIbOro aaropUTMy.

B nomoBini HaBeneHi pe3yibTaTd — €Taly alrOPHUTMY IPOCTOPOBOTO XBHIIBO-
BOT'O TPaCyBaHHS, a TAKOXK Pe3YJIBTATH MOJCIIOBAHHS IPOLECY IMOOYA0BH MapIil-
pyty st BIUIA y mpocTopi 3 TMHAMIYHAMHE [TEPETIKOIaMH.
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OIIHKA E®OEKTUBHOCTI ®YHKINIOHYBAHHSA
ABTOMATHU30BAHUX CUCTEM YIIPABJIIHHSA
CIHHEOIAJIBHOT' O ITPU3HAYEHHSA

Hocux A.M.
Hamionanbhuii TexHigyHni yHiBepcuTeT " XapKiBCHKHUI MOJIITEXHIYHUH IHCTUTYT",
XapkiB, YKkpaina
Kyuepenxko 10.D.
XapkiBchKuii HanioHansHu yHiBepeuTeT [oBiTpsiHNX CHt
imeni IBana Koxxeny6a, XapkiB, Ykpaina

DyHKIIOHYBaHHS aBTOMATH30BaHUX CHCTEM YMpPABIiHHI CIEIialbHOTO MPHU3-
HaueHHs (ACY CII), sk To, cHCTEM AEPXKaBHOTO Ta BIHCHKOBOTO YIPaBIiHHS, SIKi €
CKJIQJIHMU OPTaHi3aliifHO-TEXHIYHUMH CHCTEMaMH, IO MPAIFOI0Th B YMOBaX 3iki-
CHEHHS TIOBHOMacIITaOHOI arpecii 3 00Ky pociiicbkoi (eeparii BiiOyBaeTbcs B
YMOBAaX BILIMBY Ha HUX HU3KH 30BHIIIHIX 1 BHYTPIIIHIX (haKTOpPIB, a TOMY Liei mpo-
[eC XapaKTEePU3YEThCS TMHAMIKOIO 3MiHHM CTaHIB IX OCHOBHHX EJIEMEHTIB, K B3ae-
MOIIOB’13aHO1 CYKYITHOCTI, 110 iX yTBOPIOIOTH [1-3].

Mertoto nonoBiai € GopMyBaHHs NPOMO3UILINA 00 BUOOPY MEBHOTO i IXOLY
(Metoaukn) 3 ouinku edextrBHOCTI pyHKIionyBaHHSI ACY CII B KOpPOTKi TepMiHH
Ha OCHOBI BU3HAYCHHS €(DEKTHMBHOCTI iX OCHOBHHX CKJIa/JOBUX OCHOB.

B pomoBiai HajaHi Mpono3uIii 1010 3aCTOCYBaHHS METOJMKU OLIHKU e(dek-
tuBHOCTI (yHkiionyBanHs ACY CII, mo n03BoJjsie 3AIHCHUTH NOTOYHY OL[IHKY
e(peKTUBHOCTI (DYHKI[IOHYBaHHS Y CTHCJI TEPMIHHU Yepe3 OLIHKY iX OCHOBHHX CKJIa-
JIOBUX OCHOB, a came: (pyHKIIOHaJbHOI (SIKICTh BUKOHAHHS ()YHKI[IOHAJIBHUX 3a-
BJIaHb), OpPraHi3aliiHoi (IKiCTh pOOOTH KOPUCTYBA4iB CUCTEMH Ta IIEPCOHATY, LIO il
00CITyroBye Ta TeXHIYHOI (TEXHIYHHMI CTaH KOMILIEKCIB 3aC00IB aBTOMAaTH3aIlil Ta
3aco0iB 3B’s13Ky). Jns ominku BkazaHux ocHoB ACY CII BUKOPHCTOBYIOTHCS Me-
TOJIM €KCTIEPTHOI OIIIHKH, a TAKOX MPABMIIO "BY3bKOTO MicIsl", TOOTO 3araibHa ede-
ktuBHICTh QyHKIiOHYyBaHHS ACY CII BH3HAYa€ThCs 32 HAUTIPIIUM 3HAYEHHSM OJI-
Hi€l 3 Ti OCHOBHMX CKJIAJIOBUX OCHOB, sIKi OyJIM OIIHEHI 3a M'ATHOAIBHOIO MIKAIOK
X OLIIHKHY, 1110 3HAYHO CIIPOIIlY€ BU3HAUCHHS TOTOYHOT 3aralibHOT €()EeKTUBHOCTI (Y-
HkuionyBauas ACY CII.
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3ACTOCYBAHHS ITYYHOT' O IHTEJEKTY
JUISI ONTUMIBALIT ®YHKIIOHYBAHHS

KOM’IOTEPHUX MEPEK: AHAJII3 EGEKTUBHOCTI
TA MOKJINBOCTE BAIOCKOHAJIEHHSI

IMummenko A.O., Cokupro M.A., 3ausictym F0.1O.
XapKiBChKUH HalliOHABHUN YHIBEPCUTET pa/lioeeKTPOHIKY, XapKiB, YKpaiHa

OnTuMizanii QyHKIIOHYBaHHS KOMII FOTEPHAX MEPEX MOKa3ye, M0 3aCTOCY-
BaHHS IITYYHOTO IHTEJIEKTY MO MOKPAIUTH (YHKI[IOHYBaHHS KOMIT'FOTEPHHX Me-
pex.

JocnimkeHHs B il 00JacTi MOXKe JOMOMOTTH 3pO3yMITH, SIKI caMe METOIH
LITYYHOTO IHTEJEeKTY HalOUIbI eheKTHBHI /ISl ONTHMI3aIlil poOOTH MEpex Ta sIK
1XH€E BUKOPUCTAHHS MOYKE MOKPAIIUTH X QYHKIIOHATBHICTS [1].

Takox € JOIIIBHAM OTJIST MOTOYHUX TEXHOJOTIH Ta alrOpPHUTMIB IITYYHOTO
IHTEJIEKTY, SIKi BAKOPHUCTOBYIOTECS B KOMIT'TOTEPHUX Mepexax [2].

JocnimKkeHHs: MOXe BKITIOYATH aHajli3 BUKOPUCTaHHS HaBUaHHS 3 IAKPIMJIeH-
HSIM, TJIMOOKOTO HaBYaHHS, HEHPOHHUX MEPEX Ta IHIIMX METOJIB MAIIMHHOTO HaB-
YaHHS JUIs YIPaBIiHHS MepexeBUM TpadikoM [3], BUSBICHHS TOMHIIOK Ta 3aXHUCTY
BiJI KiOeparax.

JlJist miaTBEpKEHHST MOXKIIMBOCTI BUKOPUCTAHHSI METO/IB IITY4YHOTO IHTEle-
KTy CTOCOBHO OIITHMi3allii ()yHKIIOHAIBHOCTI KOMIT'FOTEPHUX MEPEXK, JIOCII[PKSHHS
MOJKE ITPOBOAMTHCS HIISIXOM aHANI3y Ta OL[HKH, SIK IITYYHUI IHTEJICKT MOXe OyTH
3aCTOCOBAHMI M1 CTBOPEHHsSI aBTOHOMHHMX MEpEeX, 110 3a0e3NeuyloTh MaKcHMa-
JIbHY JIOCTYIHICTh Ta e()eKTUBHICTB Mepeiadi JaHuX Y PI3HUX YMOBax 3'€THaHHS Ta
TOIIOJIOTIT MEpexi.

Mertolo A0N0BiAi € TOCTIPKEHHS IepeBar BAKOPHCTAHHS [ITYYHOTO iIHTEJIEKTY
JUTSL OTITHMI3AIliT (PYHKIIIOHATIBHOCTI KOMIT'FOTEPHUX MEPEX 3 METOIO CIPHSIHHS PO-
3YMIHHIO [IbOTO MUTAaHHS. ByJ0 3aCTOCOBAaHO CHCTEMAaTHYHUI Ta CTPYKTYPOBaHHN
MiJX1 Uit 300py Ta aHali3y IaHuX, 1 Ha Oro OCHOBI OYJIH Mpe/ICTaBleHI BACHOBKU
Ta peKOMEHIallii.

OTtpumMaHi pe3yinbTaTH CBIAYATH PO T, [0 BUKOPUCTAHHSI METOMIB IITyYHOTO
IHTENEKTy JOMOMAraloTh MOKPAIIUTH poOOTy KOMII'TOTEPHHX Mepex Ta 3abesrme-
YUTH OUTHII €(PEKTUBHUIN Ta HAMIWHUNA OOMIH JAHUMH MiX KOMITIOTEpaMH Ta IpPH-
CTPOSIMH Y MEPEXKi.
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KOJIYBAHHSI 1J151 SMEHIIEHHS EHEPTTi PYXY JIAHAX

Spemenko B.B., Kocenko B.B.
Hamionansuuii ynisepcuret «IlonraBchka nomitexHika imeri FOpis Konapariokay,
ITonraBa, YkpaiHa.

[TuTaHHs eHeprocrnoXKMBaHHS Ta PO3CIIOBAHHS MOTYKHOCTI B 1H(OpMAaIliitHIX
CHCTEMax Ta Mepekax cTae Bce OLIbII aKkTyaJbHHUM. Brcoka KoMmyTariiiiHa akTHB-
HICTb CIIPHYMHSE CEPHO3HI BTPATH B HAAIHHOCTI 3B 53Ky 4epe3 HOoro o0’eMu Mix
JIHISIMUA KOMYHIKaIlii.

Hogi TexHoorii eHeprone3anexHoi maM’siTi 3 6aliTOBOIO ajipecallielo 1aTh
3MOTY CTBOPIOBATH CHCTEMH 3 BEJMKOIO MOCTIHOO MaM’SITTHO, T IBUIIYFOUH HaTii-
HICTh 1 HOTCHIIIWHO 3MEHIITYOUN eHEeprocrnokuBanHs. OTHAK i TEXHOJIOTIT MiATPH-
MYIOTh TUIBKH OOMEKEHY KUIBKICTH OIEpalliii 3amucy Ha KOMIPKY i BUTpavaroTh
3HA4YHy YaCTHHY CBOET OTYXKHOCTI Ha 3MiHY 0Oita mij yac 3anucy [1]. Jus pitneHHs
IIUX 3aBJ[aHb CHOTOJIHI PO3MOBCIO/KEHO BUKOPUCTAHHS KOAy ['pest, 10 Mae HU3KY
HeAoMKIB [2].

Merto10 J0c/1izKeHHSI € PO3POOICHHS MeTOay 00y JOBH KOAIB OAUHUYHO] Bi-
JICTaHi, PO3paxyHKy Ta aHaji3y XapaKTepHCTHK BUSBICHUX KOJIB.

B nociimkeHHi IPONOHY€EThCS sl PO3TJISILy METO]T TO0Y/I0BU KOIB OIMHUY-
HOT BiJIcTaHi 1110 0a3y€eThCsl HA MOJIENI TilepKy0a Ta aliropuTMy NOMIYyKY [ "amMisibTo-
HOBOro HULIXy y rpadi [3-5]. B pe3ynbrari BUKOpPUCTaHHS 3alPOIIOHOBAHOTO Me-
ToIy OyJIO 3reHepOBaHO HaAOIp KOJIB Ta PO3paxoBaHO IX XapakTepucTuku. Busna-
YEHO, 1110 BUSBJICHI IT1J1 Yac JOCIIKEHHsI KO/ BiPI3HSIIOTHCS 32 [IMMH BIACTHBOC-
TMH BiJ Koy ['pest.

B pe3ynbTati 1ociipkeHHs po3po0iieHo METO 1 OOYA0BH KOAIB OJIMHUYHOT Bi-
JICTaHi, pO3paxoBaHO Ta MPOAHATI30BAHO XapaKTEPUCTHKN BUSBJICHUX KOJiB. Buko-
pPHUCTaHHS 3alPOIIOHOBAHOIO METOJY IIiJi 4aC CTBOPEHHS iH(POPMAIMHIX CHCTEM
JIO3BOJISIE aHANI3YyBAaTH Ta BIAOMpATH KOIM 3 HAWKPAIMMH BIACTUBOCTSIMH, IO B
CBOIO Yepry Ja€ MOXKJIMBICTh OTPUMYBATH Kpallli pe3yJbTaTH 3 TOUYKH 30pY 3aTpH-
MOK B MEpEKi, GHEPrOBUTPAT Ta IHIINX OOMEKEHb ITPU PO3pOOII IUPPOBUX CUCTEM.
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METO/ HOBYJOBH TOMOJIOT'Ti
MOBUIBHHUX BE3IMPOBIIHUX MEPEX

Jlazypenxo B.0O., Oxpumenko M.IO.
HamionansHuii TexHIYHNHN YHIBEpCUTET « XapKiBCHKUHN MO TEXHIYHUH IHCTUTY T,
XapkiB, YKkpaina

BesmpoBinni Mepesxi MaitOyTHBOTO ToKOMiHHS (5G) MatoTh OyTH Ha/l3BUYANHO
LIUTBHAMH, HEOAHOPITHUMH Ta, IMOBIPHO, OCHAILIIEHIMH TIEPECYBHUMH Ta MOBITpPSI-
Humn 0azoBumu cranuismu (BIUIA). 3actocyBaHHS IMCTaHIIHHO KepOBaHMX
BITJIA 103Bonsie CTBOPUTH CHCIialibHy MOBITPSHY OJHOPAHTOBY KOMIpKOBY Me-
pexxy FANET, ne ii npuctpoi nepenarots iHhopMaIlito OIuH OJHOMY Y HEiLEH30-
BaHOMY CIIEKTpi 3 BukopuctanusMm texuonorii WLAN IEEE 802.11 [1].

MerToro nonoBini € o0rpyHTyBaHHs 3actocyBanHs BITUIA, 1o 3abe3neuye To-
moJIorii OLIBLIY JANBHICTh Hepenadi, MIATPUMKY Ha3eMHHUX MEPEK 3B’SI3KY, JOIO-
MOTy y 0OMiHI JAaHUMH MiK IIPUCTPOSIMH Ta 3acobamu 10T,

OCHOBHOIO BiJIMIHHICTIO LIi€] Mepexi € Toil (haxT, 1110 BOHA HE Ma€e iH(pacTpy-
kTypu. [IprcTpoi, 1o BXOAATh 10 CKIaAy MEpexi, MaloTh MOKJIMBICTh B3a€EMOJIIT
OJIMH 3 OJIHMM, JII0YHM Yy SIKOCTI MapmpyTu3aropis. [lepemilieHHs] y TpPHBUMIpHOMY
IPOCTOPI YCKIIAIHIOE MPOOJIEMH MOOLTBHOCTI, OCKIIBKH TIepeMIillIeHHS TPU3BOUTh
JI0 BIJIKJIFOUCHHS [IOTOYHUX KOPUCTYBAUiB.

Takum unHoMm Meperka FANET moBuHHA OyTH CaMOKEpOBaHOI0, CAMOOPIaHi-
30BaHOIO Ta FOTOBOIO JI0 PAIITOBUX 3MIH TOMOJIOTIT, opraHizaiii Ta 38’ sa3ky. [1ig yac
pyxy BIUIA mapmpyTu, 3a3Bu4ail, nepepoOIsioThCs, IS MPOJOBKEHHS 3B’ A3KY
MiX npucTposiMu. ToMy MapiipyTu3allisi MOBMHHA BUKOHYBATHCS JUHaMidHe, a
MIPOTOKOJI MapIIpyTU3allii cIifi poOUTH e(EeKTUBHUM 1 IPOCTUM, MiJABUIIYIOUH aB-
ToHOMHICTh BITJIA Ta 3MeHIIyrouH 3aTpUMKY TOCTaBKH iH(OpMAIT Mi>k HUMH. 3a
paxyHok Bucokoi MoOineHOCTI BITJIA B Mepexi FANET oHoBIIeHHST MicIisl po3Ta-
LIyBaHHS YCiX BY3JiB B Mepexi € kputniuHuM akropom. Koxen 3 BIUIA noBuHeH
3HATH MiCIe PO3TALITYBAHHS IHIINX IIPUCTPOIB Y PEKUMI peabHOTO Yacy, 10 BUMa-
rae HeoOXiJIHICTh OTPHUMAaHHS HAJIHHOTO 1 CTaOUIBLHOTO 3B’SI3KY MiX MPUCTPOSIMU
JUTSL I ATPUMAaHHS BIAMIOBITHOTO PIBHSI SIKOCTI 00cyroByBanHs (Q0S) Ta sikocTi B3a-
emoii (QOE).

[loeqHanHs MOKa3HUKIB PiBHS MOOUTBHOCTI, HampsiMy mepemimerast BIUIA,
MIPOITYCKHOT 3AaTHOCTI KaHAJIB 3B 3Ky Ta iHAWKAIlI] OTY>KHOCTI IPHUITHITOTO CUT-
HaJy CKJIAJAr0Th IHTETpaJbHUN MOKA3HUK [T IPUAHATTS PilleHHS MO0 Mepeaadi
00CITyTOBYBaHHS MK IPUCTPOSIMA. TaKUM YUHOM CITiJI 3aCTOCOBYBATH iHTEIIEKTYa-
JMBEHUM METOJ Iepeadi 00CITyroBYBaHHS 32 PaXyHOK iHTErparlii eJeMeHTIB IMTyd-
HOTO iHTEIIEKTY 710 O€3MPOBIIHOT MEpPEKi MOOLITEHOTO 3B’ SI3KY.

Chnucok Jiteparypu
1. IEEE Std 802.11b. The Institute of Electrical and Electronics Engineers,1999.89 c.
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IMOPYHWEHHA NPAHE3JATHOCTI HAIIIBITIPOBITHUKOBUX
IIPUJIAAIB B YMOBAX JII EJIEKTPOMATHITHOT'O
BHUITPOMIHIOBAHHA

Cepkos O.A., Oxpumenko M.IO., SAkosenko 1.B.
HanionansHuii TeXHIYHAHN YHIBEpCUTET « XapKiBCHbKUHN MONITEXHIYHUI IHCTUTY T,
XapkiB, YKkpaina

MeToro 1omoBini € ctBopeHa (hizuyHa MOJICIh BAHUKHEHHS 3BOPOTHUX BiIMOB
HAITIBIIPOBIAHUKOBHUX ITPUJIAJIB B yMOBaX, KOJIU JIisl CTOPOHHBOT'O BHUITPOMIHIOBaHHS
MPU3BOAUTD JI0 BiIXHUICHHS X POOOYMX XapaKTePUCTUK BiJ HOpMH. [IprunHO¥O mo-
SIBU TAKUX 3MIH € IPOLIECH TpaHchopMallii eHeprii HaBeIeHNX 30BHIIIHIM BUIIPOMi-
HIOBAHHSIM CTPYMIB Ha €HEPTi0 BIACHUX KOJIMBAHb HAITIBITPOBITHUKOBHMX MPUJI/IiB.

[IpoBeneHo aHai3 OCHOBHUX TUIIB OPYIIEHb MPaIe31aTHOCTI eJIEKTPOPaIio-
BHUPOOIB B YMOBaXx [Iii €JI€KTPOMarHiTHOrO BUIIPOMIHIOBAaHHI.

JloBenieHo. mo OLIBIIICTh ICHYIOYHX METOIUK, HE BPaXOBYIOTh €()eKTiB 3MiHU
iX po0OYMX XapaKTEPUCTUK B YMOBax Jiii CTOPOHHBOTO BUIIPOMIHIOBaHHS, KOJIH
MEXy KPUTHYHOI eHepril 1e He JOCATHYTO. Bu3HaueHi KijbKiCHI mapaMeTpu CTo-
POHHIX €JIEKTPOMArHITHHUX ITOJIIB, 110 € MPHYMHOIO TOSBH HE3BOPOTHUX BiJIMOB Ha-
HiBIPOBIJHUKOBHX MPHUJIAJIB, Ta 31HCHEHO aHAI3 ICHYIOUYMX METO/MUK, SIKI BU3HA-
YalTh MEXY X mpare3iaTHocTi. Po3risHyTO Ta Kiacu(ikoBaHO THITH €JIeKTpoMar-
HITHHUX KOJIMBaHb, SIKi ICHYIOTh Ha MEXIi PO3IOALTY CepPeIOBHII.

3a3Ha4yeHo, 110 OCHOBHI IX BIJIMIHHOCTI IMOJISITAIOTh Y 1X €IeKTPOMAarHiTHUX
BJIACTHBOCTSIX, SIKI CTBOPIOIOTH MOBEPXHEBI nossipuToHu (xBuiti dauo). [pu npomy
OyJiM BUKOPHCTaHI PIBHSHHS EIEKTPOIUHAMIKH, a came: piBHSIHHA MakcBena, MaTe-
piaJibHi PiBHSHHS Ta IPAHUYHI YMOBH, 32 JOTIOMOTOIO SIKMX BU3HAYAIOTh 3aKOHH M-
crepcii OBEpXHEBHUX €IEKTPOMArHIiTHUX KOJMHMBaHb. CIEKTp MMOBEPXHEBHUX IOJISPH-
TOHIB OyJI0 BU3HAYEHO B YMOBAX HAOJIIDKEHHS 0 XOJOAHOT [Ia3MH Ta HEXTYBAaHHS
3aTyXaHUsIM, sike 00YMOBJICHO 3iTKHEHHsSMH. [IJIsl 3HaXOJPKEHHSI MEXaHi3My 3ara-
CaHHS MMOBEPXHEBHX IUIA3MOHIB, sIKEé OOYMOBIIEHO iX B3a€EMOMIEI0 3 €JIEKTPOHAMH
MIPOBIIHOCTI Ha MEXI1 PO3MOJIITY CEPEIOBHUIIL, 3aCTOCOBYBAIIMCS PIBHSHHS EIEKTPO-
JUHAMIKA B YMOBaxX HEXTyBaHHS e(eKTaMu 3ami3HioBaHHSA. [Ipu mpoMy oTpuMaHe
JWICTIepCiiiHe PIBHSHHS AJISI CHCTEMH IMOTIK 3apsHKEHUX YaCTHHOK — HAIliBIPOBI-
HHUKOBa HAATpaTka B yMOBaX, KOJM YaCTUHKH [TOTOKY TPOXOAATH KPi3b CEpPEIOBHUILIE
3 MOCTIHHOIO MBHUAKICTIO. 3HAWIEH]I BIACHI YaCTOTH KOJHMBAaHb, CHOPMYIIHOBAHO
YMOBH PO3BUTKY HECTIHKOCTEH Ta OTpUMaHi BUPa3u IS PI3SHUX OKPEMUX BUIIAIKIB.
ITpu nbOMyY BHpIIIEHO Ba)KJIMBE I TAHHA IIPO MOXKIUBICTH 30y 1KEHHS ITOBEPXHEBUX
KOJIMBaHb B YMOBaX PE30HAHCHOI B3a€EMO/IIT XBHJIb T4 YACTHHOK, KOJIM TIOTIK EJIeKT-
POHIB Ta MepioANYHA CTPYKTYpa po3AiieH] y mpocTopi. HaBeneHo KinbKiCHI OLIHKA
BTpaT €HEprii HaBeJeHWX CTPyMiB Ha 30yIKCHHS MOBEPXHEBUX KOJHMBaHB. llpu
bOMY BEJIMYMHA €Heprii BUIIPOMIHIOBAHHS BJIACHUX KOJMBaHb HAIiBIIPOBITHUKO-
BHX NIPHNAJIB CKIAga€ 107 —10~8 je . el Tun KonuBaHb BU3HAYa€e e)eKTHBHICTD

X B3aeMOJii 31 CTpyMaMu, 110 HaBe/ICHI 30BHIITHIM BUIIPOMIHIOBaHHSIM.
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AJI'OPUTM ®PAKTAJIBHOI'O CTUCHEHHA
JJIs1 HABOPIB 30BPAKEHB ITPUPO/ITHUX OB'EKTIB,
IO BUKOPUCTOBYIOTHCA Y MAIIMHHOMY HABYAHHI

Howmnin JI.B., I'pinenxko T.O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa
Hapexniii O.I1.
XapkiBchKHii HanioHanbHUN yHiBepeuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

MerToro JONOBifl € TOCITIPKEHHS alrOpuTMy (DpaKTaJIbHOTO CTHCHEHHS, JUIS
CTBOPEHHSI TAKOTO BapiaHTy OTO METOJIy CTUCHEHHS, 1110 SIKHAWKpaIlle BiAMOBia-
TUME 3a]1aui ONTUMAILHOTO 30epiranus crenupiuHX HaOopiB JaHuX. MoBa mepe-
JyCiM ¥izie Tpo 00’ eMHI HAOOPH OJHOTHITHUX JaHUX, 30KpeMa 300PayKCHHS, IO IIIH-
POKO BHKOPHCTOBYIOTHCSI JIsl HABYAHHS IITYYHHX HEHPOMEPEK, IO PO3Mi3HAIOTH
o0Opasu. Bunukae HeoOXiAHICTh ONTHMAIBLHOTO 30epiraHHs BEJNMUYE3HHX MacHBiB
NoJIOHUX NaHuX. Y BHIIAJKY 300pakeHb NPUPOIHHUX 00’€KTIB, METOJ (paKTaib-
HOT'O CTHCHEHHSI IIPOSBJISIE PSIJT BIACTHBOCTEH, 1110 BUTIIHO BUPI3HIIOTH HOTO cCepe
iHmmMx [1, 2].

dpakranbHe CTUCHEHHS! — METOJ CTHCHEHHS 3 BTPAaTaMH, 3aCHOBAHHI Ha 3a-
CTOCYBaHHI cHCTeMH iTepoBanHux ¢GyHKiii [1]. [Ipy BUKOpPHUCTAHHI IHOTO AITOPHU-
TMY JUIsl 300pa)KeHb MPUPOAHUX O0'EKTIB JOCSTAETHCS BENMKUN KOE(Ili€HT CTUC-
HEHHs 332 MPUNHATHOI SKOCTI 300pa)keHHs; e(DeKTUBHICTh CTUCHEHHS MOXe OyTH
30inblIeHa IPU OUTBILIH KOMIUIEKCHOCTI 300pakeHb; 3aB/ISIKH OCOOIMBOCTSIM KOJTY-
BaHHsI HE BUHUKAE MPOOJIeM 31 3MIHOIO PO3/IUTBHOT 31aTHOCTI hoTorpadiii; mpu mo-
CTaTHBO JOBrOMY Ipolieci KOLyBaHHs 300paXeHb aITOPUTM 3a0e3edye MIBUIKIH
mporiec JexoayBanus [3].

AHauni3 iCHYIOUMX BIIKPUTHX MyOITiKallii 32 TEMOO JIOCIIIPKEHHS TI0Ka3aB, 1110
OCHOBHUM HEJIONIKOM IIbOTO METOJY € HOTr0 HHM3bKa MBHIKOAISL. Y X0/l podoTH
OyJI0 CTBOpEHE CIIeliali30BaHe porpaMHe 3a0e3rnedyeH s, o peatizye 6a30BHil aj-
TOpUTM (ppaKTaIbHOTO CTUCHEHHS IUIS BU3HAYEHOTO THILY 300paxeHb. Lle mo3Bo-
JIAJIO IPOBECTH €KCIIEPHMEHTH, Pe3yIbTaTH SIKUX TaKOXK BKAa3yIOTh Ha HU3bKY IIIBU-
JIKOJIiF0 MeToy. YaCcTKOBO 1€ MOKe OYTH BHKIMKAHO HEONTHMi30BaHOIO IMITIIEMe-
HTAIi€r0, ajie OUTBIIOI0 MIPOIO MPodJieMa B CaMOMY alTOPUTMI, IO TIEpEBaHTaXe-
HUH nuKiIamu nepedopy. Ha croromni BigoMa JOCHTH BEMMKa KiTBKICTh allTOPUTMIB
onTuMi3alii mepedopy, HAHOUTBII TEPCIEKTUBHUMH 3 SIKUX BUSBUIACS METOJ BHUIi-
JIEHHS OCOOIMBOCTEH 1 MeTOJ KiIacu(ikalii JOMEHiB, BAKOPUCTAHHS SKUX JTO3BO-
JUTH TMTOKPAIUTH MBUIKOII0 anroputMy [3].

Chnucok Jiteparypu
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MOJIEJIIOBAHHSI BUKJIATAIIBKOI TISIJIBHOCTI
Y TEXHIYHOMY YHIBEPCUTETI

Yenena C.IL
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa
Bemmopin-Eppepa O.M.
Hanionanshuii Texaiyanii yaiBepcutet «XI1I», Xapki, Ykpaina

CydJacHu#l piBeHb PO3BHUTKY CYCIIIbCTBA, MPOHMKHEHHS MPAKTHYHO B YCi
cdepH JIOACHKOI AiSUTBHOCTI HOBUX 1H(OpPMALIHUX TEXHOJOTIH, CyTTEBE 301Ib-
UICHHS TEMITY MOSBM HOBUX 3HAaHb, IiJBUIICHHS BUMOT JI0 3HaHb, YMiHb 1 HABUYOK
YYHIB, — OCh JJAJICKO HE TOBHUU MEPEeJIiK MPUYNH [T HEOOXITHOCTI 31CHEHHS SIKi-
CHOTO CcTpUOKa B MeNaroriynii AisutbHOCTI. Ha Harn momisy, [uist sIKiCHOT 3MiHH T1e-
JIarorivyHoO1 JisUTBHOCTI Y BUIIAX HEOOXiJHE MPOBEICHHS INTOOKOr0 HAyKOBOTO aHa-
Ji3y ycix cTopid memarorignoi mpariii [1]. MogearoBaHHsI, SIK METO JOCITIIKEHHS
MeAarorivyHol JisTIbHOCTI, Mae psia meperar. [lo-mepiie, MOJCTIOBaHHS MEAaroriy-
HUX TPOIECIB J03BOJISIE CKOPOTUTH MaTepiaibHi Ta JIFOACHKI pecypeu. [lo-apyre,
OOIPYHTOBAHO Ta JIETAJBHO 33]1aHi y POIeCi MOJICTIOBAHHSI OOMEKEHHS Ta TIPHITY-
HICHHS PU3BOATH IO TOTO, 10 MOYKHA JOCIIAUTH CaMe Ti CTOPOHHM MeIaroriqHol
JISUTBHOCTI, SIKI BUBYAIOThCA JOCIIAHMKOM Iii€i missipHOCTI. [To-Tpere, ckopouy-
€ThCs 4ac, HEOOXITHUMIA 1JIsl TPOBEJICHHST JOCIIKEHb 1 30LIbIIY€EThCS KUTBKICTh Jla-
HUX [UTS aHATI3Y 38 TOMTOMOTOI0 6araTopa3oBoro mporoHy mojeni [2].

MeTo10 10M0Bii € PO3TIIsi MiIXOMIB 0 PO3pPOOICHHS MAaTeMaTHYHOT MOJIEI
MPOLIECY BUKIIAAAIBKOT TiSUTbHOCTI Y TEXHIYHOMY YHIBEPCHTETI.

VY nonoBiai HaBeleHI Ta OOTPyHTOBaHI OOMEKECHHS Ta MPUITYLICHHS, BJac-
TUBI BUKJIQJIALbKIN JisTIBHOCTI B TEXHIYHOMY yHiBepcuTeTi. Po3pobiieHo maTema-
TUYHY MOJIENb JTaHOTO TPOIECY 13 3aCTOCYBAaHHSM TEOpPil HEUITKUX MHOXHH Ta
anreOpH BiHOIIEHb 3aIPOMIOHOBAHO HHU3KY aKCiOM Uil BU3HAUEHHS MOTYKHO-
CTi OTpUMaHUX BifHONIeHb. [IpoBeneH] MOCIiIHKEHHS OKa3allH, 110 BUKOPUCTO-
BYIOUH CyYaCHUH MaTeMaTHYHUI anapart, 30KpeMa TeOpito HeUiTKHX MHOXUH Ta aJl-
reOpy BiJHOIIEHb, MOXHA PO3POOUTH MO BUKIAJAIBKOI TiSUIBHOCTI Y TeXHI4-
HOMY YHIBEpCHTETI IpH 3aJaHUX 0OMEKEHHSIX Ta MpHITyIeHHIX. Po3pobka Takmx
Mojenel ((HYHKI[H MPUHANCKHOCTI BUKIIaa4a) BiIKPUBAE BEIMKI MOXIJIUBOCTI Y
CTBOPEHHI METOJMYHHUX CHCTEM HaBYaJIbHOTO IPH3HAUYCHHSL.

Po3pobieni Mozeni y CyKyIHOCTI i3 3aIpOIIOHOBAaHUMH Y AOTIOBI aKcioMaMu
MOXXYTh OyTH BUKOPHUCTaHi IIpH 00YHNCICHHI PEHTHHTY BUKJIaJaqiB y BUIIAX y paM-
KaxX aBTOMaTH30BaHOI CUCTEMH YIIPABJIIHHS TEXHIYHUM BHIICM.

Crnucok Jgiteparypu
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TH®OPMAIIMHA CUCTEMA HAYKOBOI'O TOBAPUCTBA

Typunna A.B., bensopia-Eppepa O.M.
Hamionanshiit Texuiuanit yaiBepeutet «XI1I», Xapkis, Ykpaina

B monoBini po3riasHYyTO OCHOBHI ITOJIOKEHHSI pO3PO0JIEHOT0 BE0-3aCTOCYHOKY
3a JIOIIOMOT'010 MOBH ITporpaMyBaHHst JavaScript, sikuit Mae QpyHKIiI0 pO3MO/IiIICHHS
Ha poJii aaMiHicTpaTopa Ta untada biory. B Be6-3acTocyHKy peanizoBaHuii Taki ¢y-
HKIIOHAIIBHI 00J1aCTi, K TOJOBHA CTOPiHKA, KEPyIOUl OpraHu, HOBUHH, CTaTTi, (o-
pmu peectpaii Ta Bxoay. [y KopucTyBada B poJjii aaMiHICTpaTopa peasi3oBaHHi
ocobucTuii kKabiHEeT, B IKOMY KOPUCTYBad MOJKe 3/1iICHIOBATH YIPABIiHHS CaTOM,
a came JI0/1aBaTy, BUAAJSITH Ta 3MiHIOBaTH iH(opMallito crareii.

Sk pe3ysbTar qaHoi poOoTH MOXe OYTH BUKOPUCTAHHUI I JOCTYITY 10 iHDO-
pMmariii ykpaiHChKOT0 HayKOBO-0CBiTHBOTO IT TOBapucTBa.

Cnucok Jgiteparypu

1. M. Mozhaiev, V. Peresichansky, V. Roh, O. Bellorin-Herrera. Meton anainisy moka-
3HHKIB SIKOCTI KOMIT'FOTepHOI Mepexi iHQopMaLiifHOT CHCTeMU KPUTHYHOTO 3aCTOCYBAHHS.
Cucremn ynpaBiiHHsA, HaBiramii ta 3B’s13ky. 2023. T.1, Ne71. C. 118-121. DOI:
https://doi.org/10.26906/SUNZ.2023.1

CHUCTEMA PO3INI3BHABAHHA 30bPA’KEHD

Manaxosa K.B., beabopin-Eppepa O.M.
'Hauionanehiii Texniunuii ynisepeuter «XI1I», Xapkis, Ykpaina
Jsuenko B.O.
XapKiBChbKHI HAaLlIOHAIBHUN YHIBEPCUTET paiioeeKTPOHIKY, XapKiB, YKpaiHa

VY 0mOBiNI PO3IJISIHYTO 3rOPTKOBI MEPEKi, MOMYJISIPHI apXiTEeKTYpH X Me-
peX, METOIM HaBYaHHS Ta NpoOiIeMaTHKa JaHOTO MUTaHHA. Byno mpoanamizoBaHo
METO/IM Ta TEXHOJIOTIT IS po3Mi3HABAHHS Ta Kiach(ikaiii 300paxkeHs. Po3nisiHyTo
IPUHLMIY PoOOTH aIrOPUTMIB HABYAaHHS Ta BUKOPHUCTAHHS IEpelaBajIbHOIO HaB-
YaHHS 715 OTPAMAaHHS KpaIuX pe3ynbTaTiB. Po3pobiene mporpamue 3abe3mnedeHHs
MOJKe BHUKOHYBAaTH Taki (YHKINT 5K, BUOIp KOOPAMHAT, 30€piraHHsl KOOPMHAT st
MOJAJIBIIOT0 BUKOPHCTAHHSA, BHOIP IPOMIXKKY 4acy, 3aBaHTaXXCHHSI CYIy THUKOBHX
300paxkeHb 3a BUOpaHU IPOMIKOK Hacy, po3Mi3HaBaHHS 300pa’keHb.

Po3pobieHa cucrtema € IECKTOITHUM JOJATKOM, 3 SKHM IPALIOE OIepaTop Ta
BiJIMTOB1THO /10 HOTO it JO3BOJISIE OTPUMYBATH 300paKeHHS TSI 00paHoi 00acTi 3a
BHOpaHUiA miepioa. MoayIpHICTh OCHOBHHX (DYHKIIIH I[HOTO 3aC00Y IO3BOISIOTH Y
MaiOyTHROMY 32 HEBEIMKUN 9ac MOMM(IKyBaTH iX UTSI BAKOPUCTAHHS Y TIOBHICTIO
aBTOMAaTHU30BaHUX CUCTEMaxX, He TOTPEOYIOUNX KEPiBHUIITBA OIIEPaTOpa.

Cnucok Jgiteparypu

1. M. Mozhaiev, V. Peresichansky, V. Roh, O. Bellorin-Herrera Meron ananisy mo-
Ka3HHKIB SIKOCTI KOMIT TOTEPHOI Mepexi iHpOpMAaIiifHOT CHCTEMH KPHTUYHOTO 3aCTOCYBAHHS .
Cuctemn ympaBniHHsA, HaBiramii Ta 3B’s3ky. 2023. T.1, Ne71. C. 118-121. DOI:
https://doi.org/10.26906/SUNZ.2023.1
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IHTEJEKTYAJIBHI TPAHCIIOPTHI CUCTEMU

Kyuyx H.I'., lluman A.TL.
Hamionanshiit Texuiuanit yHiBepeutet «XI1l», Xapkis, Ykpaina

B nomogizi po3riIsiHyTO OCHOBHI 1HTENEKTYaJIbHI TPAHCIIOPTHI cucTeMH. Born
SIBIISIFOTH COOOIO0 IMPOKUI CIIEKTP Pi3HOMaHITHUX TEXHOJIOTIH, SIKi BKIIFOYAIOTh KO-
MYHIKalliiHi, iHpopMamiiiHi, aBTOMaTH4HI Ta BHUMIpIOBaJbHI PIIIEHHS Ta METOAN
YIIPaBIIiHHS, SIKI BAKOPUCTOBYIOTBCSI Ha TPAHCIIOPTI JUIS 3aXHUCTY XKUTTSA YUYACHUKIB
JOPO’KHBOTO PYXY, ITiABUIIEHHS €()EKTUBHOCTI Ta e()eKTUBHOCTI TPAHCIIOPTHOI CH-
CTEMH. Ta OXOPOHSTH NPUPOAHE cepeoBuine. HeiipoHHa Meperka 1ae MOKIUBICTh
OTPUMYBATH PE3YJIbTATH IS KOPOTKOCTPOKOBOTO NMPOTrHO3Y. TOMy H0ro Mo>xHa BH-
KOPUCTOBYBATHU B CUCTEMAaX yIPaBIiHHS Tpadikom, SKi BUMaraloTh BKIIOUSHHs 0e3-
MpeleIeHTHOTO TIapaMeTpa JJIsl IPoIeCy ONTHUMI3allil, Harp. y BUTJIA iHTEHCHBHO-
cti ab0 TOBKUHM Yepru. [ porHO3yBaHHS YMOB PYXY BUKOPHCTOBYIOTHCS 1HTE-
JIEKTyaJIbHI TPAHCIOPTHI CUCTEMU Ta HEHPOHHI Mepexi, a 0coOu, sIKi MPUIMAIOTh
pillIeHHS, MOXYTh BUKOPUCTOBYBATH 3allPOIIOHOBAHY aBTOPaMH MOZEJb JUIS BUPi-
HIEHHS TPOOJIeM yIIpaBiHHS TpadikoM.

Cnmucok gireparypu

1. Karakati¢ S., Podgorelec V. A survey of genetic algorithms for solving multi depot
vehicle routing problem // Applied Soft Com-puting. 2015. Vol. 27. P. 519-532. doi:
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2. Kooperativ interagierende Automobile / Stiller C., Burgard W., Deml B., Eckstein
L., Flemisch F. // at — Automatisierungstechnik. 2018. Vol. 66, Issue 2. P. 81-99. doi:
https://doi.org/10.1515/auto-2017-0129.

PO3POBKA IHOOPMAIIMHO CUCTEMH WEB-MATI'ABUHY

Jlucuusa J1.0., I'puropenxo €.B., Yepsonuii O.10.
Hamionanphiit texuiuauii yHiBepceutet « XI1l», Xapkis, Ykpaina

B momoBizi po3mISHYTO MpOIEC CTBOPEHHS iHTEPHET-CAlTy Ta PO3MIIICHHS
tioro B IaTeprerti. Lle omuH 3 adpTepHATUBHIX METO/IB MO3HUIIOHYBaHHS KOMITaHi1
Ta iHpopMyBaHHs HLTBOBOI ayauTopii. Came B [HTEepHETI 6araTo XTO HIyKae JTOKIa-
JIHY, 1 CBIXKY 1H(OpMAIIif0, Ha OCHOBI SIKOT MOXKHA OTPUMATH YSIBICHHS TIPO I[iKaBii
KOMTIaHii, TOBapH i OCIYTH.

Merta mocnimKeHHS MOJATae B PO3MIMPEHHI 3HaHb B 00J1aCTi €IEKTPOHHOI KO-
MepIIii, a came aHaJli3y ICHyIOUnX BeO-Mara3uHiB Ta iX B3a€MOJIi 3 KOPUCTyBadaMHu.

OpneprkaHi pe3yIbTaTH MOXYTh OYTH BUKOPHCTaHI B IPAKTUYHIN JIISUTBHOCTI SIK
3BHYAHUX KOPHCTYBAUiB TaK i HEBEIUKUX ITiIIPHEMCTB.

Cnmucok aireparypu

1. JIucua [1.0., Kaninin €.1., Heuaycos A.C., KpuxoBenpkwuii . 5., AcumnToTrka
CHCTEMH ONTUMAIILHOTO YIPABIiHHSI3 IBOMAMATUME CHHTYJISIPHO-30yPIOIOYMMH MapameT-
pamu, CyuacHi inpopmaniitni cucremu. 2022. T. 6, No 1, C. 37-42.
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MULTI-SERVICE NETWORK LOAD MANAGEMENT
INFRASTRUCTURE

Filonenko A., Zhmutsky I., Rakityansky M.
National Technical University «KhPI», Kharkiv, Ukraine

The Report considers the possibility of step-by-step creation of multi-service
networks. From the parallel coexistence of NGN with existing networks to their ab-
sorption by the first. In the foreseeable future, there will be requirements to increase
the bandwidth of access networks. The concepts of multi-service network infrastruc-
ture management based on software switching technology are analyzed, the main
features of using Softswitch technologies are defined and analyzed. The basic net-
work architectures of multi-service networks are presented and described, focusing
on the aspect of network management during the creation of national-level multi-
service traffic exchange networks.

It is shown that the longer the packet length in the transport network, the greater
the efficiency of the link-layer protocol and the higher the quality of service param-
eters can be provided by the network. This is because the smaller the packet length,
the more packets can be placed in one container and, accordingly, with a minimum
packet size, the overhead will be maximum, since the headers of all IP packets,
MPLS labels and container overhead will be taken into account, and the efficiency
of the transport protocol at this will be minimal.

References

1. Filonenko A., Molchanov H., Bellorin-Herrera O. The method of calculating the capac-
ity of the cloud component of the distributed multiservice network. Control, Navigation and
Communication Systems, 2022, Ne 4(70), pp. 117-121. DOI: 10.26906/SUNZ.2022.4.117

MODELING OF ADAPTIVE ROUTING PROCESSES IN
TELECOMMUNICATION NETWORKS

Tykhtylo D., Filonenko A.
National Technical University «KhPI», Kharkiv, Ukraine

The purpose of the report is to improve the efficiency of data packet delivery
by developing new and improving existing models and methods of adaptive routing.

Various aspects of classical routing models and algorithms are indicated by the
method of determining the shortest routes. An analysis of scientific sources, known
methods of finding the shortest paths in a graph, which use modern routing protocols,
is carried out, and the main paradigms of dynamic routing methods are also given,
each of which has both strengths and weaknesses, so the choice of an approach to
solving each specific problem is determined by its specificity

The advantages and disadvantages of each of the adaptive routing methods are
revealed. For the adaptive centralized method, the disadvantage is low reliability and
periodically necessary recalculation of routing tables. For distance-vector, this is
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poor convergence, difficulties in expanding the network. When one of the nodes is
disconnected from the network, the "Count down to infinity" problem occurs. For
channel state routing method - reduction of bandwidth of data transmission channels,
complexity of network expansion. For the broadcast routing method, these are prob-
lems when changing the structure and load of the network.

References

1. Filonenko A., Molchanov H., Bellorin-Herrera O. The method of calculating the capac-
ity of the cloud component of the distributed multiservice network. Control, Navigation and
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HABAHTAKEHHSA Y CUCTEMAX MOBIJIBHOI'O 3B’SI3KY

Komowmiitnies O.B., Xmens LIO., FOuxens I.B.
Hauionanphiit Texniunnii yHiBepceutet « XI1l», Xapkis, Ykpaina

Mera 1OMOBiJI — ONTHUMI3allisl ONMOPHO-TPAHCIIOPTHUX MEPEXK Ta IX HaBaHTa-
JKSHHS! JIJIs1 IT1ABUIIEHHS IPOIYKTUBHOCTI CHCTEM MOOUTBHOTO 3B’ 13Ky HACTYITHOTO
TIOKOJIHHSI.

[TpoBeaeHo aHaii3 MPOIECIB BCTAHOBJICHHS Ta 3aBEPIICHHS 3'€HAaHb 1H(OP-
MaIiiHUX TOTOKIB, SIKi TPOXOATH TPAHCIIOPTHOIO MEPEKEI0 CHCTEMH MOOIJIBHOTO
3B’s13Ky. [IpoaHanizoBaHo 3arajbHi TEXHIYHI BUMOTH LIOAO MOOYJOBH Ta PO3BUTKY
TPAHCIIOPTHUX MEPEK CUCTEM MOOLILHOTO 3B’ SI3KY. 3aIIPOIIOHOBAHO METOJI ONITHMI-
3anii KoHQIiryparii ¢pi3uuHOT CTPYKTYpPH TPAHCIIOPTHUX ITiJICUCTEM LIMPOKOCMYTO-
BUX MOOUTBHUX MEPEK Ta IX JIOTTYHUX HOTOKIB.

Crucok Jiteparypu

1. Kolomiitsev O. Formal representation of the pixel-by-pixel classification process
using a modified wang-mendel neural network. / O. Kolomiitsev, V. Pustovarov // No 3 (13)
(2020): Innovative Technologies and Scientific Solutions for Industries “ENGINEERING
and INDUSTRIAL TECHNOLOG”. pp. 122-128.

2. Ampomma I'.B., Komomiiinee O.B. Tta in. KibepOesmeka Ta indopmamiiiai
texuonoril. Monorpadis. — X.: TOB «IICA ITJIFOC», 2020. — 380 c.

CTPYKTYPHA )KUBYUYICTh TEJEKOMYHIKAINIMHUX MEPEX

Komowmiitier O.B., Brnag 10.B., Isaxonenko 1.B.
HarmionanpHi# Texaiuanii yHiBepeuteT « XI1I», Xapkis, Ykpaina

Mertoto A0TOBIi € TiIBUIICHHS CTPYKTYPHOT )KUBYYOCTI TEIEKOMYHIKAI[IHHIX
Mepex st 3a0e3MedeHHs iX 6e3B1IMOBHOTO (DYHKITIOHYBaHHSL. TIPOBEICHO aHAII3 Cy-
YaCcHOTO CTaHy MUTaHb OLIHKH Ta IMiABUIIEHHS CTPYKTYPHOI )KUBYYOCTI TEJIEKOMYHi-
KalifHIX Mepex. BU3HaueHo eTany po3BHUTKY, @ TAKOXK (PaKTOpH, SIKi BIUIMBAIOTH Ha
pyx i dopmyBanHs iH(popMamiiiHoro cycminscTBa. [TokazaHo, 110 aKTHBHUI PO3BUTOK
TEJIEKOMYHIKAIIHHNX Ta IHPOPMAIIITHIX TEXHOIOTIH YMHATH BUPIIIAIGHUN BIJIMB HA
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PO3BUTOK TeleKoMyHikamii. [loka3aHo BaKIMBICTH 337ad OINIHKA Ta IIiBUIICHHS
CTPYKTYPHOT )KUBYYOCTI TEJIEKOMYHIKaIlIHHUX MepeX. PO3TIsIHYTO OCHOBHI IPHYNHA
Ta (aKTOPH, 10 BUKIIMKAIOTH MOMIKO/PKEHHS 00 PyHHYBaHHS EJIEMEHTIB TEJICKOMY-
HiKaliifHUX MepeX. Bi3HaueHO CKI1a/IoBi BIIACTHBOCTI KMBYYOCTI Ta BUJIM KHUBYUOCTI,
KpUTEpii Ta MOKA3HUKH JKMBYUYOCTI TeIEKOMYHIKaIliiHIX Mepex. [lokasaHo, 1o mi-
BUILEHHS CTPYKTYPHOI JXMBYYOCTI € OJHMM 3 B)KIMBHX HaNpsIMKIiB 3a0e3MeYeHHS
e(eKTUBHOTO (DYHKITIOHYBAHHSI Ta TPAIIE3IATHOCTI TEICKOMYHIKAIlIHIX MEPEXK.

Cnmucok gireparypu

1. Kolomiitsev O. Formal representation of the pixel-by-pixel classification process
using a modified wang-mendel neural network. / O. Kolomiitsev, V. Pustovarov // No 3 (13)
(2020): Innovative Technologies and Scientific Solutions for Industries “ENGINEERING
and INDUSTRIAL TECHNOLOG”. pp. 122-128.

2. Ampotma [.B., Komowmiiimee O.B. Ta iH. KibepOesmeka Ta inpopmamiiiHi
texHouorii. Mororpadis.. — X.: TOB «IICA ITFOCy», 2020. — 380 c.

MOHITOPUHI' HABAHTAKEHHS KOMIIOHEHTIB
ITEPCOHAJIBHOI'O KOMIT'IOTEPA

[Manuenko B.1., JTroberko A.l
Hauionanbhiit texniunuii yHiBepceuret « XI1l», Xapkis, Ykpaina

MeTor HOMOBIAI € JOCITIHKEHHS MPOIEeCy MPOIecy MOHITOPUHTY HaBaHTa-
XKEHHs KOMIIOHEHTIB IIEpCOHATIBHOI0 KOMII'IOTEpa.

[IporpaMu AiarHOCTHMKM KOMI'fOTEpa BXKE BIJMOBIJAIOTH 3a JIarHOCTHKY SIK
KOMITOHEHTIB KOMIT'IOTEpa, TaK i CHCTEMH B I[UIOMY. 3 1X JOIOMOI'OI0 MOXHA BH-
SIBUTH MOXKJIMBI 200 HasiBHI poOiiemu B cucteMi. [Iporpamu Takoro TUIly npu3Ha-
YeHi JUI TIepeBipKH TeMIIepaTypH MEBHUX KOMILIEKTYIOUMX (IIpolecopa, Bijgeoka-
PTH TOLIO), BOJILTAXY, IEPEBIPKU BepCil ApaiiBepiB, 3aBaHTAKEHOCTI CACTEMHUX Ta-
MOK Ta HAsIBHOCTI HeNOTpiOHOTO codTy. Jlesiki 3 moaiOHMX MporpaM MOXKYTh JaBaTH
CBOIO OI[IHHY JYMKY IpO CTaH CHCTEMH Ha OCHOBI BCi€i oTpumanoi iHdopmartii. Ta-
KO JIesKi IIPOrpaMy MAIOTh BJIACHI aITOPUTMH TECTYBaHHS CHCTEMH, IO TO3BOJIA-
I0Th ITOJMBUTHCS SIK BOHA ITOBEIETHCS B PI3HHUX CLEHAPiAX BUKOpHCcTaHHs. onat-
KOBO B Ii{ KaTeropii MOXXHa BHUIUIUTH BY3bKOCIPSMOBAaHI MPOTpaMHu, 3aBIaHHS
SKAX BHUKOHATU JOKJIAJHY JIarHOCTUKY SIKOTOCh OJHOTO CHCTEMHOTO KOMIIOHEHTa
abo0 TPYIH TaKWX KOMIIOHEHTIB, HAIIPHUKIIAJ OMEPATUBHOI MaM'sTi, mporecopa, Bi-
JeoaIarTepiB TOIIO.
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CEKLUIA 3

BE3MNEKA ®YHKUIOHYBAHHA
KOMITIOTEPHUX CUCTEM TA MEPEX

KepiBuuk cexnii: a.1.H., ipod. O. A. Cmipros, LHTHTY, KponuBauiskuii
Cexperap cekmii: k.T.H., 1o11. O. B. CeBepinos, XHYPE, Xapkis

ANALYSIS OF SECURITY THREATS AND PROTECTION METHODS
FOR MODERN BANKING PAYMENT SYSTEMS

Koshman S., Krasnobayev V., Rossomakha M.
V.N. Karazin Kharkiv National University, Kharkiv, Ukraine

In today's world, electronic payment systems are an integral part of the
financial infrastructure. However, the increasing number of cyberattacks and
criminal activity in this sector emphasizes the need to strengthen security measures.
One of the most common threats is cyberattacks on Visa and MasterCard systems.
Cybercriminals can use various methods to break through the systems' security, such
as phishing, viruses, trojans, DDoS attacks, and others [1, 2]. This can result in the
loss of data, breaches of confidentiality, theft of money from user accounts, spread
of fraud, loss of customer trust and bank reputation, and more. However, Visa and
MasterCard are making significant efforts to prevent such security threats [3, 4].

The purpose of the report is to identify vulnerabilities, prevent different types
of attacks, eliminate their consequences on banking payment systems, and prevent
the possibility of their being hacked.

Research and analysis of literature, information on real cases of attacks on
banking payment systems, have shown that to achieve the goal, the most widespread
is the use of modern methods of data encryption. Data encryption provides
confidentiality and protection against unauthorized access. Modern cryptographic
algorithms (such as AES, RSA), the SSL/TLS secure connection protocol, and
tokenization methods are used in banking payment systems to protect against hacks
and ensure transaction security. Also, Visa and MasterCard use two-factor
authentication (2FA), which appears in the form of a request for additional code or
other information after entering the main password. This significantly increases the
level of security because even if hackers break the user's password, they still cannot
access the account without an additional authentication factor. The results of the
work can be useful for developing proposals to increase the security of banking
payment systems and prevent possible threats. The report emphasizes the need for
continuous updating of protection methods and improving security measures in the
world of electronic payment systems to ensure protection against potential threats.
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IMPLEMENTATION OF THE RSA CRYPTO-ALGORITHM
BASED ON A SPECIALIZED DATA PROCESSING TOOL
IN THE SYSTEM OF RESIDUAL CLASSES

Koshman S., Krasnobayev V., Kinchyk A.
V.N. Karazin Kharkiv National University, Kharkiv, Ukraine

The RSA (Rivest-Shamir-Adleman) algorithm is one of the most popular
cryptographic algorithms used to ensure the security of data transmission in
information systems. The conducted analysis showed that the implementation of this
algorithm requires significant computing resources, therefore reducing the time of
its implementation is an urgent and important task. The implementation of this task
is carried out by optimizing the use of memory, using specialized processors or
dividing the computing work between several devices. Various methods are used as
a mathematical apparatus for the implementation of the RSA algorithm, including
Montgomery’s fast arithmetic and Tom and Rivest’s recursive formulas. For the
technical implementation of the RSA algorithm, there are specialized processors that
are specifically designed to perform cryptographic operations. For example, Intel
AES-NI processors that support a hardware implementation of the RSA algorithm.
They speed up calculations by reducing the time required for encryption and
decryption operations. But it should be noted that all these tools process data
presented in the positional numbering system, which in turn does not allow
parallelizing the above-mentioned algorithms at the level of microoperations [1, 2].

The purpose of the report is to reduce the implementation time of the RSA
crypto-algorithm when using specialized tools for processing integer data in the
system of residual classes.

The report presents specialized tools for processing integer data (STPID),
which are based on the use of a non-positional system of residual classes (SRC). It
is noted that the use of such STPID ensures a significant acceleration of
cryptographic data processing algorithms, in particular RSA, which in turn
positively affects the speed of data processing systems. It is shown that the efficiency
of using SRC is conditioned by such properties as independence, low-bit and
equality of residues. At the same time, the representation of input data in the form
of low-bit residues ensures an increase in the performance of the RSA algorithm
implementation based on the use of existing methods. The conducted research
showed that this approach to the construction of STPID allows to increase the
efficiency of the RSA algorithm implementation.
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JABO®AKTOPHA ABTEHTU®IKALISA TA ABTOPU3AIIA
KOPUCTYBAYA Y BEB-IOJATKY

ITramenxo T.B., Onemxo 1.B.
XapKiBChKHUH HalliOHAIBHUN YHIBEPCUTET palioeeKTPOHiKN, XapKiB, YKpaiHa

B nanuit yac aBTeHTH(IKAIIIS € BAXKIIHMBOIO MPOLIEAYPOIO IS 3a0e3MeYCHHS 3a-
XHCTy iH(OpMallii KOpUCTYBauiB y Oy/Ib-SIKUX cHCTeMaxX. MexaHi3MH aBTeHTH(iKa-
Ii1 T2 ABTOPH3AILi1 IMPOKO BUKOPHUCTOBYIOTHCS sl 3aXUCTY MEPEIKEBUX aKKAYHTIB,
y CUCTEMaXx €JIEKTPOHHOI'0 JIOKYMEHTOO00Iry, OaHKIBCHKHX KapTKax Ta y pi3HOMaHi-
THUX BeO-nonarkax. J{ns 3abe3nedeHHs OUIbII HAAIHHOTO piBHS Oe3reku y BeO-110-
JlaTKax 3 KPpUTUYHOIO iH(OPMAIIi€l0 MOYKE BUKOPUCTOBYBATUCH OaraTto(hakTropHa aB-
TeHTU(IKAIlis, SKa BUMAarae BiJl KOPUCTyBava HaJlaHHs 1BOX abo Oinbire (akTopis
JUTSI T ATBEp KeHHsT ocobuctocTi [1, 2].

MeToro 1onoBifi € peanizaiis npoueaypu A1BodgakTopHoi aBTeHTH(IKALT KO-
pucTyBaya y BeO-J0AaTKy. Bynu po3risHyTi NUTaHHS IIOJ0 YIPABIiHHS JOCTYIIOM
KOPHUCTYBaUiB JI0 Pi3HUX (YHKIIH J0AATKY 32 JOMOMOTOI BHKOPUCTAHHS IpOLIe-
Jypu aBTopu3ailii. B 1onoBiji Takox HaBOAATHCS IPHHIUIINA POOOTH TBO(AKTOPHOT
aBTeHTH(]IKaI] HA OCHOBI MaPOJIsi Ta OZAHOPA30BOIO KO, IKUH reHepy€eThCst MOOi-
npHUM nojatkoM. [lin bac peamizamii BUKOPHUCTOBYBalach MOBA HMPOrpaMyBaHHS
TypeScript/JavaScript B cepenoBuili BukoHanHs NodeJS.

Pe3yspTaTi ZOCTIIKEHHS IIOKa3aJIH, [0 BUKOPHCTaHHA IBOGAKTOPHOI aBTEH-
Tudikaiii Ta aBTopu3alis € ePEKTUBHUMH 3aX0JaMH JIs 3a0e3MeueHHs Oe3eKn
Be0-10/JaTKIB Ta 3aXMCTyY KOPUCTYBaUiB Bix Kibeparak [3, 4].

Y poborti Oyno po3pobiieHo BeO-101aTOK 3 ABOPAKTOPHOIO aBTEHTU(DIKAIII€0
Ta apTOpHU3aIi€r0. Taki MEXaHI3MH 3aXHUCTY BUKOPUCTOBYIOTECS Y BeO-T0IaTKaXx, SKi
MICTSATh KOH}IICHIIi}HI JaHl Ta 0cOOIMBO KPUTHUHY 1H(OPMAILiTO.
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AJI'OPUTM IUPPOBOI'O NIAITUCY HA BA3I
TPUBUMIPHUX EJINITUYHUX KPUBUX

[Ilepbakora 0. A.
Hamnionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKHU aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

VY 21 cropiuyi iHpopMaliliHi TEXHOJIOTIi ONaHyBaIN MaiKe BCi ChepH KUTTE-
JUSUTBHOCTI. 3aXuCT iH(pOpMAIlii € HEOOXITHOIO CKIIaIOBOIO IIBOTO Tporecy. OaHuM
3 TONIOBHUX MeToiB ayTeHTHdikalii € ELIIT (enexTponnuii nudposuii miamuc) [1].
VY nanuii yac cranmaptom EIIT € anroputm ECDSA [2], sikuit 6a3yeThes Ha enir-
truauX kpuBuXx [3]. NIST pekomenye 15 exintuunux kpuux. i exinTudHi Kpusi
o0paHi, He JIMIIE 3aBASKA BUCOKOMY PIBHIO O€3MEKH, aje i 3 ypaxyBaHHSIM e(peKTH-
BHOCTI IPOTrpaMHOi peaizalii. 25 pokiB Tomy peaiizauis anroputMy DSA Ha 6a3i
eJNINTHYHUX KPUBUX 30UTBIINIIA KPUITOCTIHKICTD I[LOTO aJITOPUTMY BIBiYi, IO JI0-
3BOJIMJIO BJIBIUi 3MEHIIIUTH JIOBXKHHY CEKPETHOTO Kitova (3 256 no 128 6ir). lBua-
KICTh peaizallii anropuTMy MpH [bOMY 3MEHIINIIACh Maike y TpHdi, a piBeHb 0e3-
NeKH He 3MIHUBCS. 32 MUHYJIMI Yac IIBHJIKO/Is 00JIaIHAHHS 3pocia i, BiIIOBIIHO,
3pociia HeoOX1THICTh TOOBKUTH KITH0Y 710 256 OIT Ta OUIbIIIE.

B nmomoBii po3riisiHYTO HACTYNMHHMH KPOK JUIsi YJOCKOHAJICHHS! JITOPUTMY
ECDSA. A cawme, itoro peanizaiiisi Ha 0araTOBUMIpHHUX €JNTHYHUX KPUBHX. SIK Bi-
JIOMO, eJIIITHYHA KpuBa y nodi ["ajgya Mae BUTIIS] CKIHUEHHOrO Ha00py TOYOK.

Jns BU3HAYEHHS LUX TOYOK KOXKHOTO EJIEMEHTY JeKapTOBOrO HOOYTKY
X1 X Xy X ... X X, OOUHCIUMO

y? = (X3 4+ BX + C)mod p,
ne X = [X; Xy ... Xp]; B=[by b, ... by]; C=[cq ¢y ... cy]; P—nopsiaok moms [a-
JIya TOYOK BIAMOBIAHOI eNNTUYHOI KpUBOI, Ta Bu3Hauumo Vy € [0,p — 1], uu €
BOHH KBaIPATHYHUMH JIMIIKAMHU 110 MOZIYJIIO P.

o po3paxyHKkax, JjIst IBOX- Ta TPhOX-BUMIPHHX KPHBUX OTPHMAEMO KiJIBKICTh
TOYOK 32 PI3HUX 3HAYEHB MOPAAKY P:

p n=2| n=3
17 13 272

97 100 | 9507
997 | 982 | 15707

Omke, KPHUNTOCTIMKICTH iCTOTHO  30inbmmiaack. [l mopanbIioro
BIIPOBA/KCHHS IIUX KPUBUX.

Crnucok Jgiteparypu

1. TIpo 3arBepmxkeHHs BUMOTr 10 (OpMaTiB, CTPYKTypH Ta MPOTOKONIB, IO
peami3yroThes y HamiHUX 3ac00ax enekTpoHHoro mudposoro migmacy. URL: https://regula-
tion.gov.ua/documents/id29825

2. JICTY ETSI TS 119 102-2:2022 EnexrponHi mignucu ta indpactpykrypu (ESI).
URL: http://online.budstandart.com/ua/catalog/doc-page.html?id_doc=98923

3. Koblitz N. Introduction to Elliptic Curves and Modular Forms. Springer, New York,
NY, 1993. 252 p. DOI: 10.1007/978-1-4612-0909-6.

62



CyuyacHi HanpsiMy po3BUTKY iIH(OPMaLiiHO-KOMYHiKaLiHMX TEXHONOTiN Ta 3aco6iB ynpaBmiHHs

ANTIVIRUS SOLUTIONS AND THEIR VARIATIONS: EDR, MDM, SIEM

Yevheniev A.M., Shulika K.M.
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

Antivirus solutions have long become an integral part of the modern cyber
world. They help protect computers and networks from malicious software and other
threats. However, with the development of technologies, many variations of antivi-
rus protection have emerged, including EDR, MDM, and SIEM [1, 2].

The purpose of the report is to analyze each of these options, their features,
and benefits.

EDR is an endpoint protection technology that includes monitoring, detection,
response to threats, and recovery after incidents. It extends the capabilities of tradi-
tional antivirus products by adding advanced analysis and tracking of anomalous
behavior on user devices. EDR provides companies with the ability to detect new
attacks that have bypassed traditional antivirus products and quickly respond to se-
curity incidents [1].

MDM is a mobile device management system that allows organizations to con-
trol access to corporate resources, security settings, installation of antivirus pro-
grams, and updates on employees' mobile devices. Using MDM helps to increase the
level of protection for mobile devices and reduce the risk of data loss or theft.

SIEM is a comprehensive solution for monitoring, analyzing, and managing IT
infrastructure security. It collects and analyzes data from various sources, such as
antivirus programs, firewalls, intrusion detection systems, and other security tools.
SIEM is used to detect anomalies, track changes in the network, and correlate events
for early detection and response to cyberattacks.

Modern antivirus solutions and their variations, such as EDR, MDM, and
SIEM, provide different levels of protection against cyber threats. Using these tech-
nologies helps organizations protect their infrastructure, data, and users from mali-
cious software and other malicious actions. However, it is important to understand
that there is no universal solution that would provide complete protection against all
types of threats [3, 4]. Therefore, it is essential to use a comprehensive approach to
security, which includes various technologies, products, and practices to adequately
respond to constantly changing threats in cyberspace.

References

1. Antonishchev, V. V., & Kravchenko, A. V. (2020). Analysis of antivirus technologies
for corporate networks. Bulletin of V. N. Karazin Kharkiv National University. Series "Radi-
ophysics and Computer Systems", (22), 101-106.

2. Gerasimov, V. O. (2019). Methods and technologies for protection against malicious
software. Cybersecurity: education, science, technology, 2(6), 36-46.

3. Rostyslav G., Martovytskyi V., Sievierinov O., Sukhoteplyj V., Soloviova O., Kort-
yak Y. (2020). A Method for Identifying and Countering HID Attacks-Virus Detection in BMP
Images. International Journal of Emerging Trends in Engineering Research, Volume 8, (7).

4. Sievierinov O., Ovcharenko M., Vlasov A. (2021). Enterprise Security Operations
Center. COMPUTER AND INFORMATION SYSTEMS AND TECHNOLOGIES.

63



CyuyacHi HanpsiMy po3BUTKY iH(POPMaLiiHO-KOMYHiKaLiMHMX TEXHONOTiN Ta 3aco6iB ynpaBmiHHs

AHAJII3 1 ITOPIBHSIHHSI ITEHTU®IKAIII OCOBH
3A PAUJYKHOIO OBOJIOHKOIO OKA

€BrenveB A.M., €nanbeBa [.C., TenpHOBa A.A.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PaJioeTIeKTPOHIKH, XapKiB, YKpaiHa

ABTeHTH]IKALIS € TpoIecoM BepHQiKaIlii 0COONCTOCTI 3 METOI0 HaJaHHS J10-
CTymy 710 Ti€i uu iHmoi iHdopmaii, ii HOCiiB Ta [ukepen. Y Hall 4ac BUAIUISIOTH TPH
OCHOBHI (pakTOpH aBTeHTH]IKAIIl: BOJOAIHHSI, 3HAHHS Ta BIacTUBOCTI. DakTop BIa-
CTHBOCTI TaKOX HOCHTB Ha3By OioMeTpuyHoro QakTopy aBTeHTHDiKamii. Takum um-
HOM, JI0 JaHOro (aKkTOpy MOXKHA BIJHECTH TaKi YHIKaJbHI XapaKTEPUCTHKHU JIIO-
ey, sk JJHK, reometpist pyku, BiTOUTOK Hajblisl YU JIOJIOHI, TOJIOC, CITKIBKA OUYel
Ta ix paiinyxHa o6omonka [1].

O0’€KTOM NMPOBEIEHOT0 IOCTiKEHHsI € aBTeHTH(IKALlis JIOAUHY 33 panmy-
YKHOIO 00OJIOHKOIO OKa.

VY Xozi MpoBeAEHOTO aHali3y 1 MOPIBHSIHHS OYyJI0 BUSBIEHO, IO CUCTEMH 0i0-
MeTpU4HOI aBTeHTH (ikawil, ki HoOyJoBaHi 3a MPUHIMIIOM CKaHYBaHHS paiTy>KHOI
00OJIOHKHM OKa, MalOTh HAHHW)KYMHI MMOKa3HUK IOMMJIKOBHX CIIPAIlbOBYBaHb CEpPE/]
ycix croco0iB OiomeTpuuHoi aBTeHTUdiKalii. Llei moka3Huk ctaHoBUTH e 1,8%
BiJl yCiX BHITPOOYBaHb, 3 4OTO MOXKHA 3pOOMTH BHCHOBOK, 1[0 AaHHI METOJl aBTEH-
Tuikailii Mae BUCOKY TOUHICTh. Takok, O4eBUJHUM BUSIBUBCS (DaKT, 1110 IaHUH Me-
Tol aBTeHTH(IKaIl Ma€e XapaKTepUCTHKUA CTAOUILHOCTI 1 BIIHOCHOI OE3I1EYHOCTI,
OCKIJIbKM 00OJIOHKA OKa € YHIKQJILHOIO 1 MPOTSTOM MOBHOTO KUTTEBOTO IUKITY HE
3MiHIOETHCHL.

PesynbraToM noOpiBHSHHS crIOco0IB GioMeTpuuHOi aBTeHTU(diKalii cTaB BU-
CHOBOK, 1110, Ha BIJIMiHY Bijl aBTeHTH(]IKaIil 32 JOMTOMOT0I0 CKaHyBaHHS BiJIOUTKIB
MANBIB, I0JIOHI YA PYKU B LIJIOMY, aBTEHTH(]IKAIlis 32 CKAaHYBaHHSM paii Ty KHOI
00OJIOHKH € TITIEHIYHUM METOJIOM, 00 He MoTpedye MpsIMOro abo OIM3BKOr0 KOHTA-
KTy JUIs 1IeHTUiKaLii, Ta 3/1aTHA MONepe/IKATH MaXpaicTBO, 3aBISIKH OCOOIMBOCTI
posmizHaBaHHS pyxy oka [3].

Le o3Hauae, mo y pasi, SIKIIO JHOJMHA 3HAXOJUTHCS y OE3CBIIOMOMY CTaHi,
inenTrdikaris He MiATBEPAUTHCS. [ OJIOBHUM, 1 €JUHUM BHUSIBICHUM Y XOJIi IPOBE-
JIEHOTO TOCTiKeHHS, HeJJOJIIKOM BUSBIIIACS BICOKA BapTICTh MPUIIAMIIB, IO 34aTHI
3MIHCHIOBATH aBTEHTU(IKALIIIO 0OCOOH 3a paiiIy’KHOI0 000JIOHKOIO OKa.
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OIINIUHI'OBI ATAKM I METOM 3AXUCTY BIJ HUX

€srenseB A.M., ['anpbuenko A.l., Pukos /.M.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajioeNIeKTPOHIKH, XapKiB, YKpaiHa

Ha nanwmii wac xinekicTs iHpopMarii, mo upKysroe B iHpopmaniiiHux Mepe-
’Kax IMOCTIHO 3pocTae. Takoxk 3pocTae i KUTBKICTb aTak, o 3iHCHIOIOTHCS Ha CH-
CTeMH 3aXHCTy iHpopMaIii ux Mepex [1].

DIiNMHTOBI aTaKH 3aIMIIAIOTHCS JOCUTh aKTYATBHUMH 1 CKIAHUMHU 151 G0pO-
160U 3 HUMH. [[laxpai MOCTIIHO 3MIHIOIOTH CBOI METOAM Ta MiAXOH, 00 00ifTH
3aX0/I1 3aXUCTY.

MeTto1o nomoBiai € pociikeHHS e)eKTUBHOCTI ICHYIOUMX METO/IB 3aXHCTY
BiJ (DIIIMHTOBUX aTaK.

B 11010Bi1i HABOATHCS OCHOBHI METOM (DillIMHTOBHX aTak [2].

Crinkysannst 3 Bumoramu. [llaxpai MOXyTh BUMaraTu Hajaicnat rpoiri abo
iHITy KOH(iAeHIIHHY 1H(OpMAaIli0, TOrPOXKYIOUN MEBHUMH HACHIIKAMH, SIKIO HE
M KOPUTHUCS TX BUMOTaM.

Ataku "Big iMeHi odiniiiHux oci6". Illaxpai MOXyTh BUKOPUCTOBYBATH (halib-
MBI €JIEKTPOHHI ajjpecu abo iMeHa BiJOMHUX KOMIaHii abo oci0, nod BUrsaaTH
OLIBII TOBIPJIMBO Ta MEPEKOHATH KEPTBY HaJlicIaTH KOH(IAeHIIHHY iH(popMaIlito.

Couianpuuii imkuHipur. [1laxpai MOXyTh BUKOPHUCTOBYBATH IEPCOHAIBHY
iH(hOpMALIifO KEPTBU.

OCHOBHHMMH METOJaMH 3aXUCTY B1J aTaK TAKOI'0 TUILY MO>KHA BUALIUTH HACTY-
mai [3]:

- HIKOJIM HE HaJCcUJIaTH KoH(IIeHiHY 1H(pOpMallito, SKIIO HE BIIEBHEHI, 1110
OTPUMYBaY € JIOBIPEHOI0 0CO00I0;

- TepeBIPSTH eNEKTPOHHY aJpecy, BiJl SKOi MPUIIILIO MOBIIOMIICHHS. SIKI0
BOHA BUIJISJIAE MTiJI03PLI0, HE BIIKPUBATH ITOBIIOMIICHHS;

- HIKOJIM HE BIJIKPHBATH [MOCUJIAHHS B €JIEKTPOHHHX ITOB1IOMIIEHHSX 200 CoIli-
IBHUX MEpeXKax, SIKIIO BOHH BUTJISIAIOTH IM1103P1JI0;

- HeOOXi/THO BUKOPHCTOBYBATH TPOrpaMHe 3a0e3eUeHHs IS 3aXUCTY Bij I1a-
XpaicTBa, Take K aHTUBIPYC Ta AHTHIIITUTYHCHKA ITporpama.

QIMMHTOBI aTaKM 3ATHUIIAIOTHCS TOCUTH aKTYaIBHUMH 1 CKIIaTHUMH 7151 60pO-
T60H 3 HUMH. TOMY Ba)KJIBO TOCTIHO OHOBJIOBATH CBOI 3HAHHS MPO (IIIMHT Ta
BUKOPUCTOBYBATH 3aXOMM 3aXHCTy BiJ [IaxpaiicTBa, 00 3MEHIINTH PH3UK CTaTH
KEPTBOIO (DILIIMHTOBOT ATAKH.
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JAOKA3U I3 HYJIbOBUMMU 3HAHHSAMM HA BA3I JEPEB MEPKJIA

I'apaxa P.}O., Mensnukosa O.A.
XapKiBCHKUI HalliOHAIBHUH YHIBEPCUTET PaioeTIeKTPOHIKH, XapKiB, YKpaiHa

Jloka3 i3 HyJIbOBUMY 3HaHHSIMHU (3 HYJILOBHM PO3TOJIOIIEHHSIM ) — THII JI0Ka3Yy,
SIKMH JIO3BOJISIE OJTHINM CTOPOHI JOBECTH iCTHHHICTB IEBHOTO TBEPHKCHHS 1HIIIH CTO-
poHi 6e3 po3KpHUTTS Oyab-sAKOi iHIIOI iH(popMarlii, KpiM ICTHHHOCTI IIbOTO TBEp-
JoKeHHS. MOXKIIMBUMH CITOCOOaMH 3aCTOCYBaHHS J0Ka3iB i3 HYJIbOBHUMH 3HAHHSIMHU
€ aHOHIMHI OHJIAH-TOJNOCYBaHHS, HU(POBI ineHTH(IKANIAHI TOKYMEHTH, OJIOK-
YEeKH, TOIIO.

MeTo10 TOTIOBII € aHAITI3 MOXITUBOCTEH 3aCTOCYBaHH JepeB Mepkia s 3a-
Oe3reueHHs HaJiHHOCTI TOKa3iB i3 HyJIbOBUMH 3HAHHSIMHU. B OMOBizi po3misiHyTO
CTPYKTYPY Ta MEXaHi3M ITOOYIOBH JiepeBa Mepkiia Ta mpoaHaji30BaHO HOTo Biac-
TUBOCTI, KOPUCHI JIJIsI peaizaliii came MpOTOKOIIB JI0Ka3y 3 HyJIbOBUMH 3HaHHSMH.
AHa3yrThCs pi3HI TPYIH JIOKA3iB i3 HYJIbOBUMU 3HaHHSIMU (IHTEPAKTUBHI Ta Hei-
HTEPaKTUBHI).

VY BUMNajKy 3 OHJIAHH-TOJIOCYBaHHIMU JIepeBO Mepkiia MoXke OyTH yTBOPEHUM
CIIMCKOM KOPHCTYBaUiB, 1110 MalOTh IpaBo royiocysath. JlepeBo Mepkia udpoBoro
1AeHTU(IKAIHHOTO JOKYMEHTY, B CBOIO YEPTy, MOKE BKIIOYATH iM’sl Ta Ipi3BHILE,
ATy HApOPKEHHSI, CTaTh, OCOOMCTHI MOJATKOBUI HOMEp, TowO0. biiokdeitH Moxke
OyTH BUKOPHCTaHHUI y SIKOCTI JJOBIpEHOT CTOPOHH, 1110 30epirae KopeHi nepeB Mep-
KJIa PO3MOAUICHUM YHHOM, TapaHTYIOUH JOCTYIHICTh IUX JAHUX JUIS CTOPOHH, IO
nepesipsie, TOOTO /It 6e3M0CePeTHBOT0 3aTyUCHHS Y KOHKPETHUX BUIMAAKAX 3aCTO-
CyBaHHsI JJOKa3iB 13 HyJIbOBUMHU 3HAHHSAMH Ha 0a3i 1epeB Mepkia.

106 miaTBepanTH pakT BXOMKEHHS IIEBHOTO OJIOKY JaHUX JI0 JiepeBa Mepkiia
a00 (akT BOJIOJIHHS JaHUMH, 110 YTBOPIOIOTH AepeBo Mepkiia, ik TAKHM, CTOPOHA,
IO JOBOJMTh, MA€ HAJATH CTOPOHI, IO NepeBipsie, TUCTOK (a00 NMeBHUIT OJOK Ja-
HUX, SIKIIO I[e He0OXIIHO) Ta TI MiHIMaJIbHO HEOOXIIHI By3JIM JiepeBa, 110 MOTpiOH1
JUIsl pO3paxyHKy KopeHs nepeBa. JlepeBo Mepkia Juisi Takoi epeBipKy 3a3BHYAN
JOCTYIHE ITyOJIiuHO a00 HAAEThCS TPETHhOIO JIOBIPEHOIO cTOpPOoHOO (trusted third
party).

[IpoBenenuii anaii3 mokasas, mo aepeBo Mepkia € HaIiitHIM 3aco00M peati-
3amii TOKa3iB i3 HyJIbOBHMH 3HAHHSMH SIK TaKUX, [0 TapaHTy€ HEPO3TOJIOMCHHS
3aiiBoi iH(opMallil, BACOKY MacIITa0OBaHICTh, HEBEIMKHIA Yac MEPEBIPKU Ta PO3MIp
nokasy. JlepeBo Mepkiia 3HAWIIUTO CBOE 3aCTOCYBAHHS IS IEPEBIPKU CIIPaBKHOCTI
1 IiTICHOCTI JaHWX, IO 30epiratoThCs, 0OPOOIMIOTHCS Ta TepealoThes y peer-to-
peer Mmepexax (Hanpukian, BitTorrent Ta IPFS).
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NPUIIBAAIIEHHA JIHIMHAX TEPETBOPEHB
BJIOKOBOI'O CUMETPUYHOTI'O IIN®PY "KAJIUHA"

MenbaukoBa O.A., Credanuns E.B.
XapKiBChKUI HalliOHATBHUN YHIBEPCUTET PajlioeNIeKTPOHIKH, XapKiB, YKpaiHa

CyuacHi cuMeTpu4HI IU(PPH MarOTh 3a0e31edyBaTi BUCOKY IIBUAKICTH 00po-
OKM BeNMHMKHUX 00CATIB iHpopMallii B peXUMi peabHOTO Yacy. ToMy BasKIMBHM 3a-
BJAHHSIM € 3MEHIIEHHsI O0YHCITIOBAIBHOI CKIIAIHOCTI SIK 6a30BUX IIEPETBOPEHB IIIH-
¢py (IpsSIMOTO Ta 3BOPOTHOTO) B LIJIOMY, TaK i OKPEMHUX eJIeMEHTapHUX IIEPETBO-
pEHb.

MeTo1o 10m0Bii € aHAI3 MOXKIMBOCTEH 3MEHILIEHHS! 0OUNCITIOBAIBHOT CKITa-
JTHOCTI IIPSIMOTO Ta 3BOPOTHOTO JIIHIHHIX IEPETBOPESHB (IIEPEMIIITyBaHb) 3MICTY CTO-
BITI[IB MAaTpHIi BHYTPIIIHBOTO CTaHy JUIS BITYM3HSHOTO OJIOKOBOTO CHMETPUYHOTO
umopy “Kamina” [1, 2].

Y IOmOoBIAl PO3TJISHYTO SIK BapiaHTH IIIBUIKOTO BUKOHAHHS 0a30BOT /151 BUIIIC-
3raJIaHuX JIHIHHUX EPETBOPEHb ONepaliii MHOKEHHS 32 MOYJIEM €JIEMEHTIB TOJIs
GF(2™), mo6ynoeanoro 3a moaysem f () =t8+t*+t3+ 12+ 1, Tax i pizui BapianTh
peaizanii JiHIHHUX MEPETBOPEHb B ILIJIOMY. 30KpeMa, MPONOHYEThCS BHKOPHUC-
TaHHS 1HJIEKCOBAaHUX TaOJIMIIb MiICTAHOBOK 3aMICTh omnepailii MHOXKEHHsI 332 MOJy-
neM eneMenTiB o GF(28) ta ananisyerbes 06umcoBaibHa CKIIAHICTh TAKHX Ba-
piaHTiB peai3aiii JiHIHUX IEPETBOPEHB.

JJist MOCSTHEHHSI MaKCUMAJIbHOI IBHJIKOCTI BUKOHAHHS MPSMOTO JIHIKHOTO
MePETBOPEHHS HEOOXIJHE MONepeHE O0UYHCIICHHS Ta 30epiranHs TabJMIl migcTa-
HOBOK 13 1536 ejieMeHTIB 1oJisl, a TAKOXX BUKOPUCTAHHS JIOJIATKOBOTO 1HIIEKCHOTO
MacuBy i3 64 eleMeHTIB. A il 3BOPOTHOTO JIiHIITHOTO NepeTBOPEHHS! HEOOXiIHO
chopmyBaTu TaONUIIO MiICTAHOBOK i3 2048 eneMeHTIB MoJisi Ta BAKOPUCTOBYBATH
JOaTKOBHH 1HAEKCHUI MacHB i3 64 eleMeHTiB.

B nonogizi aHanizyeThest 00UMCITIOBANIbHA CKIIAHICTh PO3TIITHYTHX BapiaHTIB
peadtizanii mpssMoro Ta 3BOPOTHOTO JTIHIHUX [TEPETBOPEHB 1 HABOSITHCS PE3yIbTaTH
eKCIIepPHIMEHTAJIBHIX BUMIPIOBaHb OOUYHCIIOBAIBHOT CKIIAJHOCTI (4acy BUKOHAHHS,
B TakTax mpotecopa). [IpoBeneHi gocmimKeHHS TOKa3ali, 0 BUKOPUCTAHHS 3a-
MIPOIIOHOBAHOTO BapiaHTy iHAEKCOBAHWX TAOJNHIIH ITiJICTAHOBOK JO3BOJISIE 3HAYHO
3MEHIIUTH OOYHUCITIOBANIBHY CKIIAJHICTB MIPSIMOTO Ta 3BOPOTHOTO JIIHIHHIX MIEPETBO-
pEHB.
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BUKOPUCTAHHS NPEJCTABJIEHD 10 MHOKMHHUM OCHOBAM
B EJIIITUYHIA KPUIITOT'PA®DI|

Kysuenos O.B., I'anmiuenko A.M., MensaukoBa O.A.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa

Cuctemu 3axucTy iH(opMarii 3a3Bu4ail MatoTh (PyHKIIOHYBAaTH B PEXUMI pe-
anpHOTO Yacy. [Ipu 3acTocyBaHHI KpUITTOrpa(iuyHUX alTOPUTMIB, SIKi BAKOPHCTOBY-
I0Th IEPETBOPEHHS B Ipylax To4yok exmintuunux kpusux (EK), Haii6inbimii yac Bu-
TpayaeThcs Ha oOleparii eNiNTUYHOTO CKaJSIPHOTO MHOXEHHS (OJJHOKpaTHOTro abo
OJTHOYACHOTO JIBOKPAaTHOr0). TOMy Ba)JTMBUM MUTAHHIM € 3MEHIICHHS OOYHUCIIIO-
BaJIbHOI CKJIQJHOCTI caMe X onepauiil. OMHUM 13 MiAXOIIB 10 3MEHIIIEHHS 004YuC-
JIIOBAJILHOT CKJIQAHOCTI KpUnTorpadiuHuX alropuTMiB, siKi BAKOPUCTOBYIOTH Oara-
TOPO3Ps/IHI 3HAUEHHSI, € 3aCTOCYBaHHS HECTaHAAPTHHX (OpPM IX MpeACTaBICHHS.
MeTo10 10TIOBiAi € aHANI3 METO/IIB €MNTHYHOTO CKAISPHOTO MHOKEHHS 3 BUKOPH-
CTaHHSM IIPE/ICTaBICHb 0araToOpO3psIIHUX 3HAYEeHb 110 MHO)KUHHUM OCHOBaM (30K-
pema, 1o MOABIHHUM). BiNbIl IEeTaNbHO PO3MIISTHYTO METOJI MPECTAaBICHHS 10 T0-
JBITHUM OCHOBaM 13 BUKOPHCTaHHSM HAIPaBIEHOTO allMKIiYHOTOo Tpady.

Hanpasnenwuii (opientoBanwuii) arpkiiuanii rpad (DAG) — BUmagok opieHTo-
BaHOrO rpady, B IKOMY BiACYTHi opi€eHTOBaHI IMKIK. ToOTO BiACYTHI IUIAXH, IO
MOYHNHAIOTHCS 1 3aKiHUYIOTBCS B OJHIM 1 Tii camiit BepumHi. B po6ori [1] 6ymo 3a-
IIPOIIOHOBAHO MeToJ, 3acHoBaHui Ha DAG, mnsg npencraBiaeHHs 9uces 1o MOoABii-
HUM OocHOBaM. OCHOBHOIO METOIO I[bOT'0 METOLY € IOIIYK JIAHIIOra, ONITHMAILHOTO
3a Baroto. [nes Mmetony Ha ocHOBI DAG mnonsrae B Tomy, 100 CTBOPUTH TaOJIUIIIO 3
CTOBHISIMU 1 PSJIKAMHU, SIKI MiCTSITh 3HAUCHHS OCHOB.

OnHi€ero 3 epeBar € HK4a OL[iHKa 00YHCITIOBAIBHOT CKIIATHOCTI Y IOPiBHSHHI
3 iHIIMMH MeToaMM mpescTaBienHs uncen, a came 0 = (logn)?5+°(M, e n—
1ine gonatHe yrciio. Hampukiaz, anropuT™ IpeACTaBIeHH 3alipoIoHoBaHui ¥ [2],
Mae obuncmoBansHy cknagaicts 0 = (logn)**°W, Jlng cranmaprHOro anropu-
™y [3], BKasaHo oGuncoBanbHy cknamnicts 0 = (logn)>+o),

[IpoBenenuii anami3 mokasas, 0 METOAN POPMYBaHHS IPEACTaBICHE OaraTo-
PO3PSIHUX YHCET 10 NOABIHHAM OCHOBaM, Y AKX BUKOPUCTOBYIOThCS Ipadu, € Iie-
PCUEKTHBHUAM HAIIPSIMKOM, ajie IS OTPUMaHHS MPaKTUYHHUX peaiizalliil morpely-
I0Th 3HAYHOTO 00CSTY TOAATKOBHX EKCIIEPHUMEHTATBHUX JOCIIUKEHb.
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IIOCTKBAHTOBI AJITOPUTMH HA AJITEBPATTYHUX PEIIITKAX.
AJITOPUTM CRYSTALS-KYBER

Ckubenko M.C., lomuHchkuii B.M.
XapKiBChKHUH HalliOHAIBHUN YHIBEPCUTET PajlioeNIeKTPOHIKH, XapKiB, YKpaiHa

B cydacHOMY CBiTi MIBUIKICTIO Ta e(hCKTHBHICTIO OOUYHMCITIOBAHHS TPaIHIIiN-
HUX KpUNTOTpadiyHUX aIrOPUTMIB, KBAHTOBI KOMII'FOTEpPH 3HAYHO MEPEBUILYIOTH
KJIACH4HI KOMIT'TOTE€PHI apXiTeKTYpH, B pe3yJbTaTi 4oro, Kpunrorpadiyni cucreMu
CTAIOTh MOTEHIIIFHO BPa3IMBUMH JUTs KpunTorpadiunux atak. [IocTKBAHTOBI KOHC-
TPYKIUIT 31aTHI BpATYBaTH KpUNTOrpadiuHMii CBIT BiJi KBAHTOBHMX HaIlaJiB.

Meroro ponoBiai € posrsaa anroputmy Crystals-Kyber, iioro BiactuBocteit
Ta MOCTKBAaHTOBHUX AJITOPUTMIB Ha alreOpaiuHiX pelIiTkax B oMy, anamisz Kyber,
sk MexaHizmy 3axucty CPS (Cyber-Physical Systems) [1].

Kyber - nie 3axumenuii € Big IND-CCA2 (HerHy4kocTi is afanTHBHHUX aTakK
Ha OCHOBI MiAiOpaHOTrO IMH(POTEKCTY) MEXaHi3M IHKAMCYNSIl KIIOYiB, 3aXHCT
KO0 0a3y€eThCsl Ha CKIIQJHOCTI BUPILICHHS MPOOJEMH HaBYaHHS 3 MOMHIJIKAMH
(LWE - Learning With Errors) Han pemriTyactumu moaynsiMu. Kyber e kanmuaatom
Ha cTaHJapTu3aiio HalioHansHUM iHCTHTYTOM cTanaapTiB 1 TexHosorii (NIST).

B poboTi npoBesieHi 1ociikeHHs anrebparidaux periTok [2]. Pemritka ckia-
JIa€Thes 3 HA0OPY TOUOK y N-BUMIPHOMY IPOCTOPI 3 MEPIOANYHOIO CTPYKTYpOIo. 3a
JIOIIOMOTO0 N-JTIHIHO HEe3aJIeKHUX BEKTOPIB Oy Ib-sKa TOYKA I[1€] CTPYKTYpH MOXKE
Oytu BiaTBOpeHa. besneka kpunrtorpadiyHiX MPUMITHBIB HA OCHOBI peLIiTKH 0a3y-
10Thcs Ha NP-cxiiaHux npobiieMax BUCOKOBHMIPHUX PELIITOK, HANPHUKIAL, MPO-
6nema HaiikopoTinoro Bekropa (SVP).

B xoxi mocmimkens sk Mexanizmy 3axucty CPS Kyber rokasas myse BUCOKY
MPOAYKTHBHICTh Ha BCiX OIliHEHHX piBHX Oe3nekn CPS [2, 3]. Ockinbku mpommc-
10Bi Kibepdizuuni cucremu (CPS) 3a3Buuaii po3ropTaroThesi NECSITUTITTIME, 3aXHUCT
BiJI IOBTOCTPOKOBHX 3arpo3 € HeoOxiaHicTio [4].

Taxum unaoM, Crystals-Kyber — moGymoBanuit 3a 10MOMOTOIO aNTreOpaidHuX
PEIIITOK MEXaHi3M IHKaICyJIsIIii KIIOYiB, 1110 IEMOHCTPYE cede sk epeKkTHBHUI Me-
xaHi3M 3axucty CPS.
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BE3IEYHE NIJIKJIIOYEHHS MOBLJIbHAX IPUCTPOIB
JI0 KOPITIOPATHUBHOI MEPEXKI 3 BAKOPUCTAHHSIM TYHEJIIO VPN

CepmroxoB [[.B., Ceepinos O.B., Cunopenko 3.M.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

OcrtaHHIM YacoM Bce Ounble MOOIUIBHI NMPUCTPOi BUKOPHCTOBYIOTHCS HE
TUTBKY ISl TOBCAKICHHUX IIJICH, a 1 JUTsl BUKOHAHHS MPodeciiHIX 3aBJaHb OpraHi-
3aliil Ta mianpreMCTB. 3aJIe’KHO BiJI TOTO, SIK OpraHizallisi BAKOPHCTOBYE IPHCTPOI,
HECaHKI[IOHOBAaHHH JIOCTYI 0 cMapT(OHY, IIaHIIeTa ado HIIIOT0 IPHCTPOIO MOXKeE
MIPU3BECTHU JI0 KiOEPIHIUAEHTY, ITOB’SI3aHOTO 31 BCi€r0 iH(OPMAIIHHOIO CHCTEMOIO
oprasizariii [1, 2].

MeTo10 T0TOBII € aHAJTI3 MOXKIIMBOCTEH BUKOPUCTAHHS TyHEIt0 VPN mys 3a-
XHCTY KOPIOpPATHBHOI iH(oOpMalii Ha MOOUTBHUX MPUCTPOSIX, SIKi BUKOPHCTOBY-
I0ThCS JUIS IOCTYITY JIO KOMIT FOTEPHOT MEPEXi YCTaHOBH.

[IpoBenenuit aHai3 OCHOBHHX METOMIB 3aXHUCTy MOOUTBHUX HpUCTPOiB. On-
HHUM 3 HaiOUTbII e(eKTUBHHUX CIIOCOOIB 3axKCTy iH(pOpMalli BiJl HECAHKIIIOHOBA-
HOTO JIOCTYINy € BUKOpUCTaHHsI TyHer0 VPN. CHiBpoOITHUKY MiAKITIOYAIOTHCS 10
VPN niopa3y 3 OTpuMaHHAM JOCTYIly 0 KOPIIOPAaTUBHUX JaHuX. Llel TyHenb no-
3BOJISIE 3aXUCTUTH Tpa(iK Bl HECAHKI[IOHOBAHOTO JIOCTYITY Ta MPOCIYXOBYBaHHSL.

B nonoBizi po3risiHyTi 0OMexeHHs Ta Helouiku cepsicy VPN. A Takox BUKO-
HaHa OI[IHKA PU3UKIB 1010 iHpOpMaliiHOT Oe3MeKH Ta 3aX0AU 10J0 0OpPOOKH 1X
[2]. Omrak, VPN He € maHarieero B ycix Bumnaakax. Kpim Toro, mpu HU3bKil mporry-
CKHi 3/1aTHOCTI 200 HEHAIITHOMY 3B’SI3KY y MEPEXKi, MOXKYTb BUHHKATH CKJIaJHOCTI
3 00poOkoro nanux yepe3 VPN kaHai. [HIIMM HEIOJIIKOM € MOXIIMBICTh 3]I0MY CH-
cTemu Oe3nekH, Mo BinOyBaeThes, SKIIO 37JOBMHUCHUKH OTPHUMAIOTh AOCTYI IO TY-
Hemo VPN. Tomy, s 3a0e3mnedeHHss MaKCMMAJIBHOTO PiBHSI O€3IEKH, MPOIOHY-
€ThCs BUKOpUCTOBYBaTd VPN-crcTemu 3 OaratoakTopHOIO aBTeHTHIKALlI€I0, SKi
BUMAraloTh BiJ] KOPHCTYBadiB BBEJECHHS OZATKOBOTO Iapoist, 00 BUKOPUCTAHHS
010MeTPUYHUX METOIB ieHTUDIKAILiT.

3aranom, BUKOpUCTaHHs TyHento VPN juist mifkiIroueHHs MOOUIBHUX MpH-
CTpoiB 0 iH(OPMALIHHOT CHCTEMH OpraHi3ailii J03BOJIsIE€ 3a0€3MMeYNTH 3aXUCT Jia-
HUX Ta 3HU3UTH PU3HKA iHPOPMALIHHOT CHCTEMH.

Bapro mam'sitaty, 110 1€ HE € €AUMHIM 3ac000M 3a0e3edeHHs Oe3NeKH 1 BUMa-
ra€ MOCTIHHOTO KOHTPOJTIO 1 i ITPUMKH.
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AHAJII3 METOJIB 3AXHUCTY BIJ 3AI'PO3U CVE-2020-1472

Cesepinor O.B., ®enopos L A.
XapKiBChKUH HalliOHAEHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

Buxopucranns ciayx0u katanorie Active Directory (AD) mae BupimanbHe
3HAYCHHS I Oe3meku iH(QOpMAIlifHUX CUCTEM 0araThoxX MiAMPHEMCTB. MOKIHBI
aTaky Ha Bpa3nuBocTi AD MOXyTh MaTu cepi03Hi HACIiIKH T Oe3MeKH opraHisa-
it [1].

OpnHa 3 Takux BpasnmuBoctelt - CVE-2020-1472, takox Bimoma sk Zerologon,
JI03BOJISIE 37IOBMUCHHKY 371aMaTy MeXaHi3M aBreHTudikamii B ciyx6i AD [2]. Tomy
aKTyaJbHUM HAMpPSMOM € PO3IJIS/ METOMAIB 3aXHCTY BiJl aTak 4epe3 BPas3iIHBICTh
CVE-2020-1472.

MerToro fonoBiai € aHaniz metoiB 3axucty Bia BpasznuBocti CVE-2020-1472,
SIKi JIOMOMOXYTh 3HU3UTH PU3UK 371aMy KOHTpoJiepa ToMeHy Active Directory.

[TpoBenenmii aHaii3 Mokasas, 0 OJHUM 3 METOJIIB 3aXHCTy € BUKOPUCTAHHS
Ha/IiiHUX MApOJIiB, YiTKA MONITHKA OE3MEeKH CTOCOBHO IapoJiiB B opraHizauii. J{py-
T'M 3aC000M € BUKOpUCTaHHS 0aratoakTOpHUX METO/IB aBTeHTH (KAl s mif-
BUILIEHHSI DIBHS 3aXxucTy. HeoOXiZHO Tako) CBOEYACHO BCTAHOBJIIOBATH IaT4i
Microsoft mis oHoBIIeHHS Ge3MEKH.

OIHMM 3 OCHOBHUX METOJIIB 3aXUCTY € 3aCTOCYBAaHHS CHCTEM BHSBICHHS BTO-
praens (IDS) mis mpoTrii Ta moBiZOMIIEHHS PO cHCTeMHI ataku [3, 4]. HeobxinHo
BHUKOPHCTOBYBATH PillIEHHSI I MOHITOPUHTY MO, SIKi JO3BOJISIFOTH BiZICTEXKYBaTH
1 aHaNI3yBaTH CUCTEMHI )KYpPHAJIHU, 00 CBOEYACHO BUSBIIATH HE3BUYHI MOJII Ta ITi-
no3pini gii. Jlerekropu BTOprHEHb 3a0e31edarh 3aX|CT Bifl BIJOMHUX aTak, a TAKOX
JIO3BOJISITH BHSIBJISITH aHOMAJTIT, SIKi MOXKYTh OyTH OB’ s13aHi 3 HOBUMH aTaKaMH, IIPO
SIKI MOXKYTb 3HATH JIUIIE EKCTICPTH 3 OE3MEeKH.

Perynsipui nepeBipku Oe3neku B iH(opMaIliiiHii cuctemi opraHizaiii 103BO-
JIUTH BUSIBUTH TOTEHI[I}HI cJIA0Ki MICI[sl B CHCTEMI 3aXHUCTY.

TakuM 4MHOM, BUKOPUCTAHHS IHCTPYMEHTIB MOHITOPUHTY TOJIIH 1 IETEKTOPIB
BTOPTHEHb MOXE JOMIOMOTTH BHSBUTH aTaKu Ha KOHTPOJIEP JIOMEHY Ta 3MEHIINTH
pusuku. OHaK i epeKTHBHOTO BUKOPHCTAHHS [UX IHCTPYMEHTIB HEOOXIIHI mpa-
BUJIBHI HAJAIITYBAHHS Ta HAJEKHA MiATPIMKA eKCIIEPTiB iHPOpManiiHOi OE3MeKH.
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PEAJII3AIIIA I[BO(?AKTOPHOi ABTEHTH®IKAIII
HA OCHOBI ®ANTY-K/IIIOYA JJI51 CACTEMUA
KEPYBAHHS BEBCAMUTAMM WORDPRESS

Komnowmiitie C.O., Cesepinor O.B., Brnacos A.B.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa

3 KO)KHUM POKOM 3pOCTa€ MOMYJIIPHICTh Ta KUIBKICTh BEO-pecypciB, a TOMY
KUIBKICTB iH(OpMAIii 3 IKOIO BOHH B32EMO/IIIOTE CTa€ Bee OibIIoro. Takox Bee 30i-
JIBIYETHCS KUTBKICTh CHCTEM YIIPaBIIiHHS KOHTEHTOM BeO-pecypciB.

3a nanumu kommanii W3Techs, 1110 3aiiMaeThCst BEJICHHSM CTATUCTUKH Pi3HUX
TEXHOJIOTiH B Mepexi [HTepHeT, cTaHoM Ha movyaTok 2023 poky, Ha cuctemi Word-
Press mparrtoe 43% Bcix caiiTiB B inTepHeTi. [le# BicoToK NoCTiifHO 3pocTae. Haii-
Oommkunii koukypert Shopify mae nomo nuie B 3.8% [1].

3Ba)kar0uu Ha IO MOMYIISAPHICTh, 3MOBMUCHUKH TpuLIsttoTh WordPress oco6-
JUBY yBary. IcHye 6e3iiu mporpaM opi€eHTOBaHMX Ha 3JlaM TaKHX caiiTiB. BpaxoBy-
I0YM BiJJHOCHY MPOCTOTY peanizaiii Ta epeKTHBHICTb, O/HI 3 MOMYJISPHUX THIIIB
aTak Ha JaHy CHCTeMy — Ii¢ ataka rpy6oi cumd i ataka 3i cmoBHuKOM [2, 3]. Be3
BUKOPHCTAHHSI Ha CalfTi I0IATKOBOT'O MPOrPaMHOT0 3abe3neuenns (iaridis), ycri-
IIHICTh aTaK JaHOTO THITY Y OUIBIIOCTI BUNAJKIB 3QJIMIIAETHCS MUTAHHSM 4acy.

st cuctemu WordPress peanizoBaHo 6e3mid miaridis, 10 HAJAIOTh THIIOBI
MeTou 1BOGaKTOpHOI aBTeHTHdIKaIli1 [4]. Ale BOHM MarOTh TIEBHI HEAOIKH Ta He-
3pYYHOCTI, HAMOUTBIII 3 SKUX — 116 HEOOXIAHICTh Y HASBHOCTI MiJl PYKOK MOOLIb-
HOTO MPUCTPOIO 31 CTAOIILHUM PiBHEM CHTHATY MepPexi 800 MOOIILHOTO IHTEPHETY.
A TakoX 3aJIe)KHICTh BiJl CTOPOHHIX CEPBICIB.

Mertoro podoTu Gyio peatizyBatu goci He icHyrouoro mist WordPress metoay
IBO(GaKTOPHOI aBTEHTU(IKAIIT, SIKHi 3MOXKe MOETHATH B cOO1 TaKi BIACTUBOCTI SIK
3pYYHICTH Ta €()eKTUBHICTB.

Po3po0Onennii miarid HajJa€e BIACHUKY BeOcaiiTa MOXIHMBICTH 00paTH Oy.b
sIKUi (haiil Ha CBOEMY KOMIT FOTepi 1 HIEPEeTBOPUTH HOTO Y TIEPCOHATIBHUI KITFOY, 3a-
BJUSIKH SIKOMY 1 Oy/ie 3/1iiCHIOBATHCH JIOJIATKOBA 1IeHTU(iKallisi KOPHCTYBa4a B CUC-
TeMi. B OCHOBI J1€)KUTh BUKOPUCTAHHS KpUNITOTPa(iuHKX Tem-QpyHKIH, OTpPUMAHHS
rem-3HaveHHs (aiiy i MOPIBHAHHS HOTO 3 €TAJIOHUM TelI-3HAYCHHAM M0 30epira-
€THCS Ha CaMTI.
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3AXUCT MEPEKI HA OCHOBI BPAHIMAYEPIB NGFW

Mocksin K.C., Cesepinos O.B., ®enopos [.A.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa

VY cy4acHOMY CBITi, Ji¢ TEXHOJIOTII CTAIOTh BCE OUTHIN CKJIAMHUMH Ta PO3IO-
BCIOJDKCHUMH, 3aXHCT MEPEXi CTae BKpail BAXKIMBHM 3aBAAHHSAM IS OYIb-SKOT
KoMTaHii abo opranizarii. KiekicTs atak Ha iH(opMalriro, o 30epiraerbes, oopo-
OJIAETHCSI T TIEPEAETHCSA Y Mepeskax MocCTiitHo 3pocTae [1].

Hactymne nmokomninnst Opanamayepis, Tak 3BaHi NGFW, 3a0e3neuyrors Buco-
KUH piBeHb OE3NEKH Ta MaloTh JIEKIJIbKa MepeBar MOpiBHAHO 3 TPaJUIiHUMH Pi-
ureHHsaMH [2]. MeToro qonoBiai € anasi3 npuHIuUiiB podotu 3aco6ie NGFW, ix me-
peBaru MopiBHSHO 3 TPAULIHHUMU OpaH/aMayepaMy Ta iHIIMMH PillIeHHSMH, a Ta-
KOX HEJIOJIKH, SIKi CITiJ] BpaXxOBYBATH IPH PO3IJIsi/li BHOOPY 3aXUCTy MEPEXKi.

NGFW mnpamtoe Ha OCHOBI TAaKETHOTO aHATI3Y Ta 3aCTOCOBYE 1[Iy HU3KY TeX-
HoJIOTiH, TakuXx sik DPI (rmuOokuit nmaketHuit incniekrop), IPS (cucrema 3anoGiranHs
BTOprHeHs) Ta VPN (BipTyasibHi IpUBaTHI Mepexi), 1ist 3a0e3neUeHHs Oe3MeKn Me-
pexi [3].

[TpoBenenwmii anaini3 mokasas, mo NGFW Mmae nexinbka nepeBar HOpPiBHSHO 3
IHIIMMY pileHHIMU 3axucTy Mepexi. NGFW 3abe3neuye Oinbl BUCOKHI piBeHb
Oe3reKky Mepexi, OCKUIbKM BUKOPHCTOBYE OUIBII CKIAJIHI TEXHOJOTI, 11100 BHUSB-
nsTy i OnokyBatu HeOesneunuit Tpadik. [To-npyre, NGFW wmae Oiibin mupokuii
(dyHKIIOHAI, SKUH 103BOJISIE 3a0€3MEYNTH HE TIIBKU 3aXUCT Bijl BTOPTHEHb, a i 3a-
XHMCT BiJ IIKIJUIMBUX 3aCTOCYHKIB, caifiTiB Ta ¢immHroBux arak. Takoxx NGFW
MOKe 00po0IIsATH OB BeJUKI 00csATH Tpadiky, M0 J03BOIISIE 320€3MeUUTH OUIBIII
BHCOKY MTPOJIyKTUBHICTh MEPEXKI, 1[0 B CBOIO Uepry 3a0e3reuye Kpaimi J0CBij KO-
puctyBada. NGFW mae Ginbli rHY4Ki HACTPOMKH, IO JO3BOJISIE aIMiHICTpaTopam
MepeKi HalalITyBaTH MPaBUIIa 3aXUCTY MEPEeXi 3aJIeXKHO BiJl MOTpeOd opraHizaiii.

Takum uuHOM, BUKOpUCTaHHS OpanmmayepiB NGFW wmoxe 3abe3neuntn
OLIbII ITHOOKHH Ta PO3IIUPEHUIH 3aXUCT 32 PaXyHOK BUKOPHCTaHHS (pyHKIIiH, Ta-
KUX 5K KOHTPOJIb IOCTYITY 10 JOAATKiB, 3aXHCT BiJl 3arpo3 IHTENEKTyalbHUX aTaK Ta
6inbi Touni (inbTpr. NGFW Takox Moske OyTr Oibll e(heKTHBHUM Y BUSBIICHHI 1
3armobiraHHi aTakaM 4epe3 BUKOPHUCTAHHS aHaJi3y ITaKeTiB Ta MOBEIIHKHA KOPHUCTY-
BaviB.
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T'OMOMOP®HE HIIN®PYBAHHSA B XMAPHUX OBYUCJIEHHAX

Aszapenko A.IL, I'pinenxo T.O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa
Hapexaiit O.I1.
XapkiBchKHii HanioHanbHUH yHiBepeuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

XMapHi 00YHMCIICHHSI CTAIA HEBIT€MHOIO CKJIAJIOBOIO CYYacHOTO CBITY 1 JI03BO-
JISIFOTH KOpUCTYBayaM 30epiraT Ta oOpoOIIsiTH BerKi o0csru nanux Oe3 HeoOXi-
HOCTI ¥ BJJaCHUX KoMI'totepax [1]. MeTorw A0moBii € 10CTiKSHHS MOKITHBOCTEH
BHUKOPHUCTaHHS TOMOMOPGHHUX METO/IIB MIN(PYBAHHS 3 METOIO TTOKPAICHHS HaTili-
HOCTI 3aXUCTy KOH(]IICHIIIHNX IaHUX Y XMapHOMY CEPEJIOBHILIi, a came: aHai3 ic-
HYIOUHX aITOPUTMIB MTOBHICTIO TOMOMOP(MHOTO MH(PyBaHHS; BU3HAUCHHS MTOHSTTS
KPHUIITOCTIMKOCTI, KOPEKTHOCTI T4 KOMIIAKTHOCTI JJIsl TOMOMOP(HUX CHCTEM; OIlIHKA
KPUIITOCTIHKOCTI TOBHUX TOMOMOP(HUX CHCTEM; BU3HAUCHHS MEPCIICKTHB BUKOPH-
CTaHHS TOMOMOpP(HOTO MmM(PYBaHHS B XMapHUX OOYMCIICHHSIX.

T'omomop¢He mmppyBaHHs € METOAOM HMIM(PPYBaHHS AaHHUX, KUl JO3BOJISIE
IPOBOJIMTH OINepallii 3 3ammu(ppoBaHUME JaHUMU He po3imdpoByroun ix. Lle no3Bo-
J1s1€ 30epirati KOH(iAeHil I JaHi B Oe3Meli, HaBiTh KOIU BOHH epeOyBaroTh B IIy-
6iuHOMYy XMapHOMY cepemoumi [2]. B nomoBini HaBedeHi pe3ynbTaTd J0CTi-
JDKEHHS PI3HUX METOJIB roMoMOp(dHOro mmpyBaHHs, TAKHUX SK IIOBHE TOMOMOP-
¢He nmdpyBaHHs Ta 4aCTKOBE ToMOMOp(hHE MIHUPPYBaHHS, pe3yJIbTaTH MTOPIBHSIb-
HOTO aHaizy e()eKTUBHOCTI 3aCTOCYBAHHS LIMX METOJIIB B XMapHHX OOUYHCIICHHSIX.

[ToBHi romMomop¢Hi cucTeMH B XMapHUX OOYHCIICHHSIX MOBWHHI 3a0e3redy-
BaTH BUCOKHH PiBeHb KpUNTOrpaidHOi CTIKOCTI 3a IOMOMOroI0 KpUnTorpadidHux
METO/IIB Ta MPOTOKOJIIB, SIKi 3a0e3Me4yI0Th 3aXKCT BiJl PI3HUX BU/IIB aTaK, TAKUX SIK:
aTaK{ THITY 3aJISKHICTh BiJl KOHTEKCTY, aTaK/ Ha OCHOBI PO3KPHUTTS KIIFO4iB, aTaKU
Ha OCHOBI IepeXoIUIeHHs iHpopMaltii Ta iHmux. ['omomopdue nmdpyBanHs Mae Ki-
JIbKa TIepeBar JJisl XMapHUX O00YKCIIeHb, 30KpeMa, 30epeKeHHsT KOH(IeHIIIHOCTI,
3MEHIIICHHS] PU3UKY BUTOKY JIaHUX, MEHIIIA TOTpeba B MPOIMYCKHIN 37]aTHOCTI Ta 3a-
6esneuenns Oesneku Aanux [3]. [lompu moTeHmiiiHi mepeBaru, romoMopdre -
pYBaHHS BCe IIe € BiTHOCHO HOBOIO TEXHOJIOTI€I0 1 Mae oOMexkeHHs. Takok BOHO
MO>ke OyTH TIOBUTFHAM 1 BUMOTJIMBHM IO PECYPCiB, IO MOke OyTH mpobiaeMoro 06-
pOOKHM BEMUKHUX OOCATIB TaHUX.
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CUCTEMM YIIPABJIHHS HA OCHOBI BE3JIPOTOBUX MEPEX
TA AHAJII3 iX BPA3JIMBOCTE

Co6ous J1.1O., I'pinenxko T.O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PadioeTIeKTPOHIKH, XapKiB, YKpaiHa
Hapexniit O.I1.
XapkiBchKHii HanioHanbHUH yHiBepceuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

IcHye Ge3miy Oe3POTOBUX TEXHOJIOTIH, HAYACTIIE BiIOMUX 32 Ha3BaMH, Ta-
kumu sk Wi-Fi, Near Field Communication (NFC), Bluetooth, cymyTHukoBwHif 3B's-
30k [1, 2]. KokHa TeXHOJOTisl Ma€ MEBHI XapaKTePUCTHKH, SIKi BU3HAYAKOThCS i1 cde-
poto 3acrocyBaHHs1. He3Baxkaroun Ha CBiil TOCTIHHI PO3BUTOK, IaHi MEPEXi MAIOTh
03114 POTaIMH y CUCTEMI OS3IEKH, 1110 JT03BOJISE 3JIOBMUCHUKAM 3/1IHCHIOBATH I1€-
pexoruieHHs iHpopmarlii. MeTo10 T0ToBii € T0CTiKSHHS Ta aHaJIi3 BUKOPUCTAHHS
0e3POTOBUX MEPEK Y TII00AIEHOMY CYCITIIbCTBI.

OnHiero 3 HafimonysapHinmx 6e3apoToBux Mepex € Wi-Fi. Wi-Fi BiukopucTo-
BY€EThCS IS TIepeiadi JaHUX Ha KOPOTKI BiJICTaHi Ta 3a0e3rnedyeHHs 1ocTyny 1o [H-
tepuety. llle onniero MOLIKPEHOIO TEXHOJIOTIEI0 663)1p0TOBOF0 3B‘${31<y e NFC. NFC
BUKOPUCTOBYETHCS IS nepe)laql JaHUX Ha )1y>l<e KOpOTKl Bl}lCTaHl 3a3BUYai MEHIIIE
10 cm. CyHyTHI/IKOBI/II/I 3B'SI30K — 1€ TEXHOJIOTis nepezlatn JAHUX, SIKa BI/IKOpI/ICTOBy€
CYNMyTHHUKH Y KOCMOCI JUIsl 3B'SI3Ky 13 Ha3eMHOI cTaHIiel0. CymyTHUKOBHUH 3B'S30K
BHUKOPHCTOBYETBCS JUIS Tepeayl JaHUX Ha BEJIMKI BIJCTaHi i y MICISIX, Jie HEMa€e
JOCTYILY JI0 TPOBOAOBOTrO 3B's13Ky. KokHa 3 IMX 0€3/IpOTOBUX TEXHOJIOTI BUKOPH-
CTOBYETBCS B PI3HUX C(pepax KUTTA Ta Ma€ cBoi nepeBard. Takox KOXHA 3 IIUX CH-
CTEeM Ma€ CBOI BpaSHI/IBOCTl Ta HEJIOJIIKH, 5IKi TIOTPiOHO BPaXOBYBATH HPH BHKOPHC-
TaHHI LMX TEXHOJIOTiA. B 1010Bi/i HABOAATECS PE3y IbTATH JOCIIIKSHHS Ta aHAIl3Y
BCiX BH[IB BPa3JIMBOCTEHl PI3HMX THIIIB OE3JPOTOBHX MEPEX, iX MPOTOKOJIIB Oe3-
nekd. HaBosiThCsl Ta MOPIBHSUIBHOTO aHANI3y KPUNTOCTIMKOCTI Ta €(peKTUBHOCTI
3axucTy iH(opMalii Bij] 3arpo3.

Amnauni3 my0ikamii 3a TEMOIO IOCHIDKEHHS J]a€ PO3YMIHHS PO HEOOXiJHICTh
3axHuCTy OE3/POTOBHX MEPEXK, IO € BAKIUBUM acleKTOM KiOepOe3reku, OCKIIbKA
JIaHi, 1110 HAJXOMIATh Yepe3 Oe3APOTOBI Mepexi, MOXKYTh OyTH BUKpaJeHi abo moi-
KOJDKEHI HeCaHKIioHOBaHUM KoprcTyBadeM [3]. Koxken Tum 6e3mpoToBOi Mepesxki
Mae CBOi YHIKaJIbHI METOIM 3aXUCTY, TaKi SIK mMu(pyBaHH:, aBTeHTHU(DIKAIliA Ta Ke-
pyBaHHS H0CTyTIOM. B pe3ynpTati mociimKkeHHs OyTu 3allpONOHOBaHI METOIN 3aXU-
CTy CHCTeM YIPAaBIIHHS U 3a0€3MeUeHHs 3aXHCTy BiJ TAaKUX aTak SK IepexBaT
Tpadiky, Moaudikaiist Tpadiky, 31am Ta KpaJi>Kka 0COOMCTUX AaHUX.
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AHAJII3 BPA3JINBOCTEM BEB-1OJATKIB 3 BAKOPUCTAHHSIM
MOBH ITPOI'PAMYBAHHS PYTHON

€BreaneB A.M., buukoscekuii 1.1O., Ymanenns M.C.
XapKiBChKHUH HalliOHAIBHUN YHIBEPCUTET PajlioeNIeKTPOHIKH, XapKiB, YKpaiHa

AHai3 Bpa3auBOCTEH BeO-TOIATKIB € BAXKIIMBUM €TAaIlOM PO3POOKH IPOTpaM-
Horo 3a0e3me4yeHHsl. BiH gormoMarae BUSBUTH OTEHIIHHI HETOIKH Ta 3a0€3MeUUTH
Oe3meky BeO-momatky [1].

MeTor0 I0MOBIi € aHAITI3 CYYacCHUX METOJIIB aHAI3y Bpa3MBOCTEH BeO-I10-
JIATKIB 3 BAKOPUCTAHHSIM MOBH IporpaMmysanHs Python.

Bukopucranns PyTesseract s ananisy CAPTCHA

CAPTCHA (Completely Automated Public Turing test to tell Computers and
Humans Apart) - 1ie Tect, sKuii po3poOJIeHO IS TOTO, 100 BiAPI3HUTH JHOAEH Bij
komrr 'totepiB. Onnak, iHoai CAPTCHA moxxe OyTtu 00iiiieHa 3]J0BMUCHUKAMH, 10
MOXe TpHU3BECTH 0 Bpa3iuBocTed BeO-monatky. PyTesseract e 6iGmiorexoro
Python, sika 1o3BoJIsiE€ pO3MTi3HABATH TEKCTH Ha 300pa)kKeHHSX, B TOMY YHCII 1 Ha
CAPTCHA. BukopucroByrouu PyTesseract, Mo)KHa IepeBipyuTH, Ui MOXE 37I0BMHU-
CHUK OTPUMATH JOCTYI 10 00JiKoBOro 3anucy, obiimosum CAPTCHA.

Buxopucranus Pycodestyle ta Flake8 st BUsIBIECHHS CTHIEBHX TOMUIIOK [2].

CTpyKTypOoBaHe IPOrpaMyBaHHS € BaXKJIMBUM €JIEMEHTOM PO3POOKH IIporpam-
HOro 3a0e3neyeHHs. YnTabenbHUi Ta CTPYKTYPOBAHHUIA KOJ| IOTIOMAara€ yHUKHYTH
MMOMUJIOK Ta TOKpallye po3yminHs koxy. Pycodestyle ta Flake8 e GiGmiotexamu
Python, siki 1O3BOJISIIOTH BUSIBISATH CTHJICBI MOMUJIKH B KO/i. BOHM mepeBipsioTh
ctuiib Koy Ha BianosigHicTe PEP8 (Style Guide for Python Code) Ta Hagatots pe-
KOMEH/ALIT [I0JI0 MTOKPAIIEHHs CTHIIO KOJy. BukopucTtanus nux 0i06mioTek aomo-
MOJKE MOKPAIIUTH SKiCTh IIPOIPAMHOT0 KOy Ta 3a0e3nednTr Oe3neKy BeO-101aTKy.

Bukopucrtanms 6i6mioteku requests ast ananizy HTTP 3amuris [3].

HTTP 3anuTi € Ba)XJIMBUM €IEMEHTOM B3aeMO/Ii1 BeO-I0AaTKIB. requests € 0i-
omiorexoto Python, sika mo3Bonsie BukonyBatd HTTP 3anutu Ta ananizysatu ixX Bi-
IroBiji. BukoprucToByroun requests, MOXKHa MEPEBIPUTH, Y1 € BeO-0AaTOK BPa3IIH-
BHIM JI0 aTakd, Takux sk SQL-iH'ekmii Ta XSS-ataku.

AmHai3 Bpa3nuBOCTel BeO-I0IaTKIB € BaYKIIMBUM €TaIllOM PO3POOKH IPOTpaM-
HOTO 3a0e31eYeHHs. BUKOPHCTOBYIOUH Cy4acHI METOAM aHAI3y BPa3IMBOCTEH 3 BU-
kopuctaHasiM Python, moxaa 3a0e3neuntu 6e3neky BeO-101aTKy Ta SMEHIIUTH PH-
3UK BpPa3JIMBOCTEH.
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EKCIHEPUMEHTAJIBHE BUSHAYEHHSA ITPUPOIN
JXKEPEJIA IIOBIYHUX EJIEKTPOMAT'HITHUX
BUITPOMIHIOBAHB BIIEOTPAKTY 3ACOBIB
EJEKTPOHHO-OBYHCJIIOBAJIBHOI TEXHIKHA

€prymenko C.A., 3abonorauii B.1.
XapKiBChKUH HalliOHABHUN YHIBEPCUTET pa/lioeeKTPOHIKY, XapKiB, YKpaiHa

[Tix yac cTBOpeHHS, MOJIepHi3allii Ta BIPOBAKEHHS! KOMIUIEKCIB TEXHIYHOTO
3axucty iH(popmamii (T3]) Ha 00’e€kTax EICKTPOHHO-OOUMCIIIOBAIBHOI TEXHIKU
(EOT) € HeoOxiaHicTh 3a0€3Me4nTH piBeHb 3aXHUCTY 1H(OpMallii BCTAHOBIICHUH BH-
MOTraM{ HOPMATHBHUX JIOKYMEHTIB.

Jliist BU3HaYeHHsI HEOOXIHUX 3aX0/1iB 3aXUCTy iH(OpMAaIlil Bil BUTOKY TeXHi-
YHUMH KaHAJIaMU TIPOBOSTHCS CIICIialIbHI JOCIIIPKECHHS MOOIYHUX EIeKTPOMAarHi-
THHUX BUITpoMiHIoBaHb ([IEMB), npu sikux BH3Ha4a€eThCS pajiiyc, 3a MeXaMHu SIKOTO
BiZiHOIIEHHS "iH(QOpMaTHBHUIT CUTHAN/IIyM" MEHIIIe TPAaHUYHO JOIyCTUMOI BEJH-
yunun [1]. TIpoBOaSITECS BUMIpPIOBAHHS 1 PO3PAXYHOK MapaMeTpiB iHGOPMATHBHOTO
(HeOe3IeYHOr0) CUTHATY, BHSIBIISIETHCS MOYKIIMBICTD HOTO BUTOKY. 3a pe3yJIbTaTaMH
CHELIATLHOTO JIOCIIJDKEHHS MPUHMAEThCsl PILIEHHS PO HEOOXIJHICTh BCTAHOB-
JICHHSI aKTUBHHUX Ta/a00 MacHBHUX 3ac00iB 3axucTy [2]. 3HAUHY POJIb Y IIBOMY Ipa€
BHU3HAYCHHS IPUPOIM JKepeia BunpoMintoBanus [IEMB esekrpudHoro 4 Mari-
THOTO. OCc00sHBO 11e BaxkinBo it [IEMB Bineotpakry 3aco6iB EOT, sk HaiO1abII
HEOe3MEeYHNX 3 TOUKH 30py 3arpo3 BUTOKY iH(opmarrii.

B momoBiai HABOAATHCS Pe3yJIbTaTd IHCTPYMEHTAIbHUX BuMipioBaHb [IEMB
TECTOBHMX CHI'HAIB BiJICOTPAKTIB JUIsl PI3HUX THIIIB MOHITODIB IUITOJIBHOIO Ta PaM-
KOBOIO aHTCHaMHU.

BuMiproBaHHS IPOBOIMIIMCS Ha MPHIHSTIN IS TAKKX POOIT BigcTaHsx (~1M).
Iloka3aHo, 110 MEePEeMIIICHHS aHTEH B3IOBJXK JIiHIT Bi3yBaHHS HA HEBEJMKI BIACTaHI
(£0,1M) mocTaTHsI U1 BIIEBHEHOI peECTparlil XxapaKkTepy 3MiHH IHTEHCHBHOCTI €JICK-
TPHMYHOTO i MArHITHOTO T10JIs 3a 3aKkoHamu 1/r? a6o 1/r8,

Bu3HaueHi 3aKOHU 3MIHHM TOJIIB MOXKYTh CBITYUTH TPO BIAMOBIJHY MIPUPOJLY
mwrepena ITEMB [3].
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1. TP T3I - IIEMBH-95. TumuacoBi pekoMeHaLlii 3 TEXHIYHOrO 3aXKCTy iHpopMmarii
BiJl BUTOKY KaHAJIaMH MMOOIYHUX €JeKTPOMArHiTHUX BHIIPOMiHIOBAHb i HaBOIOK. (3mina Ne 1,
Haka3 Anminicrpauii depxcnen3s’si3ky Big 03.11.2011 Ne 93).

2. TP EOT-95. Tum4acoBi pekOMEHAALIIT 3 TEXHIYHOTO 3aXHCTy iH(popMallii y 3acodax
00YHCITIOBAIILHOT TEXHIKH, aBTOMaTH30BaHUX CHCTEMax 1 MeperKax BiJl BUTOKY KaHAIAMH I10-
OIYHUX eNIEKTPOMATHITHUX BHUIIPOMiHIOBaHb 1 HaBomOK. (3mina No 1, Haka3z AnpminicTparii
Heprxenen3s’si3ky Bim 03.11.2011 Ne 93).

3. IMinincekuii B. B. TexHiuHa enekTpogUHAMIKA Ta TOUIMPEHHS PaliOXBUIb: HABY.
oc. JUTs CTYAeHTIB Hanpsmy migroroBku 6.050903 «Tenexomywnikartii» / B. B. TlitiHChKHif ;
Haur. texu. yu-T Yikpaiuu «KuiB. momitexH. in-m». — Kuis : Kadenpa, 2014. — 336 c.

77



CyuyacHi HanpsiMy po3BUTKY iH(POPMaLiiHO-KOMYHiKaLiMHMX TEXHONOTiN Ta 3aco6iB ynpaBmiHHs

3ACTOCYBAHHA METOJA CTATUCTUYHOT' O JOCJILJIZKEHHA
EHEPI'OCIHOXKUBAHHSA KOMIIOHEHTA ITEOM Y BUSIBJIEHHI
3AKJTAJTHUX KOMIIOHEHTIB Y MIKPOCXEMAX ITEOM

3aiines C.B., 3a6onotHmii B.1.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa

BusiBieHHs 3aKkiagHUX MPUCTPOIB B OOUYHMCIIOBAJIbHUX KoMIloHeHTax EOM
CTa€ BCE CKJIAJHINIE 3 KOXKHUM MOKOJIHHSM 4YiMiB, Y 3B'A3KYy 3 YCKIAQTHEHHIM IHX
CXEM - IIe TBepPKEHHS IMMOOIYHO MiATBEPIKYETHCS 3aKOHOM Mypa npo 30ibIIeHHs
KUJIBKOCTI TPaH3UCTOPIB, IO PO3MILIYIOTHCS Ha KPUCTANI IHTETPaIBbHOI CXEMH, 10
30epirae cBOIO mpare3aaTHicTs [1].

Sxmo posrnagatu crangapti st [IEOM nentpanbhi mpouecopu CPU, o
Oyzie IOMiTHA OYEBUHA JIETaJlb: IXHE EHEPrOCIIOKUBAHHSI CTAE BCE CKIIAHIIIE KO-
HTPOJIIOBATH - II€ TTOB'SI3aHO 3 BEJIMYE3HOI0, HEPIBHOMIPHO PO3IO/IIICHOIO 32 YaCOM
KiJIbKICTIO IPOTPaMHUX MTPOIIECiB MOKJIAICHUX Ha HHOT'O HUHIIIHIMHA HEONITHMI30Ba-
HUMHU cuctemamu [2]. Ll netanb 103BOIIsE 3I0BMHUCHUKY OJHOPA30BO 3aiiTH HE
TiJ'IbKI/I 3aKjIa€Hy npu BHFOTOBHCHHi AHTEHY, SKY LI€ € NIaHC BUSABUTU IIPU llOC.]'Ii-
JOKEHHI HaBKOJIMIITHLOTO CEPEIOBHINA 3a JIOMOMOIOI0 PaIiOCICKTPOHHUX 3aC00iB,
aJie 1 Ti YaCTUHU CXEMU YuIy, 110 Oy 3akiajieHi BupoOoHukoMm. Hampukian, amst 1
KoMmripecii, creranorpagiuHoi 0OpOOKH Ta MOJIETILICHHS MOIaJIbIIOT ITepeaadi.

OnHak, nmoiOHI 3aKaHi CXEMH MOXYTh 3HAUYHO BUAIISTHCS MPU CTATHUCTHY-
HUX JnociipkeHHsax podoru [TEOM - Ha 3aranbHOMY rpadiky eHeprocrnoXUBaHHS
3JI0BMHCHUK CIIO)KMBATHME ITOMITHO OlJIbIlle €HEeprii B EBHMUIT BIIPI30K Yacy, SIKIO0
MIPOBOMTH MOPIBHSHHSI 1032 IUISTHKOO 200 3 IHIIMMH KOPUCTYBauaMu 31 CXOXKHUMU
3aBIaHHsIMH [3].

Mertolo A0moBiAi € NOCITIHKEHHS! KOPUCHOCTI CTATUCTUYHHX CIOCTEPEKEHBb
HaJl eHeProCIoXUBaHHIM 00po0Istounx koMmroneHTiB [IEOM kopucTyBadiB sk Ha
OCHOBI CTaTHCTHYHUX BIJXHJICHb, TAK 1 HA OCHOBI 0a3u NIPaBHJI JUIsl BUSIBJICHHS 3J10-
BMHUCHHKA, HEABTOPU30BAHUX YiMIB Ta X KOMIIOHEHTIB.

JlomaTkoBUM IOCTOTHCTBOM 3aCTOCYBAaHHS METOJA CTATUCTHYHHX CIIOCTEpe-
KEHb € MOXJIMBICTh JOCSTHEHHS MO3UTHBHOTO pe3ynpTary 0e3 po3bopku [IEOM
sIKa MOXKE 3HAXOIUTHCS Ha TapaHTIHHOMY OOCIIyTOBYBaHHI.
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®OPMYJIOBAHHA EJEMEHTIB OPT AHI3AIIIMHO-PO3MOPS TYAX
JOKYMEHTIB 3 TEXHIYHOI' O 3AXHACTY IH®OPMAIIII

Manaxosa A.A., 3a0onotuuii B.1.
XapkiBChbKUil HalliOHAJIBHUH YHIBEPCUTET PaJIiOeNIeKTPOHIKH, XapKiB, YKpaiHa

B ynpasnincekiii cepi Ykpainu Bce Oiblie 3acTOCOBYIOThCS iH(pOpMaItiiiai
TEXHOJIOTI, MpU3HAUCHI U1 00p0oOKH iHPOPMAITii, IO 03BYUYETHCS, BI3yalli3yeThCS
Ta (a00) 00pOOIAETECS TEXHIYHUMH 3aC00aMU Ha 00’ €KTaxX 1H(MOPMAIIHHOI Iisb-
Hocti (OIJ]) B ycranoBax pizHux (hopM BiacHOCTi. BipoBamkenns takux OIJ] Bu-
Marae CTBOPIOBATH KOMIUIEKCH TeXHIYHOTO 3axucTy iHpopmanii (T3I). st nmpucko-
penHs BripoBapkeHHsT komiuiekciB T3] yBeneno B nito «IlonokeHHS PO 103B1Ib-
HUI MOPSIOK MPOBEACHHS POOIT 3 TEXHIYHOTO 3aXUCTy iH(opMalii s BIaCHUX
notpedy [1]. TlosoxeHHs BU3HAYAE BUIM Ta YMOBH mpoBeaeHHst po6iT 3 T31, Bcta-
HOBITIOE BiJIMTOBIIANBHICTH MPH X MPOBECHHI.

Mo uncna BaxauBHX CKi1agoBux poOitT 3 T3I € obcrexenns Ol/], Bu3HAUCHHS
TeXHIUYHMX KaHaiiB BUTOKY iH(popMmarii (TKBI) i po3poOka Ha 11boMy OKpeMoi MO-
JIeJTi 3arpo3.

dopMyIroBaHHs TOUHOTO 0fHO3HaUYHOTO onucy TKBI € BakmuBUM MOMEHTOM,
OCKIJIbKM Ha [[bOMY 0a3y€ThCsl IPOeKTyBaHHs eekTnBHOTrO Komruiekcy T31 va OI/].
B VYkpaiHni HanionaapHuM ctangaptom [2] Hagane BuszHauenHs TKBI, sk «Cykyn-
HICTh HOCIS 1H(OpMAILil, CepeIOBUIIA HOTO MOIIMPEHHS Ta 3aC00y TEXHIYHOI PO3-
BiZIKM». 3 JIOCBiJly OJIHOTO 3 aBTOPIB, B IPOEKTAX OpraHi3alifiHO-PO3MOPSIIHX JI0-
KyMeHTiB popmytoBanus BuzHauenux Ha O] TKBI inkosu He BinOuBae ycix ckia-
JOBHX, III0 MOXE MIPUBECTH JI0 iX OJHO3HAYHUX TIAyMadeHs [3].

MeTo10 JOMOBIJII € OCHOBaHA HA CHHTAKCHUYHOMY aHaJi3i METOAUKa po30opy
BusHaueHoro Ha Ol/] konkperHoro TKBI i iioro nmomaibiioMy cuHTe31, B KIHIIEBOMY
JIOKyMEHTI, 3 ypaxyBanHsiM BusHadeHoi B JICTY crpykrypu.

CHHTaKCHYHHMI aHAJIi3 BUMArae He IUTYyTaTH CJIOBOCIIOIYYESHHS Ta MPOCTY IPo-
no3uilito. CHHTaKCHYHUI PO30ip, MOKIMKAHUI BHPOOWUTH YMIHHS aHaji3yBaTH
CTPYKTYpY IIPOCTOTO, CKJIAJHOTO 1 YCKJIQTHEHOTO PeUeHHs, PO3KPHUBATH XapaKTep
CHHTAKCHYHHX 3B'SI3KIB CIIiB Y CJIOBOCIIONyYEHHI i peUeHHi Ta CHHTAKCUIHUX Bij-
HOLIEHb.

Martepian momoBini 6a3yerscs Ha anamizi BusHaueHs TKBI 3 ICTY, HJI T31,
HAayKOBOI 1 HABYAJBHOI JIITEpaTypH, IKEPel IHO3EMHUX JeprKaB.
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AHAJII3 MOXXJINBOCTI BUKOPUCTAHHSI HEUPOHHUX MEPEXK
JIJISI 3HAXO/IKEHHSI ITPOOBPA3IB I'EI-®YHKIIIA

Imyx O.P., Pyxenues B.1.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

Po3BUTOK OOYMCIIOBAIGHOI TEXHIKM B)KE MIAIIOB Ti€l cTamii, KOIU €
MOXIIMBICTh CTBOPIOBATH MOTYXKHI INTYy4YHI HEHPOHHI Mepexi. A/pke Ha IOYaTKy
3aCHYBaHHS TeOpii MPO HHUX, BOHA HE HAOPATH MOMYJSIPHICTh Yepe3 CKIATHOCTI 3
00pOOKOIO BETMKUX MACHBIB JTAHUX.

Heiiponni mMepexi iMiTyIoTh poOOTY HEBENMKOI YaCTHHH MO3KY JIOAMHH. €
Ha0ip HEHPOHIB MMOEAHAHNUX MIXK COOOI0, SIKI BUPIIIYIOTh IOCTaBJeHi 3a1a4i. [Tix vac
JISUTBHOCTI JIFOIMHY 'y HET aKTUBYIOTHCS Pi3HI YaCTHHU MO3KY, TaK i B HEHPOHHHX
Mepekax, TOOTO KO)KHa BUKOHYE CBOI 3aBJIaHHSI.

BukoprcTaHHs HEWPOHHMX MEpPEeK 3HAHIIUIO CBOE MiCle y MY3HYHHX
JIO/IaTKaX, sIKi 32 COTHSAMH TapaMeTpiB PeKOMEHAYIOTh BaM ITiCHi, B KOMIT IOTEPHUX
irpax i rpacdidHoMy au3aiiHi, aOu 300paskeHHs Ha MOHITOp1 OyJI0 HAa BUCOKOMY PiBHI
IpU BUKOPHCTaHHI HEAOCTATHBHOTO IMOTY)KHOTO OOJaJHaHHSA, B MUCTETBI, 1€ 3a
JeKiJTbKOMa CJI0Ba Mepeska CTBOPIOE 300paskeHHS, IKE 3aXOIUIIOE IyX.

MeTtoto Mo€i poboTH OyJie TiepeBipka MOXIJIMBOCTI BUKOPHCTaHHS HEHPOHHUX
MepeX JUIsl YCIINIHOTO 3HAXOKEHHS TPO00pasiB MEPIIOro POy MOMYJISIPHUX Telll-
¢ynkuiid. Ilpu moOymoBi kpunrtorpadiqyHo CTIHKMX Tem-QyHKOid 10O HUX
BHCYBAIOThCSI HACTYIHI YMOBH: HE3BOPOTHICTb, BUCOKA CKJIAJHICTh 3HAXOKCHHS
npooOpa3y, BHUCOKAa CKJIAJHICTh 3HAXODKCHHA IPYroro mpoodpasy Ta BHCOKa
CKJIaJIHICTh 3HAXO/PKeHHs1 Koui3iit. [1iz ipyrum npooOpa3om MaroTh Ha yBasi, 110 JUis
3a[1aHoro moBigoMiieHHst M Mae OyTH 00UMCITIOBAILHO HEMOXIIMBO MiAiOpaTy iHIIe
noBigoMiieHHs N, siKe Ma€ Take ) rell-3HadyeHH:L.

Junst nocnipkeHHsT QyHKIINA Oyzie peanizoBaHO JEKUTbKa HEHPOHHHX MEpeiK,
aJke He MOXKHA CKa3aTH oJjpa3y IO € SKUICh KOHKPETHUI TUII SIKUi HaM mifiize.
[Ticns HaBYaHHS MEpeki NaHUMHU THITYy «XEIl-BXiJHE MOBIIOMIICHHS» CHPOOYyEMO
JeTellyBaTH TECTOBHH Xell. MOXIIHBO BHABUTHCS, [0 MU MOXXEMO OTPUMATH JIUIIIE
TIeBHi OiTH, 3aMiCTh LIJIOTO TEKCTY.

lem-yHKIIT € OCHOBOIO B KpumrorpadiuHux MPOTOKONAX, HUDPOBUX
mimucax, BigomMomy TpoTokoini Bitcoin, mexaproBux mepesax, ¢imbrpax Bmyma i
el CIIMCOK MOKHA IIepeTidyBaTH I T0Bro. ToMy LSl TeMa € aKkTyalIbHOIO, aJDKE Mae
OyTH BIEBHEHIHICTh Y CTIHKOCTI Ta Oe3meni rem-(yHKIIii.
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AJI'OPUTM LUFFA 'Y OJHOPA30BUX INOBIJOMJIEHHAX

®denses [.B., B’roxin [I.A.
XapkiBChbKUi HalllOHAJIBHUH YHIBEPCUTET PaJiOeNIeKTPOHIKH, XapKiB, YKpaiHa

Ha nmanwit yac ¢yHKHii renryBaHHS BUKOPHCTOBYIOTBCSl y 0araThoX 3aCTOCY-
BaHHSX cucTeM 3axucTy iHdopmaii. [Ipu 11bomMy He Bei renr-(pyHKII € Kpunrorpa-
(iuHO OE3reYHNMH Ta MOXKYTh BUKOPHCTOBYBATHUCH y PI3HUX HalpsMKax Oe3MeKu.

MerToro 10n0Bizi € aHANI3 MOXIIMBOCTE#H anroputMy Luffa mis Bukopuctanus
y O/IHOPA30BHX ITOB1IOMIJICHHSX.

Anroputm Luffa - ne cimeiictBo kpunrorpadivuaux rem-GyHKIIiH, SKUii € Ba-
pianToM ¢yHKIIT I'yOKu, aje Ha BiJMiHY BijJl OpHTiHAITY, BHKOPHCTOBY€E MHOKHHY
napanebHUX epecTaHOBOK Ta (QyHKIT iHkKeKil moBigomieHs [1].

VY xoai apyroro Typy koukypcy SHA-3 Luffa-224 ta Luffa-256 y mouatko-
BOMY BapiaHTi OKa3aJIM HU3bKY KPHUIITOCTIHKICTb, JUIS YCHIIIHOI aTaku 3HaJ00H-
nocst 2228 nosinomnens. Bapr [penens (Bart Preneel) npencraBus ycmimmy ataky 3
HOIIYKY KOJi3iii 1uis 4 payHniB kpokoBoi ¢ynkiii Luffa 3a onepaniif renryBanas ta
JUIst S-payHJI0BOI, TOKA3aBIIM THM CAMHM MEXY CTIHKOCTI In3aiiHy 10 AnuepeHIiii-
HOTo TomyKy kounisiif. ITicis goro anroput™ OyB BoockoHanenuil [lai BatanaGe i
orpumas Ha3By Luffa v.2 [2, 3].

3minu Luffa v.2:

— JoIaHui MOPOXHIH payHa GyHKIIT 3aBepIIeHHS Ui BCIX pO3MIpIB Teliy;

— 3MiHeHO S-0JI0K;

— 30UIBIIEHO KIIBKICTh IOBTOPEHBb KPOKOBOT (yHKIIT 3 7 10 8.

[IpoBenenuii anai3 nmokasas, 1110 Ha AaHUi 4ac cratyc Oesneku Luffa:

— HEeMac JI0Ka3iB Oe3neKu ISl 3’ €IHAHHS

— BIJIOMO KiJIbKa 3arajibHUX aTak, aje >KOJIHa 3 HUX Hepeai3oBaHa;

— MOXIIMBa Ju(epeHiliaibHa araka, ska mokasajia MeXy CTIHKOCTI ajropu-
™Y;

— aNrOpUTM 3IA€THCS JOCTaTHHO OE3MCYHUM

TakuM 9MHOM TIPOBEACHUH aHali3 1mokasas, 1o anmroput™ Luffa He moxe Bu-
KOPHCTOBYBATHCS SIK IOBFOCTPOKOBHIA U(DPOBHUIA ITi IIHC, alie HOTO 0COOIMBOCTI J0-
CTaTHI IJISl CHCTEM 3 OJHOPA30BUM ITOBiJOMIICHHSIM.
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INPOBJIEMU BE3INEKN TA MACIHITABOBAHOCTI B CUCTEMI
ETHEREUM, ITIOB’AA3AHI I3 3ACTOCYBAHHAM
CMAPTKOHTPAKTIB

IOpuenko A.€., [lladopoctor M.O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PaioeNIeKTPOHIKH, XapKiB, YKpaiHa

CMapTKOHTpaKTH — IIe TIPOrpaMu, 1o 3a0e3MeuyoTh aBTOMaTH30BaHE BUKO-
HAHHS YTOJ MiJK CTOPOHaMH, JJISl SIKOTO IIOCepeJHUK He TToTpibeH [1]. Bonu € Hapi-
JKHAM €JIEMEHTOM 0araThOX JEIEHTPaTi30BaHMX OOJIKOBHX CHCTEM — ILIaT(OpM
CMapTKOHTPAKTIB.

CMapTKOHTPaKTH MOXKYTh 3aCTOCOBYBATHUCS ISl PO3POOJICHHS MOXITHUX (i-
HaHCOBHUX 3aC00iB, iIeHTH]IKAIHHUX cHCcTeM, (aliIOBUX CXOBHII 1 T. iH.

Came B Mexax Onok4eiH-Tutatgopmu Ethereum cMapTkOHTpakTH Brepiie Ha-
OyJIM IIMPOKOTO TOMIMPEHHSI.

OCHOBHUMHU CKJIQJIHUKaMu cMapTKoHTpakTiB Ethereum e ¢yHkuii, moxii Ta
3MiHHI cTaHy. 37e0UTBILIOTO JUIsl IX HANMCAHHS BUKOPUCTOBYETHCS NOBHA 32 Thiopi-
Hrom mMoBa Solidity.

[Ticnst KOMIISLIT KOJT CMapTKOHTPAKTY MEPETBOPIOETHCS Ha OalT-KoI 11s Bi-
pryansHoi MammHu Ethereum i306epiraerbest B 0J10K4eiiHI 3a JOTIOMOT OO TPaH3aKIIi1
CTBOPEHHS KOHTPAKTY.

KosxHuii ycminHo 30epeKeHuit CMapTKOHTPAKT PO3ITI3HAETHCS 32 YHIKAJIbHOIO
anpecoro [2].

Meta gonoBiai — npoaHanizyBaTH BIUIMB 3aCTOCYBaHHS CMapTKOHTPAKTIB Ha
Oe3reky Ta MacuiraboBaHicth cuctemu Ethereum.

Jliist aHauizy BUKOPHCTOBYIOTHCSI CTATUCTUYHI JIaHi IPO MPOBECHHS TPaH3aK-
1iii Ta BUKOHAHHS CMapTKOHTPAKTIB y cuctemi Ethereum, a Takox iHpopmaris mpo
BiJIOMI BPa3JIMBOCTI.

VYpaziauBocTi, SIKi pO3rIIAAAITHCS, TOJUISIFOTECS Ha TPYNH 32 3 OCHOBHUMHU
MPUYUHAMU!

«moBa Solidity»,

«BiIpTyaJpbHa MaIIMHAY,

«OymoBa Grokueitaay [2].

Takox MPOMOHYIOTHCS HIIAXU BAOCKOHAICHHS CMapTKOHTPAKTIB, SIK-OT BUKO-
PHUCTaHHS Pi3HUX MOB IIPOTPaMyBaHHsI, po3poOIsTHHS 0101i0TeK Oe3MeYHNX KOHTpa-
KTiB Ta BIOCKOHAJICHHS MEXaHI3MiB Mepea3amycKHoi Beprudikallii KOHTPaKTiB.

Cnucok jgiteparypu
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KPUIITOT'PA®IYHA BE3IIEYHICTh CXEMU
ABTEHTH®IKAIII ITHOPPA

O6omonuk /1.B., [ladopoctos M.O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

VY bac, Koy Maifke KO)KHa KOMIT'IOTEpHA CHCTeMa Iependadyae HalalToBy-
BaHHSI JIOCTYITy 10 HET /ISl MEPEeKHUX KOPHCTYBadviB, aBTeHTH(]iKaIlist cy0’eKTiB —
HEBiI’eMHHH ITpoIIeC KOMII' FOTEpHOI cucTeMu. ABTEHTHU(IKALlis — 11 MPOLIEC IMiIT-
BEpUKEHHS TOTO, 1[0 KOPHCTYBAY € THM, KM cebe Bunae. Ha nanuit gac icHye Oa-
raTo METOJIB Ta MPOTOKOJIIB aBTEHTH(IKallil KOPUCTYBaUiB Y KOMIT IOTEPHUX Ta iH-
dbopmaniitaux cucremax [1, 2].

OnHMM i3 IPOTOKOMIB, fIKi peanisyoTh aBTeHTH(DiKaNiI0, € cxema IlInoppa. Ti
0COOJIMBICTH 13 MOTISTY IBUAKO/IT — IoTiepeTHE 0OPOOIISTHHS oTepaltii miHeCeHHs
JIO CTETIeHS 32 MOJTYJIEM, IS SIKOT BUITAIKOBE YHCIIO JOOUPAETHCS SIK TOKA3HUK CTe-
HeHsI.

[ToxigHOO A0 1€l CXeMU € OJJHOMMEHHA cXeMa IU(pPOBOro MiAMUCY, SKa M0-
ennye inei cxemu Enp-Tamans ta cxemu ®iara—Illamipa [3].

Kpunrorpadiuna 6e3neunicts cxemu lIHoppa MareMaTHYHO IPYHTYETHCS Ha
CKJIaJTHOCTI 3a/1a4i 3HaXOJDKEHHS AUCKpeTHOro jorapudma. Take came miarpyHTs
XapakTepHe, Harpukia, s npotokoiny Jigdi—Iennmana B KIHIEBUX MOJISX.

Meta gonoBifi — po3MIAHYTH MOXKIMBI 3HAYEHHS [TapaMmeTpa Oesnexu ¢ st
BHUKOPHCTaHHSI CXeMH caMe B KOHTEKCTI aBTeHTH(ikarlil.

PO3KpUBAETHCS CyTh MOKa3HUKA CKiaaHocTi 3namy 2¢. TIosCHIOETbCS po36iKk-
HICTh MIHIMaJBHOI'O HEOOXiIHOro 3HAa4YeHHs t IUIsi CXeMH aBTeHTH]IKamil Ta Juis
CXeMH MiJIUCYy.

Takox MPOMOHYIOThCSI 0OMEXKEHHSI Ha 3HAUEHHS BIIKPUTHX MApaMETpPiB CXEMH
p Ta q 3 OIIsAy Ha OCTAHHI JOCSTHEHHS MO0 3HAXODKEHHS JUCKPETHOTO JIOTapH-
(Ma 3a JOMOMOT 00 KIACHYHOTO KOMII I0Tepa.

Jocniauuii po3paxyHOK, SIKUHA pO3IIISIA€ThCs, OyJI0 BUKOHAHO Hax 795-0iT-
HUM IIPOCTUM YHCIIOM. BiH 1okasas, 10, 30KpeMa, CKIAIHICTh 33124l 3HaXO/PKEHHSI
JMCKPETHOTO Jorapudma nuiine B 3 pasu (3a rpy0or0 OLIHKO) BHUINA, HIXK CKIAM-
HICTB 33j1a4i pO3KJIaICHHS HA MHOKHUKH [4].
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BUKOPUCTAHHA METOAIB I''IBOKOI'O HABYAHHSA
JIJISI BI3Y AJIIBAIIIL TA BUSIBJEHHSI MALWARE

®emrorvn O. 1., Xk K.M.
XapKiBChKUH HalliOHAIGHUN YHIBEPCUTET PaioeeKTPOHIKH, XapKiB, YKpaiHa

B ocraHHI poku aTtaku 3a JOMOMOTOI0 3JI0BMHCHOTO IPOrpaMHOro 3abesme-
YEeHHS CTaJIi CEPHO3HOIO 3arpo30t0 Oe3reli Ta MPOAOBKYIOTh 3aBJJaBATH BEJIMYE3-
HUX 30uTKiB Oi3Hecy. Uepe3 IIBHKE 3pOCTaHHS KUIBKOCTI BapiaHTIB IIKiIMBUX
mporpam, iX MUTT€eBa 1 TO4Ha Kilacuikallist Mae BUpilIaJbHEe 3HAYESHHS T KiOep-
Oe3reKH.

OCKIJIbKH TpaJuIliiiHI METO/IH, 3aCHOBaHI Ha MAIIMHHOMY HaBYaHH1, 0OMEKeHi
B IIBUJIKOCTI 0OpPOOKH BEIMYE3HOI KITBKICTI 3I0BMHUCHOTO MPOTPaMHOTO 3abe3re-
YeHHs1, Kiacu]ikallisi 35T10BMHUCHOTO ITPOrpaMHOTo 3a0e3NeyueHHs] Ha OCHOBI 300pa-
keHb [1] - Bisyaizanii BUXigHOrO Koy malware - Ta rTMOOKOTO HaBUYAHHS MOYXKE
cTaTty e(peKTUBHUM PILlIEHHSIM 1[OTO 3aBIaHHSL.

3ropTouHi HEWPOHHI MEPEKi NIBUAKO CTAJIU HalicyyacHI MU (QpeiiMBopKamMu
JUIsl PI3BHOMaHITHHUX JIOJIATKIB, SIKI BUKOPUCTOBYIOThCS B Kiacu(ikaliii 300pakeHb
[2, 3]. Ha Binminy Bix Oiabll TpauIliftHUX METO/IIB MAIIMHHOTO HABYAHHS, KJIACH-
¢ikaTopu rIIMOOKOTO HABUAHHSI HABYAIOTHCS 32 JIOTIOMOTO0 BUBYEHHSI XapaKTepuc-
THK, @ HE 3a JOIIOMOTOI0 aJIrOPUTMIB Ul KOHKPETHHX 3aBAaHb. lle o3Havae, mo
MalllMHa BUBYATHME IIA0JI0HU B 300pa)KeHHsIX, SIK1 Ti MpejcTaBlieHi, 3aMiCTh TOTo,
1100 BUMArarty BiJ| JIFOJIMHHU-OIIepaTopa BU3HAYaTH MA0JIOHH, SIKi MalllMHA TOBUHHA
LIyKaTy Ha 300pakeHHI.

Tox MeToau rmbOKOro HaBYaHHS MOXKYTh 3aCTOCOBYBATHCS IO 3T€HEPOBAHUX
300pakeHb, 1100 KiacudikyBaTH iX sK 3JI0BMHCHE abo X Oe3reuHe mporpaMHe 3a-
Oe3neyeHHs.

MeTo10 10NOBI/Ii € TOCIIIPKEHHS METO/IIB TTIMOOKOTO HABYAHHS Ta OTPUMAHHS
pe3ysIbTaTiB MO0 iX €peKTHBHOCTI IPU BUSBJICHHI IIKIJJIMBOTO MPOrPaMHOro 3a-
Oe3reueHHs y BUTIISII METPUK. B JIOMOBiI TaKOK HAJAa€ThCsl aHANI3 PE3YJIbTATIB
poOOTH OTpUMaAHUX MOJIEIICH.
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BE3IIEKA ®YHKINIOHYBAHHSA KOMI'IOTEPHUX CUCTEM
TA MEPEXX HA OCHOBI MOJIEJIEN BUSIBJIEHHSI AHOMAJIIA

®emrommn O.1., Kasenpkuit M.C.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PalioeNIeKTPOHIKH, XapKiB, YKpaiHa

3 KO)KHUM JHEM, KOMII IOTEpHI CUCTEMH Ta MEPEKi CTal0Th Bce O1IbII BaXKIIH-
BUMH JIJISI HAIIIOTO TTOBCSAKACHHOTO KUTTS. BoHU 3a6e3meuyroTh JocTym A0 iHbop-
Mallii, 3py4YHiCTh Ta OIBUIKICTH B3a€MOJII 3 IHIIMMU JIOJIBMU Ta CUCTEMaMH. AJe
pa3oM 3i 3pOCTaHHSM iX BOKJIMBOCTI, 30UTBIIYETHCS TAKOXK PH3UK iIXHBOTO HEKOpE-
KTHOTO (PyHKI[IOHYBaHHSI Ta 3JI0BMHUCHOTO BTpY4aHHs. Tomy Oe3leka KoMIT 1oTep-
HUX CHCTEM € Jy’Ke BaXJIHBOIO.

OnHUM 3 TIXOMIB /10 PO3B’si3aHHS L€l MpoOJIeMH € BUKOPHCTaHHS METO/IIB
MAIIMHHOTO HABYaHHSI Ha OCHOBI BHSBJICHHS aHOMaiii.

3aBASKM [UM TEXHOJOTISM, MOXKHA BHSBHTH BiIXWJICHHS B TOBEIIHII
KOMII FOTEPHOI CHCTeMH ab0 MEpeXi Ta BYACHO BXKUTH HEOOXIIHI 3aX0M IS 3aXHU-
CTY BiJI MOTEHIIHHUX 3arpo3.

JlJis1t BUSIBIICHHS! 3aTPO3 KOMIT FOTEPHUM MepeKaM BUKOPHCTOBYIOTh 0arato Me-
TOJIIB MAIIMHHOI'O HaBYAHHS 3 BUMTEJICM Ta 0€3 HbOTr0. AHaJIi3 BiAMOBIIHUX POOIT
NOKa3as, 10 3apa3 (POKYC IOCHIDKEHb 3MICTUBCS B OIK BUKOPUCTAHHS TIMOOKHX
HEWPOHHUX MEPEX I BUSBJICHHS aHOMatii [1, 2].

TpaauuiiiHi METOIM MAILIMHHOTO HABYAHHSL, SIK [TPAaBUIIO, Hee(heKTHBHI IPH 00-
poO1Ii BeJIMKOMACIITAOHUX JTAaHUX 1 HEPIBHOMIPHO PO3MOJIiJIeHnX BUOipok. Mopeni
TJIMOOKOT0 HAaBYaHHS O1JIBII MTPOAYKTUBHI MTPU aHAITI31 TAKUX JaHHX.

Otxe, OCKIIbKM OOpaHUM HAIPSIMOM € MOJIeJIi INTMOOKOTO0 HAaBYaHHSI JUIS T10-
Oy/IOBHM TaKuUX CHCTEM IOTPIOHO MaTh Oarato JaHHX, alie [e I[IIKOM BUIIPaBJIAHO,
00 MOJIeNTb 3MOKE MaTH OUTBILIHNIA IPOCTIP JUIsl TPEHYBaHHS, 1110 SKICHO BIUIMHE Ha Ti
TOYHICTb BUSBJICHHS aHOMAJIIH.

Meroro nonoBiai € 03HallOMIIEHHS 3 MOTEHIIMHUMU METOIaMU 3a0€e3I1eYeHH
(GYHKIIOHYBaHHS KOMIT'IOTEPHUX CHCTEM Ta MEpPEX Ha OCHOBI MOOYAOBH MOJEI
LITYYHOTO IHTENEeKTY JUIsl BUSBJICHHS aHOMAJIIH.

PesynpraTe moCHimKeHp MOKa3aid, M0 €(QEeKTHBHUM CIIOCOOOM JUTSL BHUI-
LICHHS 3aBJIaHHS € BUKOPUCTAHHS MoJeNell IMMOOKOro HaBUaHHS, sSKi NPUAMAaOTh
JaH1 Hallepe] 3aMCcaHoi aKTUBHOCTI MepexXi Ta OyAyIOTh MO, IKa HalKpaIIiM
YIHOM MOKE y3araIbHUTH BC1 IPOLIECH Y KOMIT FOTEPHIH cUCTeMI Ta KITacu(piKyBaTH
AKTUBHICTD K HOPMAJIBHY UM IIKiIUBY .
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OIIHKH 3AT'PO3 JJIA IHd)OPMAHI:f, IO OUPKYJIOE€ Y IPOLECI
OYHKIIOHYBAHHA € IMHOI JEPKABHOI CUCTEMUA
IUBLJIBHOI'O 3AXHUCTY

TroTronuk B.B.
HamionanpHuii yHIBEpCHTET IUBUTBHOTO 3aXUCTY Y Kpainu, XapkiB, YkpaiHa
3abonorHuii B.L
XapKiBChKUH HalliOHAIEHUN YHIBEPCUTET PadioeNeKTPOHIKH, XapKiB, YKpaiHu
TrotronuK O.0.
XapKiBChKHUH HalliOHAIBHUN eKOHOMiuHMH yHiBepcuTeT iMeH1 Cemena Kyznens,
XapkiB, Ykpaina

B YkpaiHi s 3a0e3neueHHs peatizariii qepaBHOI MOJITHKH Y chepi [UBiIb-
HOTO 3axucTy OYHKIiIOHYe €auHa Jep)KaBHa CHCTEMa IIMBITBHOTO 3aXHCTY
(EACI3), sixa ckIafaeThes 3 PyHKIIOHATBHUX 1 TEPUTOPIAILHUX M ICHCTEM Ta MO~
BUHHA 3a0e311e4yBaTH HEOOXiJHUI1 piBeHb OE3MEeKN KUTTEMISUTLHOCTI B YMOBax HaJl-
3BUYAMHUX CUTYaIi pizHoi npupomu [1-3].

VY mpoueci ¢pynkiionysanns €JICL[3 sBisie co0ot0 cHCTEMY 3 PO3HECEHUMH Y
IPOCTOPI Ta Yaci CKIaJOBUMHU, sIKi [TOB’s13aHi MK COOOI0 BEJIMKMMH ITOTOKaMH Pi3-
HOTro poxi iHpopmarii [4].

B po6ori [5] npencraBineHo pe3yapTaTd PO3MOBCIOIKEHHS PU3HKO-OPIEHTOBA-
HOTO MiAXO/AY Ul OLIHKY BUHUKHEHHS 3arpo3 Juis iH(dopMallii, mo HUPKYJIE y
npoueci ¢pynkuionyBanus €JICL[3, sk cuctemu 3 po3HECEHHMH Y TIPOCTOPI Ta yaci
CKJIaJIOBUMH, SIKI [TOB’s13aHi MXK COOOI0 BEJIMKMMHU MOTOKaMH PI3HOTO pozi iH(pop-
Martii.

[pencrabieni y A0MOBiI pe3y/ibTaTh € OAHIEIO 3 CKJIAJIOBUX KOMIUIEKCHOTO
MiJIXO0/Ty [IOJI0 PO3BUTKY HAYKOBHX OCHOB (DOPMYBAHHS CHCTEMH HAIliOHAIBHOI 0€3-
MIEKH JePIKaBH.
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5. Py6an [.B., Tiottonuk B.B., 3a6onoruwuii B.1., Tiotionnk O.0. OcobauBocTi po3mo-
BCIO/KEHHST PH3HKO-0Pi€HTOBAHOTO MiXOY 0 OLIHKK BPa3JIMBOCTI 00’ €KTIB KiGep3axucTy.
Hayxogwuii sxxypraan "besneka indopmanii”. Kuis: HamioHansHuii aBianiifHuii yHIBEpCHUTET,
2020. T.26. Ne3. C. 145-155.
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INOPIBHAHHSA NIOIUPEHUX XMAPHUX CXOBHUII{
3A KPUTEPIEM BE3IIEKA

Yenenko /J.0., Onemixo [.B.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY , XapKiB, YKpaiHa

XmapHe 30epiraHHs JaHUX CTA€ BCE OUIBII aKTyaJbHUM Y Cy4acHY €roxy -
¢bpoBux TexHoJorii. Lle MOXXHA MOSCHUTH HACTYITHUM: XMapHi CXOBHUINA TOCTYITHI
B Oyab-sKkuil yac i B OyIb-sIKOMY MiCIli, XMapHE CXOBHIIIE YCYBa€ MOTpedy y T0po-
roMy anapaTtHoMy 3a0e3NeueHHi, KOPUCTYBaul MOXYTb JIETKO 301JIbIITyBaTH 200 3Me-
HIITYBaTH 0OCSITH CBOTO CXOBHIIA 3a mOTpedu. Lle mo3Bosisie koMmaHisM MacmTaly-
BaTH CBOI pillleHHs 115l 30epiraHHs B Mipy 3MiHH TIOTpeO, pOOUTH pe3epBHE KOMito-
BaHHs IaHUX 1 aBapiiiHe BiTHOBJICHHS.

Merto1o naHoi poOOTH € OPIBHSUIBHHUN aHali3 XMapHUX cxoBHIL Dropbox i
Google Drive. besneka € oHuM i3 HallBaXXJIMBINIMX KPUTEPIiB IpyU BHOOPI XMap-
Horo cxoBumia [1, 2].

OO6uBi mIaTGOPMU BUKOPUCTOBYIOTH MIN(PYBaHHS I 3aXHCTY KOPUCTYBa-
YiB, OJIHAK € JIesKi BIAMIHHOCTI B ME€XaHi3Max 3aXUCTy JIaHUX.

Dropbox BuxopucroBye mmdpysanns AES 256-bit s 3axucty gaHux mnpu
TPaHCIIOPTYBaHHI Ta 30epiraHHi.

Dropbox Hajia€ MOXKIIMBICTh BAKOPUCTOBYBATH JBO(GAKTOPHY aBTEHTU BIKaIIifO
JUlsl TiiBUIIEHHS Oe3rekn oOuikoBoro 3anucy. Dropbox Business Takox J103Bojisie
HaJIALITOBYBATHU IIpaBa AOCTYILY Ta MeperyisiiaTH KypHalId akKTHBHOCTI.

Google Drive Tak camo BukopuctoBye nmppysanus AES 128-bit st 3axucty
nmaaux. [pu npomy nmpotokon HTTPS BukopucToBy€eThCs 715 6€3MEUHOTO TPAHCIIO-
pTyBaHHS naHux [3].

Google Drive Hasae MOKITUBICTh ABO(AKTOPHOT aBTEHTH(IKALIT Ta HANAIITY-
BaHHsI npaB goctyiy. Google Drive Takox Hajae iHCTPYMEHTH 3aXHCTy KOH(IIeH-
LIMHKUX TAHUX TaKi, SIK BOy/I0BaHi 3aCO0M KOHTPOJIO MPaB AOCTYITY Ta MOXKJIUBICTh
BCTaHOBJICHHSI OOME)XEeHb Ha TOMINPEHHS (haiiJIiB.

Takum unnom, o6uaBi mnardopmu, Dropbox ta Google Drive, HanaroTh Kopu-
CTyBaueBl MIMPOKHUHA CIEKTP (PYHKIIH Ta MOKINBOCTEH, ajie peKOMEHIYEMO BHKO-
puctoByBatu came Dropbox Tomy, 1110 BiH Ma€ OiIIbII MPOCTHii iHTEpdEic KOPUCTY-
Baya i OUTBPII BHCOKHMH piBeHB Oe3meku it OizHec-KopucTyBadiB. [lepeBaramu
Google Drive MoxHa BBa)kaTH OE3KOINTOBHE CXOBHILE Ta IHTETPALiIO 3 IHIIMMHU
npoaykramu Google.

Crnucok Jgiteparypu

1. L1.®. Adynos I.J. opbenko, “XmapHi 004HCIICHHS Ta aHAi3 TUTaHb iHGOpMALIHHOT
6e3nexu B xmapi”, [Ipuknagna pamioenekTponika, T. 12, Ne2. ¢. 194-201, 2013.

2. Pymuit C.B., CeBepinoB O.B. JlociimpkeHHst Monemi Oe3neku MpH BHKOPUCTaHHI
xMapuux cepBicis, HTY «XIIl», 2022.
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BUKOPUCTAHHSA JA®PAKIIMHO BIBUBHOI'O TOKPUTTSA
JJIA BESIEKN ®YHKINIOHYBAHHA ITYHKTIB YIIPABJITHHSA

Konowmiiines O.B.
Hamionanshuii Texuiuanii yaiBepcutet “XIII”, Xapki, Ykpaina
Karynin A.M.
HamionanpHuii yHIBEpPCHTET IIUBITBHOTO 3aXUCTY YKpaiHu, XapkiB, YkpaiHa
ITycroBapos B.B.
JeprkaBHUH HayKOBO-/IOCITHUN IHCTUTYT BHITPOOyBaHb i cepThgikarii
030poeHHS Ta BiiCHKOBOI TexHiku, Yepkacu, Ykpaina

AKTUBHE 3aCTOCYBaHHS KOMIUICKCIB BUCOKOTOYHOI 3001, 30KpeMa CHCTEM i3
HAMIBAaKTUBHUM JIA3¢PHAM HABEACHHSM, JIs 3HHUIICHHS, Y TOMY YHCIi, MyHKTIB
ynpasinsaHSA ([TY), pobuTh po3poOky MeToIiB MPOTHIIT i€l 30poi aKTyaIbHOIO.

MerTo10 10TIOBiAi € IpeCcTaBIeHHs HAYKOBOTO MaTtepiairy moJo GopMyBaHHs
ONTUYHUX HEPEIIKO]] Ha OCHOBI BUKOPUCTAHHS TU(PPaKIiIHHO BIJOUBHOTO TIOKPUTTS
17 Oesniexu QyHKuionyBaHHs ITY.

B nonoBiai po3kpuTo CyTHICTH AM(PAKIIHHO BiIOWBHOTO MOKPUTTS, SIKA T10-
JISITA€ y HACTYITHOMY Y TOMY, IO NpH mijcBiuyBanHi [TY na3zepHoro craHmiero mijc-
BiUyBaHHS LiJIeH cucTeMa onepeHKEHHsI BU3HAYA€ HAIPSM Ha CTAHIIII0.

Ha ocHOBiI oTpuMaHUX JaHMX 3IIMCHIOETHCSI Opi€HTAIlisl eKpaHy 3 audpakx-
UiHO BiJOMBHUM MOKPUTTSAM TaKMM YHHOM, 1100 HAIPsIMH PO3MOBCIOKEHHSI TO-
JIOBHUX TU(PPaKIiHHUX MAKCUMYMIB JliarpaMu pO3CiroBaHHS 30iraiucs 3 HAPsIMOM
Ha MiJICTHJIAI0YY MIOBEPXHIO 1 JOPMYBaHHS CBITJIOBUX IUISIM — ONTUYHUX TTEPELIKO/
Bi0yBaJIOCs Ha BiJICTaHSX, 10 3a0e3NeUyI0Th MONAaHHs ONTUYHUX MEPELIKO Y
T0J1i 30pY CUCTEMH HaBe/ICHHSI BUCOKOTOUHOI 30poi. BiscTans Big [TY 10 cBiTIIOBHX
IUISIM — ONITHYHUX [IEPENIKO ] IOBUHHA [IEPEBUIITYBATH PaAiyc ypakeHHs Ooenpura-
ciB. B KyTOBHX ceKTOpax, BIIMIHHUX BiJl HATPSIMIB PO3MOBCIOXKEHHS TOJIOBHUX JTH-
(dpakiiHUX MaKCUMYMIB JliarpaMy PO3CIFOBaHHS JU(PPaKIiiHO BiIOMBHOTO IOK-
PHTTS, CIIOCTEPITaTUMETHCS 3HAYHE 3HIIKSHHS IHTEHCUBHOCTI BIZIOKTOTO JIa3epHOTO
BUIIPOMIHIOBAHHSI.

Takum 4MHOM, 32 3MIHOIO 3HAUCHHS Nepioay MuQpPaKIiitHO BIIOUBHOTO MOK-
PHUTTS MOXKIIMBO KEPYBAaTH MOJIOKEHHSM CBITJIIOBUX IUISIM — ONTUYHHX IIEPEIIKO]] Ha
ITiICTUJIAF0Y0i TIOBEPXHI Ta BUBEJCHHA 3 POOOYOT0 CTaHYy CUCTEMH KepyBaHHS BH-
COKOTOYHOI 30poi.

Crucok JgiTeparypu

1. Katynia A.M., Konowmiities O.B. Ipono3suiii 11010 BUKOPUCTaHHS aKyCTOONTHY-
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Ob®YCKANIA AITAPATHOTI'O 3ABE3NIEYEHH S
3A JOIIOMOTI'OIO ATPEI' ALl BUCOKOI'O PIBHA

T'op6auos B.O., [Tonomapenko O.€.
XapKiBChKUI HAIIOHAIBHIH YHIBEPCUTET paJlioeNIeKTPOHIKH, XapKiB, YKpaiHa

O0dyckarris anapaTHOTO 3a0e3meyeHHs [ 1] — e TeXHiKa, 3a JOIOMOTOFO SKOI OIHC
abo0 CTPYKTypa ENEKTPOHHOTO arapaTHOro 3a0e3MeUeHHs 3MIiHIOEThCS, 00 HABMUCHO
MIPUXOBATH HOTO (DYHKI[IOHATIBHICT JUIA 3aXKCTy BiXl pi3HUX (opM atak. [HimwmMu cio-
BaMHU, ariapaTHa 00(ycKarlist MOIUDIKY€e IM3aifH TAKIM YHHOM, ITI0 PE3yJIBTYIOUa apXiTe-
KTypa CTa€ HEOUEBU/THOFO JUTSI 3TTOBMHCHHUKA.

3MeHITIeHHS! KOHTPOJIFO HaJl dKUTTEBHM ITUKIOM MIKPOCXEM ITiIKPECITIOE Pi3Hi TPO-
Oriemu Oe3rieKy, OB’ s3aHi 3 MikpocxeMaMH. Takum 4iHOM, Oe3rieka arapaTHUX MiKpoc-
XEM CTajla OCHOBHOIO IPOOJIEMOIO MPH MPOEKTYBAaHHI Ta TECTyBaHHI IHTETPAIBHUX MiK-
pocxem (ICs).

OCHOBHOIO METOIO JIOCHIPKEHHS € Po3poOKa METOMIB IPOSKTyBaHHS, SIKi MOXKYTh
e()eKTHBHO TPOTHUCTOSTH 3arpo3am Oe3relll Ha HeHaIHNUX eTanax XUTTeBoro mukity [C
a00 nom’sikryBatH iX. OCHOBHHM MPHHIAIIOM 3aITPOITOHOBAHMUX METOIIB € MeTOT 00(y-
CKallii AM3aiiHy 1711 IOCSTHEHHS arapaTHol Oe3neku. Y po0oTi po3risiaaeThes 00 ycKais
Ha OCHOBI pekoHirypatiii Ha etari noctdadpukarii [C. Posrisiaersest HEOOXiIHICTB J10-
JIaBaHHSI eTaIry peKoH(IrypoBaHOI JIOTIKK 10 LMKITY po3poOku. L{fo TexHiKy MOXKHA po3r-
JSIIATH K TPOMITAKTHYHH 38X, SIKUH IPUXOBYE YaCTUHY JM3ANHY BiJl 37I0BMHUCHHUKA.
[HIIIMMU CTIOBaMH, METOI IPUXOBYE TOUHI (PYHKILIT T CTPYKTYpPY MIKPOCXEMH JIO TUX IIip,
OKH He Oy/ie 3arporpamMoBaHa peKoH(IrypoBaHa JIorika.

Y poGoTi po3IvIsAA€THCS KOHLIETILIS OaraTopiBHEBOI apXiTeKTypH Oe3IeKH Ha OCHOBI
sipa. PekoHdirypoBana TexHika oOQycKarlil Ha OCHOBI JIOTiKH BUKOPUCTOBYE (pyHKIIT pe-
koHirypari mist 06dyckarii mu3aiiHy. [IpornoHyeThest 3po0UTH HEBEIMKHIT KOMITOHEHT
JM3aiiHy eTasoHHOro MoHiTopa (reference monitor) pexordiryposarum y IC. Tleit mimxin
MIPUXOBYE (PYHKIIIOHAJIBHI Ta/a00 CXeMHI JIeTalll Ha HeHaIIMHNX eTanax MUKy pO3poOKu
TIPOEKTY.

Meron 3actocyBaHHs pekoH(DIrypoBaHoi 00(hycKallii eTaJIOHHOTO MOHITOpa BUKO-
HYETBCS 32 IOTIOMOTOF0 0araTOpiBHEBOT'O AITOPUTMY arperaitii CTpykrypaoi mogeni SoC
[2]. Leit meTon peamizoBano B pamkax 1wiatdopmu FPGA. PoGoTa imocTpye BUKOpHC-
TanHs QyHkuii pexongirypamii Xilinx Vivado Design Suite i mati Nexys4-DDR st
00¢yckariii eranoHHOro MoHiTopa S0C.

Crucok JgiTeparypu
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Reduction for Network Systems Using Structure Model Aggregation”, International Journal
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CEKLUIA 4

3ACTOCYBAHHS IHOOPMALIMHO-KOMYHIKALIIMHUX
TEXHONOIN Y PIBHUX FANTY3AX

KepiBuuk cexuii:  1.1.1H., mpod. B. B. Kocenko, HY «I1II», [TonraBa
Cexpertapka cekmii: k.T.H. benbopin-Eppepa O.M., HTY «XI1l», Xapkis

Mincekuisn 4.1. CyyacHi iHbopmMauinHo-BUMiploBarnbHi cuctemMu

DIAGNOSTIC SOFTWARE OF INFORMATION-MEASURING SYSTEMS

Dotsenko M.I.
V. N. Karazin Kharkiv national university, Kharkiv, Ukraine

The current stage of development of measurement technology for diagnosis and
condition monitoring of objects of different nature is characterized by an increasing
complexity of tasks and intensive implementation of intelligent technologies in the
measurement process [1]. The growth of complexity and high rates of development
of computer systems, their introduction into all areas of activity determine the ur-
gency of the problem of increasing their fault tolerance and survivability. To reduce
the time for determining the working capacity of technical objects and finding the
place of failure in them, it is necessary to develop diagnostic support - a set of inter-
related rules, methods, algorithms and tools necessary for diagnosing at all stages of
the object's life cycle [2, 3].

The purpose of the report is to analyze the methods for developing diagnostic
support for automated control systems. The report discusses the features of the prob-
lem under consideration. It is shown that the development of diagnostic software is
a difficult task, since the means of control and diagnostics must satisfy a number of
most often conflicting requirements for speed, hardware costs, reliability of opera-
tion, etc. Many problems: finding minimal tests, choosing the optimal composition
of checks, etc. are logical-combinatorial problems. The complexity of classical al-
gorithms and methods for solving these problems makes us look for new approaches
and develop more efficient methods.

To reduce the complexity of developing diagnostic software, reduce the duration
of the process, improve the quality of design, and reduce the cost of its development,
the TEST program [4] has been developed, which allows you to automate the process
of developing diagnostic software, reduce development time and improve its quality
by generating minimal test sequences and simplifying control schemes.

References

1. Babak V. P. et al. Principles of construction of systems for diagnosing the energy
equipment //Diagnostic Systems for Energy Equipments. — 2020. — C. 1-22.

2. Nikitaev V. G. et al. Approach to building knowledge bases in information-measuring
systems diagnostics of acute leukemias // Journal of Physics: Conference Series. — IOP Pub-
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DOELIB - DESIGN OF EXPERIMENTS PROBLEM LIBRARY

Pavlik G.V.
National Aerospace University “Kharkiv Aviation Institute”, Kharkiv, Ukraine
Dotsenko N.V.
O.M. Beketov National University, Kharkiv, Ukraine

To improve the efficiency of experimental studies, it is of great importance to
develop a strategy for optimal planning of the experiment. The modern method of
planning an experiment is intended to expand the technology of industrial planning
of an experiment, and consists of integrated methods and tools for planning, per-
forming and analyzing an experiment [1, 2]. The task of planning an experiment is
to find the optimal combination by enumeration of options. The use of combinatorial
plans makes it possible to optimally reduce and significantly reduce the cost of com-
puter time. The construction of combinatorial schemes belongs to combinatorial
analysis, and their application in real experimental studies is an application of com-
binatorial analysis in experiment planning [3].

The problem under consideration belongs to NP-complete problems. The tra-
ditional directions for solving this class of problems are as follows: devising exact
algorithms, which work reasonably fast only for small problem sizes; devising
"suboptimal” or heuristic algorithms, i.e., algorithms that deliver approximated so-
lutions in a reasonable time; finding special cases for the problem for which either
better or exact heuristics are possible. Various heuristics and approximation algo-
rithms, which quickly yield good solutions, have been devised.

The purpose of the report is to develop a set of test problems for evaluating the
effectiveness of approximate methods for constructing optimal plans for a multifac-
torial experiment.

This paper contains the description of a Design of Experiments problem library
(DOELIB) which is meant to provide researchers with a broad set of test problems
with various properties. For every problem a short description is given along with
known lower and upper bounds.

References
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KOHCTPYKTUBHE IIEPEPAXYBAHHS
JIATHOCTHYHHMX MOJIEJEM

[TaBmuk I'.B.
Hamionanshuii aepokocMiunmii yHiBepcuTeT iM. M.€. J)KyKoBchbKOTO
«XapKiBChKHU aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

VY cdepi BUpoOHMIITBA Ta eKCIUTyaTalii KOMIT'TOTEPHUX CHCTEM 3HAYHy POJIb
BiJlirpa€e TexHiyHA HiarHOCTHKA. [H(opMallis, 0 0JepKY€ETHCS 3a JOMOMOTOO 3a-
c0o0iB IarHOCTUKH PO CIIPaBHICTh MPHCTPOIB, MICIIE Ta TPUYUHH BiJIMOB JO3BOJISIE
BCTaHOBHTH NPsIMi 1 3BOPOTHI 3B'I3KM KEPYBAaHHS SIKICTIO Ta HAAIHHICTIO TEXHIYHOI
CHCTEMH, 1[0 eKCITyaTyeThest [1].

JIisi CKOpOYCHHS CTPOKIB NMPOEKTYBaHHS 3acO0IB JIarHOCTYBAaHHS Oa)kaHO
MaT{ CTaHJIApTHI pillleHHs 3 opraHizamil e()eKTHBHUX MPOIIECIB MEePEeBIPKU KOMI'I0-
TEPHUX CHUCTEM i IXHIX KOMIIOHEHTIB.

CyuacHi MeToJqu JiarHOCTYBaHHS OpPIEHTOBaHI Ha MOPIBHSIHO BY3bKi KJacH
JIMCKPETHUX MPUCTPOIB [2, 3].

MeTo10 q0n0BiAi € po3rIis aKTyallbHOT Mpo0IeMH PO3pOOKH HOBHX METO/IB
1 3ac00iB 3a0e3neuyeHHs e(PeKTUBHOCTI, HAMIMHOCTI, KOHTPOJIIO, TIarHOCTUKH.

B nonogizi po3risiHyTo MeTo (PYyHKI[IOHATBHOTO KOHTPOJIO JUCKPETHUX TPH-
CTpOiB, 3aCHOBaHMH Ha KOMOIHATOPHOMY TIiX0/1i 10 Kiacudikaiii 00'extiB. [Tomryk
ONTUMAJIBHOTO PIllIEHHS Ccepejl 3aJ]aH0T MHOXKMHU BapiaHTIB HAa3BHYAHO CKIIA-
HUI 1 BUPILIYETHCSI IIUIIXOM TIepe0opy, OJHAK Y OLIBILIOCTI 33/1a4 TaKHii IIOBHUH Tie-
peOip He3ailicCHEeHHUIA.

JlJist 3MEHIIEHHST KIIBKOCTI BapiaHTIB, 10 PO3IIISAAIOTHCS, HA MHOYXKHHI BCIX
00'eKTiB BBOJISITBCS BIIHOIICHHSI €KBIBAJICHTHOCTI il MHOXHHA BCiX 00'€KTIB po30H-
Ba€THCS HA KJIACH €KBIBaJICHTHOCTI. By ib-sikuii 00'€KT 13 KJlacy eKBIBaJIGHTHOCTI 3a
JOIIOMOTOI0 33IaHUX ME€PETBOPEHB IEPEXOJUTh B IHIIMH 00'€KT i3 IIBOTO X KiIacy
€KBIBaJEHTHOCTI.

st oneprkanHs iHGOpMaIii PO MHOKHHY BCiX O0'€KTIB IOCTATHBO BHOpATH
TUTIOBOTO IPEJICTABHUKA BiJI KOKHOTO KJIaCy €KBIBAJICHTHOCTI.

3a 10ImoMOTro0I0 po3p0oOIEHOTO METOLy KOHCTPYKTUBHOTO TIepepaxyBaHHs lia-
THOCTUYHHUX MoOjeleil copmoBaHi kaTtajord TunoBux JIM, HeoOximHi npu no0y-
JIOBi 32C00iB KOHTPOJIIO.
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BUKOPUCTAHHSA IHOOPMAIIIMHNUX TEXHOJIOI'TA
JJIs1 BUBHAYEHHSA BAI' TIJIA KOCMOHABTA
1 MAJIOI BATH OB'E€EKTIB B YMOBAX HEBAI'OMOCTI

Konowmiiines O.B.
Hamionanshuii Texuiuanii yaiBepcutet “XIII”, Xapki, Ykpaina
Komapos B.O.
BilicekoBuii IHCTUTYT TelleKOMYHiKamii Ta iHpopmaru3auii imeHi ['epoiB Kpyr,
Kuis, Ykpaina

BypxmuBuii pO3BUTOK KOCMIYHHX TEXHOJOTIil Ta MparHeHHs MiAKOPEHHS KOC-
MOCY BiIKpHBa€ HOBi NIMPOKI NEPCHEKTHBHU 100 MOJIANBIIOr0 BUBUYCHHS Ta BUKO-
PHCTaHHS KOCMIYHOTO ITPOCTOPY HA KOPUCTh HayKu. TOMY, FOIOBHIM 3aBJaHHSM,
MIPY BUKOPUCTaHHI KOCMIYHMX KOMIUIEKCIB Ta TPAHCIIOPTHUX 3ac00iB, € TOCTABKa
Ha opOiTy Ta HOBEpHEHHS 3 HET KOPHCHHUX BaHTaXIB Majol Baru. Taki TpaHCIIOPTHI
3ac00U JI03BOJISIFOTH MTOBEPTATH 3 OPOITH Ha 3eMITIO 3 aBTOMAaTHYHHUX arapaTiB KOC-
MOHABTIB, MaTepialli HAyKOBUX JOCIHI/PKCHb 1 €KCIIEPUMEHTIB, a TaKoX o0nai-
HaHHS, 1110 BUMILLIO 3 JIaay TOLIO.

TakuM YMHOM, BU3HAYEHHSIM Bard Tijla KOCMOHABTA 1 Majoi Baru 00'€KTiB B
YMOBaX HEBATOMOCTI € aKTYalbHOI HAYKOBOO 3a1a4€kO.

Metolo a0moBili € CTBOPEHHS MPUCTPOIO VIS BUCOKOTOYHOTO BH3HAUCHHS
Baru TiJla KOCMOHABTIB 1 MaJiol Baru 00'€KTiB B yMOBaX HEBArOMOCTI.

B nomoBixi po3risiHyTO HaHOIIBII 3pyUHI 1 HEPCIIEKTUBHI METOM BU3HAYCHH S
IHepIIiaJIbHOT Baru Tijla B yMOBaX HEBArOMOCTI, SIKi BAKOPUCTOBYIOTh PI3HOTO POIY
OCLIMJIATOPY Ta MPUJIAJN, 10 JO3BOJSIOTH BUMIPIOBATH MapaMeTpH TiJia, sSIKe KOJIH-
BAETHCS, & TAKOXK — PI3HOMaHITHI 3aBJIaHHSI, SIKi [IOB's13aH1 3 BU3HAUSHHSM Baru 00'-
€KTiB MaJIoi Bar.

3anponoHOBaHO BUKOPUCTAHHS 1H(QOPMAIITHUX TEXHOJIOTIH AJsl BU3HAYCHHS
Bard TiJla KOCMOHABTIB 1 MaJyioi Baru 00'€KTiB B yMOBax HeBaroMocTi. [Ipu 1pomy
KOHTPOJIOETHCS 3MiHA YacTOTH BJIACHHX KOJHMBAaHb AMHAMIYHOI CHCTEMH, JIO SIKOT
YKOPCTKO 3aKPIIUIEHO 00'€KT KOHTPOJTIO.

[IpencraBneHo TexHI4YHI PO3POOKHU IPYKHO-BATOBOTO MPHUCTPOO TS IIPOBE-
JICHHS BUMipIOBaHb Baru 00'eKTa KOHTPOIIO.

HaBezneHo cxeMo-TeXHIUHe pillIeHHS NMPUCTPOIO, K OJHOCTYIIEHEBOTO OCIH-
JIATOpa, CTOCOBHO SIKOTO MOXYTh OYTH 3aIlMCaHi BiAMOBiAHI PiBHSHHS AWHAMIKA
3MiHH Bard 00'€KTa KOHTPOJIIO 32 9acoM. PO3KpPHUTO MPHUHITUT [Tii IPUCTPOIO.

Crnucok Jgiteparypu

1. MeTOH KOHTPOJIFO YaCTOTU BJIACHUX KOJIMBAHBb IJIs1 BUSHAYCHHSA Baru TiJla KOCMO-
HaBTa i Manoi Baru B ymoBax Hesaromocti / O. B. Komowmiiinies, B. O. Komapos, O. M.
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URI:https://repository.kpi.kharkov.ua/handle/KhPI-Press/63163.

93


https://repository.kpi.kharkov.ua/handle/KhPI-Press/63163

CyuyacHi HanpsiMy po3BUTKY iIH(OPMaLiiHO-KOMYHiKaLiHMX TEXHONOTiN Ta 3aco6iB ynpaBmiHHs

CYYACHA MOBIJIBHA OJJHOITYHKTHA
TH®OPMAIIMHO-BUMIPIOBAJIbHA CUCTEMA

Komnowmiiines O.B.
Hamionanshuii Texuiuanii yaiBepcutet “XIII”, Xapki, Ykpaina
Kamauora B.B., bainadyxa O.C., becnansko O.B.
XapkiBchkuid HanioHanpHui yHiBepeuTeT [loBiTpsiHux Cu imeHi 1. Koxxemy0a,
XapkiB, Ykpaina

Bimoma, Benrka HU3Ka METO/IB MO0 MOOYIOBH (OITUMAIBHOTO CHHTE3Y) iH-
¢dopmariitno-BumiproBanbauX cucteM (IBC) pi3Hux 3a JianazoHaMu XBHIIb Ta MPH-
3HaueHHsIM. Taki MeToi 6a3yI0ThCs HAa MATEMAaTHYHOMY anapati MepeTBOPSHHS BU-
MIpIOBaJIbHUX CHUTHAJIB, TEXHOJIOTISIX BUMipPIOBaHb, MIEPEIaBaAHHS Ta OMPAIFOBAHHS
CUTHAJIIB 1 IaHWX, BUKOPUCTaHHI Cy4acHUX 1H(OpMaIiifHO-KOMYHIKaI[IITHUX KaHa-
JIiB epeaBaHHs iH(opMallii, MeToJax J0CHiHKEHb METPOJIOT YHUX XapaKTEPUCTHUK
tomo. TeopeTnyHi ocHoBH IBC yMOBHO MOXKHa PO3JIIIMTH Ha JIBA BEJIMKI HAITPSIMHU:
OCHOBHU po3po0OuieHHs 1 crBopeHHs IBC (s TeXHIYHOT CHCTEMH) Ta — OCHOBU (DyHK-
nionyBanus IBC (sk anapaTHO-ITporpaMHUX 3ac00iB BUMIpIOBaHHSI, 110 BioOpaka-
I0Th XapaKTepHi crnenudiky Ta 0COOIMBOCTI CMUILHOCTI 1 KOHKPETHKH MPOBEICHHS
NPOLIECIB BUMIPIOBAHHS).

Mertolo 10m0BiAi € NOBeNEHHS HAyKOBHUX IIIXOMIB IIOJ0 CHHTE3Y Cy4acHOI
MOOLIBHOT OJJHOITYHKTHOI iH(popMariiiHo-BuMiptoBaiibHol cuctemu (MOIBC) mis
3a0e3neyeHHs! TPAEKTOPHUX BUMIPIOBaHb JiTAILHUX anapartiB (JIA) Ha MoyliroHHuX
BUIIPOOYBAIEHO-00UHCIIOBAIBHIX KOMIUIEKCAX.

B nonogiai nposeneHo anamni3 ocodauBocteil ontumaibHoro cuatesy IBC pi-
3HUX 32 Aiana3oHaMH XBUIIb.

PosrisiHyTO Mpoliec BUMiproBaHHs apaMeTpiB pyxy JIA, skuit xapakrepusy-
€TBCs1 ITOCITIIOBHIM 3aCTOCYBaHHSM JIBOX Mip: (Di3U4HOI Mipy (OMHUIII 200 IIIKAIHN)
IIpU EKCIIEPUMEHTANBHOMY ii MOPIBHSHHI 31 3HAYSHHSM BUMIPIOBaHOI BEJIMYHMHHU, a
TAKOXX HOPMOBAHOI WMOBIPHICHOI MIpH JijIsl CTATUCTUYHOTO OLIHIOBAHHS PE3yJib-
TaTy BUMIPIOBaHHSI 1 OTO SIKOCTI (XapaKTePHCTHKH TOYHOCTI).

3amporonoano MOIBC, ska 3abe3neunts BusiBieHHS JIA, Horo 3axsar,
CTifike KyTOBE aBTOMATHYHE CYMPOBOKCHHS, BHCOKOTOYHE BHMIpPIOBAaHHS KYTiB
a3UMyTa 1 MicCIls, MOXWIOI JadbHOCTI, padiaibHOI i KyTOBHUX IIBHIKOCTEH y MIMPO-
KOMY [iara3oHi JaIbHOCTeH, y Oyab-aKui 9ac poKy, H00u i 3a Oyab-sIKOi TOTOIH, Y
Oyap-sKiii TouIli 1 3a Oy Ib-SIKIM penbedhoM MiCIIEBOCTI OJITOHY Ta OaraTOKaHAIbHY
nepenady KOMaH] KepyBaHHs Ha JIA.

Crnucok Jgiteparypu
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Mipcekuin 4.2. InpbopmauinHi TexHonorii
y UMBINbHin 6e3newui

BLOCKCHAIN TECHNOLOGY IN CIVILIAN SECURITY

Buslov P.V., Yevheniev A.M., Kireieva S.O.
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

The adoption of blockchain technology in civil security represents an important
step towards increasing citizen security and protecting citizens' rights and freedoms.
Blockchain technology is a secure, decentralised system that can be used to exchange
and store data without the possibility of tampering [1]. This makes it an ideal tool to
improve law enforcement and provide a more reliable system of civil security.

The purpose of this paper is to explore the applicability of blockchain tech-
nology to civil security in Ukraine, in order to identify the main benefits and poten-
tial challenges of using this technology to improve the security of citizens, and there-
fore the entire country [2].

The report focuses on the main benefits of using blockchain technology in
civil security, as well as the possible problems and challenges associated with its
implementation. Initially, the paper discusses the theoretical background of block-
chain technology and how it works [3]. It then explores the main benefits of block-
chain technology in civil security, such as transparency, reliability, security and the
ability to create decentralized systems. Then, the potential challenges and problems
in the implementation of blockchain technology in civil security in Ukraine are dis-
cussed, such as limited access to the technology, the high cost of implementation,
legislative and regulatory issues [4].

As a result, based on the analyzed information, it is concluded that blockchain
technology can be an important tool to improve civil security in Ukraine. It allows
the creation of secure, transparent and reliable data management systems that can
help improve the efficiency of law enforcement, protect citizens' personal data and
combat corruption and smuggling. However, successful implementation of block-
chain technology requires sufficient effort on the part of government agencies and
professionals to address the potential problems associated with its use. It is therefore
proposed to draw attention to the potential of blockchain technology to improve civil
security, and to insist on additional research for its subsequent implementation.
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PO3POBKA BEB-IOJATKA JJ151 TPAHCIIOPTHO-JIOTICTHYHOI
KOMITAHII 3 BAKOPUCTAHHSIM TEXHOJIOI'TI INTERSYSTEMS IRIS

Jlemenko O.B., Anikin A.M.
Hamnionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKUI aBiallifHU# IHCTUTYT», XapKiB, YKpaina

EdektrBHEe KepyBaHHS MEPEBE3CHHAMH OYIIb-KHX IMiAMPHEMCTB MOXIIHBO
3a JOMIOMOTOI0 YJIOCKOHAJICHHSI IIPOLIECIB B TAKOT TaiTy3i sIK JIOTicTHKA. Benuka Kib-
KiCTB MpOo0JIeM JIOTICTUYHUX KOMITaHiH ITOB’I3aHi 3 ONTHMI3aIli€r0 poOOTH TPAHCIIO-
PTY y JNAHI[I031 JTOTICTHYHHUX CHCTEM, OCOOJIMBO SKIIIO II€ OB’ SI3aHO 3 BOEHHUM CTa-
HOM [1]. 3HIKeHHs cOGIBapTOCTI MEPEeBE3eHb Ta X OMTUMI3AIliF0 MOKIIHBO 32 JI0MO-
MOTOI0 SIKICHOTO TUIAaHYBaHHS Ta OPTaHi3allifo MePeBE3CHHS.

MerToio 1onoBini € BUKoprucTaHHs iHQopMaliiftHuX TexHouorii InterSystems
IRIS nsist po3poOku BeG-01aTKa U1l TPAHCIIOPTHO-JIOTICTHYHOT KoMmaHii. [1pu Bu-
KOPHCTaHHI 3allpOIIOHOBAaHUX TEXHOJOTIH 3 SBISETHCS MOXIIUBICTH 30epiratu Be-
JIMKI 00’€MU JIaHWX, aHAI3YBAaTH 1X Ta 3aCTOCOBYBATH 1X JUISI MOJAJIBIIOTO IPOTHO-
3yBaHH: MISUTBHOCTI KOMITaHii.

B nonoBizi HABOATHCSI 0COOIMBOCTI OpraHizallii HepeBe3eHHs] BAHTAXKY Tpa-
HCIIOPTOM, a TaKOK CTPYKTypa CTBOPIOBAHOTO pillieHHs. HaBeieHi JaHi MoKa3yIoTh,
1110 Ha e(DeKTHBHICTb IEPEBE3CHHS BAHTAXY Ta BAPTICTh BILIMBAIOTH 0araTo YMHHU-
KiB, TaKi SIK: THIT BAHTaXXy, Bara BAHTaXy, Bara pu4eny, CTaH JIOpir, BATPATH Nallb-
HOTO TPAHCIIOPTOM, BiZICTAHb MiXK IBOMa TOUKaMH TpaHcdepy toro [1].

Po3poOka BeO-10/1aTKa BUKOHAHA HA OCHOBI TPUPIBHEBOT TEXHOJIOTIT KIIIEHT-
cepsep. [HTepdeiic kKiHLEBOro KOpUCTyBa4Ya po3poOICHUH 3a TOMOMOTOI0 Cy4acHUX
MeTOmiB Ta iH(opMariiHux TexHomorii, Takux sk. HTML, CSS, JavaScript,
InterSystems ZEN ta API inTepdetiicom no cepsicy kaprorpadii. s po3podku Ta
PO3TOpTaHHs I0JATKiB BUKOPUCTAHI TexHoJorii mnatdopmu InterSystems IRIS, 1o
3abe3nedye BUCOKUI piBeHb MPOAYKTUBHOCTI. CepBepHa YacTHHA JOJaTKa BHKO-
HaHa MiJ{ YIPABIHHAM O0'€KTHO-PEISIINHII CHCTeMU KepyBaHHs 0a3zaMu JTaHUX
InterSystems IRIS [2].

Po3pobnennit Be6-101aTOK TO3BOJIMTH BUPIIIATH MUTAHHS PO3PAXYHKY Map-
HIPYTiB Ta BUTPAT IIiJ Yac MPOILECy NepeBe3eHHS] BAHTAXKIB. Y 3B’SI3Ky 3 BEJIHUKOIO
KUTBKiCTIO YMHHUKIB, IO BIUTMBAIOTH HA JaHUI IPOLIEC, pO3POOIICHHI JOAATOK J10-
3BOJIUTHh €()EKTUBHO aBTOMATH3yBATH IMPOLIEC OpraHi3aIlii TpaHCIIOPTHO-JIOTICTHY-
HUX [IepEBE3CHb.

Crnucok Jgiteparypu
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KOMIIOHEHTHHUI METOJ AHAJII3Y JIOT'ICTUKH
INOCTAYAHHA BIMCBKOBOI TEXHIKHA
B 30HY BOEHHOI'O KOH®JIIKTY

®enoposuu O.€., Jlemenko F0.0., Konosanosa O.B., Manees JI.B.
Hamionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XykoBcbkoro
«XapKiBChKUH aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

EdexTuBHEe BUKOpHCTaHHS! 030pPO€HHS B 30HI BOEHHOTO KOH()TIKTY ITOB’s13aHE
3 HasIBHICTIO HEOOXiTHOI KUTHKOCTI 3a0€3MeUyrounx KOMIIOHCHT 030poeHHS (00€-
MIpUMacy, 3ar4acTiH, PEMKOMIUIEKTH, JAOMOMIXKHA TEXHiKa, Tolo). ToMy akTya-
JIbHA TeMa JIOIOBIJII, B SIKiil HAaBEJCHI pe3yIbTaTH AOCITIDKEHHS (OpMYyBaHHS HEOO-
X1THUX 3amaciB 3a0€3MeUyI0unuX KOMIIOHEHT 030pOEHHS B 30HI BOEHHOTO KOHQIIIKTY
[1, 2].

MeTo10 10TIOBiIi € CTBOPEHHS, 32 IOTIOMOTOI0 PO3PO0IIEHOr0 KOMIIOHEHTHOTO
METO/Ly, BUMOT J10 (hOpMyBaHHS 3araciB 030poeHHs Ta 3a0e3Meuy0unX KOMIOHEHT
T e(hEKTHBHOTO BUKOPUCTAHHsI 30pOi B 30H1 OOHOBUX Iiid.

B nomoBini HaBeneHO pe3ynbTaTH PO3pOOKH OPHTiHAIBHOTO KOMIIOHEHTHOTO
METO/Iy, IKUH T03BOJISIE CPOPMYBATH KUIBKICHI BAMOTHY 10 HEOOXITHUX 3araciB Biii-
CHKOBOI TeXHIKH (030poeHHS Ta 3a0e31e4uyo4i KOMIIOHEHTH) B 30HI BOEHHOTO KOH-
¢uikry.

CrTBOpeHa KOMIIOHEHTHA CTPYKTYpa BiiCHKOBOI TEXHIKH, 32 JOTIOMOIOKO SIKOi
OIIIHIOETHCS TIOTPIOHICTH B 030pO€EHH] Ta 11 KOMIUIEKTYIOUHX, IO Al JIa€ MOMKIIU-
BicTh C(POPMYBATH BUMOTH 0 OOCSITIB apMiiiCBKUX CKJIa/iB, CKJIaJ[iB BAPOOHHUKIB Ta
MOCTavalIbHUKIB BIICHKOBOI TEXHIKU. 3a JIOMOMOTOI0 0araTolapoBoi KOMIIOHEHT-
HOT CTPYKTYpH BIHCHKOBOI TEXHIKM Ta 0a3u MpereneHTiB (OPMYIOTHCSI BAMOTH JI0
BUPOOHUIITBA 030POEHHS Ta ii KOMIUIEKTYIOUMX B YMOBaX MOTPEO BOEHHOT'O CTaHy.
BinokpemiieHi B KOMIOHEHT BiCHKOBOI TEXHIKM (IOBTOPHOTO BHKOPUCTAHHS,
aJalTHBHI, IHHOBAIIIHI).

[Ipu HepocTaTHI KiNBKOCTI 030POEHHS B 30H1 O0HOBHX Jil, CTIOYATKy (Gopmy-
I0ThCSI BUMOTH JI0 apMIMChKUX 3araciB, Jaii 10 CKJIaJ(iB BUPOOHHKIB.

3anpornoHoBaHUH MiXiA JO3BOJISE OOTPYHTYBATH OTPEOY B KITBKOCTI 3a1aciB
030poeHHS Ta ii 3a0e3meuyrounX KOMIIOHEHT JJIsl BUKOPUCTaHHS B 30HI BOEHHOTO
KOH(ITIKTY.
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MOJIEJII TA THOOPMAIIMHA TEXHOJIOI'IA JTOCAKEHHA
JOTI'ICTUKHU ®OPMYBAHHA 3AITACIB O35POCHHA
B YMOBAX BO€EHHOI'O CTAHY

®enmoposuu O.€., [Tominmyk €.B., ConosiioB B.C., ®enoposuu B.A.
Hamionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XykoBcbkoro
«XapKiBChKUH aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

3anacu 030pO€HHS TPAIOTh OCHOBHY POJIb JUIS TPOBEICHHS e(heKTUBHHUX 00 0-
BHX JIiil B 30HI BOEHHOTO KOH(JTIKTY.

ToMmy akTyanpHa TeMma AOMOBiAi, B SIKIH MpPEACTaBICHI Pe3yabTaTH MOJEIIO-
BaHHSI JIOTiCTUKY (POPMYyBaHHsI 3araciB 030pOEHHS JUIsi CTBOPEHHS BIICBKOBOTO Ta-
PHUTETY CHJI B 30HI BOEHHOTO KOH(IiKTY [1, 2].

MeTtor0 1omoBizi € moOy10Ba ONTUMI3AIITHOT MOJIEII ISl OIIHKU HEOOXITHUX
3araciB 030pO€HHS MOTPIOHUX B 30HI BOEHHOTO KOH(QJIIKTY, sKi 3a0e3neuyroTh (o-
pPMyBaHHS BifiCHKOBOTO MAPHUTETY CHJI, & TAKOX MOXIIHBOI aCHMETPii 32 paxyHOK
BUKOPHCTaHHS Cy4acHOi 30poi (repesara sKOoCTi HaJ| KiJIbKICTIO).

B nomoBini HaBeeHO pe3yabTaTH PO3POOKU Ta BAKOPUCTAHHS ONTHMIi3aliiHOT
MOJIEITi, 32 JIONTOMOTOIO SIKOi (JOPMYETHCSI BAMOTH JIO 3araciB 030pOEHHS B iHTEpBa-
JILHOMY BHIJISIII Bifl MIHIMAJIbHUX O MaKCHMajbHUX 3amaciB. MiHiMajbHI (cTpa-
XOBI) 3amacy JI03BOJISIFOTh HE TOPYILUTH XapakTep 0oWoBUX Aid (HacTyn abo 00o-
poHa).

MakcumalipHi 3anacu 3a0e31e4yyoTh BCTAHOBJICHHS aCUMETPii y BIHCHKOBOMY
MAPUTETI CUIL

[IpoBenena onTuMizallisi IOTICTHYHUX BUTPAT, sIKI BAHUKAIOTh TP IIOCTA4aHHI
BiliCHKOBOI TEXHIKU B 30HY BOEHHOT'O KOH(IIKTY B YMOBax 3arpo3 Ta PU3UKiB BOEH-
HOTO TaHy.

Pe3ynpTaTi NOCHIKEHHS IOLIIBHO BUKOPUCTOBYBATH M OOIPYHTYBaHHS
HEOoOXITHMX 00CSATIB 030pOEHHS Ta BiiICHKOBOT TEXHIKH B 30HI BOEHHOT'O KOH(IIIKTY
Ta (JOpPMYBaHHS JOBTHX JIOTICTUYHHX JIAHIIOTIB IOCTA4YaHHS 030POEHHSL.

Bukopuctani MareMaTHuHI METOIM: CHCTEMHHUIl aHami3, 1io4ncensHa (Oy-
JIeBa) ONTUMI3allis, OaraToOKpUTepiaTbHII METO/I, SIKICHI Ta KiCHIi oriHfoBaHHA. Ha-
YKOBa HOBH3HA JOCIIPKEHHS OB’ s3aHa 31 CTBOPEHHSM ONTHUMI3aIliitHIX MoaeIen
JUIsl aHai3y (QOpMyBaHHs 3araciB 030pOEHHS B 30HI BOEHHOTO KOHQITIKTY.
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MOJEJI JIOTICTHKHA IOCTAYAHHA
BHUCOKOTEXHOJIOTTYHUX NIAITPUEMCTB
B MUPHHMI YAC TA B YMOBAX BOEHHOI'O CTAHY

®enoposuu O.€., [Iporgakos FO.JI., Pudka K.O.
Hamionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XykoBcbkoro
«XapKiBChKUH aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

CyuacHa JIOTiCTHKa [TOCTaYaHHs BUCOKOTEXHOJIOTIYHUX ITiNIPHEMCTB € CKJIa]I-
HOIO 3-3a mio0amizaiii BUPOOHUIITBA Ta IMOSBH JOBIMX JIOTICTHYHUX JIAHIIFOTIB.
ToMy akryasbHa TeMa JIONOBIi, B SIKii PeICTaBICH] pe3yJIbTaTH JOCIIDKEHHS JI0-
FCTHKKA IOCTAYaHHS TiJNPUEMCTB B MHPHHH Yac Ta B YMOBaX BOEHHOTO
crany [1, 2].

MeTo10 TOTIOBITi € CTBOPESHHST KOMIUIEKCY MOJIEIICH Tl aHAJTi3y Ta ONTHMi3a-
il JIOTICTHYHUX JIAHIIOTIB ITOCTAaYaHHsI BUCOKOTEXHOJIOTIYHUX ITINIPHEMCTB SIK B
MUPHHI Yac, TaK i B yMOBaX BOEHHOTO CTaHy.

B nomoBini HaBeaeHI pe3ybTaTH MOJICITIOBAHHS TOBIHX JIAHINFOTIB OCTAYaHHS
3 ypaxyBaHHSIM MOXJIMBUX 3arpO3 Ta BUHUKHEHHSI BPAa3JIMBOCTEN sSIK y MUPHUH 4ac,
TaK 1 B BOEHHOMY cTaHi kpainu. CTBOpeHa MOJIEeIb ISl ONTHMIi3allil JIOTICTUYHHUX BH-
TpaT 3 ypaxyBaHHIM BPa3IMBOCTCH, SIKi BAHHKAIOTh B IOBIMX JIAHI[IOraX MOCTAYaHHS
(cTapiHHS TPaHCIIOPTHUX CHUCTEM, BUHHKHEHHS KIIMAaTHYHHMX 3arpo3, BY3bKi MICIIs,
TOLIO). Y MUpPHHMII 4ac 3arpo3u OB S3aHi 3 Jerpaalielo TPAaHCIOPTHUX CUCTEM, 1105~
BOIO TEPOPUCTUYHUX aKTIB, aBapiMHUX CUTYalliif, TOII0. B yMOBaxX BOEHHOTO CTaHy,
BUHUKAIOTh HOBI 3aIPO3H JIOTICTHKH ITOCTAYaHHs, sIKi HEOOX1IHO BpaxyBaTH npH ¢o-
PMYBaHHI JIOTICTHYHHUX KaHAIIB JJIsl TPAHCTIOPTYBAHHS 030pOEHHS Ta BIlICHKOBOT TeX-
Hiku. [IpoBesieHa onTuMi3alisi pU3MKIB OCTAYaHHS, B yMOBaX BOEHHHUX 3arpo3, 3 ypa-
XyBaHHIM 4acy Ta BUTpaT. [Ipu eBakyarlii (pesiokailii) BACOKOTEXHOJIOTIUHHX MiATPH-
€MCTB JIO TUITY, BAHUKAE PsiJl HOBUX JIOTICTHYHHX 33/1a4 TAKKX SIK: BHOIp MicCIls po3Ta-
LIyBaHHS ITiIPUEMCTBA, (OPMYBAHHS HOBHX JIOTICTHYHHUX KaHAIIB IOCTAYaHHS,
CTBOpEHHS CTaOUIBHOI €HepPreTHYHOl CTPYKTYpH, Tomlo. Po3pobieHa iHTepakTHBHA
imMiTamiiiHa MOZIeNb JJIsl IOCITI/DKEHHST IMHAMIKH JIOTICTUYHHX TIPOLIECIB MMOCTAYaHHSI
BHUCOKOTEXHOJIOTIYHHX ITiAMPUEMCTB SIK Y MUPHHUH 9ac, Tak i B yMaX BOEHHOTO CTaHy.
Po3po0bireHo opUTiHATEHUI aTOPUTM ONTHUMI3AllIi, 32 paXyHOK XBIUIB 3a5BOK, SIKi p0O3-
TTOBCIO/DKYIOTECSI B PI3HOPIHIN TPAHCIOPTHIA MepeKi, I TOIIyKy ONTHMAIBHIX
MapIIpyTiB B yMOBaX 3arpo3 Ta 30yKEHHS BPa3IMBOCTEH.

Crucok JgiTeparypu

1. Value stream analysis in military logistics: The improvement in order processing
procedure [Text] / R. Acero, M. Torralba, R. Pérez-Moya, J. A. Pozo // Applied Sciences. —
2020. — Vol. 10, No. 1. — Article No. 106. DOI: 10.3390/app10010106.

2. MonentoBaHHsI TPAHCTIOPTHOT JIOTICTUKYU BIHCHKOBHX BaHTAXKIB 3 ypaxyBaHHSIM 30U-
TKiB, SIKi BUHHKAIOTh Y 30HI 00HOBHX fiii Yepes 3ami3HenHs y nocradanHi [Tekcr]/ O. €. De-
noposud, O.C. Vpycekui, I. 5. Yemxos, M. I Jlyxamin, }O. JI. IlpoHuakos,
K. O. Pu6ka, 1O. O. JleuieHko // PanioenexTponHi i komn torepHi cucremu. — 2022, — Ne 2. —
C. 63-74. DOI: 10.32620/reks.2022.2.05.

99


https://doi.org/10.3390/app10010106
https://doi.org/10.32620/reks.2022.2.05

CyuyacHi HanpsiMy po3BUTKY iIH(OPMaLiiHO-KOMYHiKaLiHMX TEXHONOTiN Ta 3aco6iB ynpaBmiHHs

IMITAIIMHE MOJEJIOBAHHS JIOTICTUKH
IMOCTAYAHHSA O3BPOEHHS B 30HY BOMOBUX I

®enoposuu O.€., Pubka A.B., Umnxyn €.K., ITickiosa T.C.
Hamnionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKHU aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

3arocTpeHHs OOMOBHX [Iili B 30HI BOEHHOTO KOH(UTIKTY TOTPEOY€e CBOEYACHOTO
MOCTAYAHHS 030PO€EHHS [Tl CTBOPEHHSI BIICHKOBOTO MAPUTETY CHIL

ToMy akTyanbHa Tema JOMNOBifI, B SIKiM IpeACTaBIEHI pe3yJbTaTH AOCIi-
JDKCHHSI JIOTiCTHKHU MTOCTAYaHHS BiifCbKOBOI TEXHIKHM B yMOBAaX BOEHHOTO CTaHY Kpa-
iam [1, 2].

MeTo10 10TIOBiAAi € CTBOPEHHSI IHTEPAKTHBHOI IMiTallIfHOT MOZIEII JIJIsI aHAITI3Y
MMOCTaYaHHs BIICHKOBOI TEXHIKM B 30HY BOEHHOTO KOH()TIKTY.

B nonoBiai HaBeIeHO PE3yNBTATH IMITALITHOTO MOJIEIIOBAHHSI JIOTICTHKH T10-
CTayaHHs 030POEHHS MAJIMMHK TIAPTiSIMU B YMOBaX BOEHHUX 3arpo3.

3a gomomMororo po3po0IIeHoT iMiTallitHOT MOJIeITi JOCIIIKYIOTBCS JIOBTI JIOTiC-
TUYHI JIAHIJIOTY [TOCTa4YaHHs 030pOEHHS B YMOBaX BUHMKHEHHs 3arpo3 Ta PHU3HKIB
BOEHHOTO CTaHy.

P0o3po6eHo OpHUTriHATIBHUNA aITOPUTM TSI JOCITIKEHHS! JIOTICTUYHUX JIAHITIO-
TiB MOCTAaYaHHs1, 3aCHOBAHUH Ha TIOSIBI KJIOHIB BiJI 3asIBKH (MaJjia mapTist 030poeHHS)
y By3JIaX TPAHCIOPTHOT MEPEXi.

3a pe3ynbTaTOM KOHKYPEHTHOI OOPOTHOM KIIOHIB, B TPAHCIIOPTHIN Mepexi ¢o-
PMYETBCSI MAPUIPYT MTOCTaYaHHS 030POEHHS 3 MiHIMaJIbHIUM YacOM B YMOBAaX BHHH-
KHEHHsI 3arpo3 Ta 30y/DKeHHSI MOMKIIMBUX Bpa3nuBocTeil. OLIHIOIOTHCS JIOTiCTUYHI
BUTPATH VIS MOCTa4aHHs 030poeHHs. CBO€UacHe MOCTa4aHHs 030POEHHS CTBOPIOE
BIiICbKOBHUI MAPUTET CHUIL.

ToMy yac mocTayaHHs € OCHOBHUM KPUTEPIEM B IMITalliiHOMY iHTEpPaKTHB-
HOMY MO/JICTIFOBAHHI.

PesynbTaTi  JOCHIDKEHHST JOUIGHO BUKOPHCTOBYBATH MJsl (OpMyBaHHS
1aH-rpagikiB Ta MAPIIPYTIB NEpEeBE3CHHS BIlICHKOBOT TEXHIKHU BiJl IOCTAYaIbHUKIB
JI0 30HU OOMOBHX [Iiif B yMOBaX BOEHHHX 3arpo3.
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BUKOPUCTAHHSA IHOOPMAIIIMHNUX TEXHOJIOI'TA
JJISA KOHTPOJISAA TA PEAI'YBAHHSA HA ITPUPOJHI KATACTPO®H

€BrenbeB A.M., Pukos JI.M., bypakos A.P.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeeKTPOHIKN, XapKiB, YKpaiHa

JlonoBiap cripsiMoBaHa Ha JOCII/KEHHsI BUKOPHCTaHHS iH(OpMaIiiHIX TeX-
HOJIOTI# [Tl MOHITOPHHTY Ta pearyBaHHs Ha CTUXIiHI JuXa Ta X MPOTHO3YBaHHS.
[IpoBoauThCs aHami3, SIK Il TEXHOJOTIi MOXKYTh KOHTPOJIIOBATH CTHXIHHI JiMXa Ta
pearyBaTtH Ha HHUX.

B cyuyacHoMy cBiTi mpupo/IHi KaTacTpo(du CTaroTh Bce OLIbII Herepeadadysa-
HUMH Ta pyHHIBHUMH. Haj 1i€f0 TEeMOIO MpaIffoBalM BiOMi HAYKOBII, TaKi sIK
J. Smith [1], K. Gale [2] ta Bonaap 1O. [3].

MeTo10 A0TOBIAl € OCHIPKEHHSI MOXKIIMBOCTEH BUKOPHCTaHHS 1H(pOpMaIiii-
HUX TEXHOJOTIH /sl KOHTPOJIIO Ta pearyBaHHs Ha PUPOIHI KaTacTpodu.

OnHMM 3 HalBaXXIMBIMIMX IHCTPYMEHTIB B LIbOMY IPOLECI € CYITyTHUKOBUH
MoHiTOpuHT [1]. BiH 103B0OMNIsIE OTPUMYBATH Pi3HOMaHITHY iH(OpPMAILIiO TPO NPUPO-
JIHI KaTacTpOQu 3 BUCOKOI TOYHICTIO Ta IIBUIKICTIO.

30KkpemMa, CymyTHUKHU 37aTHI BU3HAYATH MiCI[E3HAXO/KEHHsI Ta IHTEHCHUBHICTh
3eMJIETPYCIB, MOXKEXK Ta MOBEHEH, 110 MPUBOUTH JI0 3MEHILICHHS HACIIIIKIB TPUPO-
JHHUX KaTacTpod.

Takox ICHYIOTb CUCTEMH, sIKI BKIIIOYAIOTh B ce0e IpoHu [2] Ta MOOLIBHI JoAa-
TKH, SIKI BAKOPUCTOBYIOThCS ISl 300pY Ta aHaI3y JAHUX IIPO MOTO/IHI, Te0JIOT1YHI
YMOBH Ta iHII (paKTOPH, 10 MOXKYTb IPU3BECTH JI0 NPUPOAHUX KaTacTpod. Ha oc-
HOBI OTPUMAaHUX JIAHUX CTBOPIOIOTHCS TPOTHO3H, SIKI JO3BOJISIFOTH BKUBATH 3aXO0/1iB
IUIsl SMEHIICHHS PU3UKY BUHUKHEHHS KaTacTpod.

Mo06isbHI T0JaTKU BUKOPHCTOBYIOTh JUIsl 3a0€3MeUeHHsT Oe3eKn HaceIIeHHs,
a caMe HaJlaHHs orepaTUBHOT iH(opMaIii mpo HeOe3eKy Ta BKa3iBOK LIO/O0 MOBeE-
JIHKH B pa3i KatacTpoQu.

Omxe, BUKOpUCTAHHS 1HQOPMALITHUX TEXHOJOTIH /I KOHTPOIIO Ta peary-
BaHHSI Ha MPUPOJHI KaTacTpo(y Mae BEIMKUH MOTEHIIAN Ta MOYKE 3HAYHO 3MEH-
[IUTH HACTIAKY TakuX mofii. OfgHak, BOHK HE € YHIBEPCAIBHUM 3aCO00M TSI BUPI-
IICHHSA BCIX IPOOIeM.

BaxximBo po3ymiTd, 1o Aii BiAIIOBiAaTBHUX OpPTaHiB Ta TPOMAaJICHKOCTI € He-
0OX1THUMHU [T JOCSATHEHHS yCITiXy B 60pOTHOi 3 MPUPOIHIMH KaTacTpodamiL.

Crucok JgiTeparypu
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3ABE3INEYEHHSA EOEKTUBHOI'O 3AXNUCTY BYAUHKY I3
CUCTEMOIO «PO3YMHHUM TIM»

Bunnuk I.P., B’roxin JI.A.,
XapKiBChKUH HAalliOHAIBHAN YHIBEPCUTET PalioeIeKTPOHIKID)
Cyxorermit B.M.
XapkiBchKuii HanioHansHu yHiBepeuTeT [loBiTpstHNX CHt
imeni IBana Koxxemy0a, XapkiB, Ykpaina

CydacHi TeXHOJIOTIT poOJIATEH Hall OyTUHKH BCe OUIBIN OC3MEYHUMH Ta KOM-
(bOPTHUMH /TSI TPOKUBAHHS.

3aBnsiku cucteMi "Po3yMHMI 1iM" MOXHa e(hEeKTUBHO KOHTPOIIOBATH CTaH Oy-
JMHKY Ta 3a0e31edyBaTH HOTo 3aXUCT Bij pisHUX Hebesnek. Llg cuctema Bkitodae B
cebe pi3HOMaHITHI CEHCOPH, IPUCTPOI BiJIEOCTIOCTEPEIKEHH S, 3aCO0M KOHTPOIIO JI0-
CTYIy Ta iHIII KOMITOHEHTH, SIKi I03BOJISIIOTH BiICIIJKOBYBATH TIOAI1, BiJ0yBalOThCs
B 6yJII/IHKy, Ta BYaCHO p€aryBaTi Ha HUX.

VY 3B'13Ky 3 MM, aKTyaJIbHOIO € TeMa JIOCiKeHHs cuctemu "Posymuuii aim"
111 3a0e31edeHHs epeKTUBHOTO 3aXUCTy OYyAHHKY.

[TpoBenenmii aHami3 nMokasas, 1110 iCHye OaraTo (akTopiB, 110 BIUIMBAIOTh Ha
Oesriexy B cuctemi "Po3ymMHMI JiM" BHBeJEHHS 3 JIaqy KOMYHIKaliifHOro o0naj-
HaAHHS cHCTeMHU, BUTIK [1-3].

MeTo10 10TOBiAl € OCHIPKEHHS Ta aHalli3 MOXJIMBOCTEW cucteMu "Po3ym-
HU qiM" [u1s1 3a0e3nedeHHs! ePeKTUBHOTO 3aXHUCTY OyIMHKY.

Posrisinyta cuctema "Po3ymHuuii nim" sik iHHOBaLiitHUE MeTO/1 3a0e3reueHHsI
Oe3reku Ta KoMPOpTy B OYJMHKY, MPOBE/ICHA OI[IHKA TEXHIYHUX XapaKTEPUCTHK Ta
MOJKJIMBOCTEH cucTeMu "Po3yMHUiA IiM" 17151 BUSIBIICHH T Ta 3aI100iraHHS MOXKITHBUX
3arpo3 Oe3relli KHUTIa.

[IpoBeneni qociikeHHs! BILIMBY cucteMd "Po3yMHuME 1iM" Ha 3HUKEHHS PU-
3UKY KpPaJbKOK, MOXKEK Ta IHIIMX HeOEe3MEeYHUX CUTYaIllil B OyJUHKY, PO3TISIHYTI
AJITOPUTMH Ta IIPOTpaMHe 3a0e3MeUeHHS AT ONITHMAIIBHOTO YIIPaBIIiHHS CHCTEMOIO
"Po3ymHu# 1iM" 3 METOI0 MAKCUMAJILHOTO 3aXHCTY OyIMHKY.

[IpoBenenuii anani3 NUTaHb BIPOBAKEHHS cucTemMu 'Po3ymHuit nim" B Oyam-
HOK Ta e()eKTUBHICTh BUKOPUCTAHHS CUCTEMH JUIs 3a0e3MeUeHHs Oe3MeKn KUTIa B
PI3HHX YMOBaX eKCIUTyaTarlii Ta BiIIOBIAHICTh BUMOTaM CyYaCHHUX CTaHAAPTIB Oe3-
meKu OyAWHKY.

Crucok JgiTeparypu
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NPUMHATTA AHTUKPU30BHX PIINIEHb B YMOBAX BUHUKHEHHSI
HAJI3BBUYAMHNUX CUTYAIIN PI3HOT'O XAPAKTEPY

TrotroHuK O.0.
XapKiBChKUH HalliOHABHUN eKOHOMIuHMH yHiBepcuTeT iMeHi Cemena Kyznens,
XapkiB, YKkpaina
TroTronuk B.B.
HamioHanpHu yHIBEPCUTET IIUBUTBHOTO 3aXUCTy YKpaiHu, XapKiB, YKpaina

CrBopeHHs B YKpaiHi CUTYyaI[IHHUX IIEHTPIB, K JIEMEHTIB €IMHOI IepKaBHOI
cucremH 1uBiIbpHOTO 3axucty (€CL3), BinOyBaeThCs B yMOBaxX iMOBIpHICHOTO Te-
PHUTOpiaJIbHO-4aCOBOTO PO3IOALTY JPKepel BUHUKHEHHs Hebesnek. Lle oOymoBio-
€THCSI HEBU3HAYCHICTIO MAPaMeTpiB, sKi BIJIMBAIOTh HA YMOBH HOPMAIBHOTO (YHK-
[iOHYBaHHsI TepuTopii YkpaiHu. Y 3B’S3Ky 3 MM BHHHKAE MpobiieMa MPUAHATTSI
ONTHMAIbHUX aHTHKPU3OBHX pillleHb B YMOBAaX HEBHU3HAYEHOCTI 1070 3abe3re-
YeHHS! BIAMOBIJHOTO PiBHS OE3MEKH KUTTEMISUTBHOCTI AepkaBu. KpiM Toro, cutya-
niiiHuit nenTp npu gyakuionysansi B €J{CL[3 moBuHeH 3a0e3neunTh:

1) aHani3 OTpEMaHOI BiJT MiJICHCTEMH MOHITOPUHTY iH(pOpMAaILil;

2) mogemroBanHs po3Butky HC Ha Teputopii MicTa, periony, IepKaBu;

3) po3po0Ky Ta yXBaJeHHS YNPaBIiHCHKUX PIllICHb IOA0 MOMEPEPKEHHS Ta

B po6ori [2] moka3zaHo, 1110 mporeaypa NIpUHHSATTS eKCIIepTaMU CUTYalliiHOTO
LEHTPY YIPABIIHCHKUX aHTUKPH30BUX PIIlIEHb YCKIIAJHIOETCS TUM, 110 HEOoOXi/-
HUMH YMOBaMHU €(DEKTHBHOCTI DillIeHb € X CBOEYACHICThb, MIOBHOTA i ONTHUMAJb-
HicTb. ToMy, migBUIEHHS €PEeKTUBHOCTI MPUIHATHX PIllIEHb MOB'A3aHe 3 HEOOXi-
HICTIO pillleHHs 3a/1a4i OaraToKpUTEpialbHOI ONTUMI3allii B YMOBaX HEBU3HAYCHO-
cti. lle moTpebye po3pobku GopMambHUX, HOPMATUBHUX METOIIB 1 MOJENeH UIs
KOMILJIEKCHOT'O PIllIeHHS POOJIeMU MPUNHATTS pillleHb B yMOBax OaraTtokpurepia-
JILHOCTI ¥ HEBU3HAYEHOCTI TPH YIPABJIIHHI MpoliecaMy 3armo0iraHHs Ta JJoKai3alii
HC nnst 3a6e3neuenns edekriBHoro ¢yHkuionysanns €/ICL3 3a TppoMa rpynamu
KpHTEPIiB, a camMe: MOKa3HUKH 3a0€3MeUeHHsI BIJIIIOBITHOTO PiBHS OE3MEKH KUTTE i~
SITBHOCTI; TOKa3HUKH (DyHKIIOHANBHOT cripomoxkHocTi €JICI3; moka3Huku ¢iHaH-
COBHUX 3aTpaT Ha (DYHKI[IOHYBaHHS 11i€i cuctemMu Oe3neku [2].
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NPUMHATTA AHTUKPU30BHX PIINIEHb B YMOBAX BUHUKHEHHSI
TEO®PI3UYHUX HA/I3BBUYANHAX CATYALIA

TroTronuk B.B.
HamionansHuii yHIBEpCUTET IIUBUTBHOTO 3aXUCTy YKpaiHu, XapkKiB, YKpaina
Arazane T.X.
Hepxasna [Iporunoxexna Ciry:x6a MHC Azep0aitpkany, baky, AzepOaiimkan

B po6ori [1] po3poGiieHO HMOBIpHICHY MaTeMaTHYHY MO/IEb OLIHKH MO>KITH-
BOCTI BUHMKHEHHSI 3eMJIETPYCIB MarHiTyJI0I0 > 5 Ha OKpeMill ceHicMiYHO aKTHUBHIN
TepuTopii 3eMHOT KyITi B 3aJI€)KHOCTI BiJl pIBHS CEHCMIYHOT aKTHBHOCTI 3eMHOI KyJIi.

VY SIKOCTI BXITHUX JAHWX 00 BU3HAYCHOCTI MapaMeTpiB po3noiry Ilapeto
BHUKOPHUCTaHi pe3yJbTaTaMU CIIOCTEPEKEeHb ['0OJIOBHOTO IIEHTPY CIEIiadbHOr0 KOHT-
posro Jlep>kaBHOTO KOCMIYHOTO areHTCTBa YKpaiHW 3a PiBHEM CEWCMIYHOI aKTHB-
HocTi 3eMHOI Ky 3a mepion 20092021 pp.

Pe3ynbTaTu MOJEIIOBAaHHS JIAIJIN B OCHOBY YIOCKOHAJEHHS ()yHKLIOHYBaHHS
CUTYaliitHUX IEHTPIB [2] 11010 MPONEYPH MiATPUMKN MPUHHATTS aHTHKPH30BUX
pillieHb HAa BUKOHAHHSI CTPYKTYPHUMH IiAPO3/1JIAMU CHCTEMH IMBLUIBHOTO 3aXHCTY
3a/a4 3a NPU3HAYCHHSM, sIKi CIIPSIMOBaHI Ha MiHIMI3allil0 HACHiIKIB BiJ reodizny-
HUX HaJ3BUYAHUX cUTyalii. [HpopmaniiiHO-TeXHIYHa peai3allis po3po0ieHoi Ma-
TEMaTU4HOI MOJIEN B IHTepecaX YA0CKOHAICHHS MPOLETYPH MiITPUMKHU NPUIHATTS
AQHTUKPU30BHUX pIllIeHb Mependayae KOMIUICKCHE BHUKOHAHHS B CHUCTEMI €IMHOIO
Yyacy HaCTYIHUX I'ATH QyHKIIN: 1) Oe3nepepBHUI ITI00aIBHUI MOHITOPUHT PiBHS
ceificMiYHOI aKTUBHOCTI 3eMHOI KyJi; 2) Oe3rnepepBHUI MOHITOPHHT CEHCMIYHOT aK-
TUBHOCTI OKpeMOT TepuTopii 3eMHOT KyJ1i; 3) oLliHKa, 33 pe3yIbTaTaMHd MOHITOPHH-
TOBUX CIIOCTEPEIKECHb, HIMOBIPHOCTEI BUHUKHEHHS 3eMJIETPYCIB HAa OKpEMHUX celic-
MIYHO aKTHBHHUX TEPUTOPIAX 3eMHOI KyJIi B 3aJIe)KHOCTI BiJI piBHS CEHCMIYHOT aKTH-
BHOCTI 3eMHOI KyJIi; 4) peaiizallis Ha OKpeMiii cCeCMIYHO aKTHBHIN TepuTopii 3em-
HOT KyJIi, 32 pe3yJIbTaTaMu OLIHKK HMOBIPHOCTI BUHUKHEHHSI Ha 1[Il TepUTOPIi 3eM-
JIETPYCY, PEKUMY ITiJBUIIEHOI TOTOBHOCTI CUCTEMH IIMBLILHOTO 3aXUCTY; 5) peai-
3allisi Ha OKpeMili CelCMIYHO aKTHBHIHN TepuTOpii 3eMHOI KyJIi, 32 pe3yibratamu 0e3-
MEPEPBHOI0 MOHITOPHUHTY ii ceiicMiYHOT aKTUBHOCTI, pexumy "['eodizndHa Ha 3BH-
yaifHa cuTyamis'".

Crucok JgiTeparypu

1. Arazaze T.X., Trorionuk B.B., Yopuorop JL.®., Trottonuk O.0. OcobauBocTi miar-
PHUMaHHS yXBaJICHHs] aHTUKPU30BHX PilllcHb B yMOBAaX BUHUKHEHHS reo()i3HYHUX Ha/I3BHYaii-
Hux curyaiiid. HaykoBuit BicHuk: [{uBijbHUMIA 3aXHCT Ta moxexHa Oe3meka. Kuis: [HcturyT
JIEP>KABHOrO YIPABJiHHSA Ta HAYKOBUX JOCIIUKEHB 3 IUBUILHOrO 3axucty, 2022. Ne 2(14).
C. 65-79.

2. Trotronuk B.B., Smenko O.A., Py6an I.B., Tiottonnk O.0. OcobauBocTi GyHKIIO-
HYBaHHS CHCTEMH CHTYallilHUX [EHTPIiB Ha Pi3HUX CTaAisX PO3BUTKY HAA3BHYANHUX CUTya-
uiit. Haykoswuii xxypHran "CyuacHi iHdopmariiini TexHomnorii y cdepi 6e3nexu ta 060opoHH".
Kuis: Harionansauii yHiBepcuteT o0opoHn Ykpainu imeHi IBana UepHsaxoscekoro. 2022.
Bum. 1(43). C. 41-52.

104



YYACHUKU KOH®EPEHLU]I (cekuii 1, 3, 4)

Akhundov R.G. ....... 8

Babkin Yu. ............. 24
Bayramov AA. ....... 10
Bazeliuk V. ............. 24
BuslovP.V. ............. 95
Chalapko V. ............ 23
Dotsenko M.I. ......... 90
Dotsenko N.V. ........ 91
Ender Guner ............ 21
Feoktystov S.O. ....... 30
Feoktystova O.L. ...... 29
Filonenko A. ........... 56
Hashimov E.G. ........ 13
................................ 17
................................ 4

Hlavcheva D. .......... 26
Huseynov B.S. ........ 19
Huseynov M.A. ....... 13
Isakov O. .......c........ 24
Katekhliev V.M. ...... 6

Khaligov G.S. ......... 15
Khudeynatov E.K. ... 17
Kinchyk A. ............. 60
Kireieva S.O. ........... 95
Kolesnyk V. ............ 23
KoshmanS. ............. 59
................................ 60
Krasnobayev V. ....... 59
................................ 60
Logvinenko O. ........ 24
Marchenko O. ......... 25
Melnyk I. ................ 23
Moskalenko V. ........ 23
Novik S. .....coovene 24
................................ 25
PanahovE. ............. 11
Pashaev A.B. ........... 4

Pashchetnyk O. ....... 25
Pavlik G.V. ............. 91
PiskunS. ................ 25

Podorozhniak A. ...... 26
................................ 27
Rakityansky M. ....... 56
Rossomakha M. ....... 59
Rustamov A.R. ........ 6
Ryzhov Ye. .............. 25
Sabziev E.N. ............ 4
Shulga LM. ............. 30
Shulika K.M. ........... 63
Sirosh V. ....ccooeeenee. 23
Skakalina O. ............ 28
Talibov A M. ........... 4
Tykhtylo D. ............. 56
Vasyliev M. ............. 25
Voitenko V. ............. 23
Vradii S. oo, 24
Yaloveha V. ............ 27
Yanishen A. ............. 25
Yevheniev AM. ...... 63
................................ 95
Zhmutsky I. ............. 56
Zmiivskyi V.S. ........ 29
Arazame T.X. ... 104
Azapenko A.IL ........ 74
Asnaypsu LO. ......... 43
Axinomu O, ... 32
AHIKiH AM. ............ 96
Banabyxa O.C. ......... 94
Bessopin-Eppepa O.M. 53
................................ 54
Becnmansko O.B. ....... 94
Buuxkoscekwii LIO. ... 76
Binoyc O.B. ............. 31
Bopucos B.B. .......... 35
Bypakos A.P. ........... 101
B’roxin I A. ............ 81
................................ 102
Bacunbea HM. ...... 36
Bunnuk LP. ............. 102
Brag IO.B. .............. 57

Bmacos AB. ............ 72
Taitbamynos B.B. ...... 37
Tamumekuii O.0. ...... 37
Tampuenko AL ........ 65
Tamivenko A M. ....... 68
Tapaxa P.IO. ........... 66
T'epacumos C.B......... 38
I'maBueB M. .......... 41
T'maBueBa IO.M. ....... 40
I'maBueB MLL. ............ 40
Topbauos B.O. ......... 89
Topmienko P.O. ........ 39
I'peuka O.B. ............. 37
I'puropenko €.B. ..... 55
I'pinenko T.O. ......... 52
................................. 74
................................. 75
Heprauosa 1.K. ....... 46
Jxyc BB. .o, 35
Jonuncekuit BM. .... 69
Howmmuiun II.B. ............ 52
Jesxonenko I.B. ...... 57
Hauenko B.O. .......... 54
Hauenko I.B. .......... 31
€BrenbeB A M. ........ 64
................................. 65
................................. 76
................................. 101
€prymenko C.A. ...... 77
€uampeBa I.C. ......... 64
3abonothuii B.I. ...... 77
................................. 78
................................. 79
................................. 86
3abomorHiok B.1. ...... 31
3asumzictymn F0.10. .... 48
Zaiines C.B. ............. 78
Iuyk O.P. oo, 80
Kasenpkuit M.C. ...... 85
Kamavosa B.B. ......... 94




CyuyacHi HanpsiMy po3BUTKY iIH(OPMaLiiHO-KOMYHiKaLiHMX TEXHONOTiN Ta 3aco6iB ynpaBmiHHs

Karynia AM. ......... 88
KipBac B.A. ............ 45
Kicine O.A. ............. 34
Knimos O.IT. ........... 32
Kosaiesos L.O. ......... 31
Kosmowmiiinie O.B. .... 57
................................ 88
................................ 93
................................ 94
................................ 72
Komapos B.O. ......... 93

Konoganosa O.B. .... 97
Kopookog I0.B. ...... 34

Kocenko B.B. .......... 49
Kproukos JI.M. ........ 33
Kysnenos O.B. ........ 68
Kyko6ko C.B. .......... 34
Kyuepenko 10.®. .... 47
Kyayk HTI. ............ 55
JlaBpyT O.0. ........... 31
JlaBpyT T.B. ............ 32
Jlasypenko b.O. ....... 50
Jlemenko O.b. ......... 96
Jlemenko 10.0. ....... 97
JIucusa 11.0. ........... 55
Jlro6enko A.L........... 58
Maep JI.B. .......c..... 32
Makoron O.A. ......... 32
ManaxoBa A.A. ....... 79
Manaxosa K.B. ....... 54
Manees JI.B. ........... 97
Mapuenko B.C. ....... 35
Menbuukosa O.A. ... 66
................................ 67
................................ 68
Mouuanos /I.B. ....... 36
MopryH €.B. ........... 33
Mociitayk M.B. ....... 31
Mocksin K.C. .......... 73
Hapexsiit O.I1. ....... 52
................................ 74

Hapexsiit O.IL ........ 75
Hocuk AM. ............ 47
Ob6omonuk JI.B. ....... 83
Onemko LB. ............ 61
................................ 87
Oxpumenko MLIO. ... 50
................................ 51
IlaBmuk I'.B. ............ 92
ITanuenko B.I. ......... 58
Merpynbox T.b. ....... 43
IMunmmnenko A.O. ..... 48
ITicknoBa T.C. ......... 100
Iorpeonsx FO.M. .... 43
Homimyx €.B. .......... 98
TTomoraes I.B. ......... 36

INonomapenxko O.€. .. 89
Iponuakos FOJIL. ..... 99
ITramenko T.B. ........ 61
ITycroapos B.B. ..... 88
Pesnivenko O.A. ...... 36

Pubka A.B. .............. 100
Pubka K.O. .............. 99
Puxos JIM. ............. 65
................................ 101
Pomanrok M.M. ....... 34
Pouynkin €.C. ........ 37
Pyxenues B.1. ......... 80
Ceparoxos JI.B. ....... 70
CepkoB O.A. ............ 51
Cepnyxos O.B. ........ 32
Cesepinos O.B. ....... 70

Cumopenko 3.M. ...... 70
Ckubenko M.C. ....... 69
Ckopuk Ab. ............ 33
Co6oms [1.1O. .......... 75
Coxupko M.A. ......... 48
Comnosiios B.C. ........ 98
Copoka B.B. ............ 38

Credanump E.B. ...... 67

Cyprait M.B. ............ 35
Cyxorerumuit B.M. .... 102
TenbHoBa A.A. ......... 64
Turapenko P.B. ....... 33
Txauyk O.A. ............ 36
Typuuna A.B. .......... 54
Trotronuk B.B. ......... 103
................................. 104
................................. 86
Trottonuk O.0. ........ 86
................................. 103
VYmanens M.C. ......... 76
®denopoB LA. ........... 71
................................. 73

®enoposuu B.A. ...... 98
®enoposuu O.€. ...... 97

................................. 98
................................. 99
................................. 100
®demrormn O. L. ........ 84
................................. 85
®denses 1.B. ............ 81
Xmwkaik KM. .......... 84
Xoimantos T.B. ....... 31
Xwmenb LIO. ............. 57
Yemena C.II. ............ 53
Yemnenko /1.0. .......... 87
Yepsonuii O.10. ....... 55
Ymuxyn €.K. ........... 100
Uwmins F0.0. ............. 39
Madopocros M.O. .. 82
................................. 83
IBunkunii A.B. ........ 39
uman AIL ............ 55
Mynexko B.B. ........ 39
epbaxosa 0.A. .... 62
IOnxens ILB. ............ 57
IOpuenko A€. ......... 82
Slkosenko L.B. .......... 51
SApemenko B.B. ........ 49




_ OPFAHI3AL, )
AKI NIPUAHANN YHACTb Y KOH®EPEHLIII

Aszepbatioocanceruii mexnivnuil yuisepcumem, baxy, Azepbatioscan
Biticorkosuti incmumym menexomyHikayit ma ingpopmamusayii
imeni I'epoie Kpym, Ilonmasa, Kuis, Ykpaina
Lepocasrna npomunodcexcra nayscoa MHC Azepbaiiosxcany, baky, Azepbaiiodican
eporcasruil 6iomexnonoziunuu yHisepcumem, Xapkis, Yxpaina
Jlepoicasruil Hayko80-00CTiOHULL IHCmMUmMym sunpodyears i cepmu@ikayii
030poeHHs ma 8ilicbko60i mexuiku, Yepnicie, Yrpaina
Jleporcasnuil ynieepcumem inghppacmpykmypu ma mexnonoeii, Kuis, Yxpaina
Iuemumym cucmem ynpasninns Asepoavioscancokoi Hayionanvhoi akademii Hayk,
baxy, Asepbaiioscan
Kuiscoruil nayionanenuil ynieepcumem 0yoisnuymea i apximexmypu, Kuis, Ykpaina
Haxiuesancokuii deporcasnuil ynisepcumem, Haxivesans, Azepoatiocan
Hayionanvha axademisi Cyxonymuux LlicbK
imeni 2cemomana I[lempa Cazaiioaunozo, Jlvsis, Yxpaina
Hayionanvnuii asiayitinuti ynieepcumem, Kuis, Ykpaina
Hayionanvnuii aepoxocmiunuii ynisepcumem imeni M. €. JKykoecvkozo
"Xapriecvruti agiayitinuti incmumym”, Xapxis, Yxpaina
Hayionanvnuii mexniynuii ynisepcumem "Xapkiecokuti nonimexHiunuti
incmumym", Xapxis, Yxpaina
Hayionanvnuii ynisepcumem «Jlvsiscoxka nonimexuixay, Jlvsie, Yrpaina
Hayionanvnuii ynisepcumem «llonmascvka nonimexmixa
imeni I0piss Konopamiokay, Ilonmasa, Yxpaina
Hayionanwnuil ynisepcumem ob6oponu Azepbaiiocancovkoi pecnyoniku,
baxy, Aszepbationcan
Hayionansnuii ynisepcumem yusinornozco saxucmy Ykpainu, Xapkis, Yxpaina
TOB "KIHETIKC", Jlvsis, Yxpaina
Yxpaincekuii 0epoicagnuii ynisepcumem 3ani3HUYHO20 MPAHCNOPMY,
Xapxie, Yxpaina
Yuisepcumem micma JKunina, Kunina, Cnogauuuna
Yuieepcumem mexnonocii i cymanimapnux nayx, beavcoxo-bsna, Ionvwa
Xapkiscokutl 8iticbK0o8UU IHCMUmMym maHKosux 8iticvk, Xapxis, Ykpaina
Xapkiscokuil eymanimapHuil ynisepcumem
«Hapoona yxpaincexa axademiay, Xapkis, Yrpaina
Xapxiscokuti HaYiOHATbHUL A8MOMODIIbHO-00POHCHIL YHIBepCUumen,
Xapxie, Yxpaina
Xapxiscokuti HayioHanbHull ekoHomiunutl yrieepcumem imeni Catimona Kysneys,
Xapxie, Yxpaina
Xapxiscokuii Hayionanvruil yHieepcumem imeni B.H. Kapasina, Xapkis, Yxpaina
Xapriecoxuil nayionanvruu ynieepcumem Ilosimpsnux Cun
imeni Ieana Koowceodyba, Xapxis, Yrpaina
Xaprxiecvxkuil HayionansHuil yHieepcumem padioenekmponiku, Xapkie, Yxpaina

107



3MICT

Tom 1: cexuii 1, 3, 4
Cexkuin 1 TeopeTnuHi Ta MpUKiIaHi aCIEKTH HIPUHHSTTS PillIEHb,

OIITHMI3aIli] Ta YIPABIIHHS CUCTEMAMU 1 IPOLECAMH .....cvvveererennns 4
Cexkuist 3 besrneka GyHKIIOHYBaHHS KOMIT FOTEPHUX CHCTEM Ta MEPEK ..... 59

Cekuisnt 4 3actocyBaHHS iH(MOpPMaIHHO-KOMYHIKAIIIHHIX
TEXHOJOTIH Y PIBHUX TATLY3MX ..vveervreeireessreranerassreessreesnessnnessnnns 90
Mincexuist 4.1. CydacHi iHpopMaLiifHO-BUMIPIOBAIBEHI CUCTEMH ............ 90
Mincekmist 4.2. [HQOpMAaIiitHI TEXHONOTIT Y IUBUIBHIN O€3MEI .............. 95

Tom 2: cexuis 2

Yuacanku koHpepeHUii (CeKIii 1, 3, 4) oo 105
Opranizanii, AKi TPUIHAIN y4aCTh Y KOHPEPeHIl .............ccoevevininrnns 107

HAYKOBE BUJJAHHA

CYYACHI HAIIPAIMHA PO3BUTKY
IHOOPMALINHO-KOMYHIKAIIMHUX
TEXHOJIOT'TA TA 3ACOBIB YIIPABJIIHHS

Te3n nonosineii
TPUHAALATOL Mi>KHAPOAHOI HAYKOBO-TeXHiYHOI KOH(epeHuil
(26 — 27 kBiTHs 2023 poky)
Tom 1: cexnii 1, 3, 4

Bianosinaneuwuii 3a Bunyck B. B. Kocenro
Texuiunuii pegakrop 1. A. Jle6edesa
Kopexrop B. B. boeomasz
Kowmm’rotepre ckmananss ta Bepctanus H. I Kyuyx

Anpeca oprkomirery: Byi. KupnudoBa, 2, Xapkis, 61002, Vkpaina
Beuipsiit kopmyc, kimaaTa 314
texn. +38 (057) 707 61 65

Tixgnucano go apyky 18.04.2023 Dopmar 60 x 84/16
VYm.-Buz. apk. 6,75. Tupasx 100 mp. 3am. 418-23

BiaapykoBaHO 3 FOTOBHX OpHTiHaiI-MakeTiB y mupoBiii rpykapHi Impress

61002, m. Xapkis, Byi. [Tymkinceka, 56, texn. + 38 (057) 714-52-11
e-mail: irina@impress.biz.ua




