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PO3/ILI 1

CUCTEMHUIA MIAXIJ 10 3AXUCTY OB’EKTIB
KPUTUYHOI IH®OPACTPYKTYPU



VIIK 623.48 (477)

1. NIABUIIEHHS EGEKTUBHOCTI 3AXMCTY OB’CKTIB 3BEPITAHHS
BOCIIPUTIACIB BIJI HAJ3BUYAWHUX CUTY AL HIJISIXOM
BIIPOBAIKEHHSI OB PYHTOBAHOI NEPIOAWYHOCTI TEXHIYHOT O
OBCJYTOBYBAHHSI CUCTEM MPOTUIMOKEKHOI'O 3AXUCTY

ABpamenko O.B., Hoaimyxk B.B., Capanin 10.0.
Hayionanvhuti ynisepcumem oboponu Yxpainu imeni leana Yeprsaxoscvkoeo
E-mail: savram1977@gmail.com, polva@ukr.net, upb25@ukr.net

Increasing the efficiency of protection of ammunition storage facilities
against emergency situations by implementing justified periodic
maintenance of fire protection systems

Most man-made emergency situations at military facilities arose and proceeded with fires followed
by the detonation of ammunition.

At the fire stage before the start of the ammunition detonation, one of the most effective ways to
protect military facilities from emergency situations is the use of fire protection systems.

There is a significant number of failures in the operation of fire protection systems, which are
accompanied by false fire signals.

1t is assumed that the introduction of a scientifically based periodicity of technical maintenance of
fire protection systems will ensure their required operational reliability.

Ha croromni 3aBmaHHs 3amoOiraHHs BUHUKHCHHIO HAJ3BUYAMHHMX CHTYallid
TexHoreHHoro xapaktepy (nam — HC) Ha 00’ ekrax KpUTHUHOI 1HGPACTPYKTYPH, 30KpeMa
Ha BiiicbkOBUX 00’ekTax 30epiranHsi OoenpurnaciB 30poitnux Cun Ykpainu (mam —
BIIICHKOBI 00’ €KTH ) HAOYJIO 3arajibHOJIEP>KaBHOTO Xapaktepy [1-3].

Micus 30epiraHHs OO€NpHUNAaciB, MO 3HAXOASTHCS HA TEPUTOPIi BIMCHKOBUX
00’€KTIB, € OTEHIIIMHUMHU JIXKEpEIaMy TEXHOT€HHO1 Ha/I3BUYaiiHoi cuTyaitii [4-5]. OnHum
13 ypakaJbHUX HeOe3neuHnx YNHHUKIB Jkepen HC Ha BIICbKOBHX 00’ €KTax € oxkexa [6].

3a poku HezanexxHocTl Ykpainn HC Ha BIiChKOBUX 00’ €KTax BUHMKAJIM TIOHA] J1Ba
JecaTKy pasiB. [[pakTMUHO BC1 BOHM BUHUKAJIM Ta MPOTIKAJIM 13 CYITPOBOIKEHHAM TOXKEK
Ta MOJAJIBIIION IETOHAIIED OOEMPUIIACIB.

Anan3 ocTaHHIX JOCHikeHb 1 myoOmikamid [7-10] mokasza, 10 akTyaJbHUM
3aBJaHHSAM € TIOIIYK HOBUX ©(MEKTHMBHUX NUISXIB TIJIBUIIEHHS 3aXHCTy BIMCHKOBUX
00’exTiB BiJ BuHuKHeHHS HC yHACTIMOK MOMKEXKI.

Ha eram moxexi A0 MmovarKy AeToHarlli OoenpumaciB Ha 00 €KTax 30epiraHHs
6oemnpuracis [11], omHuM 13 HAUOUTHIT €(EKTUBHUX NIISIXIB iX 3aXKCTY BiJl BAHUKHEHHS
HC € BuxopucTanHs CHUCTEM MPOTUIIOKEKHOTO 3axvcTy [12], ski mpu3Ha4deHl s
BUSIBJICHHSI, JIOKATI3allii Ta JIKBIYBaHHS MOXKeX 0€3 BTpyUaHHs JIFOIUHU.

VYV 36poitnux Cunax VYkpainu Ha BiiicbkoBux 00’ektax (BO) mnependaueHo
BCTAHOBJIEHHS aBTOMATHYHUX CUCTEM I10)KEKOTaCIHHSA Ta CUCTEM MOXKEKHOI CUTHAITI3ALIl]
(mami — CII3 BO) [13].
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[Ile na eram mpoekryBanHs CII3 BO ocoOmuBy yBary mNpuUIUISIOTH
XapaKTePUCTUKAM iX €KCIUTyaTalliitHo1 HaiitHOCTI [ 14] Ta 6€3B1IMOBHOCTI.

3 nocaiay BuxkopucTtanss CI13 BO Binomo, 1110 3Ha4Ha KUTBKICTh BIIMOB B iX po0OOTi,
TOOTO Tepexif] 31 CTaHy CIPaBHOCTI B CTaH HECIPABHOCTI, CYMPOBOKYIOTHCSI XUOHUMU
CUTHAJIAMH CHCTEMH (TIOMUIIKOBUMU TPUBOTaMHU) PO MOXKEKY.

JIis BiiCbKOBHMX 00 €KTIB, 3 YpaxyBaHHIM TOTCHIIIMHOI 3arpo3H, SIKYy BOHU HECYTh,
eKCIUTyaTalliifHa HaJIIHHICTh Ta 3a0e3MeueHHs] MIHIMAJIBHOT YaCTOTH MTOMHJIKOBUX TPHUBOT
CII3 BO € 0co011BO aKTyaJIbHUMH.

[TinTpumanHs excruTyaTaiiiiHoi npuaarHocTi (TexHiune oocmyropyBanss) CI13 BO
Ta CHOCTEPIraHHS 32 HUMH BIIHOCHUTBCS JI0 TEPETIKY MOCTYT 1 pOOIT, M0 MiAIAraloTh
mineH3yBaHHIO [15]. ToOTo BukoHaHHs poOiT 3 TexHIuHOTO 00cmyroByBanHs CII3 BO Ha
BINCHKOBHX O0’€KTax TIOBMHHO  3/IMCHIOBATUCS  BUKIIOYHO  TIPEICTABHUKAMHU
CTIeITiaJTi30BaHUX OpraHi3amiii (Ha JOTOBIpHii OCHOBI), SIKi MAIOTh Bi/IITOBITHY JIIIICH3IFO.

Y MiHicTtepcTBi 000poHr Ykpainu Ta 30poitHux Cuiax YkpaiHu BCTAHOBIIEHO, 10
CII3 BO mnoBuHHI HIOPOKY TMEPEBIPATUCS Ha iX BIAMOBIAHICTH TEXHIYHUM YMOBAM
BUPOOHUKIB 13 3aJTy4SHHSM MPEICTABHUKIB CIEIIaTi30BaHO1 opraHizaiiii (3a 3rogoro) [13].
To6to daxrruno, Texuiune oocayroByBanHs CII3 BO mianyeTbes Ta IpOBOIUTHCS OUH
pa3 Ha pik. Taka nepioauYHICTb MPOBEICHHA 3aX0/IiB 3 TeXHIUHOTO 00cmyroByBanHs CI13
BO Hisik He 00rpyHTOBaHA.

[TpoBenenuit anam3 kutbkocTi nmommikoBux Tpusor CII3 BO cBiguuth, 1110 yum
OLUTBIIIE Yacy MPOXOAUTH 3 MOMEHTY TEXHIUHOTO OOCITyTOBYBAaHHS, TUM OUIbIlIA KUIBKICTh
MMOMUJIKOBUX TPUBOT B cucTemMax. MoxkHa 3pooutu npunytieHss, 1o st CI13 BO ichye
HEOOX1/THICTb Y MeperIsiil MEPIOIUMYHOCTI MPOBEAECHHS TEXHIYHUX OOCITYyrOBYBaHb.

OntumalibHa MEPIONMYHICT MPOBEACHHS TEXHIYHOro odciyroByBaHHs CII3 BO
MOBHUHHA 3a0€e3MeYyBaTh MaKCUMaJIbHE 3HAY€HHs1 KOe(IIEHTA TEXHIYHOIO BUKOPUCTAHHS
Krp. Ilpu 1bOMy MOBMHHI BpaxoOBYBaTHCs MOKa3HUKU O€3BiIMOBHOCTI KOHKpeTHOi CII3
BO, tpuBanocrti 3axoniB no BimHosieHHI0 CII3 BO y pasi ii BiIMOBH, JOCTOBIPHOCTI
KOHTPOJII0 BH3HAYAJIbHUX TMapamerpiB TexHiuHoro crany CII3 BO BOymoBanumu Ta
30BHIITHIMUA 3aC00aMU  KOHTpPOJFO. Tako HEOOXITHOI YMOBOKO Uil BH3HAYCHHSI
koediIlieHTa TeXHIYHOTO BUKOpUCTaHHs K7p € Bu3Ha4eHHs mozeni Bigmou CI13 BO.

BusHaueHHs ONTHUMAIbHOT MIEPIOIMYHOCTI MTPOBEICHHSI TEXHIYHUX OOCITYTOBYBaHb
BIUIMHEe Ha miaBuiieHAS edektuBHocTi ekciuryaramii CII3  BO. EdexruBHicTh
ekcrtyararii CI13 BO moxe OyTy BU3Ha4YeHA MPU HASBHOCTI MareMaTHYHOI MOJIEINI iX
(YHKIIOHYBaHHSI, sIka TOBHHHA BPAXOBYBaTW $K IUIAHOBI, TaK 1 MMO3aIJIAHOBI BUAM
BIJJTHOBJTIOBAIbHUX (PO UIAKTUYHHUX ) POOIT.

OTxe, HayKOBO OOTPYHTOBAHE IUIAHYBAaHHS Ta PEryISIpHE BUKOHAHHS 3aXOAIB 3
TexHiyHoro ooOciyroByBanHs CII3 BO wMoxe Oe3mocepeHbO0 BIUIMHYTH Ha iX
eKCILTyaTalliifHy HaJ{llHICTh, 4 TAKOX y JTOBIOCTPOKOBIM MEPCHEKTHBI MIABUILUTHA PIBEHb
3aXMUCTy BIUCHKOBUX 00’ €KTIB Bl BUHUKHEHHS HC yHaCiI0K MOXKEXKI.

BucHoBxku

1. 3a pesynbTaTaMu TPOBEJCHUX JOCTIKEHb BH3HAYEHO, IO OJHHUM 13
YUHHUKIB, $KI HETaTUBHO BIUIMBAIOTh HA EKCIUIyaTalliifHy HaIiHICTh CHUCTEM
MPOTUIIOKEKHOTO 3aXUCTy, € HEOOIpyHTOBaHA TEPIOJUYHICTh MPOBEACHHS IX
TEXHIYHUX 00CITyTrOBYBaHb.
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2. B nmopaneimoMy BOpoBa/pKeHHS HayKOBO OOTPYHTOBAHOI MEpPIOAUYHOCTI
TEXHIYHUX OOCIYroByBaHb CHCTEM MPOTHUIIOKEKHOTO 3aXHUCTy JIO3BOJIHTH
3a0e3rmeunT TOTPIOHY IX eKCIUTyaTalliiiHy HaJIIiHICTh Ta Yy JOBIOCTPOKOBIii
MEPCIEeKTUB 3amo0IrTH BUHUKHEHHIO HAJ3BUYAMHMX CHUTyallii TEXHOTCHHOTO
XapaKTepy YHACHIIOK MOKeX1 Ha BINCBKOBUX 00’ €KTax.
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VJIK 351:62

2.CACTEMHMU MIIXIJI 10 3AXUCTY OB’C€KTIB KPUTUYHOI
IH®PACTPYKTYPH

Boinos I. A. !, Mauuk B. A. !
1. I pomadcwvka opeanizayisn «Acoyiayia 3axucmy Kpumuunoi Ingppacmpyxmypuy

A systematic approach to the protection of critical infrastructure objects

The report provides a brief description of the current state of affairs regarding the protection
of critical infrastructure objects in Ukraine. The article analyzes the current situation and threats
affecting the functioning of critical infrastructure facilities, including threats related to military
actions, highlights the problems that exist in the field of protection of critical infrastructure objects.
Is also given an analysis of existing norms and legislation in the field of critical infrastructure, in
particular the Law of Ukraine "About Critical Infrastructure™. On the basis of the presented analysis,
the issues that require a priority solution for the further development of the sphere of protection of
critical infrastructure objects are shown.
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ChOroAHIITHS CUTYAIlisl B CBITI IPUHOCHUTH 3 COOOI0 HOB1 BUKJIMKH O€3MEKH, K1
MOB’s13aH1 3 TEXHOTEHHUMHU KatacTpodamu, 10 MOXKYTh OYTH CIIPUYUHEH] 3arpo3aMu
yepe3 3MIHM KIIMaTy Y JIIOJACHKUN (pakTop, depe3 3AINMCHEHHS TEPOPUCTUUHOI
TUSIIBHOCTI, (DI3UYHUMHM YU KiOep- aTakamu. Lle 00yMOBIIO€ TOCTIHHY HEOOX1IHICTh
Neperjsiy Ta OHOBJIGHHS MOMITHKU, MPAKTUKH Ta TEXHOJOTIM s 3a0e3neueHHs
3pocTarouux notped 6e3nexu 00’ ekTiB KpUTHUHOI iIHPpacTpykTypu (OKI).

B Vxkpaini curyartis me OibIn CKIIagHa. Y HAC BiIOYBalOTHCS BOEHHI i 1 MU
3aXUIIA€EMO CBOIO HE3AJIEKHICTh Ta TEPUTOPIANbHY IUTICHICTh. Pa3oM 3 mpoBeneHHsIM
cyTo O0HOBHUX ormepallii, BOpOT HAHOCUTH YUCJICHHI YAapy MO KPUTHUYHUX O0'€KTax,
MarO4d Ha MET1 YHEMOKJIMBUTH HOPMaJIbHE KUTTSI MUPHOTO HACEJIEHHS, TOPYITYIOUn
3akoHu Ta 3Bu4ai BiitHN 1 MixHapoane ['ymanitapue [Ipaso.

CphOrofHi )KUTTA HAIIOTO CYCNUIBCTBA MOXKHA TPECTABUTH COO1 SIK OpraHizm
JIIOJTMHU, a €JIEMEHTH KPUTUYHOI 1HGHPACTPYKTYPH Ha KIITAIT )KUTTEBUX apTepil. Mu
3aJIEKUMO B1JI HAJIMHOI pOOOTHM CHCTEM EHEPronocTayaHHs Ta BOJOINOCTa4YaHHS,
1H(MOpMAIIHHUX TEXHOJIOT1H, MOOLTBHOTO 3B’S3KY, 0AHKIBCHKOI CUCTEMU TOIIO. SIKIIO
3HAYHI OOCSATH [IUX CUCTEM YU IHIIUX BAKIMBUX €JIEMEHTIB IHPPACTPYKTYPU BUXOJIATh
3 mafay, xoua 6 Ha KOPOTKUN TEPMIH, 1€ MOXKE TIPU3BECTU JI0 BAXKKUX HACIIIKIB.

VYkpainii, ne Biguynau 28 nucronaga 2022 pokKy KOJIM pakeTHI 0OCTpLIu
POCIMCBKUX OKYIMaHTIB O OO0 ’€KTax KPUTUYHOI 1H(PPACTPYyKTypHU HAIIOi KpaiHU
NpU3BEIN O PyHHYBaHHS 0aratboX CKJIaJI0BUX €HEPrOCHCTEMH B PE3yNbTaTi YOTO
B110yJIOCh KPUTHUYHE NAJAIHHS YaCTOTH B €JIEKTPOMEPEXKI, IO 3aBEPIIUIOCH 3YITUHKOIO
ycix aroMHux eHepro0OnokiB AEC kpainu 1, gk Hacmiaok, noBHuiM «Blackouty.
binbuiicth yKpaiHimiB Big 2 10 5 AHIB KUK 0€3 €IeKTPOCHEpPrii, BOAU Ta MOOLIBHOIO
3B’s13Ky. ToMy 3 BIIEBHEHICTIO MOXXHa CKa3aTH, L0 KpPUTUYHA 1H(PpacTpyKTypa
MOYMHAETHCS 3 HAC Ta HAIIUX OCEllb, 3 TOTO YMM JIIOJIMHA B CY9aCHOMY CBITI 3BUKJIA
KOPHUCTYBATHUCS Y MMOBCAKICHHI.

["oBopsiun mpo 00’ €kTH KPUTUUHOT 1HOPACTPYKTYpH, Tpeda BpaXxOBYBaTH BCl
3arposu, 10 MOXYTh BIUTMBATH Ha X HOpMaJbHYy poOOTYy: MaHAeMil, CTUXI1HHI J1Xa,
TEXHOTEHH1 KaTacTpodu, KidepaTaku Ta TEPOPUCTUYHI aKTH, SIKI MOXKYTh MPU3BOJIUTH
710 3HAYHMX HacmiaKiB. B YkpaiHi chOorogHi 101a€ThCA 1M1 OJIMH BAXITUBUM YNHHUK —
e BilickkoBl 11i. Big TEepOpUCTHYHMX aKTIB BOHU BIAPI3HAIOTHCS THM, IO
Bi/IOYBAalOTHCA HE OJHOPA30BO, a HOCATH NMEPMAHEHTHHH, MJIAHOMIPHHM XapakTep,
CIIPSIMOBAHUM Ha 3HUIIEHHS TOTO, YU THIIOTO 00'€KTY, a0 1X MepexKi.

Pa3om 3 MM icHY€ psii YMHHUKIB, sIK1 YCKJIaaHIOIOTh 3axuct OKI:

— 30poiiHa arpecis 31 CTOpoHU pociiickkoi Geneparii. [lepen ypsinoM cTosTh OUTBII
OpiOpUTETHI 3a4adl MoAO0 3a0e3neyeHHs (QYHKIIOHYBaHHS JepkaBu. [ mu
BUMYIILIEHI pearyBaTl Ha MUTTEB] BUKJIUKH.

— Benuka kUIbKICTh 00’ €KTIB, PO3MIIIEHUX HA BEJIMKUX BIJICTAHSIX OJIUH BiJl OJTHOTO.

— Baxki yMOBHU eKCILTyaTarii.

— Hlupokuit psan 3aco0iB 3axucTy Ta O€3MeKH, siIKi HEOOX1HI JUIsl KOMIUIEKCHOTO
3aXHUCTy 00 EKTIB.

— BigcyTHi pekoMeHIOBaHI CTaHIAPTH, sKI 3a0e3medytoTh 0a30BI BUMOTH IS

3aXHUCTY.
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2.

Jlo 3akoHO1aBYO1 0a3H CHOI'OIHI MOKHA BIJTHECTH:
3akon Ykpainu «IIpo kputuuny iHdpactpykTypy» (1882-1X Bim 16.11.2021),
sk HabpaB unHHOCTI 15.12.2021, ane nmouas gistu 3 15.06.2022
IToctranoBa KMYVY Bix 09.10.2020 Ne 1109 «/lesiki muTaHHS 00’€KTIB KPUTHUYHOI
iHppacTpyKkTypn», 31 3MiHamu Bijg 29.12.2021, ska Habymna unHaHOCTI 31.12.2021

Cronu Takox MokHa BimHecTH 1 [losicHIOBanbHY 3amHMCKy J0 MPOEKTY MOCTaHOBH
Kab6inety MinictpiB Ykpainu «IIpo 3arBepxenns [lopsiaky BigHeceHHsT 00’ €KTIB 10
00’ €KTIB KpUTUYHOI IHPPACTPYKTYpr», sika OyJa miarotosieHa Jlep»aBHOIO CIyxK0O010
CIEIIaJTLHOTO 3B 3Ky Ta 3aXUCTy iHpopmMmarllii Ykpainm.

OTxe, 4iTKO MPOCHIAKOBYIOTHCSA MPOOJIEeMH, SKI ICHYIOTH B cdepl 3aXUCTy

00’€KTIB KPUTHYHOT IHPPACTPYKTYpPHU, a CaMe:

1.

2.

ok w

Bincytnicts equnoro peectpy OKI Vkpainu (moBuHeH (opMyBaTHCS 1 BeCTUCS
YIOBHOBA)KEHUM OpPTaHOM).
bararo BmacuukiB OKI He 3HaIOTh, YM BIIHOCUTHCA iX OO’€KT 0 KPUTHUYHOI
iHppacTpykTypu. ko BigHOcUTbCs TO N0 sikoi karteropii I, II, I a6o IV?
(CekTopanbHi opranu MaroTh BusHauatu kateropito OKI).
BiacyTHicTh netanbpHOro miany nodynosu cucremu 3axucty OKI.
BiacyTHicTh €1HOT 311arokeHo1 cucteMu yrpaniinHasg 0e3nexoro OKI.
Biacytuicts npodinbaux ¢axisiiB 3 3axucty OKI Ta HaBYaIbHUX 3aKJIa1iB JJIS 1X
IIITOTOBKH.
He pospobnenuit Ta BiacytHiii Ilacmopt besneku OO'ekta Kputuunoi
[ndppactpykrypu (I1BO KI).

[limcyMoByIOUM BCe 3a3Ha4Y€HE BUIIE, MOXKHA CKa3aTH, IO MEpIill MO3UTUBHI

KPOKA B HaNpsIMKy CTBOPEHHS €IMHOI CHUCTEMH 3aXUCTy OO €KTIB KPUTUYHOI
1H(paCTPYKTYpH BiKE BIIOYBAIOThCS, alle € MHUTAHHS SKI HAM YCIM HEOOXiIHO Oyne
BUPIIIUTH:

1.

CtBOpeHHsI Ta 3aTBEPHKCHHS CYIPOBIIHUX HOPMATUBHUX aKTiB, K OydyTh
periiaMeHTyBatu poboty omeparopiB Tta cy0’ektiB 3axucty OKI (peectp OKI,
nacnopt 0e31eKu, KOOPAUHAIIINHUI [IEHTP, PEECTp 3arpo3, CUCTEMA OTOBIIIECHHS 1
MOPSAIOK J1¥ TIpY BUHUKHEHHI BIIMOBIIHUX 3arpo3 Ta 0araTo 1HIIOTO).
[IpoxomkeHHsT HaBYAIbHUX KypciB 3akopaoHoM 13 3axucty OKI BinmoBimHuMuU
(daxiBUAMH Ta CTBOPEHHS BIAMOBIIHUX (DaKyJIbTETIB B IIbOMY HANpPSMKYy Ha 0asi
ICHYIOUMX BHIIMX HaBYAJIBHUX 3aKJIAJIIB.
CmiBopatist 3 €BpONEHCHKUMH KOJieraMH I0AO0 MOOyJOBH B YKpaiHl CydacHOl
KOMILIEKCHOI cuctemu 3axucty OKI.
[lmigna pobGoTa Ta B3aeMoOAisl 3 TNPEICTABHUKAMU ONEPaToOpiB  KPUTHUUHOI
1H(PaCTPYKTYpH.
3anmoyaTKkyBaHHS HOBHMX TIIPOEKTIB M0oA0 BinOyaoBu 3pyiiHoBaHux OKI Ha
TEPUTOPIi YKpaiHu.

[Ipote, Mu BHeBHEHi, MO0 00’ €qHAHHS 3yCWJIb YTIOBHOBaXEHOTO OpPTaHY,

IPOMAJICHKUX OpraHi3ailiii Ta orepaTopiB PUHKY 3aXUCTY KPUTHYHOI 1HOPACTPYKTYPH,
MpU3Bene 10 3MIIHEHHS JaHOl Tay3l, 3allydeHHIO I1HBECTHUIIM Ta 3MIITHEHHIO
aBTOPUTETY JIepKaBU Y KpaiHa Ha MI>XKHAPOJIHIN apeHi.
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Security model of sociocyberphysical system

The mathematical model that links the structure of the end devices of the CPSS wireless network -
the system with the behavior strategy of the external environment was developed. The model proved the
existence of the optimal behavior strategy of the external environment and the optimal primary structure of
the system. Optimizing the structure of the system at the stage of its development made it possible to increase
the resource of the external environment by more than one and a half times, which is sufficient to breach its
security level.

B ymoBax ¢hopMyBaHHS BHCOKOTEXHOJIOTTYHOTO CYCIUIBLCTBA COIlialibHI MEPEKI Ha
IpyHTI [HTEpHET-CepBICIB MEPETBOPWIUCS Ha HAMOUIBIN TOMYJISPHI 3aCO0M MacCOBUX
komyHikari. CuHTe3 comianbHuX I[HTepHET-cepBiCiB 3 KiOep(hI3MYHUMHU CHCTEMaMU
no3BoIn  copMyBaT coliokidepdizuuHy cuctemy (cyberphysical social system,
CPSS). Ilpu npoMy ciijg 3a3Ha4unTH, 110 Kidepdizuuani cucremu (Cyder-Physical System,
CPS) € cxiagHuMHU pO3MOAUIEHUMH CUCTEMaMH, IO KEPYHOThCS a00 KOHTPOIIOIOTHCS
KOMIT FOTEPHUMHU JITOPUTMAMU Ta 3[IMCHIOIOTH OOYMCIIOBAJIbHI MPOLECAYPU Y CBOEMY
PO3MOALICHOMY CEPEIOBHIII 13 3BOPOTHIM 3B’s13k0M [ 1]. BoHU MOB’s13y10Th (Di3vuHMiA CBIT
3 iH(opMaliiHUM Ta (HOKYCYIOThCSI Ha (yHAaMEHTa bHIA IHTENEKTyaJIbHIM mpolsemi
00’€/IHaHHS 1H)KEHEPHUX TpaAMLid KiOep- Ta (PI3MYHMX CBITIB, CTBOPIOIOUU T1OpUIHY
cucreMy. e cyTTeBO yCKIIaHIOE MOMKIIMBICTD 3a0€3MeUeHHsI HE0OX1THOTO PIBHS O€3MeKH,
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0COONMMBO 3 BHUKOPUCTAHHSM OE3MPOBITHMX MOOUIHHUX KaHAIIB Tepefaqi JTaHuX.
KibGep6e3neka crae yce OUTbIN yHIBEpCaabHOIO 00IACTIO, /I I1ijla HU3Ka ACMeKTiB, IO
BKJIIOYA€ TMEPEKOHAHHS, COLIAJIbHUM BIUTUB, €MOIi Y MPUNHATTI PIlICHb Ta BU3HAYAE
NOB’sI3aHy 3 IIMM JIIOICBKY Bpa3iMBICTh. Lli MexaHi3MU Bpa3iuBOCTI Ta METOOU arak
BUKOPUCTOBYIOTH Il OOTpyHTYyBaHHs ycrixy arak Ha CPSS cucremu [2]. Tlpu upomy
3JIOBMUCHUK BHUKOPHCTOBYE JIIOICHKY Bpa3MBICTh Ta BpPa3IMBICTh MPOTPaMHOIO
3a0e31edeHHs ISl IopYyIIeHHs Oe3neku KideprpocTopy, 1o neperBoproe CPSS cucremu
Ha TIOCTIHY YHIBEepcaIbHy MOrpo3y ii 6e3mnerii.

HaiiOumbimn cmabkoro JTaHKOK TpW peastizartii BiAmoBigHoro piBHs Oe3meku CPSS
CHCTEMH € TiOpuiHa Oe3MpoBinHA MOBITpsHA MOOUIEHA ofHOpaHroBa mepexka FANET
(Flying Ad Hoc Network) [3]. Bona siBisie co6oro cykymHicTh BITJIA, Ha KOkKHOMY 3 SIKUX
BCTAHOBIICHO KOMYTAIlIHIIA MOIY/b. BoHU 00’€THaHI ONWH 3 OJHUM KaHAJaMU 3B’SI3KY,
30BHIIIHIMA TIYHKTaMHU YIIPABIiHHS HAa3eMHOrO Oa3yBaHHS Ta 0a30BHMH CTaHLISIMH
Ha3eMHOTO MOOUTbHOTO 3B’s13Ky. O0’€HaHHS OKpeMux NpucTpoiB 10 Mepexxi FANET
MIEPETBOPIOE ii HA CKJIAHY JMHAMIYHY CHUCTEMY, IO (PYHKI[IOHYE B YMOBAaX CYTTE€BOi
anpiopHOi HEBU3HAYCHOCTI Ta BHUIIAJIKOBUM YHWHOM OpraHi3ye B3aEMOMIIO i1 PI3HUX
ckinanoBux. OcobmuBicTIO i1 (DyHKIIOHYBaHHSI € aBroMaruuHe mepemimieHHs BIUIA y
pealbHOMY Yaci 0 3a3/aJieriib 3akiaieHii nporpami. [Ipudomy, HasBHICTb KOMILIEKCY
3aco0iB s kepyBaHHS BILJIA 1 moTeHIiiiHO Bpa3nMBHUX MICIb Y MPOTOKOJIAX Mepenadi
JIAHWX, TIPOrpaMHOMY 3a0e3MeUeHHI CUCTEM YIIPaBIIHHS, Mepeaadl JaHuX Ta HaBiraiii
cTBOproe 3arpo3y Oesmer CPSS — cuctemi, 30kpeMa sk 0e3MpoBIIHINA CUCTEMI 3B S3KY, TaK
1 KIHIEBUM TMPHUCTPOSM PAJIOCICKTPOHHOIO OOJaJHaHHS, sKI 3a0e3MeuyroTh il
npare3aaTHICTh

JIis 3MEHIIIeHHST BPA3JIMBOCTI PAJIIOCIEKTPOHHOTO Ta MPOrpaMHOro 3a0e3MeYeHHs
70 il 3aBajy po3poOlieHa 3arajibHa MareMaTHyHa MOJENb B3a€EMOIIl 30BHIIIHBOTO
cepeloBUIlla Ta caMoOl CcUCTeMH. Po3poOrnieHa MiHIMakCHa MOJENb — KIHIIEBOTO
PaIioCNIEKTPHHOTO MPUCTPOO OE3MPOBIIHOT MEPEIKI IOBETIA, IO HOTO CTPYKTYPa 3aJICKHUTh
TUIbKM BiJ CTparerii MOBEIIHKK 30BHIIIHBOTO CEPEIOBUIIA Ta TMEPBHHHOI CTPYKTYPH
KIHIICBOTO PAJI0EIEKTPHHOTO MpUCTporo. [IpudoMy icHye onTUMaibHE CITiBBIHOIICHHS
poOOUMX Ta 3aXMCHHUX €JIEMEHTIB PaJIOCIEKTPHHOTO MPUCTPOr0. Ta KOMM KIIbKICTh
pPOOOYMX E€JIEMEHTIB BHU3HAYA€E HEOOX1IHICTh BUKOHAHHS MMPUCTPOEM CBOTO TIPU3HAYCHHS,
TO. KinLKiCTL 3aXUCHHUX eneMeHTiB NPUCTPOI0 OOUPAIOTh BUXOSYU 13 3HAWICHOTO
OuTbIlle HIK Y mBTopa pa3u 30UIBIIUTH PECYPC 30BHIMIHBOTO CEPENOBHINA, SIKHHU €
JOCTAaTHIM J1JIsl IOPYILIEHHS pi1BHS O€3MeKU cUucTeMu. TakuM YMHOM ONTUMAaJIbHA TIEPBUHHA
OpraHizailisi CTPyKTypH 3MYIIIY€ 30BHIIIHE CEPEIOBHUIIEC BUTPATUTH MAKCUMyM CBOTO
pecypcey, ki € HeoOX1THUM /17151 mopyiieHHs oesnexku CPSS cuctemu.

BucHoBku
Po3pobireHa MaremaTHyHa MOJIEIb, sIKa TIOB’SI3y€ CTPYKTYPY KIHIIEBHX TPHCTPOIB
oe3npoBimHoi Mepexki CPSS — cucremm 13 cTpareriero TOBEIIHKH 30BHINTHBOTO

cepenoBuiiia. BoHa nokazana iCHyBaHHSI ONTHMAJIBHOI CTPATETil TOBENIHKY 30BHIITHBOTO
CEpEeIOBHIIA Ta ONTHUMAJIBHOI TIEPBUHHOT CTPYKTYPH CHCTEMH. OHTI/IMiBaI_Ii}I CTPYKTYpH

30BHIIIHBOIO cepcaoBuiia, SIKUU € ,Z[OCTaTHlM AJIs1 IOPYHICHHSA 1 plBHSI O€E3IeKH.
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Green tariff as a tool for improving the security of critical infrastructure
facilities
The paper outlines the theoretical perspectives on the use of small-scale renewable electricity
generation facilities as a means of reducing the vulnerability of critical infrastructure facilities. The
advantages of individual combinations of different types of generating capacity and opportunities to
smooth out seasonal and daily fluctuations in power generation are considered. The features of using

the green tariff as a tool to improve the security of critical infrastructure are described. The current
state of the renewable energy market in Ukraine is discussed.

[Tounnarouu 3 70-X pOKiB MUHYJIOTO CTOPIYUS Y CBITI TOYAJIOCH 3aMPOBAHKCHHS
CTUMYJIALIT PO3BUTKY TreHepallli eJeKTPUYHOI €Heprii 3 BiJIHOBIIOBAHUX JXKEPEIL.
Metorw 1poro mpoiecy Oyjiud MPOTHUCTOSHHS €HEPreTUYHIM Kpu3l Ta 30eperKeHHs
YUCTOTH JIOBKOJIMIITHBOTO cepenoBuina. OJHUM 13 OCHOBHHX 3ac00iB 3a0e3rleueHHS
PO3BUTKY I'e€HEpallii 3 BIIHOBIIOBAHUX JHKEPET CTaB TaK 3BaHUM 3eJIeHUN Tapud.

3enenuii Tapud 1€ EKOHOMIYHHMM 3aci0 BHHATOPOKEHHS BHPOOHHKIB
€JIEKTPOCHEPTii 3 BIIHOBIIOBAHUX JHKEpE. 3a TOMOMOTO0I0 1IbOT0 3aC00Y MPOBOIUTHCS
3a0XOUYEHHSA JJ0 BUKOPUCTAHHS ISl TEHEPALlil eIEKTPOEHEPTIi 13 3aCTOCYBAHHSIM TaKHX
BU/IIB JKEPEIT SIK COHSYHA €HEPTris, EHEPTis BITPY, TAPOCHEPTisl, €Hepris, BUa00yTa 13
3aCTOCYBaHHAM OioMacu Ta Oiorasy sK NajuBa, reorepMajbHa eHepris. [Hmmmu

cJIoBaMHU 3eJIieHHi Tapud 1e Tapud, 3a SKUM JepkaBa OIUIauye €JIEKTPOCHEPTio,
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BUIO0YTY 3a JOMOMOIOI0 BHUIIEO3HAYEHUX JDKEPEN, 1 TUM CaMHUMHU 3a0X04ye€e
BUPOOHUKIB MiATpUMYBaTH Ta HapoinyBatu o0'emu reneparii [1]. CtaBka Ttapudy
MOBMHHA MAaTH Takud po3Mmip, MO0 YYaCHUKH TEHepalii Mall eKOHOMIYHY
3aIliKaBJIEHICTh y TIpoIleci Ta OyJId BIIEBHEHI y TOMY, IIIO MIiCJIs Mepioly KOMIIEH Il
co0IBapTOCTH BOHU OyayTh MaTH MOKJIHMBICTH OTPUMYBATH MPHUOYTOK MPOTITOM
3HaYHOro dacy. TakuM YMHOM [AJii HOPMaJbHOI POOOTH 3€JeHOTO Tapudy He
JIOCTaTHBO JIUIIE 3a0€3MEeUNTH HAJCKHUI pIBEHb OIUIATH 3€JIEHOr0o Tapudy, ajue mie
HeoOX11HO 3a0e3MeunTH POOOTY 1i€i CXEMH MPOTATOM JOBTOTPUBAJIOTO Yacy IIISTXOM
YKJIaJ€HHS JOBTOCTPOKOBUX KOHTPAKTIB HA 3aKYITIBIIIO BUPOOJIEHOT eHeprii. 3aBAsKu
IbOMY y TIOTEHIITHUX yYaCHUKIB MPOIECY TeHepallii 3'IBUTbCS BIIEBHEHICTh B TOMY,
10 BOHM MOBEPHYTH CBOI 1HBECTHIII Ta OyayTh MaTu NPUOYTOK y OBrOTPHUBAIIIN
MIEePCIIEKTUBI.

["eneparris eE€KTPOCHEPTII 3 BIIHOBIIIOBAHUX JIKEPEN BiIOYBAEThCS 3a3BUYAl Ha
oOnagHaHHI, SIKE€ Ma€ JOCUTh BEIUKY TEPUTOPIATbHY pPO3MOJIIEHICTh. Taka
PO3MOJUICHICTh € 3HAYHOK IEpPEeBarol0 B yMOBaxX HaJ3BHYAaHUX CHUTYyallll Ta y
BIMICBKOBUX YMOBaX, KOJM B OyIb-IKMHA MOMEHT CHUCTE€Ma TIeHepalli 3 BUCOKHUM
Koe(dIliEHTOM IEHTpasIi3allii Moke OyTH MOIIKO/KEHA y HACTIAOK CTHUXIMHOIO JMXa
a00 MUISAXOM 3aBJaHHS TOUKOBOTO yaapy. Takox OJIHI€IO 3 TepeBar po3noAiICHUX
CUCTEM TIeHepallii € 3HayHe CKOPOUYEHHS MLUISAXIB TPAHCHOPTYBAaHHA BHUPOOJIEHOI
CJICKTPUYHOI €HEprii Ta pajuKalibHEe 3MEHIICHHS MOTpPeOU B MAariCTpajbHUX JIHISIX
nepeaayi, fAKi, CBOED 4YEProrw, TEXK € IyK€ BpPA3NIUBUM O00'€KTOM KPUTHUYHOI
iHQpacTpyKTypH. IX HOWIKOMKEHHS € Maii)Ke eKBIBAICHTOM BHBEICHHS 3 Jajy
LIEHTPAJII30BaHOT EHEProTeHEpyo4oi abo pO3MOMAUIbUOI YCTAHOBKHU, a M€ SKUX
BUIAJKaX 1 HEe ofgHOi. B TOW 4Wac sk y BUINAAKy reHepaiii Ha OUIbLIINA KIJIbKOCTI
YCTAaHOBOK 3HAYHO 3MEHIIYETHCS BIPOTIAHICTh iX OJHOYACHOTO TMOIIKOJDKEHHS, K 1
BIPOT1JIHICTb MOIIKO/XKEHHS JIIHIN repeaadl BUpOOJIEHOT EHeprii.

B igeanpbHOMY BUNAAKy TeHepailisi B JOCTAaTHIX 00'eMax MOXKE BiI0yBaTHCh
Oe3mocepeTHbO Ha 00'EKTI, SKUH CIIOYKHUBAE BECh 3TCeHEpOBaHUM 00'eM 200 OIM3BKE 110
HbOTO 3Ha4YeHHs. B TakomMy BuUIaIKy HEOOXIJHICTb HAsBHOCTH MIAKIIOYEHHS [0
MEpeXl eJIEKTPOIOCTaYaHHS JUKTYEThCS JIMINEC KOJIMBAHHAMHU 00'eMiB JOOOBOI Ta
CE30HHOT TeHepalli 00J1aJHaHHs, IKE BUKOPUCTOBYETHCS HA 00'€KTI.

[[IBuaki KoNMMBaHHS OOCATIB TEHepalli MpOoTAroM OjaHiel abo KiIbKOX 10
MOXYTh Oyl CKOMIIEHCOBaHI BUKOPHUCTAaHHSIM aKyMYJISTOPHUX ycTaHOBOK. I1lnsxom
BUKOPUCTAaHHSI HAKOIMWYyBadiB €Heprii IeHepaTOpHa YCTaHOBKAa Ma€ MOKJIMBICTb
HaKOMWYyBaTH HAJUIMIIIOK 3T€HEPOBAaHOI eHeprii y Oarapesx, KoJIU 1€ MOTpioHO, 1
KOMIICHCYBAaTH HECTady TeHepallii B MOMEHTH, KOJIM 30BHIIIIHI YMOBU HE CIPHUSIIOTH
BUJOOYTKY BelaMKUX 00'eMiB eHeprii. Takoxx momiOHa KOMIIEHcallisi MoOxe OyTu
BUKOHAHA 3a PAaXyHOK MO€IHAHHSA OUIBII HIK OJHOTO BHJY TeHepalli Ha OJHOMY
00'exTi. Hanmpuknag mocUTh MEPCHEKTUBHO B 1IbOMY IUJIaHI BUIJIAJA€ KOMOIHAIlIS
COHSIYHMX TaHeJIeH Ta reHepaTopa, KMl BUKOPUCTOBYE €Heprito BITpY. Takox He Oye
3aiiBUM JOMOBHEHHSI TaKOi KOMOIHAIIT aKyMYJIITOPHOIO YCTAaHOBKOIO [2].
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Haiimenmry 3anexHicTh BiJf CE€30HY Ta uacy A00M MaiTh TIeoTepMalibHi,
01ora3oBi Ta O10MaIMBHI Ta IJIPOTeHEPYOUl yCTaHOBKH. B To#t camuii yac Ti cami BUIH
reHeparlii MaroTh JICII0 MEHIITy TEPUTOPIaIbHY PO3MOUICHICTh HI>K COHSIUHI Ta BITPOBI
YCTAaHOBKM TeHepallli. Ayie B MacmTabax Halloi KpaiHW IS PI3HUI HE BUIJISAAE
KPUTHUYHOIO, X04a 1 TPUBOJIUTH JI0 JACSIKOTO IiIBUIICHHS YHMCIlIa KOPUCTYBAUiB HA OJHY
YCTaHOBKY Y pas3l X 3aCTOCyBaHHS.

TakuM 4YMHOM BIPOBAKEHHS 3€JIEHOTO Tapudy CTUMYIIOE PO3BUTOK
CHEpreTHKU 13 3aCTOCYBAaHHSM BITHOBIIOBAaHMX JKEpENl €Heprii Ta OAHOYACHO
MIJBUINYE 3aXUIICHICTh OO0'€KTIB  KPUTHYHOI 1HQPACTPYKTYpH, TaKUX SK
€HeproreHepanii  yCTaHOBKM, NUIAXOM IX PO3MOJAUIEHHS Ha MICIEBOCTI Ta
YHEMOXJIMBIICHHSI BUXO/Y iX 31 CTPOIO Ha 3HAUHIN TEPUTOPIi OTHOYACHO.

Opnak J[is peanmizaiii nepeBar po3MOJAUICHOT TeHepallii eJlIeKTpPOeHeprii
MOTPIOHO 3a0XOTUTH [JI0 LBOrO 3HAYHY KUIBKICTh JpiOHUX YywacHuKiB. Ha
CHOTOJIHIIIHIN JI€Hb, Ha JKajb, HAIllla JepkKaBa HE 3a0e3ledye JOCTaTHbOTO PiBHS
3al11KaBJICHOCTH B YYaCHHUKIB PUHKY Te€Hepallii 3 BIJHOBIIOBaHUX Jykepen. Tak, 3a
pesyabraramu 2022 poky 3a00proBaHICTh JACp)KaBU Iepe]l BUPOOHHKAMHM EHEeprii
craHoBujia Tpoxu MeHme 50% [3]. Takox HECBO€YaCHO IEPETIsIa€ThCs
3aTBEP/KEHUN pO3MIp BHUILIAT IO 3€JI€HOMY Tapudy BIANOBIAHO JO aKTyaJbHOIO
KypCy BaJIIOTH. 3apa3 HaBITh BEAYTHCS PO3MOBH MPO CKaCyBaHHs 3eJeHOro Tapudy Ha
yac BiiHM. [le Moxe mnpu3BecTH 10 OAHKPYTCTBA ICHYIOUMX €JIEKTPOCTAHIIIN
3arajpHOIO0 MOTYXHICTIO OM3bKo 8 ['BT. Ha choroanimHiii yac Ykpaina Bxe noyana
EKCIIOPT eJIEKTPUYHOI eHeprii 3 €Bponu. CroroBa IiHa Ha ejekTpoeHeprio B €C
MUHYJIOrO poKy iHOo1 carana no3Hauku 600 espo/MBT-roa. ITpu nbomy cobiBapTiCTh
BITPOBOI TeHepallii B YKpaiHi 3HaxoAuThcs Ha piBHI 88 €Bpo/MBT-roa, a coOHAYHOI
omuspko 137 eBpo/MBt-ron. IlomiOHa HecTalinbHICTE 3 OOKYy OpraHiB Biaau
MPUBOANTH /10 3HAYHOIO 3HW)KEHHS MPUBAOIMBOCTI OYyAIBHHULITBA HOBHX O0'€KTIB
MaJsoi MOTY>KHOCTI, IOCTaTHBOI JIJIsl 3a0€3MeUeHHs €JIeKTPUYHOI0 EHEPIi€l0 OKPEMHX
00'eKTiB, 3 OOKY MOTEHIIMHUX 1THBECTOPIB.

BucHoBku

["enepariist eHeprii 3 BIAHOBIIIOBAHUX JKEpPES HA YCTAHOBKAX MaJIOl MOTY>KHOCTI,
JOCTaTHBOI JJisi 3a0€3MEUYeHHsI OKpEeMHX O0'€KTIB 1H(PACTPYKTYpH, Ma€ 3HAUHHM
MOTEHITa [T 3HIKSHHS YPa3IUBOCTI 00'€KTUB KPUTUYHOT 1HPPACTPYKTYPH HUISIXOM
JeleHTpani3allii reHepyoYnX NOTyKHOCTeH. [ 0JJOBHUM €KOHOMIYHUM 1HCTPYMEHTOM
JUTSL CTUMYJISILIT PO3BUTKY TaKMX 00'€KTIB reHepallii B Halllil KpaiHi € 3ej1eHuil Tapud.
Ha croronHimiHiii 1eHb, Ha XaJib, TOBHOIIIHHE BUKOPUCTAHHS IILOTO 1HCTPYMEHTY HE
BEJIEThCA 1, IK HACTIJOK, MEPCIEKTUBHU TAKOTO0 PO3BUTKY HE € JTy>KE€ MPUBAOIMBUMU 1
MPOJOBKYIOTh 3HUKYBATHUCH.
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Integration of foreign and domestic mechanisms for ensuring cyber security of
critical infrastructure objects
In the conditions of cyber war, launched by the Russian Federation along with military aggression,
the issue of protecting information space, including cyberspace, from destructive actions that pose a real
threat to national security is definitely relevant. In the course of the research, an analysis of foreign and
domestic mechanisms for ensuring cyber security of critical infrastructure facilities was carried out.

Prospective directions for the combination of the mentioned mechanisms to strengthen the cyber resilience of
the national information infrastructure have been identified.

3 mouatky 2022 poky pociiickka (enepariis po3ropHyja MOBHOMACIITaOHY
KiOepBiiiHy npotu Ykpainu [1]. Lle miaTBepaXyeThCs 3pOCTaHHAM KiOepaTak Ha
JIEp’KaBHI CTPYKTYpH Ta OO0’€KTH KPUTHYHOI 1HPPACTPYKTYpH, TOPYIICHHS
(GYHKITIOHYBaHHS SIKUX € 3arpo30l0 HallloHaJbHUM iHTepecam. KiOepBiliHa crana
peabHOI0 3arpo3010 HAIlIOHATBHIN Oe3Melll 1 MepeyMOBOO OPYIIIEHHS JIePKaBHOTO
CYBEPEHITETY Ta TEPUTOPIATHHOI IUTICHOCTI YKpaiHu KpaiHOI0-arpecopom 24 JIF0TOro
2022 poxky. Pocis HapolryBajia CBOi1 xakepchki 3ycwmis MPOTH COIO3HHMKIB YKpaiHW,
3okpema CIIIA. Komnanis Microsoft cTBeppKye, 10 BUSIBUIIA POCIMCHKUX JEPKaBHUX
XaKepiB, K1 HaMarajaucs MpOHUKHYTH B 128 minel y 42 kpainax, siki miATpUMYBaJIn
VYkpainy [1]. 49% uineit Oynu nep>kaBHUMU ycTaHOBaMu. Pemira Oyinu moeqHaHHAM
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aHAIITUYHUX UEHTPIB, TYMaHITapHUX TPYyN 1 MPUBATHUX KOMMAaHiHM, 3adisiHUX B
000pPOHHOMY YU €KOHOMIYHOMY cekTopax Ykpainu. Y 2022 poui Pocis 30iibmmia
HAIUTIOBaHHS Ha KOPUCTYBauiB B Ykpaini Ha 250% mopiBHsHO 3 2020 pokoMm.

VYkpaina parudikyBana «KoHBeHI[II0O PO KiOEP3JIOUYMHHICTBY, MIANUCAHY Bij
imeni Ykpainu 23 mucromama 2001 poxky B bymamemrti (3akoH VYkpainu mpo
patudikarito Bix 7 BepecHs 2005 poxy Ne 2824-1V). Ane Bu3HaHHS KiOEp3aXHCTy
HOBOIO BKJIMBOIO CKJIQJIOBOIO ii 3aXMUCTy B YKpaiHi Bi0Oysnocs auiie B 6epesni 2016
poky B Ctparerii kibepOe3neku Ykpainu (mani — Ctpateris).

3akoH Ykpainu “IIpo ocHOBH 3a0e3neueHHs KibepOe3neku YKpainu” 3akpiluB
3arajibHy apXiTeKTypy HaIlllOHAJbHOI CUCTEMH KiOepOe3neKku Ta po3MOIIJINB 3aBIaHHS
Ta TOBHOBXKEHHS MDK OCHOBHUMH cy0’ekTamMu 3ale3meueHHs KiOepOesmekw,
nependayae CTBOPEHHS YMOB JUISl 3a1y4YEHHs MMIIMPUEMCTB, YCTAHOB Ta OpraHi3allii
HE3JIE)KHO B1JI (POPMHU BIIACHOCTI, SIKI MPOBAJATH AISUIBHICTH y cepl eIEeKTPOHHUX
KOMYHiKaIlii, 3axucty iHdopmailii Ta/abo € BIacHUKamMu (ympaBUTEISIMHU) 00’ €KTIB
KPUTUYHOI 1H(QPACTPYKTypH, HAYKOBUX YCTAHOB, 3aKJa/iiB OCBITH, OpraHizailii,
rpoOMaJICbKuX 00’ €THAHHD Ta TPOMA/ISH.

HamionanpHa cucrema kibepOe3mekw — 1€ KOMIIEKCHA CHCTeMa B3aeMOJIl
JlepkaBHOI cly’kOM CHEHIAIBHOTO 3B’SI3Ky Ta 3axucTy I1HQopMauii YkpaiHw,
HamionansHoi nomimii Ykpainu, CinyxOu Oe3neku Ykpainu, MinicrepcTBa 000pOHH
VYkpainu Ta ['enepanbHoro mrady 30poinux Cui. YKpainu, po3BilyBaJbHUX OPraHiB,
HamionansHoro 0anky YkpaiHu, OiSUTBHICTH SIKMX CIPsSMOBaHAa Ha 3a0€3MEeUCHHS
Ki0epOe3neKkn Ta B3a€MOIIOB’S3aHUX 3aXO[IB MOJITUYHOTO, HAYKOBO-TEXHIYHOTO,
1H(hOpMAaIIHOTO, OCBITHBOTO XapaKkTepy, OpraHi3aliiiHOTo, MPaBOBOI0, ONEPATUBHO-
PO3IIYKOBOTO, PO3BiTyBAIbHOTO, KOHTPPO3BiAyBaIbHOTO, OOOPOHHOTO, 1TH)KEHEPHOTO
XapakTepy 1 TEXHIYHI 3aXOJH, a TAKOX 3aXOAW KpUNTOrpadiyHOTO Ta TEXHIYHOTO
3aXMCTY HallOHAJBHUX 1H(QOpPMALIHHUX pecypciB, Kibep3axucty 00’ €KTIB KPUTHUHOI
iHdopmariiinoi iHPpacTpykTypu. I[IpoBimHUM CyO’€KTOM HalllOHAJIBHOI CHUCTEMHU
kibepOesmnekn € Jlep:kaBHa Cityx0a CHeliaabHOTO 3B’SI3Ky Ta 3aXMCTy 1H(opmartii
VYkpainu, Ha siky npumnaaae 0au3bko 80% HaBaHTa)KEHHS.

Jlep>xaBHUI LIEHTP K10ep3axuCTy Ta MPOTHil Kibep3arpo3am JlepKCrensB’ 13Ky
Mae€ CTPYKTypHHH miapo3aun — ['pyna koM rotepHoro pearyBanHst Ykpainu (CERT-
UA) — rpymna pearyBaHHs Ha KOMIT FOTepHI HaJI3BHYaiHI 1mojaii YKpaiHH, OCHOBHOIO
METOIO SIKOi €: 3a0e3rmeuyBaTH 3aXHCT 1H(QOpMaIIHHUX pecypciB Ta iH(opmaIiiHo-
TEJIEKOMYHIKalIMHUX CHUCTEM BiJI HECAHKI[IOHOBAHOTO JOCTYIY, HEMPaBOMIpPHOTO
BUKOPHUCTAHHS, a TAKOK MOPYIIEHHS X KOH(1ESHIIIHHOCTI, IIIJTICHOCTI Ta JOCTYTHOCTI.

OCHOBHOIO CHCTEMOI0, siKa 3a0e3reuye KidepOe3neKy opratiB Aep>KaBHOI BIaIu
B Ykpaini, € Cuctema 6e3neunoro aocrymny (CBJl) no mepexi [HTepHET 1151 opraHiB
nep>xkaBHOi Biagu. CUCTEMOIO KOPUCTYIOThCs 01u3bko 200 opraHiB JAep>KaBHOI BIaIH,
y TOMY YHCIl ¥ CEKTOpYy HalioHainbHOI Oe3neku Ta oboponu. s CBJl 3ynunsie ta
Omokye  OutblIicTh  Kibeparak, y TOMY 4YHMCII B  aBTOMaTMYHOMY Ta
HaI1BABTOMATUYHOMY PEKHUMI.
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Ilepeo nosnomacwmabHum emoperenuam. BusHatoum HEOOX1THICTh OUTBIIIOTO TA
MIIHIIIOTO MIXHAPOJHOTO CIIBPOOITHUIITBA Ta PO30YIOBH TMOTEHIIATY IS
BUpIIICHHA TpobiieM KibepOesneku, moTpedu Ta 3arpo3u, siKi BUHUKAIOTH, TaKOX
BUCBITIIIOIOThCS B HOBIA Crtparerii kibepOe3neku YKpaiHd. YKpaiHa CHIBIpaLIoOe 3
HU3KOIO MapTHEPIB y kibepcdepi. Ykpaina Oyna napTHepoM y 12 CHiTbHUX MPOEKTaxX
€ppomneiicbkoro Coro3y Ta Pagu €Bpomnu 3 ynpaiiHHS KiOepOesnekoro B YKpaiHi
“Cybersecurity EAST”20, sxi MaloTh perioHaAJIbHUM BUMIpP 1 BKJIIOYAIOTh YC1 KpaiHU
Cxignoro maptHepctBa (T00TO Bip™menito, AsepOaiimkan, binopycs, ['pysiio,
Pecny6nika MoinjoBa, Ykpaina).

VY chepi kibep3axucty Ykpaina criBmpaiitoe 3 TpactoBuM GoHAOM Kibep3axucTy
HATO nns mocuiaeHHsS TeXHIYHUX MOXKIIMBOCTEH KpaiHW y mpOTHALl Kibep3arpo3am.
Kpim Toro, Ykpaina crana romoBuumM Oenedimiapom Ilporpamu cmiBmpaii «Hayka
3apaau Mupy Ta 6esnekn» (SPS — Science for Peace and Security).

Iicnsa nouamky nosHomacuimabHo2o emopeHents. PaHH1 pillieHHs] KepIBHUIITBA
NEeSAKUX HaHO1IBIITUX CBITOBHX TEXHOJOTIUYHHUX 1 KIOepOe3eKoBUX KOMITaHIN B3STH Ha
ce0e aKTUBHY pOJb Y 3aXUCTI YKpaiHM Oyiu KIIOUOBUMH. 3axiiHl Jijepu Oyiu
OJIHO3HAYHI y CYJDKEHHSX 1110 BOHM HE OyayTh KUJATH BIMCHKOBI CHJIM BOIOBATU B
VYkpaini. [Ipote B uudposiii cepi 3axiaHi ypsao0Bi, BIMICHKOBI Ta KOMEPLIHHI aKTOPU
0e31ocepeIHbO MPOTUAIIOTh POCIMCHKUM 3JIOBMHCHUKAaM Ta OepyTh Ha ce0e HU3KY
BIJIMOBIAQIBHOCTI 3a 3aXUCT YKpaiHCBKUX Mepex 1 maHux. Ll crmermiaapHa Koaiis
MPOTHUCTOSJIA IHTEHCUBHIM KaMIaH1i pOCIMChbKUX KiOepaTax.

Broprauenss cTBOpUIIO HEBIIKIAIHICTh, SKY HEMOXJIMBO OyJIO BHUPIIIUTU 3a
JIOTIOMOT OO TIPOTpaM, CIIPSIMOBAHUX Ha IOCSATHEHHS TOBITOCTPOKOBUX IIiJIEH PO3BUTKY,
a MOOLTI3alLlis Jep KaBHUX 1 IPUBATHUX PECYPCIB OPOAMIIAa IHHOBALIHI TAPTHEPCTBA.
Hamnpuknazn, YipaBmiHHS 3aKOpIOHHUX CTIpaB, y cripaBax CriBIPY>KHOCTI Ta PO3BUTKY
Bemukoi bpuranii (FCDO — UK Foreign, Commonwealth and Development Office
(FCDO)) 3a pomomMororo TeXHIYHUX KOHCyJdbTalii HaiioHansHOTO IEHTPY
Ki0epOe3IeKkn CIOHCOPYE Mporpamy, sika HaJa€ YKpaiHCbKUM yCTaHOBaM JOCTYI JIO
MOCITYT KOMEPIIMHAX KOMITaHi# 3 KibepOe3neku [2].

[HII0I0 BHU3HAYAIBHOIO OCOOJUBICTIO OOOPOHHUX 3YCHJIb CTajla I1HTErparis
BEJIMKUX aMEPUKAHCHKHUX MOCTaYaJIbHUKIB TEXHOJOT1H, 30KkpeMa Amazon, Cloudflare,
Google 1 Microsoft. 3gaTHICTh IMX KOMMAaHIM MEPEHOCUTH JICPKABHI JIaHl Ta CEpPBICU
VYkpainu Ha po3MOJIITIEHI XMapHI cepBepH; 3a0e3meuyBaT aBTOMAaTU30BAHUM 3aXHCT
MAaCHMBHHMX MEPEX Yy MO€JIHAHHI 31 CHEl[ialbHUM 3aXUCTOM KOPUCTYBAyiB 13 BUCOKUM
PU3BMKOM; a TaKOX TOCTIfHE OHOBJICHHS pPO3BIIYBaJbHUX JaHUX IPO 3arposw,
OTPUMAHHUX 13 IIO0ANBHOI TeNeMeTpii, ToAAT0 TITUOMHHU 3aXUCTy Ta CTIMKOCTI, L0
HabaraTo MepeBUILYyE Ti, SKUX YKpaiHa MOrJia O JOCSATTH CaMOCTIHHO.

BucHoBku

MosxinBo, BiiiHa B YKpaiHi HE BHUSBHJIA TOTOBOTO IUJIaHY KOJEKTHUBHOL
MDKHApOJHOT 00OpOHM B KiOeprpocTopi, aje BOHA BHUIPOOyBajda KOHIICTIIIIO
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crmiBmpaii OaraTbOX 3alliKaBIEHUX CTOPIH 1 B MPOIEC] MPOAEMOHCTpYBaia I SITh
KIIFOUOBUX YPOKIB.

1. Macmtabuuii  kibep3axuct, y TOMY YHCII  O0’€KTIB  KPUTUYHOI
1IHQpPAaCTPpYKTYpH, CIHUpPAETbCS  HA  3adydyeHHS  HaWOUIBIIMX  KOMEPLIMHUX
TEXHOJIOTTYHUX 1 Ki0epOe3MeKOBUX KOMITaHIH.

2. IlpyyuHN  y4yacTi KOMEPUIMHHUX CTPYKTYp Y 3aXUCTI YKpaiHCBKOTO
KibeprnpocTopy Ta 00 ’€KTIB KPUTHYHOI 1HQPOpMAIIHHOI 1HQPACTPYKTYPH MOXKYTh
HOCUTH XapakTep KOMEpPIIHHUN (JIeMOHCTpaIlis MOXIJIMBOCTEH 1 TIepesar),
pernyTaliiHui Ta HOpMaTUBHUM (3aXUCT IIHHOCTEH 1 3a1100iraHHs MIKO/I1).

3. KommaHii, 1110 3aiiMaroThCs TEXHOJIOTIIMU Ta Ki0epOe3NeKor, MOXYTh OyTH
MOTHBOBAaHI ypsAJlaMU 1100 yYacTl y MUKHAPOJIHOMY KiOep3axHCTi.

4, IlpuknagoM TpoOJEMHOr0 TMHUTAaHHA KiOep3axucTy 00 €KTIB KPUTHIHOI
iHpopMarliiinoi  1HppacTpykTypu Oyjia 30CEepelKeHa 3aJeXHICTh YpsAay Bij
MOTEHIIIITHO Bpa3JIMBUX JOKAIBHUX CEPBEPIB. 3aJEKHICTh, AKy MOTPIOHO Oyi0
MIBUKO BUIIPABUTH HUISIXOM MIrparlii A0 LEHTPIB 0OpOOKM JaHUX 3a MEXaMHU 30HU
OOMOBHUX /i1, IKUMU 3a3BUYall KEPYIOTh 1HO3€MHI MOCTAYAIbHUKN XMapHUX TOCIIYT.

3a3HaueHul 10CB1J BKa3ye Ha Te, 10 KOJIEKTUBHA 000pOHA HE JIUIIE JEMOHCTPYE
CBI/ ONEpaTUBHUI MOTEHIIa] B YKpaiHi, aje i BUABIIAE CTPATETIYHY HAINPY>KEHICTD,
AKy MOTPIOHO Oys0 O BHUPIIIMTH 32 JOMOMOrOI0 OYyJb-IKHUX OUIbII JTOBTOTPUBAIUX
JIOMOBJIGHOCTEH. B OCHOBI BUKIUKY [UIsi JEMOKpaTiil JEXKUTb iHmespayis
KOMEPIIIIHUX aKTOPIB SK areHTIB 30BHIMIHBOI Ta 0OOPOHHOT MOITUKHA. TaKuM YUHOM,
po3po0OKa Mmexawizmig CHIBOpAIll OTOJUTh TJIUOOKI MpoOJieMH HalllOHAJIBLHOTO
CYBEPEHITETY, MIA3BITHOCTI Ta PO3MOJLIY TAraps B KiOeprmpocTopi.
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Cross-layer web application security concept
This paper talk about some principles of protection web-applications. AS
authors think, the most common problem of cybersecurity is encapsulation different
layers of web-server. The system will be much more protected, when each layer has the
ability to interact with each other. Server can be configurated for interaction of php
with nginx or iptables. This approach will increase protection level and allow to realize
security measures on each level of web-server.

Po3rnsmaroun nutaHHs 3aXUCTy Web-pecypcey 3arajioM, BapTo MpoaHalli3yBaTh
MOTO CKJIaJ0B1 €JIEMEHTH, BU3HAYUTH 1X POJIb Ta PYyHKI10HATBHI MOKIUBOCTI. OKpiM
TOTO BapTO BUJIUTUTH HAWBPA3UBIIII €JIEMEHTH, 1110 B TIOIAJBIIIOMY J03BOJIUTh
e(eKTUBHO MOOYTyBaTH CUCTEMY 3aXUCTY.

®daktuyHO Oyab-sKUi ~ web-pecypc ckiagaeTbcsi 3 web-cepBepy  Ta
web-momatky. dyHKIiOHAIEHO Web-cepBep € HabOpOM MpOrpamMHHMX 3ac00iB, IO
CTBOPIOIOTH CEPEIOBUILIE AJIs1 BUKOHaHHS web-nonatky. besnocepeanbo web-ngonaTok
TaKO0X MOYKHA PO3JIIMTH Ha JIB1 YMOBHI CKJ1aioBl yacTuHM — «frontend» ta «backendy.
Frontend — BizyanbHa ckiagoBa dyacTiHa web-nonartky, voro intepdetic. Backend —
cepBepHa yacThHa web-107aTKy, KOTpa peanizye Horo Joriky Ta GyHKIIIOHAIBHICTb.

3Bepratounck 10 aanux «W3Techs - World Wide Web Technology Surveys»
[ 1] MOKHA KOHCTaTyBaTH, 1110 HAWPO3MOBCIOKEHILITUM IIPOTPAMHUM 3aC000M, KOTPUI
3aCTOCOBYETHCS 11 3a0e3neueHHs PyHKI10HyBaHHS web-cepBepiB € «Nginx». Takox
pPO3TISAAIOYM  BHINEHABEJACHE JDKEPENO JaHUX, MOXKHa KOHCTaTyBaTH, IO
HapO3MOBCIOIPKEHIIIO MOBOIO JIsl cTBOpeHHsT web-noaatkiB € PHP. B xox1 Oubinn
IJI00aJIbHOTO aHAJI3y TAKOXK CTA€ OYEBUJIHUM, 110 B MIEPEBAXKHINM OLTBIIIOCTI BUMAIKIB
web-cepBepr B 11iloMy (GYHKIIOHYIOTH T KEPyBaHHSIM OIMEpaIlifHUX CHCTEM
cimetrictBa Linux.

SIKmo  3iCTaBUTH  HAaBEAEHI BIJOMOCTI CTOCOBHO  TEXHOJIOTIH,  IIO
3aCTOCOBYIOTHCS IS CTBOPEHHST web-cepBepiB Ta (yHKIIOHYBaHHS web-momaTkiB 3
BIJIOMOCTSIMH CTOCOBHO IIIJISIX1B IPOHUKHEHHS TIPH 3/1MCHEH] aTak B KiOepmpocTopi,
MO>KHA IMTOOAYHTH, IO «TOYKAMHU BXOAY» Ta MOJIAIbII0I KOMIIPOMETAIlli CHCTEMH € HE
[0 1HINE SIK BUXIJHI KOAWM Web-I0JIaTKiB B JIESIKIM CYKYIMHOCTI 3 HEKOPEKTHUMHU
HaJalTyBaHHSIMHU MPOrpaMHUX 3aco0iB web-cepBepy [2,3,4]. PiBeHb BpasnuBocTeid
KOJMBAETHCS BiJl BUCOKOIO — OTPUMAHHA JOCTYMY JI0 OOJIIKOBUX JaHUX OKPEMHX
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KOPUCTYBaYiB, A0 KPUTHYHOTO — MOXJIMBOCTI BUKOHAHHS CTOPOHHBOTO KOJy Ha
web-cepBepi 3 BUKOPUCTAHHSAM Bpa3IMBOCTEH web-I101aTKy.

3BEpHYBILKCH JI0 3araJIbHUX MPUHIUIIB (PyHKIIIOHYBaHHS web-cepBepiB THITY
«Nginx + PHP» He BaXko MOMITUTH, 110 ()aKTUYHO IXHS CTPYKTypa CKIIAIA€ThCS 3
JEKUTBKOX PiBHIB (I1apiB) — 3aIIUT KOPUCTYBada MepeacThCs BiJl OJJHOTO MPOrPaMHOTO
3aco0y J10 1HIIIOTO JOTH, JOKK He Oy1e chopMoBaHO BiIIOB1Ab. TOOTO ClIOYATKY 3alUT
70 cepBepy MoOxke OOpOOIATUCA MEPEKEBUM EKPAaHOM YH Proxy-MeHeIKepoM
(He 3aBX1M), TOTIM HAAXOIUTH N0 MPOrPaMHOTO 3aco0y nginxX micis 4YOro, B
3aNeXHOCTI BijA 3amuty, nepenaetscst B iHTepnperatop PHP. Koxxen 3 3a3naueHmnx
MPOrpaMHUX PIBHIB € OKPEMUM IIApOM, 110 MOXke c(hopMyBaTH BiANOBIAb Ha 3aIUT.
SIKII0 BIACTUBOCTI 3alUTY CymepedyaTh IpaBujiaM MEPEKEBOr0 EKpaHy, TO 3amuT Oyie
CKacoBaHO. AHAJOTIYHO, SKIIO BJIACTUBOCTI 3alUTy HE BIANOBIIATUMYTH
HanamTyBaHHsIM Nginx, To OyJe chopMoBaHa Ta MOBEPHEHA BiIMOBIAHA BIAMOBIIb i
3anuT He OyJie nepeaaHuii HaCTYIHOMY piBHIO. TyT BapTo 3a3HAYMTH, 11O 3/11HCHEHHS
¢inpTpamii edekTUBHIIIE 3IHCHIOBATH Ha OUIbII BUCOKOMY piBHI. ToOTO B pasi
BUSIBJICHHS HENPABOMIPHOTO JIOCTYNy JO SKOicb 3 JIaHOK web-pecypcy,
Halle(ekTUBHIIIE Oy/ie 3A1MCHIOBATH OE3MEKOBI 3aX0/I HA PIBHI MEPEKEBOTO EKpaHyY
g web-cepBepy (Nginx), a He Ha piBHI IHTEpIIPETATOPY.

AHanizytoun  odiliiiHy  JIOKYMEHTallll0 10 pEerJIaMeHTy€e  IpaBuIia
HaJAIITyBaHHA MPOTPAMHOTO 3abe3nedyeHHs web-cepBepiB, MOXHA JIUTH 10
BHCHOBKY, 1110 3a3BMYail BCl PiBHI OOpPOOKH 3allUTIB € 1HKANCYJIbOBAaHUMHU OJUH BiJ
OJIHOTO Ta B3a€EMOAIIOTH JIMIIE Yepe3 YITKO BH3HAdeHl 1HTepdeicu. Takuil miaxina
KOH(]IirypyBaHHs € 0€3CyMHIBHO JIOTITYHUM, CTPYKTYPHO BIPHHM Ta 3aXHILEHUM. AJie
B pa3i BUSIBJICHHS CIPOOU HECAHKI[IOHOBAHOIO JOCTYIy Ha piBHI web-monatky, 1o
npaioe B cepenoBuill PHP, BiaCyTHIH aiaropuTm B3aeMOAii 3 BHUILMMU PIBHAMH
cepBepy 3 METOI0 31MCHEHHS TUX YM HIINX 0€3MEKOBUX 3aX0/1B.

dakTHYHO 3aBAAHHSIM TAKOI B3acMOIl € JeTAJLHUNM aHajll3 BXIAHUX JTaHUX HE
JIUIIIE HA PI3HUX 1HKAINCYIHOBAHUX PIBHSAX ONPAIFOBAHHS 3aIUTY, a i HA PI3HUX PIBHSIX
OesmocepeHb0 web-101aTKy, TOOTO Ha piBHI i1HTeprperatopy. PHP-momarok
MOBUHEH Ha eTari ¢iabTpallii Ta TUMI3alii JaHUX MepPeBIPATH IX IITICHICTh, a pasi
BUSIBJICHHSI TICBHOT HECTaHJAPTHOI CUTYaIlll CUCTEMa Ma€ 3[IACHUTU KBaTi(iKaIliio
PIBHSI TOMUJIKA — B pa3l MiJO3pU BTOPTHEHHS 3I1HCHIOIOTHCS OE3IMEKOBl 3aXO[u.
Ockilbku Ha eTarni TepBUHHOT (UIbTparii (aKTUYHO HE MOXIJIMBO HAAINMHO Ta
JIOCTOBIPHO TEPEBIPUTH aJCKBATHICTb Ta NPUHHATHICTh JaHUX, iX JOJATKOBa
¢GiapTpaliss Ta TepeBIpKa 3IIMCHIOETHCS HAa KOXHOMY €Talll OINpalloBaHHS
BX1IHUX JaHUX.

3aBgaHHs B3a€MO/IIi MK PI3HUMHM PIBHSIMHU Web-pecypcy MOKIIMBO BUPILIUTH
0e3 1IHCTaNAIIT SKOTOCh J10JIaTKOBOTO MPOTPAMHOr0 3a0e3MeUeHHs] BUKOPHUCTOBYIOUH
BXKE€ HasgBHI (DYHKIIIOHAJIbHI MOJIMBOCTI mporpamHux 3aco0iB Nginx ta PHP [5].
Binrak, PHP-nomatok B pa3i BHSBICHHS IJIO3PH BTOPTHEHHS Ta 3IIHCHEHHS Il
HaJeXKHOI KBami(ikaili, Mae CTBOpUTH (PailI-MiTKy, sika O YITKO Ta OJHO3HAYHO
imeHTrdiKyBaia pKepeo 3anuTiB (KopuctyBada). B cBoto yepry mporpamuuii 3acid
Nginx rmpu 00po0O11i KOKHOTO 3aMUTy MEPEBIPATUME HASIBHICTh TAKUX (PailJIOBUX MITOK
3 11eHTU(}IKAaTOPOM KOopucTyBaua. B pa3l HasBHOCTI CHIBMAAiHb CTOCOBHO 3aIUTY
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MOXJIUBO 3IIMCHIOBAaTH TI YW 1HII OE3MEKOBl 3aX0], HampuKiIaa OJOKyBaHHSA
IP-anpecn uymM mnepeHampaBiieHHS 3amUTy 3axUIIEHE cepefoBullle (Tak 3BaHy
«ICOYHUIIIO»). 3 OISy Ha JIOCUThH IIUPOKI (PYHKI[IOHAIBHI MOXIJIMBOCTI Nginx, B
SKOCTI 1JIeHTU(diKaTopa KopucTyBada Moxke Oyzne sk IP-aapeca, Tak i iHmn 06a30B1
BJIACTUBOCTI 3aIlUTYy YU iX OETHAHHS.

OxkpiM TOro, MIDKpIBHEBA B3a€EMOISi HE OOMEXKYETHCS B3aEMOJIIEI0 JIUIIIE
nporpaMHuM 3aco0oM Nginx. dyHkiioHanbHICTs MOBU PHP no3Bonsie renepyBatu
CUCTEMHI JIOTHY 3 3a3HaYeHHAM OY/b-sKO01 BaxJIMBOI 1H(popmMarii mpo 3amuT [5,6]. Taki
3aMKCHU B MOAAJBIIOMY B PEKHUMI PEATIbHOTO Yacy MOKYTh aHAII3yBaTUCh OY/Ib-SIKUM
[IApOM 3aXUCTy Ta B TUX UM IHIIMX CUTYaIlsX 3/ilCHIOBaTH Oe3neKoBl 3axoau. s
MPUKIATY — JIOr-(hailiu MOKHA aHalli3yBaTH MPOTrpaMHUM 3acoboM «fail2bany i B pasi
BUSBIICHHS BIJOMOCTEH MPO 3arpo3y 3A1MCHIOBATH OJOKYBAaHHS MOJABIINX 3alUTIB
Ha PiBHI MEpeXKeBOTO eKkpany (iptables).

3arajoM 3aIlpolOHOBaHI METOJIU J03BOJISIIOTh peaii3yBaTH MaiKe aBTOHOMHY
CUCTEMY 3axHCTy Wweb-J0JIaTKiB, KOTpa pearyBaTUME Ha 3a3faJieriib BHU3HAYEHI
IHIIMJICHTH Ta aBTOMAaTHYHO 31HCHIOBATUME KOPUTYBAIbHI YU 0OMEXKYI0Ul O€3MEKOBI
3aX0AM 3 METOI0 YHEMOJKJIMBIICHHS i1HiIiami3alli oOpoOKH HEKOPEKTHHX JaHUX Y
HECAHKI[IOHOBAHOT'O JIOCTYITY 1O OKPEMHUX CTPYKTYPHHUX €JIEMEHTIB web-101aTKy.
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Regulatory aspects of the identification and categorization of critical
infrastructure facilities

The report reveals some regulatory aspects of the formation of a new system of
operation and protection of critical infrastructure in Ukraine. The authors analyze the
peculiarities of the legislative support for the identification and categorization of
critical infrastructure objects. A new version of the Procedure for assigning objects to
critical infrastructure is being studied. The new expanded list of critical infrastructure
objects, approved by the Cabinet of Ministers of Ukraine, is analyzed.

CooronHi B YKpaiHi CTpIMKMMU TeMIaMH BiIOyBa€eThCs (opMyBaHHS HOBOI
cucTeMu (PYHKIIIOHYBaHHS 1 3aXHUCTy KpUTUYHOI iHpacTpykrypu. Taka cucrema
(OpMYy€EThCS IK Ha OCHOBI BUBYEHHSI MIXKHAPOIHOTO TOCBIAY, TaK 1 OUIBIIOI MIPOIO
HAa OCHOBI PEaIbHOTO MPAKTUYHOTO JOCBIAY MOJOJAHHS BKpal TSHKKUX MOIIKOKECHb,
KPUTHUYHOI 1H(PPaCTPYKTYpH Bl POCIMCHKOT BiiiCbKOBOI arpecii. [lo3uTHBOM B IbOMY
KOHTEKCTI € Te, 110 BUOY/IOBaHA y MOBOEHHOMY IEP10/il HOBA CHCTEMa YIpPaBIIHHA,
(YHKIL10HYBaHHS, 3aXUCTY KPUTUYHOT IHPPACTPYKTYpH, MA€ CTATHU HAMOLITBII MILIHOIO,
CTIAKOI0, €JJaCTUYHOIO 1 €PEKTUBHOIO, BPaXOBYIOUH 3a3HAYCHUN JTOCBIJI.

Tum He MeHIU, 3BHUYAHO, Ha MEpPUIMX eTanax MoOyJAOBH Cy4acHOi CUCTEMHU
YIPAaBIIIHHS 1 3aXUCTY KPUTUYHOT 1HYpaCcTpyKTypH BiAOyBaeThcs hOpMyBaHHS HOBOTO
3aKOHOJIaBUOTO 0a3ucy Ta BIAMOBIIHOTO HOPMATHBHO-TIPABOBOTO PEryJIIOBaHHS.
[Ipuitnsatuit 3akoH YKpaiHU MPO KPUTHYHY 1HPPACTPYKTYPY, BAKIWBI M1J3aKOHHI
aKTH, BU3HAYCHO JEP>KaBHUN OpraH, BIAMOBIAAJIbHUNA 3a YNPaBIIHHA KPUTHYHOIO
1HDPACTPYKTYPOIO, MPOBOAUTHCS KIacu(iKallisi CEKTOPIB KPUTUUHOI IHPpacTpyKTypHu
TOIO. B HaA3BMYaHO CKJIATHUX YMOBAaX MiSUTBHICTH OpraHiB BIAId, JEPKABHOTO
VOpPaBIIHHSA Ta MICIEBOIO CaMOBPSAYBAHHS B IIbOMY HAIlpsIMKy Ma€ Ha MeTi
3a0€e3ne4YeHHs] MaKCUMAJIbHOTO PiBHS HalllOHAJIBHOI Oe3MeKu 1 000POHHU.

VY KoXkHIN KpaiHi HasiBHI OCOOJMBOCTI y Kiacu@ikaiii CEeKTOpiB KPUTUUHOI
1H(PACTPYKTYpH 3 YpaxyBaHHSIM CHEHU(PIKM EKOHOMIYHOTO Ta COLIAIbHOIO iX
po3BuTKy. Ilepemik CekTopiB, BIIHECEHUX JI0 KPUTUYHUX, 3aTBEPIKYETHCS
HOPMATUBHUMH JOKYMEHTaMHU KpaiHH, a 1X CKJIaJ0BI BU3HAYAIOTHCS IMiJ3aKOHHUMH
aktamu. [lepenik KIr04OoBUX CEKTOPIB KPUTUIHOIT 1HPPACTPYKTYPH, 3aCTOCOBYBAHHX Y
PI3HHX KpaiHax € CXO0XHUM 1 Haluye B cepeaabomy 10-15 cektopiB. Ase y TOH ke yac
y KOKHO1 KpaiHU € MEeBHI 0COOJMBOCTI, 3Ba)Kaloun Ha reorpadiyHe po3TallyBaHHS,
CTPYKTYPY €KOHOMIKH Ta ii KIIFOUOBI CEKTOPH, PECYPCHUMN MOTEHITIAN, CIIeIiali3alliio
TOLLIO.
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[locranoBoro KabGinery MinictpiB Ykpainu Binm 16.12.2022 p. No 1384
BUKJIaJeHO B HOBIM pemakuii Ilopsmok BigHeceHHS OO0'€KTIB 7O KPUTHYHOL
1H(DpacTpyKTypH, 3aTBEpIKEeHHI mocTtaHoBoO ypsiay Bix 09.10.2020 p. Ne 1109 [1]. B
HOBIM peakIlii BUKIaAeHO Takox [leperik cekTopiB (IiICEKTOPIB), OCHOBHUX MOCITYT
KPUTUYHOT IHPPACTPYKTYpH JIep>KaBH, 3aTBEPHKEHUI 3a3HAUECHOIO TOCTAaHOBOIO.

BigomocTi mpo 00’€KTH KPUTHYHOI 1H(PPACTPYKTYpH, IO MICTITBCA Y
3BEJICHOMY TIEpeliKy OO0 ’€KTIB KPUTHYHOI 1H(GPACTPYKTYpH Ta CEKTOpPaIbHUX
nepenikax 00’€KTIB KPUTHUYHOI 1H(pacTpyKTypHu, € iH(popmaliero 3 OOMEKEHUM
JOCTYTIOM, 3aXHCT SIKOT 3a0€3MeUy€eThCsl BIAMOBIIHO JO BUMOT 3aKOHO/IaBCTBA.

KaGineT MiHICTpiB PO3IMIMPHUB MEPEiK 00'€KTIB KPUTUYHOT 1HPACTPYKTYPH Ta
oHoBuB [lopsAmok BigHECEHHS O00’€KTIB 10 KPUTUYHOI 1HGpAcTpyKkTypH. Tak,
BIJITOBI/THA ypsIIOBA MMOCTAHOBA Tiepeadavae, 1Mo J0 Mepeiky A0Jal0ThCs, 30KpemMa,
taki cekTopu: «IIpaBocynas» (epesnik CyAiB, sSKi CIiJ] BITHECTH 10 00'€KTiB KPUTUYHOT
iHdpacTpykTypHu, ypsna ¢opMmyBaTUME Ha OCHOBI TOJaHHS JlepKCHel3B's3Ky);
«Bubopu ta pepepennymm» (3a mepeiik 00'ekTiB y 11iH ramysi Bianosigae [lentpanbHa
BUOOpua komicis); «lHdopmaiitHi mociyru» (BuzHadaTu 3MI, gKi 3MOXKYTh CTaTh
o0’ekTaMM KPUTHUYHOI 1H(pacTpykTypu, Oyae MIHICTEepCTBO KyJIbTYypHU Ta
1H(MOPMIIOIITUKH); «JlepaBHa Bia/ia Ta MICIIEBE CAaMOBPSATyBaHHsD (B1AMOBIIaIbHUM
OpraHoM II[OJI0 BU3HAUCHHA Takux 00’ekTiB Oyae [epxkcmenss’sizky); «Haykosi
JOCIIJKEHHSI Ta pO3pOOKM» (BU3HA4YaTU 00’ €KTH JOCIITHUIBKOI 1HPPACTPYKTYpHU
HayKOBHX YCTaHOB Ta 3aKJaJ1B BUILOI OCBITH, HAYKOBO1 JISJIbHOCTI, HAJAHHS OCIIYT
3 BUKOPUCTaHHS HayKOBOIo oOsagHanHsa Oyae MiHocBiTH); « TpuMaHHS M1l BAPTOIO»
(kpuTHuHi 00’€KTH y cepl TpUMaHHS 3aCy/UKEHUX Ta 0ci0, B3ATHUX ]l BapTy, B
yCTaHOBaX BUKOHAHHS MOKApaHb Ta CIAYMX 130isTOpax Jlep:kaBHOI KpUMIHAIBHO-
BUKOHABYOI CIY»KOU BU3HAUYUTh MIH'IOCT).

Mo »* A0 3MIHM MOPSAKY BIJHECEHHS 0 KPUTUYHOI 1HPPACTPYKTYpH, TO
OHOBJICHHS Mepen0avaroTh, M0 11eHTU(IKYBaTH 00’ €KTH KPUTHUYHOI IHPPACTPYKTYpHU
O0ynyTth cexropanbHi opranu (LIBK, MKIIT, MOH, Min'tocr, [lepxcnen3s’ 13Ky TOIIIO).
[li ycraHoBM pa3oM 3 OMNEPATOPOM KPHUTHYHOI I1H(PACTPYKTYpPH 3IHCHIOIOTH
kareropuzaiito 00’ektiB. IloTiM crucku momaroThess 10 JlepKCHer3B’ 3Ky, e
NEPEeBIPATUMETHCSA JOIUIBHICTh Ta KOPEKTHICTh OOpaHHS KOHKPETHUX OO0'€KTIB Ta
dbopMyBaTUMETHCS 3BEJICHUN TEpesik 00’ €KTIB KPUTUYHOI 1HPpacTpyKTypu. A BxKe
el TOKYMEHT Mepe/laBaTUMEThCS Ha 3aTBEPIKEHHS ypsiay [2].

Tax, npumipom nHewooasno Haxazom MO3 Vkpainu 6io 27.01.2023 p. Ne 163
ymeoperno Pobouy epyny 3 kamezopusayii o6’ckmie KpumuyHoi iHgpacmpykmypu,
3ameepodiceno ii ckiad ma nonodxcenus npo uei [3]. I'onosi pobouoi epynu dopyueHo
3abesneuumu. 1) koopounayiro disnvHocmi Pobouoi epynu, 2) nposedenHs 3acioanus
Pobouoi epynu 6 pazi neobxionocmi, 3) niocomogxy npono3uyii w000 Kamezopuzayii
00 '€ekmie Kpumu4Hoi ingppacmpykmypu y cghepi 0xoponu 300po8’s,; 4) inghopmysarHsi
MiHicmpa oxoponu 300pos’s Yxpainu npo pezyiomamu disibHocmi Pobouoi epynu; 5)
oompumanus eumoe Ilpumipnoco nonodicenHs npo YmeEopeHHs ma OIsNbHICHb
KOHCYIbMAMUBHUX, 00pa04Ux ma IiHUUX OONOMINCHUX opeanie npu Minicmepcmeéi
OXOpOHU 300p08’s VKpainu, 3ameepodiceno2o Hakazom Minicmepcmea o0xopoHu
300po6’s Ykpainu 6i0 1 niomozco 2022 p. Ne 202.
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B ymosax eoennozo cmany ma Onexkaymis 8axciueum Oas (QYHKYIOHY8AHHS
azponionpuemMcms 3 NeHUX HAanpsamMKie 8UpOOHUYMEA € BKIIOUEHHS iX 00 Nepeniky
kpumuunoi inppacmpykmypu. Ha cvoeo0ni Minicmepcmeo azpapnoi noaimuku ma
npooo6oabCcmea YKpainu GU3HAYEHO CEeKMOPANbHUM Op2aHoM Yy cgepi 3axucmy
Kpumuunoi inppacmpykmypu. Bionosiono, 6 pamxax i0omcmea ymeopeHo pobouy
epyny 3 idenmugpikayii ma xameeopusayii 00 ’exmieé KpumuuHoi iHghpacmpykmypu
CEeKmMOopI Xapuo80i NPOMUCIO0BOCHI MA A2PONPOMUCTIO8020 KOMNIEKCY, KA 30IUCHIOE
y3aeanvHeHy HOPMOBAHY OYIHKY DIGHSA KPUMUYHOCMI MA NPUUMAE DIUEHH U000
KOJHCHO20 38epHeHnHsl, Yu Oyoe HeceHo supobHuka y nepenik K [4].

3  memoro idenmugbikayii  nionpuemcmea  AK ~ 00'€ekma  KPUMUYHOL
IHGhpacmpykmypu, a maxKodic tio2o Kkame2opuzayii, iomy HeoOXiOHO nodamu 32i0HO 3
nynkmom 8 po3oiny V| Memoouunux pexomenoayiti wjo0o xamezopusayii 06 ’ekmis
KpumuyHoi iHghpacmpyxmypu, 3ameepodxcenux Haxazom Aominicmpayii Jlepocasroi
CYoHcOU cneyianbHo2o 38 A3Ky ma saxucmy ingopmayii Ykpainu 6io 15.01.2021 Ne 23
iHhopmayiro w00o:

. HAJIEXKHOCTI 00’€KTa KPUTHUYHOI 1HPPACTPYKTYypHU 1O TMEBHOTO CEKTOPY(iB)
(mipacexTopy(iB)) KPUTHUUHOI 1HOPACTPYKTYPH;

. TUITy OCHOBHOI TMOCIYTHM (OCHOBHHUX TOCHYT), $5Ky(1) 0O0'€KT KPUTHYHOI
1H(PaCTPYKTYpH HAIAE;

. NOBHOI Ha3BM oprauizaimii, ¢opmu BuacHocTi, €J[PIIOY BiacHuka
(posnopsiaHuka)  00'eKTa  KPUTUYHOI  1HPPACTPYKTYpH,  MICII€3HAXOKEHHS
oprasizariii;

. KEpIBHUKA BJIACHHKA (PO3MOpAIHMKA) OO0'€KTa KPUTHUYHOI 1HPPACTPYKTypH
(pi3BuIIIE, 1M's, 110 OATHKOB1, HOMEPH KOHTAKTHUX TesedoHiB, email);

. HallMEHYBaHHsS 00'€eKTa KPUTHYHOI 1HQPACTpyKTypH, (HaKTUUHOI aJapecH
MICLIE3HAXOKEHHS 00'€KTa KPUTHYHO1 1H(QPACTPYKTYPH;

. OTPUMaHHS 00'€KTOM KPUTHUYHOI IHPPACTPYKTYpHU OCHOBHHUX MOCITYT BiJ] THIIINX

00'eKTIB KpUTUYHOI 1HGPACTPYKTYPH, HEHAJIAHHS SIKAX BIUIMHE Ha (YHKIIOHYBaHHS
00'ekTa KPUTHYHOT 1HOPACTPYKTYPH;
. HaZaHHS O0'€KTOM KPUTHYHOI 1HGPACTPYKTYpPH OCHOBHUX IOCIYT I1HIITUM
00'ekTaM KpUTUYHOI 1HPPACTPYKTYpH, HEHAJIAHHA SKUX BIUTMHE HA (PYHKI[IOHYBaHHS
IHITNX 00'€KTIB KpUTUYHOT 1HDPACTPYKTYPH;
. PIBHIB HEraTMBHOTO BIUIMBY, SKI 0C00a, CYCIIbCTBO, HABKOJIUIITHE TIPUPOTHE
CepeloBHUILEe, EKOHOMIKA, HallloHAIbHA Oe31eKa Ta 000pPOHO3JaTHICTh KPAaiHU MOXKYTh
3a3HATH BHACJIJIOK MOPYILIEHHS a00 NPUMUHEHHS (PYHKI1IOHYBaHHS 00'€KTa KPUTUUHOI
THPPACTPYKTYPH BiIMIOBIIHO 0 KPUTEPIiB, 3a3Ha4eHUX y 0. 1 1 2 mo Meroauku [5].

3apeecmposano Ilpoexm 3axkoHy npo eHeceHHs 3MiHU 00 cmammi 8 3aKoHy
Vkpainu "llpo kpumuuny ingpacmpyxmypy"” (wooo epecynrosamnHs  cnopis,
npeomMemom AKUX € NpAeo GIACHOCMI 0epicasu Ha 00’ €kmu  KpumudHoi
iHhpacmpykmypu, wo nepebygaromo y 0epaicasriil enacnocmi) Ne 8316 6io 28.12.2022
p. [6].
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Emergency situations of turbogenerators of thermal electric plants and ways of
preventing them

The main emergency situations that arise during the operation of turbogenerators of thermal power
stations with a hydrogen cooling system are given. The cause of emergency situations is the violation of
requirements for the operation of the turbogenerator and hydrogen leaks due to leaks in the pipeline system
and sealing materials. The main ways to prevent emergency situations are compliance with the requirements
of technological regulations and the correct sequence of releasing equipment from combustible substances.

31



3aBAsSKMA BIACHIA BUCOKIA TETUIOMPOBIAHOCTI 1 TEIUIOEMHOCTI Ta30TMOIIOHUMN
BOJCHb IIMPOKO 3aCTOCOBYETHCS B SKOCTI OXOJIOJKYIOUOTO CEpEeAOBHINA Y
TypOoreHepaTopax eHepro0JIoKiB K TerIoBuX einekTpuunux craniii (TEC), Tak 1 Ha
ATOMHMX EJICKTPUYHUX CTaHIIsAX. OXO0JOIKEeHHS TypOOreHepaTopiB BOJHEM € OUIbIII
e(DEeKTUBHUM, TMOPIBHAHO 3 TOBITpSHUM. Lle 3yMoBIIeHO THUM, M0 KOE(IlIEHT
Teryionepeaadyl BOJHIO, TOPIBHAHO 3 TMOBITPsAM, € y 1,5 pa3u OuibimiuM, a
TEIJIONPOBIIHICTh — Y 7 pasiB Buia. KpiM TOro, BUKOPUCTAHHS BOJHIO y CHUCTEMI
OXOJIO/IKEHHSI 0OMOTOK TypOOreHeparopa, MOPiBHIHO 3 MOBITPSIM, HE MPU3BOIUTH /10
OKHCJICHHS 130JIA1111 eeKTPUYHUX MpoBoiB. [IpoTe, 0CHOBHUM HEI0IIKOM BOJIHEBOTO
OXOJIO/KEHHSI TypOOTeHepaTOpiB BBAXA€TbCA 3AAaTHICTh BOJHIO YTBOPIOBaTH 3
MOBITPSAM Ta apaMu Macyia BUOyXoHeOe3meyH1 CyMIIi.

[Ipu mopyieHHi BUMOT TEXHOJIOTIYHOTO PErJIaMEHTy 1 TPUBAJIOMY KOHTAKTI
MOBEPXHEBO-aKTUBHOTO BOJHIO 3 KOHCTPYKIIWHUMHU MaTepiajlaMd yCTaTKyBaHHS
0a01TOBI MAMUITHUKKA Ta JACTall poTopa MOXYTh IiIIaBaTHCS BOAHEBIM Kopo3ii [1]
(Bum gerpajarlii MeTajieBOTO Marepialdy, IO CIPUYMHEHA MPOHUKHEHHSM Ta
HarpoMaPKeHHSIM y MeTajll aTOMIB BOJIHIO).

3MiHa 3 YaCOM EKCIUTyaTallliHUX BIACTUBOCTEN KOHCTPYKIIIMHUX MaTepialiB, a
TAKOXX MOJKJIMBI BUTOKM BOJHIO 4Yepe3 YIIUIbHEHHS TypOoreHeparopa MOXYTh
MPU3BECTU JI0 TIEPEBUIICHHS TPAHUYHO JIOMYCTUMOI KOHIICHTpAllii BOJIHIO Y MOBITPI
MaImHHOro 3a1y. [Ipu boMy IiBUIIY€ThCS HMOBIPHICTh BUOYXY TOPIOUOT BOJHEBO-
MOBITPSHOI CyMIllll 3 YTBOPEHHSAM MOTY>XKHOI BHOYXOBOi XBHJII T4 MOXJIMBICTIO
BUHHKHEHHS KaTacTpo(pIYHUX HACIIIKIB.

JHonatkoBa HeOe3eka BUOYXy BOJHIO y CyMillll 3 HOBITPSIM, a30TOM 200 KUCHEM
BUHHKAE B1J] €JIEKTPUYHUX ICKOP a00 BIAKPUTOTO MOITYyM s.

VYV mamumbHux 3anax TEC pi3HOMaHITHI 3aropsiHHs BOJHIO BUKIIHMKaHI, B
OCHOBHOMY, TMOPYIICHHSM  HIIJIBHOCTI ~ TEXHOJIOTIYHOTO  YCTaTKyBaHHS  Ta
BOJHEBOMIABIAHUX 1 BIABIIHUX KOMYHIKaIlii (TpyOOmpoBOAiB). 3HAUYHYy YaCTUHY
“XJIOMKIB” BOJHIO Y Ta30-MaclIsHUX CHUCTeMax TypOoreHepaTopiB 3a3BHYail He
GIKCYIOTh y 3BITHUX JOKYMEHTaX Yy BHUIMAJKYy, SKIIO BOHM HE MPHU3BOIATH JI0
BUHHKHEHHS BUOYXI1B, TTOXKEXK Ta TPaBMYyBaHb 00CIYyTOBYHOYOTO TIEPCOHAITY.

Y cymimi 3 TOBITpSAM BOJEHb MOXE HAKOMUYYBaTUCS i OOIIMBKOIO
TypOOTreHepaTopa, B pe3yJabTaTli YOro MOKYTh BUHUKATH JIOKaJIbHI BUOYXH TOPOYOi
BOJHEBO-TIOBITPSHOI CYMIIIl 3 HACTYIHUM TOIIKO/DKEHHSIM YW pyHHYBaHHSIM
oOmmBKH anapara [2].

[Tix yac HEMOBHOTO BUTICHEHHS BOJHIO BYTJICKUCIIUM Ta30M 3 TypOOreHepaTopa
IpU TPOBEACHHI TIAHOBO-TIONEPEKYBAILHOTO PEMOHTY 1 HACTYITHUM 3arlOBHEHHSIM
KOpITyCy arapara TMOBITPSAM MOXJIMBI “XJIONKK BOJHEBO-TIOBITPSHOI CYyMIIII.
HaiiGinpmr yacTto Taki “XJIONKK® BHUHHUKAIOTH I1JI Yac MPOBEACHHS PEMOHTHHUX
3BapIOBAJILHUX POOIT HAa TPYOONPOBOIAX CUCTEMU OXOJIOIKCHHS.

Bonenb, mo momaeThcs Ha 3amoOBHEHHS y TypOOTE€HepaTopu, y CyMimn 3
noBiTpsM (Bix 4,1 1o 74 %, a B mpucyTHOCTI napiB mMacna — Bix 3,3 70 81,5 %), moxke
yTBOpIOBaTH BHOyXoHeOe3neuHi cymimi. ToMmy y TypOoreHepaTopiB 3 BOJHEBHM
OXOJIO/KCHHSIM IMOBUHHA OyTH 3a0e3redueHa BUCOKA Ta30IIUIbHICTh KOPIYCY CTaToOpa
MacCJISIHUMH YIIUTbHEHHSIMU Bally, YIIUIbHEHHS CTPYMOIPOBO/IIB O OOMOTOK CTaTopa
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1 poTopa, YIIUIbHEHHS KPHUIIOK Tra300XOJIOJKyBauiB, JIOKIB 1 3HIMHUX TOPIEBUX
muTiB. HaitO11b11 cKi1aIHO BUKOHATH Ha1MHI MaCJIsiHI YIIIJILHEHHS Bally reHeparopa,
10 MEPENIKOIKAI0Th BUTOKY ra30Mo/110HOr0 BOHIO.

Cepen npuyYMH BUHMKHEHHS aBapiMHMUX CHUTYalllii 3 BUTOKOM BOJHIO, IO
IPU3BOIATH J10 3yNMUHKY 1 BUXOY JIaJy TEXHOJOTIYHOTO YCTAaTKyBaHHS ra30-MaciastHO1
CHUCTEMH TYypOOTeHepaTopa, MO>KHA BUJIIUTH TaKl OCHOBHI:

— BUTIKAHHS BOAHIO uepe3 (uiaHIeBl 3’ IHaHHS TPYyOOIPOBO/IiB;

— BUTUCKaHHS VIIUIPHIOIOUMX MaTepianiB ab0 TyMOBUX MPOKJIAJ0YHUX
MaTrepiaigiB y MICIAX KPHUIIKH JItOKa, OUTS ¢iaHIiB Kopmyca TypOoreHepaTtopa 3
HACTYITHUM MOJKJIMBHM 3aliMaHHSM BOJTHIO;

— BUTIKaHHS BOJHIO Yepe3 MOIIaBKOBUH T1p0O3aTBOP 3 HACTYIMHUM 3aiiMaHHIM
a00 “XJ0MKOM” y 3MTMBHUX MacJIOMPOBO/IAX IiIIUITHUKIB;

— BUTIKaHHA 1 HACTyNHE CaMO3aliMaHHs BOJHIO MpPHU PI3KOMY BIIKPUBaHHI
BEHTUJISI HA TA30BOMY ITOCTI;

— BUTIKaHHS BOJHIO Ye€pe3 I'yMOBI MPOKIIAIOUHI MaTepiajd CUCTEMU T'a30BOTO
OXOJIOJIKEHHS;

— BUTIKaHHS a00 IPOPUB BOJIHIO Yepe3 KapTepH MiANIMITHUKIB TypOOoreHeparopa
3 HACTYIMHUM MOKJIUBUM CIaJlaXyBaHHIM a00 “XJIOMKOM™ y KapTepax MiJIIUITHUKA
BHACJIJIOK JIe(peKTiB BKIaAUIIA YITIJILHIOBAYA;

— BUTIKaHHS BOJIHIO Yepe3 3BapHi 3’ €IHAHHS TPYOOIPOBO/IIB 1 KOMYHIKAITIN;

— BUTIKaHHS BOJHIO Y€pe3 TOPU30HTAIIbHI PO3’€MU TOPLIEBUX ILIUTIB;

— BUTIKaHHS BOJHIO OPYIIEHHS pOOOTH PETYISTOPIB MEpernaay TUCKY BOJIHIO 1
Macia, peryIsaTopiB HaJUIMIITKOBOTO THCKY Maca.

HasiBHiCTh y cucTeMax BOAHEBOTO OXOJIOKEHHSI TypOOoreHepaTopa roprouoro
BOJIHIO Yy CYMIIIIl 3 MacjoM YTBOPIOE MPOOJIeMy 100 3a0e3MeUeHHs] TPUITHATHOTO
piBHS BHOYX0- 1 moxexobOesneku y MammHHoMy 3aini TEC. B ocHoBHOMY
BUOYXOHEOE3eYHe CEepeOBUILE 3 BOJHIO Ta MapiB Macjia MOXE YTBOPIOBATUCS B
MICIISIX YIIUIbHEHHS BOJHIO MAacjOM, a TaKOX y MPWIETJIUX By3JaxX y BHUIAIKY
BUHUKHEHHS aBapiiHUX CUTYallii 13 BUTOKOM BOJIHIO.

OpHi€l0 3 OCHOBHMX NPUYMH aBapiiHUX 3YIHUHOK Ta pYyHHYBaHb BY3IIB
TypOOTE€HEepaTOpiB 3 BOJHEBHM OXOJIO/PKCHHSIM TaKOX € 1HTEHCHUBHE 3a0py/IHEHHS
XO0JIOI0AaT€HTa-BOJIHIO BOJIOTOIO 3 JIOMIIIKAMHU KHCHIO, OKCHIIB BYTJIEII0 ab0 a3ory,
TypOiHHOTO Macina [3]. [Ipu migBuileHHI BKa3aHUX 3a0pYyTHIOIOYMX PEUYOBUH Y BOJHI
MOoXKeXKOBUOYyXoHeOe3eKka 3aiiMaHHs 1 BUOYXY BOJHIO Y TEHEPATOP1 CYTTEBO 3POCTAE.

OcHOBHMMU 3a0pYTHIOIOYMMU JTIOMIIIKaMH, 10 MOKYTh MOTPANIUTH M1l KOPIYC
TypOoreHepaTopa, € Boja (MakcumaiabHa KoHIleHTpalis 25-30 r/m3), TypbiHHe Maciio
(5,0 r/m3), xucens (0,2 r/mM3), BogHeBo-MacisiHUuM aepo30:b (0,15 r/m3).

ITin yac ekcruryararlii ra30-MacisiHOI CUCTEeMHU TypOoreHepaTopiB HEOOXigHO
3ano0iraTd YTBOPEHHIO BUOYXOHEOE3MeUHO1 ra30B0i CyMIll HE JAOMYCKAIOUH:

— BMICTY BOJIHIO Y CTPYMOIIPOBOJax TypoorenepaTopa Ouibliie, Hix 1 % 00.,ay
KapTepax MiIIUITHUKIB Oubie, Hik 2 % 00.;

— BMICTY KHCHIO y BOJHI Y Kopmyci TypboreHeparopa 6inbiie, Hix 1,2 % 00., a
y TOIJIaBKOBOMY 3aTBOpi, 0auky TIpOAyBaHHS Ta BOJHEBOBIIAUILHOMY Oairi
MacJI00YMCHOTO MPUCTPOTO OuIbIe, HiXk 2 % 00.
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B macnsiHOMYy Oatii TypOoreHepaTopa He MOBUHHO OyTH BOIHIO.

Butuckatu 3 reneparopa BojeHb ab0 TOBITPS HEOOXIHO 1HEPTHUM TIa30oM,
MIHIMAJIbHa KOHIEHTpAIlisl SKOTO MiCJ]s 3aKIHYCHHS BUTHCHEHHS BU3HAYAETHCS HA
BUXO/I1 13 KOPIYCY MaIlIMHY 1 TOBUHHA CTAHOBUTH:

* ByIJIEKHUCIIOro ra3y — 85 % 00. y pa3i BUTHCHEHHS MOBITPs 1 95 % 006. y pasi
BUTHUCHEHHSI BOJTHIO;

* a3oty — 97 % 00. y pa3i BUTHCHEHHS MOBITPS 1 BOJHIO.

Jliist TypOoreHepaTopiB 3 BOJHEBUM OXOJIO/HKCHHSIM IMMOBHHHA MEepea0avdaTucCs
CHUCTEMa aBTOMATHYHOTO BHUKHAY BOJHIO 3 KOpIyCy TypOoreHeparopa 3a Mexi
MamuHHOTO 3amy [4]. IlpomyckHa 34aTHICTH CHUCTeMH 1 HEOOXimHa ii MIBHIKOMIIS
MMOBMHHA BU3HAYATUCSA PO3PaXyHKOBHM CIIOCOOOM BHUIXOISMYM 13 HEOOXITHOCTI
3HWKEHHS TUCKY BOAHIO 70 1,0 atm. 3a yac 20 ¢, M0 BHU3HAYAETHCS JTOIYCTUMOIO
TPUBANICTIO TEIJIOBOI JIii roproyoro ¢akena BOJHIO HA HECYUl KOHCTPYKIIT MOKPUTTS
MaluHHOrO 3aimy. TpyOompoBij 1jsi aBapiiHOTO CKUJAHHS BOJHIO 3 KOpIyca
TypOoreHepaTopa BUBOJIUTHCA B aTMocdepy Ha 2,0 M BHIlle 32 MO3HAYKY MOKPIBII
MaIIMHHOTO 3aiy [5].

[lepen po3kpuBaHHAM KOPIYCIB TypOOT€HEpPATOPIB Ta arapariB ra30-MacistHOL
CUCTEMHU BOJICHb MOBHHEH OYTH BUTHCHEHUN 1HEPTHUM ra3oM, a IHEPTHUU Ta3 —
noBITpsiM. BiAKpuBaTH TOPIIEBI MUTH, JIFOKA TOIIO JO3BOJSETHCS TUIBKH MICIS TOTO,
SK aHaJI13 MATBEPAUTD BIJICYTHICTh BYTJIEKUCIIOTO ra3y abo (y pa3l BATUCHEHHS a30Ty)
JOCTATHIN BMICT KACHIO Y TIOBITp1 (He MeHIe, Hix 20 % 00.).

VY pa3si BUBEJEHHS B PEMOHT OOJAaJHAHHS Ta TPYOOIPOBOMIB Ira30-MacisHOL
CUCTEMH HEOOXITHO BIJI €IHATH TPYyOONPOBOAM abO BCTAHOBUTH 3ariayIUKH s
BHUKJIFOUCHHSI MOKJIMBOCT1 MTPOHUKHEHHS BOJAHIO 00 1HEPTHOIO ra3y Ha JUISHKH, 110
PEMOHTYIOTHCS, Yepe3 HEIIITbHICTh 3aCYBOK.

PoGotu 3 BIOZKpUTUM BOTHEM (€JIEKTPO3BapIOBAaHHS, Ta30BE 3BapOBAHHS,
pi3aHHs TOIO) Ha BijacTaHl MeHIe 10 M BiJl TUX YaCTHH Ta30-MaclISTHOI CHCTEMH, III0
MICTSTh BCEPEAMHI BOJICHb, HEOOX1THO BUKOHYBATH JIUIIIE 32 HAPSAJIOM. Y IIbOMY pa3i
B pAaKy Hapsamy “OxkpemMi BKaziBKMX TIOTPIOHO 3ammcaTH J0JATKOBI 3aXOIH, IO
CTBOPIOIOTH 0€3MeYHl yYMOBH BHKOHAHHS POOOTH (BCTAHOBIIEHHS NIUTIB-€KpaHIB,
nepeBipKka TMOBITPS y NPHUMINICHHI Ha BIJCYTHICTh BOJHIO, HAsBHICTH 3ac00iB
MO>KEKOTACIHHS TOIIIO).

3a00pOHSEThCSI BUKOHYBAaTH BOTHEBI POOOTH Oe€3mocepeHh0 Ha KOPITyCl
TypOOTeHepaTopa, TpPyOONpPOBOAAaX Ta amaparax Tra30-MacisHOl CHCTEMH, IO
3aIl0OBHEH1 BOIHEM.

BucnoBku

OCHOBHOIO TPUYMHOIO BUHUKHECHHS aBapiHUX CUTYaIlil 1 3HaYHUX aBapiil mpu
excrutyatarii  typooreneparopie.  TEC € mopyimieHHs perjaMeHTHUX HOpM
eKCIUTyaTarlii TeXHOJOTIYHOTO YCTaTKyBaHHS, 30KpeMa BHUMOT MPaBUJI MOXKEKHOI Ta
TEXHOTEHHOT O€3MEeKH, MOPYIIECHHS IIJTICHOCTI BOJIHEBO-BMICHOTO O0JIaIHAHHS.

HaiiGinbm WMOBIPHOTO NPUYUHOIO MOPYILICHHS TePMETHUYHOCTI
TypOOreHepaTOpHOi yCTAaHOBKM Ta KOMYHIKAI[ill 3 HasSBHICTIO BOJHIO € KOpPO3iifHE
3HOIIIEHHS OCHOBHOTO METAJTy Ta €JIEMEHTIB YCTaTKYBaHHSI.
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OcHoBHUMHU (paKTOpaMH TOXKEXKO- 1 BHOYXOHEOE3MEeKHn TypOOTreHepaTopiB €
BUKOPHUCTAHHS 3HAYHOI KIJBKOCTI TFOPHOYMX PEYOBHH 1 MarepiajiB, 3HAYHUN THUCK
TypOIHHOTO Maciia y CHCTeMax pPeryJoBaHHs, 3HAYHA JOBKHWHA MACIISTHUAX 1 BOJHEBUX
KOMYHIKaIliii, CKJIaJHa CHCTEMa PETYyJIIOBaHHS 1 3aXUCTY, MiJABHUIICHA TeMIIEpaTypa
MapomnpoBOJIIB 1 KOpIyCy TypOiHHM, CKJIAIHICTh 3a0e3ledeHHs Ta30IliIbHOCTI
TypOOreHepaTopa.

3amobiraHHss BUTOKAM i MMPOPUBAM BOJIHIO 3 Ta30-MAacCIsSHOI CUCTEMHU MTOBUHHO
3a0e3neyyBaTucs, B OCHOBHOMY, BUCOKOIO SIKICTIO IPOBEJCHHS PEMOHTHUX POOIT Ha
BY3J11 yIIIJIbHEHB Ta HA CUCTEMI IOCTa4aHHs TYpOIHHOTO Maciia JI0 TypOorenepaTopHoi
YCTaHOBKH.
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Development of a system for supporting the adoption of anti-crisis decisions in the
context of the introduction of the legal regime of military or state of emergency

In order to further develop the scientific and technical foundations for creating an information and
analytical subsystem for managing the processes of preventing and eliminating emergencies in the Unified
State Civil Protection System, the paper considers the features of the functioning of situational centers at
various stages of the development of emergencies, as well as the features of substantiation by experts of anti-
crisis decisions regarding the functioning public authorities, local governments, governments and civil
protection forces to ensure an appropriate level of safety for the life of the population and the territory of the
state.

HarmionaneHa 6e3nexa YKpaiHu sIK 1HTETpajibHE SBUIIE, OXOILUIIOE MOJITUYHY,
€KOHOMIUHY, Jep’KaBHYy, COLialbHy, IH(OpMaIiiiHy, €KOHOMIUHYy, TyMaHITapHY,
BiliCbKOBY, IIUBLIbHY, MOXKEKHY, €KOJOTIUHY Ta 1HII BUAM Oe3neku [1].

HopmaTtuBHO-IpaBOBa OCHOBAa ()YHKLIOHYBAaHHS CHCTEMH HallOHAJIbHOI
Oe3nekn YKpaiHnu Ta 1i miacucteMm mnoOynoBaHa Ha miactaBl Konctutyuii Ykpainu,
3akoHIB Ykpainu «I[Ipo ocHoBHM HamioHalbHOI Oe3neku Ykpainwm», «IIpo oGopony
Ykpainn», «IIpo mpaBoBuild peXUM BOEHHOrO CTaHy», «IIpo mpaBoBHM peXUM HaI
3BHYaHOrO cTaHy», «[Ipo neMokpaTudyHuil 1 IUBUIBHUM KOHTPOJb HajJ BoeHHOIO
OpraHi3alli€elo 1 MPaBOOXOPOHHUMHU OpraHaMu JIep>KaBW», 3aTBEpKEHa Y Ka3oM
[Ipe3sunenra YkpaiHu BIANOBIZHO A0 MOJIOKEHb 3akoHy Ykpainu «lIpo ocHoBu
HaI[lOHAIBHOI Oe3neku Ykpainm» CTpareris HarlioHaIbHO1 O0e3neku 2015 poky, 1HITNX
3aKOHIB 1 HOPMATUBHO-IIPABOBUX AaKTIB, a TAKOK HAa MIJACTaBl BU3HAHUX YKpaiHOIO
JIOTOBOPIB Ta YTOJ.

VY pa3i BUHUKHEHHS B YKpaiHl UM Ha OKPEMHX il MICHEBOCTAX HaJI3BUYANHOI
cutyanii (HC) TexHoreHHoro abo TPUPOJHOrO  XapakTepy HE  HUXKYE
3arajJbHO/IEPKABHOTO PIBHA, IO MPHU3BEIU YU MOXKYTh NMPHU3BECTH 10 JIOACHKHX 1
MarepiaabHUX BTPAT, @ TAKOK CTBOPIOIOTH 3arp03y KUTTIO 1 3I0pOB’I0 TPOMa/isiH, a00
MpH cpoO1 3aXOTUICHHS IepKaBHOT BJIaJAW UM 3MIHM KOHCTUTYIIIHHOTO Jaay YKpaiHu
IUIIXOM HacuibCcTBa YKazoM lIpesuaenta Ykpainu (SKui miaisirae 3aTBEPKEHHIO
BepxoBHoto Panoro VYkpaiHu) MoOKe THMYacoBO BBOJMTHUCS TPABOBUU PEKUM
HaJI3BUYATHOTO CTany [2].

Hanzuuaitauii ctan B Ykpaini abo B OKpeMux ii MICIIEBOCTSIX Tependadae
HaJlaHHS BIAMOBIAHUM OpraHaM JIep>KaBHOI BJIaJid, BICHKOBOMY KOMaHyBaHHIO Ta
opraHaM MICIIEBOI'O CaMOBpPSIyBaHHS BIAMOBIIHO J0 IbOTO 3aKOHY MOBHOBAa)KEHb,
HEOOXIAHUX JUIs BIJBEPHEHHS 3arpo3u Ta 3a0e3MeueHHs Oe3MeKu 1 3I0pOB’s
rpOMaJisiH, HOPMaJIbHOTO (DYHKI[IOHYBAHHS HAaIlIOHAJbHOI EKOHOMIKH, OpraHiB
JIEp>KaBHOI BJIaJI Ta OPraHiB MICLIEBOTO CAMOBPSATYBaHHS, 3aXUCTY KOHCTUTYLIIMHOTO
Jaay, a TAKOX JIOMyCKae TUMYacoBe, 00YMOBIIEHE 3arp03010, 0OMEXEHHS Y 3/I1ICHEHH1
KOHCTUTYILIIHUX ITpaB 1 CBOOO1 JIIOAMHU 1 TPOMAJTHUHA Ta MpaB 1 3aKOHHUX 1IHTEPECIB
IOpUJIMYHUX OCI0 13 3a3HAYEHHSIM CTPOKY 1T IUX 0OMEKEHb.

B cyuacHiil icropii He3asexkHOT YKpaiHM MpeneAeHT BHUHUK 23 JIOTOTO
2022 poxy. Ilpesument nepxaBu Bumae Ykaz Ne 63/2022 "IIpo BBeneHHS
HAJ[3BUYAMHOTO CTaHy B OKpemHuXx perioHax Ykpainu'. [IpuumHOIO cTae BH3HAHHSA
21 mrotoro 2022 poky kepiBHUIITBOM Pociiicekoi Denepariii  He3anexKHICTh

36



camonporojyomenux "JIHP" i "JIHP" Ta mpuitHATTS pimieHHS MO0 BBEACHHS Ha
THMYacoBO OKymnoBaHi Teputopii JloHenpkoi Ta JlyraHchkoi oOnacTei migpo3ailiB
30porHux cui Pociicbkoi Deneparrii.

Taki aii € npogoBkeHHAM ToMITHKA Pocificbkoi deneparlrii moa0 eckanamii
30poitHOi arpecii mpoTH VYKpaiHu, HaB'A3yBaHHS CeNapaTtu3My, MPOBOKYBaHHS
MDKHAIIOHATBHUX 1 MDKKOH(I)CCH/IHHX KOH(JIIKTIB, MacoBuUX O€3MOpSJIKIB, IO
3arpokye Oesreni, >KUTTIO 1 30pOB'I0 TPOMaJsiH, JEP>KaBHOMY CYBEPEHITETY,
KOHCTUTYILIHHOMY JIay Ta TepUTOPIabHIN UIICHOCTI YKpaiHu.

[limpuBHa  misnbHICTE — cmemianbHUX — cyk0  Pociiicekoi  Depeparrii,
HiATPUMYyBaHa HEIO JTiSUTBbHICTh CEMapaTUCTChbKUX CHUJI, KpUMIHATBHHUX Ta HE3aKOHHUX
BIICBKOBHX YIpyHOBaHb Ha OKYNOBaHUX TepuTopisx Jlonenpkoi Ta Jlyrancekoi
oOjacTel, 3AIMCHEHHS HHMH TEPOPUCTUYHOI MISIBHOCTI HaOynmu XapakTepy
30pOMHOTO MPOTUCTOSTHHS 1 3aTPOKYIOTh MOUIUPEHHIO Ha 1HII PETi0HU Y KpaiHu.

Y pa3i 30poiHOi arpecii uM 3arpo3u Hamaay, HeOe3NeKdu JAeprKaBHIM
HE3aJIeKHOCT1 YKpaiHu Ta 11 TepuTopialibHIN UTicHOCTI YKa3oM [IpesuaenTa Ykpainu
(sxmii miggsrae 3atBepiKeHHIO BepxoBHoto Pamoro Vkpainu) moxke TUMYacoBO
BBOJIUTHCS IPABOBUI PEKUM BOEHHOTO CTaHy [3].

Boennuii ctan B Ykpaini a00 B oOKpeMuX ii MICIIEBOCTSX INepeadavae HalaHHS
BIJIMTOBITHUM OpraHaMm JIep»aBHOI BJaJid, BINCBKOBOMY KOMaHyBaHHIO, BIHCHKOBUM
aMIHICTpAIlisIM Ta OpraHaM MICIICBOTO CaMOBPsITyBaHHS MTOBHOBa)KE€Hb, HEOOX1THUX
JUISl BIABEPHEHHSI 3arpo3u, BiACIYl 30poHHOI arpecii Ta 3a0e3redyeHHs] HalllOHAIbHO1
Oe3MeKH, YCYHEHHsI 3arpo3u HEOE3NeKW JIepKaBHINM He3aJdekHOCTI YKpaiHu, ii
TEPUTOPIATbHINA LUIICHOCTI, @ TAKOX TUMYAcCOBE, 3yMOBJIEHE 3arpo3010, 0OMEKEHHS
KOHCTUTYL[IHHUX MIpaB 1 cBOOO/ JIOJUHU 1 TPOMAJITHUHA Ta MPaB 1 3aKOHHUX IHTEPECIB
IOPUIMYHUX OC10 13 3a3HAYEHHSM CTPOKY JIii IIMX 0OMEKEHb.

Bnepmie pimeHHs 1m010 3anpoBaKeHHST BOEHHOro cTaHy y 10 oGmacTsaix
VYkpainu 3 26 nuctomana 2018 poky nHa 30 auiB Oyno mnpuitHATO 26 NHcTomnanga
2018 poky y 3B'sI3Ky 3 akTOM 30poiHOi arpecii Pociiickkoi Depnepartii y paiioHi
Kepuencekoi mpotoku npotu kopadmniB BiiicbkoBo-Mopceekux Cun 30poitnux Cui
VYkpainu, HassBHOIO 3arp03010 IMMPOKOMACIITAOHOTO BTOPTHEHHS B Y KpaiHy 30pOitHUX
cun Pociiicbroi Denepartii.

24 mrotoro 2022 poky y 3B'A3KYy 3 BICbKOBOIO arpeciero Pociticekoi denepartii
npotu Ykpainu YkazoMm [lpesuaenrta Yikpainu Ne 64/2022 BBeIeHO BOEHHUM CTaH 13
05 roguan 30 xBumuH 24 mrotoro 2022 poky ctpokom Ha 30 1mib.

3rogoM CTpOK [Ii BOEHHOrO CTaHy B YKpaiHi mpoaosxkeHo: 3 05 roaunHu
30 xBunuH 26 6epesns 2022 poky crpokoMm Ha 30 mi6 3rigHo 3 Ykazom Ilpe3unenra
Ne 133/2022 Bin 14.03.2022; 3 05 roguuun 30 xBumuH 25 kBiTHS 2022 pOKYy CTPOKOM
Ha 30 116 3rigHo 3 Ykazom Ilpesumenta Ne 259/2022 Big 18.04.2022; 3 05 roauHu
30 xBunuH 25 TpaBHa 2022 poky ctpokoMm Ha 90 ai6 3rigHo 3 Ykazom Ilpesunenra
Ne 341/2022 Bin 17.05.2022; 3 05 ronunu 30 xBunuH 23 cepras 2022 poKy CTPOKOM
Ha 90 ni6 3rimHo 3 Ykazom Ilpesmmenta Ne 573/2022 Bixg 12.08.2022; 3 05 rogunu
30 xBunmH 21 mucronama 2022 poky crpokom Ha 90 ni6 3rigHo 3 Yka3om [Ipe3unenrta
Ne 757/2022 Big 07.11.2022; 3 05 roguau 30 xBunuH 19 mrotoro 2023 poky cTpokom
Ha 90 116 3rigHo 3 Ykazom [Ipesugenta Ne 58/2023 Bix 06.02.2023.
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V 3B'13Ky 13 BBEICHHAM B YKpaiHi BOoeHHOTrO cTaHy JlepxkaBHa ciayx0a Ykpainu
3 Haa3BudaiHux cutyamnii (JICHC) neBiaknagHo pa3om 3 oOmacHuMHU, KuiBChKOIO
MICHKOIO  JIpKaBHMUMHU  aJMIHICTPAIliIMA, IHIIUMH JIEp)KaBHUMU  OpTraHaMH,
yCTaHOBaMH, IMiAMPUEMCTBAMHU, OpraHi3allisiMu BC1X (JOpM BIIACHOCTI MIPUBEJIA €AUHY
nepkaBHy cuctemy IumBUIbHOro 3axucty (€ICL3), 1ii d¢yHKUioHANBHI Ta
TEPUTOPIAIbHI MiICHCTEMH Yy TOTOBHICTb /10 BUKOHAHHS 3aBJaHb 3a MPU3HAUYCHHSM B
0COOJIMBUI TIEP1OI.

3axonu 3 mikBigamii HacaiakiB HC, moxkexx Ta HeGe3MmeyHnX No/Iii Ha TePUTOPii
VYkpaiau 3IACHIOIOTHCS CUJIAMHU [UBUIBHOTO 3aXUCTy, Y TOMY YHCIHI TApO3AUIaMU
OnepaTUBHO-PATYBATBHOT CIIYKOW ITUBIILHOTO 3aXHUCTy, 13 3aly4CHHSIM OpraHiB
Hamionanenoi momimii Ykpainu Ta migpo3ainiB HamionanbHoi rBapnii Ykpainu
BIJITOBITHO /IO TIOKJIQICHUX HA HUX 3aBJaHb.

besnocepenns opramizaiis Ta KOOpIWHAISL POOIT 3 JIKBimAmii HACTIAKIB
HAJ3BUYAMHUX CHUTYalllld, MOXKEX Ta HEOE3MeYHUX MOMAIM 3M1MCHIOIOTHCS HUISIXOM:
oOMiH 1H(opMaIliero Tpo 3arpo3y ab0 BUHUKHEHHS HAJ3BUYAMHUX CUTYaIlii, TOXKEXK
Ta HeOEe3MEeUHUX MOJIIM Y pI3HUX peTioHaX KpaiHu; MPOBEACHHS CIIILHUX OMIEPATUBHUX
Hapan [omoBu JICHC aGo iioro 3actynmHukiB 3 [onoBoro (3acTymHHKaMH)
Hamionansnoi momimii Ykpainu ta KomanmyBaduem (3actynmHukamu) HarionamabHO1
rBapaii  Ykpainu, KepiBHUKIB TeputopianbHux opradiB JICHC 3 kepiBHHKaMu
TepUTOpiaIbHUX (Y TOMY YHCII MDKpErioHalbHUX) opraHiB HarioHaibHOI momimii
VYkpainu Ta onepaTuBHO-TEpUTOPIANIbHUX 00’ eAHaHb HarloHanbHOI rBapli YKpainu;
3M1MCHEHHS CIUIBHUX 3aXOJiB 3a IUIAaHAMHU B3a€MOJIIi OpraHiB YIpPaBIIHHS Ta CHUII
[UBUIBHOTO 3aXUCTy B pa3l BAHUKHEHHS HAI3BUYAMHOI CUTYyaIlli, 10 PO3pPOOJISIIOTHCS
Ha PErioHaJIbHUX 1 MICIEBUX PIBHSX; MPOBEJAEHHS CIJIbHUX HABYAHb Ta TPEHYBaHb;
3I1MCHEHHS 1HIIUX 3aXO0/1B.

OnHuM 3 MEPCHEeKTUBHUX HANPSIMKIB PO3BUTKY 1H(POPMALIMHO-aHATITUYHOTO
3a0€3MeUYeHHs] TPUUHATTS YNPaBIIHCHKUX PIlIeHb, B3a€MOJIl, KOOpAMHAINT 1
KOHTPOJIIO 32 JISUIbHICTIO OpPTraHiB BUKOHABYOI BJIaJH, MPABOOXOPOHHUX OPraHiB Ta
BilicbKOBUX (hOpMyBaHb Yy c(hepax HalllOHAIBHOI O€3MeKH 1 000pPOHU Y MUPHUH Yac, a
TaKOX B OCOOJIMBHI TEPioJl, y TOMY YHCJII B YMOBax BOEHHOTO CTaHy, B yMOBax
HAJ3BUYAaHOTO CTaHy Ta IiJl YaC BUHUKHEHHS KPU30BHUX CHUTYaIliid, 10 3arPOKYIOTh
HAIllOHAIBHIN Oe3merni YKpaiHu, € CTBOPEHHS Ta PO3LIUPEHHS €IUHOT MEpexi
CUTYaIITHUX IIEHTPIB, 10 CKJIALy IKOT MatOTh BXOAUTH [ OJIOBHUY CUTYaIIHHUIN IICHTP
VYkpainu, YpsanoBud CHUTyalUlHUWA LIEHTpP, CUTYyallliHI LIEHTPU OpPraHiB CEKTOPY
0e3rneku 1 00OpOHU, CUTYallHI LIEHTPU LUEHTPAIbHUX OpPraHiB BUKOHABYOI BIAJH,
Pamu wminictpiB  ABToHOMHOI PecnyOmiku Kpum, o6nacaux, KwuiBcbkoi Ta
CeBacTomnoIbChKOI MICHKUX JIEPKABHUX aJIMIHICTpALllid, a TAKOXK PE3EPBHI Ta pyXOMi
CUTYyaIlliHI [IeHTpH [4].

Cnuparouuch Ha 110 IEPCIEKTUBY, aBTOpaMU Y poboTax [5, 6] 3anpornoHOBaHO
CTBOpECHHS e(peKTUBHOI 1H(QOPMAIlIHHO-aHATITUYHOI MIJCUCTEMH  YNPABIIHHS
IporiecaM ToNepeDKeHHT W jokamizamii Hacmiakie HC misxomM KOMIUIEKCHOTO
BKIIFOUEHHS B Aitouy cuctemy €JICI[3 mo BepTukati Bij 00’ €KTOBOTO 10 ACP>KABHOTO
P1BHIB pi3HUX (DYHKITIOHAIBPHHUX €JIEMEHTIB TEPUTOPIATbHOI cucTeMu MOHITOpuHTy HC
Ta CKJIAJIOBUX CHCTEMHU CUTYallIMHHUX IIEHTPIB, SIK1 KOPCTKO MOB’s3aH1 MK CO00I0 Ha
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iHpopMalIiHOMY Ta BHKOHABUOMY pIBHSIX JUIsI TOPUHAHATTA  BIAMNOBIIHHUX
AQHTUKPU30BUX PIIICHB JJIS PO3B’sI3aHHS PI3HUX (PYHKITIOHAJTBHUX 3a]1a4 MOHITOPHHTY,
nonepexeHHss ta Jiksigamii HC npupomHoro, TEXHOT€HHOTO, COI[AbHOTO Ta
BOEHHOTO XapaKTepy.

[TokazaHo, 10 OCHOBHOIO (PYHKIII€EI0 CUCTEMM CHUTYallIMHUX IIEHTPIB Ha BCIX
piBHsx ynpaninuag €/]CL3 € 36ip #t 06poOka dhakTruHOI iHDOpMAaIlil, MPOTHO3YBaHHS
pU3UKY BUHUKHEHHsS pizHOro poay HC Ta po3poOka epeKTHBHUX aHTUKPHU3OBUX
pimenb. [lponenypa mpudHATTS yHpPaBIIHCHKUX PIMIEHb YCKIAJHIOETHCS THM, IO
HEOOXITHUMU yMOBaMH €(QEKTUBHOCTI PIIIEHb € iX CBOEYACHICTb, IMOBHOTA W
onTUMaJbHICTh. TOMy, miABUIIEHHS €(EKTUBHOCTI MPUUHATUX PIIICHb MOB'S3aHE 3
HEOOXIIHICTIO pilIeHHS 3aJa4di OaraTokpuTepiadbHOI ONTHUMI3allli B yMOBax
HEBU3HAYEHOCTI, 10 MOTpedye po3poOKH (POpMalbHUX, HOPMATHUBHUX METOMIB 1
MOJIeTIell KOMIUIEKCHOTO pIlIeHHS TpoOJieMd NPUWHATTA pillieHb B yMOBax
0araToKpuTepiaibHOCTI ¥  HEBU3HAUEHOCTI MpPH  YHPaBIiHHI  MpolecaMu
nonepexkeHHss ¥ jokam3zanii HachiakiB HC s 3a0e3nedeHHs epeKTUBHOTO
¢yukuionyBanus €JCL[3.
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10.MIIXOAU IO MOBYJOBU 3ABAJIOCTIMKOIO
NMEPECTAHOBOYHOI'O KOJY JJI151 HEPO3ALILHOIO
®AKTOPIAJIBHOTO KOJTYBAHHS JAHUX

®aype E.B.!, Maxunnko M.B.>
1 Yepkacvkuii deporcasnuti mexuono2iuHuti ynieepcumem, Yepracu, Ykpaina
1O «Incmumym O0ocniosxicenns Kibepnpocmopy»
2 GoodLabs Studio Inc., Toronto, ON M5H 3E5, Canada
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Approaches to construct error-correcting permutation code for non-separable
factorial data coding

The report highlights approaches to construct error-correcting permutation code in the context of its
use in integrated data protection systems against channel errors and unauthorized access based on non-
separable factorial coding. The use of affine and projective general linear groups to form an ensemble of
permutations, in addition to providing a given code distance for permutation dictionaries (arrays), allows
generating network and session keys during secure data exchange. The statistical approach to construct
permutation code is based on enumerating permutations and selecting those permutations, which distance
does not exceed a given value to all previously selected codewords.

[lepenaBanHs KOpPOTKHMX IIaKETIB € KIIOYOBOI OCOOJIMBICTIO Cy4YacHHX
0€3pOTOBUX CHUCTEM, HATHAIINHUX 1 CEHCOPHHX MEpeX, MACOBHX KOMYHIKAIIii
maruHHoro tuiy (MTC), [oT 3actocyBanb. [lommupeHicTh TaKMX CUCTEM 1 MEPEXK Y
Cy4acHOMY CBITI BHMara€ CTBOPCHHS HOBHX 1 aJalTarlilo ICHYIOUYHX ITiJIXOMIB 0
3a0e3neveHHs] LUTICHOCTI Ta KOH(IAEHIIHHOCTI mepenaHoi iHgopmaiii. 30Kpema,
MOTYKHICTh HEOOX1THUX PECYPCIB JIJIsl KAHAJIBHOT'O KOJIYBaHHS Ta KPUNTOTPaPi4HOIrO
3aXHUCTY, a TAKOXK iX MIBUAKO/IS BIAITPAIOTh MOJAEKYAN BU3HAYAIBHY POJIb.

st poGoTa po3risiaae miaxoau 10 MoOYI0BU 3aBaIOCTIMKUX MEPECTaHOBOYHUX
komiB [1, 2] y KOHTEKCTI BHKOPHUCTaHHS IX y CHCTEMax IHTEIPOBAHOIO 3aXHCTY
iH(hopMalii Bl MOMUJIOK KaHATy 3B’A3KY Ta HECAHKI[IOHOBAHOTO JAOCTYIy Ha OCHOBI
HEpO3A1IbHOrO (haKTOpiadbHOTO KoayBaHHS qaHux [3, 4]. Taki mepecTaHOBOYHI KOIM
MOXYTh OyTH BUKOPHCTaHI, 30KpeMa, 3 METO (OpMyBaHHsS aHCAMOJIO0 KOJOBHUX
CUMBOJIB (pakTopiasibHOTO KOy miis iHopmariitHoi B3aemonii 06’ektiB MTC 3
IMHAMIYHO 3MIHIOBAaHOIO CTPYKTYpPOIO, a TakoX 3a0e3NedeHHs HaJIIHHOTO
nepeaBaHHs MEPECTAHOBOK Y CKJIAJHUX 3aBaJOBUX YMOBAaX, YTOMY YHCII, IS
TPHOXETAITHOTO KPUNITOrpaigHOro MPOTOKOJY Ha OCHOBI IEPEeCTaHOBOK [5].

MHOX1HY NIepeCTaHOBOK Ha Zy Oy/seMo Ha3MBaTH MacCHBOM IE€PeCTaHOBOK [6]

: S : . LT €Sy,
i 1mo3HauaTu yepes M . BincraHp Mik IepecTaHOBKaMH 1 OyJeMo No3Ha4aTH
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D; : . (M,D,;,)
qcpe3 . Toml 3aBagoOCTIMKUM NepeCTaHOBOYHUM KOJIOM € € KO,
S

M 5Ie TomapHa BIACTaHb MIX

2 P . . D, =D,
IEPECTAaHOBKAMU ] mi€i MIMHOXHMHH 33J0BOJIbHSE HEPIBHOCTI ! :

[ToTyXHICTH KOITY (M ’ Dmi”) [IO3HAYUMO 4Yepe3 N (M : Dmi”) :

YTBOPEHUH MIJMHOXKHUHOIO MEPECTAHOBOK MAaCUBY

Cnepury po3riisiHEMO — alropuTMud  (opMyBaHHS — KOJIIB (M’M _1)

(M +1L,M —1) M N(M,M -1)=M (M -1)
3 IPOCTHUM 1 JOCATHCHHSA
N(M +LM -1)=(M +1)M (M -1)
(M,M -1)

i

Kon YTBOPIOETHCS aiHHOI 3arajbHOI0 JIHIHHOI T'PYIOI0
AGL(1L,M)={ax+bla,b,xeGF(M),a =0} (6] 3 mpoctie M TI0po/BKyeTECS Gyt
SIKUM €JIEMEHTOM (mepecTaHOBKOIO) bOTO KOJy, TOOTO AKIIO
Sw={ax+babeZ,,a=0} . oSy 1o {ac,+babeZ,,a=0}=s,

K (M+1L,M -1) oy

o1 YTBOPIOETHCS MPOEKTUBHOIO 3aTrajbHOIO JIIHIHHOIO TPYIIO0
PGL(2,M )={f (x) = ""“3 a,b,c,d e GF (M ),xe GF (M )Uco,ad ;tbc}
CX+

[6] 1 3
npoctum M mopomkyeTbes Oynb-aKkuM eneMeHToM (TIEPECTAHOBKOK) LBOTO KOIY,

b
SMH:{f(X):?))((:d a’b'c’d EZM’XEZM Uoo,ad ibC}

TOOTO SKILIO io€ SM+1, TO

ac, +b
f(x):CG +d

a,b,c,deZ,,,ad #bc;=S

M +1

3actocyBaHHd a(diHHOI Ta MPOEKTHBHOI 3arajlbHOl JIHIMHOI Tpym s
dbopmyBaHHs andaBiTy MOBIOMIEHb (IIEPECTAaHOBOK), OKPIM 3a0€3MeUeHHsT KOJI0BOi

Bincrani M —1 nng cnoBHuKiB (MacuBiB) IepecTaHOBOK Su i SM+1, JI03BOJISIE

dbopMyBaTH MEpPEKHI Ta CEAaHCOBI KIJIFOY1 1] 9ac 3aXUIIEHOI0 OOMIHY JaHUMH.

Cratuctuunuii miaxiz [7] mo hopmyBaHHs ( M., Dy, ) -KOJly Ta OIlIHIOBaHHS HOTO

i N(M’Dm'n) i {7[}
IIOTY>KHOCTI in/ Oa3yeThcsi Ha TepedOpl MHOKHHHU TEPECTAaHOBOK

noxuan M i BimGopy THX NepecTaHOBOK, BiJICTaHb BiJl AKMX HE MEPEBMILYE

3HAUYCHHS D JI0 BCIX B11IOpaHMX JI0 IIbOTO KOJIOBUX CJIIB.

I i (M » Dhin ) M
JIs1 3a0€3MEUCHHS MOXJIMBOCTI TTOOYI0BH KOAY 3a 3HaueHb M | na

SKUX peamisyBati mpakTHaHo (opmysanus M! mepecramoBok HemoxIHBO,
I0YaTKOBA MHOKMHA NIEPECTAHOBOK MPEACTABIISIE COO0I0 ESIKY BIACHY MIIMHOXUHY

HOTYXHOCTI Niim noBroi MHOKHHK 3 M ! MIEePECTaHOBOK.
ExcrnieprMeHTanbHO BH3HAYEH1 3aJI€KHOCTI CEPEIHBOTO Ta MaKCUMalbHOTO

N (M s Drins Ny ) KOJTY (M  Drin ) , YTBOPEHOT0 32 i AMHOKHHOO
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3 Niim MEePEeCTaHOBOK, BiJI 3HAYCHHS N"m, a TakoX METOJuKa I00Yy/I0BU

AIPOKCUMAIIHHUX KBAJIPATHYHUX TIOJIHOMIB ISl BU3HAYCHUX 3aJICKHOCTEH MOXKYTh
OyTH BHKOPHUCTaHI JJIi EKCTPAIoJISIIii IUX 3aJeKHOCTEH 1 MPOTHO3YBAaHHA iX
MTOBEIHKH.
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Analysis of information security threats in modern information and
communication systems and networks

Threats to information security and the consequences of their implementation in the form of
cyberattacks were analyzed, and attractive directions for cybercriminals by sphere of activity were
clarified. The dynamics of changes in the activity of cybercriminals are considered. As a result, it
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was found that it is related to the intensification of shelling of strategic civilian objects. Based on the
results of the analysis by types of attacks, a rating of cyberattacks on state bodies was created..

HaiiGib11a yacTka 37104MHIB, SIKI BUMHAIOTHCS 3a 10IOMOTroto [HTepHeT-Mepexk
IIPUXOJIUTHCS Ha JAep>KaBHUU 1 PpiHaHCOBMI cekTop. Jlo mepemoBux iHGOpMaILIHHUX
TEXHOJIOT1H ChOTOJICHHS MPOSBIIAETHCS 1HTEPEC HE TUIBKH 13 HAYKOBOI 3aI[iKaBJICHOCTI
YM Y MONIYKaX BUPIIICHHS HAWBAKIIMBIIINX 3a]1a4 JIFOJICTBA, a 1 Yepe3 MOUIYK IUIAXIB
IIIBUJIKOTO 30aradeHHs 3a paxyHOK (Di3MYHHUX 0Ci0, pI3HOTO piBHS Oi13HEC-CTPYKTYD,
JUISL TIPOBEACHHS JAMUCTAHIIMHOrO MIMIOHAXY Ta [JIi HaHECEHHS 30UTKIB uepes
HECaHKI[IOHOBAaHE OTPUMAHHSA JOCTYIy J0 KPUTUYHO BaXKIUBOI 1H(GPACTPYKTYpH,
JaHMX, a TAKOX CIIOTBOPEHHS Ta KPaAKKU 1H(HOpMAIii.

k1o mociipKyBaTH BUTOK OAHKIBCHKOTO CEKTOPY, TO MOYKHA BIAMITHTH, 1110 B
OCTaHHE JecATUpiuds Oylo 3HAYHO PO3LIMPEHO CIEKTP TOCIYr 3aBISKU
BUKOPUCTAHHIO OOYHCIIOBAIBHUX PpPECYpCiB [HTEpHET-TEXHOJOrA Ta TEXHOJIOTIH
X“G“-LTE (Long-Term Evolution). /lani 3MiHM BHU3HAYWIM BBEJICHHS IOHSTTS
1M(poBOT EKOHOMIKHU Ta MOJATBUINI PO3BUTOK €JIEKTPOHHOTO OaHKIHTY [1, 2].

o 24 mrotoro 2022 p. OuIbIIICTh KiOepaTak OyJia CrpsMOBaHa Ha JIepyKaBHUIN
cektop. Ha cphoroani 3aranpHa iXHS KIJIBKICTH 3pOcCiia B JCCATKH pasiB. 3a JaHUMH
Jepxcnen3s’s3ky [3] ocHOBHI KiOepaTaku 3 MOYATKOM OOHMOBMX il MpHUITald Ha
cTpaTeriydi Ta KpuTudHl cdepu. Hacminku kiGepatak 3a NpUBAOIMBUMH IS
3JIOYMHIIIB 32 CTpaTeriYHUMHU cepaMu TisTIbHOCTI HaBeieH1 Ha puc. 1.

COEPHU
HACJIAKA AIAJIBHOCTI
BTpaTa OTPUMaHHS JlepKaBHi Ta MicIieBi
— TEepBUHHOI ~ OpraHu BIaau [
iHpopmarii
iHpopManinHi
ne3indopmartis pecypcH cekTopy [
Oe3mnekn Ta 000pOHU
napajizyBaHHS i}
POBOTH eHepreTuuHuil ||
CEKTOp
JIe30pi€HTAIliS,
naHika (hiHAHCOBHI CEKTOP T
T— BUKPAJIeHHs IpouIeit KOMEpIIHHHI
r CEKTOp

HEJIOCTYIHICTh
— TIOCITyT Ta CEpBICiB

TEJIEKOM-CEKTOP i
PO3POOHHUKHU

A

TpaHCIOPT

Puc. 1. Cxema B3aeM03B’sI3Ky HACIAKIB KiOepaTak 3a cTpaTeriyHuMu chepamu
TISUTBHOCTI
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3 HaBeneHOi CXeMH BHJHO SK BIUIMBAIOTh KiOepaTaku Ha KPUTHYHI Ta
cTpaTeriyfi cepu KUTTS YKPATHCHKOTO CYCH1IbCTBA.

Tak, mpu nae3iHGOpMyBaHHI Ta CISHHI TIaHIKW, JIOJM BTpadyaloTh 3MOTY
OTpUMYBATH IepeBipeHy odiliiHy 1HGOpMAII0 SK BiJl OpPraHiB JIepKaBHOTO
yIpaBJISHHSI, TaK 1 B1J1 OpTraHiB 0e3MeKH 1 000POHH.

Bukpananus rpomieli y ¢iHaHCOBI cdepl NPU3BOAUTH JO MNPUIHMHEHHS
¢dbiHaHCYBaHHS, a camMe BIJIMBA€E HA MOJIATKH, TIEHCI , 3apO0ITHY IIJIaTy Ta CyOBEHIII.

[ITo CTOCYEThCSI €HEPTETUYHOTO CEKTOPY, JOTICTUYHUX BY3JIIB Ta TPAHCIIOPTY,
TO 1€ K AecTabumizallis poOOTH caMUX CHUCTEM, TaK W HEMOXKIIMBICTh HaJaBaTH Ta
OTPUMYBATHU IMOCIIYT Ta CEPBICH JJI1 KOPHUCTYBAUIB.

k1110 10 TOBHOMACIIITAOHOTO BTOPTHEHHSI KIOEP3IOUHHII 30CEPEIKYBaIUCh HA
aTakax IEHTPaJbHOI BIIaJU, Me/lia 1 BINCHKOBHX, TO MICJISI BTOPTHEHHS — 1€ TaKOX U
IMBUTbHI OO0’€KTH, OO0 SKUX MAa€ BITHOIICHHS W KPUTHUYHA 1HPPACTPYKTypa.
(eHEpreTUKH, TPAHCIIOPTY, 3B’ SI3KY), 0€3 SKO1 JIF0JIU HE MOXKYTh HOPMAJIBHO KUTH [3].

3a CTaTHCTUKOIO Ha JCP)KABHUM CEKTOp 3 MOYATKy BIACHKOBOI arpecii 3Ha4HO
30UIBIIMIIACS KUIBKICTh KiOepaTak (puc. 2).

3riIHO 13 HaBEJICHOIO JilarpaMoi0 HalO1IbIIa KiIbKICTh KidepaTak mpurmaia Ha
TpaBeHb Ta JiuneHb 2022p., 110 MOB'SI3aHO 13 3arOCTPEHHIM 00HOBUX JIIH.

Cranom Ha 3 xBapran 2022 p. po3moaul Kibeparak Ha JEpKOpraHu 3a
KaTeropisiMu HaBEJIEHO Ha puc. 3.

Bepecenb 2022
cepnenb 2022
nunens 2022
yepBeHb 2022
TpaBeHb 2022
kBiTeHb 2022
oepesenn 2022
motui 2022

e 15 61%
s |/ 85%
e (0 09%
e |7 23%
e 5500
= ] 99%

1 0,60%

1 0,09%

Puc. 2. /InnaMika KiJIbKOCTI aTaK Ha JIep>KaBHUM CEKTOp YKpaiHu (4acTKa aTak Bij
3arajbHOI KIJIbKOCTI 32 JIOTUN — BepeceHb 2022 p.)

cnpobn
eKCILTyaTamii
BPa3IHBOCTI

IIKiATHBe
MiIKTI09eHHA
cop aBTOpH3amil
abo BxOay B
cHCTeMY

coaM

‘DoS/DDoS

Puc. 3. Po3nonin xkibepaTak Ha JAepKOpPraHu 3a KaTeropisiMu (3a JIOTUN — BEPECEHb

2022 p.)
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3a HaBEJEHOIO JlarpamMol0 BHJHO, IO HaWOUIbIy YacTHHY CKJIAJaloTh
HaWIOIIMPEHIINA TUTT KibepaTak — ckaHyBaHHs [4 — 6], ToOTO 301p iHDOpMaIlii po
CHUCTEMY 1 MepeXI1 IIKIJIMBUM MPOTpaMHUM 3a0e3nedeHHsM. [le 3untyBaHHs napoJiis,
JUCTYBaHHS, BCTAaHOBJICHMX JOJATKIB 13 JIOCTYNIaMH, AKTHUBHOCTI B Mepexi 1
BIJIBIlyBaHHS CaWTIB: yChOro, IO Majgo Ou OyTH SK TMPHUBATHOI CIIPaBOIO
KOPHUCTYBaua, Tak 1 KOMEPIIHHOIO TAEMHUIICIO MiANMPUEMCTBA YM YCTAHOBHU.

Ha npyromy wmicii — ¢imuur-ataku [4 — 6] Ha aep:kaBHHH CEKTOp, SIKHAN
MPEACTABIISIE COOOK0 PO3CHIKY €JICKTPOHHHX JIMCTIB M IMOBIIOMJICHB 31 IIKIIJTUBOIO
MpPOrpaMolo, BIAKPUTTA SKUX ab0 Tepexia 3a JOMyYeHUM TMOCHIAHHSIM 3arpoxye
BTPATOIO JAHUX, 3apaKCHHSIM BipycaMu, Mepeavcio MepCOHATbHUX JaHuX (Tapoi,
naHi1 0aHKIBCHKUX KapTOK), BTPATOIO TOCTYITY IO MEPEXI.

Ha TperbomMy Micli — copoOum ekcrutyaramii BpasimBocTi [4 — 6], ski
MPEICTaBISIOTh COO0I0 CIPOOU BTOPTHEHHS 3 BUKOPUCTAHHAM BPA3JIMBOCTI Y CUCTEMI,
KOMITOHEHTH YU MEPEKI.

Ha derBepromMy Micui — MIKiJUMBE MiKIO4eHHS [4 — 6], ToOTO crpobu
3’eaHanHs B11 abo 10 [P/URL-anpecu, moB'si3aHoi 3 BIIOMUM LIKIITUBUM MPOTPAMHUM
3abe3nedeHHsM. Jlo Takux migkatoueHb Mae miciie C2C abo npuegHaHHS 0 pecypcy
PO3MOBCIOIPKEHHSI KOMIIOHEHTIB, IMOB’I3aHUX 13 aKTUBHICTIO TIEBHO1 OOT-MEpexi.

Ha m’sromy Micii — cripobu aBTOpH3ailii abo Bxoay B cuctemy [4 — 6], ska
MoJIsITae y CrpoO1 BXOTy 110 CITy:k0 a0 MeXaH13MiB JIOCTYITy, HEBaia crpoda madopy
aBTEHTU(]IKAIMHUX JAHUX YU BUKOPUCTAHHS PaHINIE CKOMIPOMETOBAHUX BXKE HE
aKTyaJTbHUX JTaHUX.

Ha mocromy Micii — aTaky Ha BigiMOBH B 0o0ciyroByBanHi DoS/DDoS [4 — 6],
CEHC SKUX Yy BIUIMBI Ha HOpPMajbHYy pOOOTYy CHUCTEMHU YU CEPBICY, IO JOCATAETHCA
CKEpyBaHHSM 3 OJHOTO YW OaraThbOX DKEPEN 0 IUIBOBOTO PECypCy 3aluTiB IS
MepEeHACUICHHS TPOITYCKHOT 3/TATHOCTI YA CHCTEMHHUX PECYPCiB.

Ha cromomy micii — cnam [4 — 6], 1110 CTOCYEThCS HAACHIIAHHS HeOaKaHUX
IIOB1IOMJIEHb a00 BEINKOIT KUIBKOCTI ITOBIJOMJIEHb.

3 BpaxyBaHHSIM OOCTaBHH, IO CKJIAJIHCS, Oe3lmeka O00'€KTiB KPUTHIHOI
1H(paCTPYKTYpHU BUXOJIUTH Ha Mepiiie Miciie. ToMy HeoOX1HO HEe TIJIbKU 3aXHUIATH 1X
3 (HI3UYHOT TOUKH 30Dy, ajie i PO3TIISIATH MOKIMBOCTI IT1IBHUIIICHHS O€3MeKH repeaayl
1H(MOopMaIli He3aXUIIIEHUMHU KaHaJIaM1 3a JIONOMOTOI0 KpUNITOrpadiyHOTO 3aXUCTY.

BucHoBku

1. Bymo mnpoanamizoBaHo 3arpo3u Oe3neni iHpopmalii Ta HACHIJIKU 1X
3MIMCHEHHS Yy BHUIVISIAL KiOepaTrak Ta 3'ACOBaHO MPUBAOIMBI HAOPSIMKHA IS
Ki0€p3JI0UMHIIIB 3a chepaMu TisITbHOCTI.

2. Po3rasiHyTO QUHAMIKY 3MiH aKTUBHOCTI KiOep3iouuHIB. B pesynbrari
3'ICOBaHO, LI0 BOHA IOB'S3aHA 3 aKTHBI3AILED OOCTPLIIB CTPATETIYHUX LMBIIBHUX
00€KTIB.

3. B pe3ynbTaTi IpoBeICHOTO aHaTi3y 3a BUAAMHU aTak, 10 OyJId CKOEH] 3a JIIOTH
— BepeceHb 2022 p., CTBOPEHO PEUTHHT KiOepaTak Ha JIePKOPTaHHU.
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Use of methodological approaches of system analysis to ensure information
security of critical infrastructure objects

The report examines the actual importance of applying methodical approaches of system
analysis to ensure information security of critical infrastructure objects in modern conditions of
Ukraine. In relation to information, an information protection strategy should be developed in the
form of a comprehensive information protection system. In order to best solve the issue of increasing
the efficiency of the information security system of critical infrastructure objects, it is proposed to
design, implement and improve the information security management system as a complex system
with the presence of other subsystems: risk management and security incident management.
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Croroani nnst YKpaiHu KpUTUYHA 1HGPACTPYKTYypa BIAIrpae BaKJIUBY pOJib, a
3a0e3reueHHs i 0e3MeKH BIUIMBAE Ha 3aTralIbHUI CTaH BCiX MPOIIECIB B HAIII JeprKaBi.
3a ocTaHHI UIICTh POKIB y CBITI B 57 pa3iB 30UblIMIacA KIJIBKICTh KibepaTak, y 2020
potii B YkpaiHi 0yso 3adikcoBaHo 0:113bK0 1 MijbiiOHa BUIMAIKIB K10ep3arpo3, B TOMY
yucini Ha o00’exktax kKputuyHOi iH@pactpyktypu [1]. Tomy kpainum 3MyieHi
MOCUJTIOBATH 3aXHCT CTPATEriuHO BAXKJIMBHUX MIANPUEMCTB Ta 00’ €KTIB KPUTUYHOI
iHppacTpykTypu. Hapasi Halipo3BHHEHIII JepkaBU CBITY BHUTpayaloTh Ha
kibepOe3neky y 5 pas3iB Ounblne, HiXK Ha iHII HampsMkd [T-ramysi. 3a omiHKamu
daxiBiiB Bxke y 2025 porii 111 BUTpaTH MOXKYTh CIrHyTH 10, 5 TpuiibioHIB goJapis [2].
B niboMy koHTEKCTI YKpaiHi HEOOX1AHO SKHANIIIBU/IIIIE HAPOIYBaTH 3aXUCT 00’ €KTIB
KPUTHUYHOT 1IHPPACTPYKTYPH.

[ndopmariitna 6e3neka BU3BHAYAE€ThCS CYKYITHICTIO TEXHIYHUX 1 OpTraHi3alliiHuX
3aX0/1B, OCHOBHOIO METOI0 SIKHX € 3aXHCT Ta 30epexeHHs BCl€i 1Hdopmalii, sSKOIo
BOJIOJIi€ opraHizaiis. Pazom 3 tum, iHpopmariitna 6e3neka (Ib) Bkitodae B cebe He
JUIIe 3aXUCT 1H(pOpMAIIil Ta TaHUX, a ¥ 3aXUCT CUCTEeM, Mepex Ta iHime. 3axoau 1b
MOBMHHI OyTH TaKOX 30CEpEKEHI Ha MEPEKEBUX CHCTEMax Ta KOMII IOTEpPHIM
1H(MpacTpPyKTypi OpraHizailli, ska HaifuyacTile BChbOro MOKe CTaTH 00’ €KTOM KidepaTak
Ta 1HIIMX 3JTOBMUCHUX 11, HAPABJICHUX HA 3HULIEHHS, KPAA1XKKY a00 IMOIIKOIKEHHS
1H(hopMmarii.

3abe3neueHHs Oe3neku YKpaiHu — 1€ 3aBJaHHs JIepKaBHUX 1HCTUTYIHN Ta ii
BJIACHUKIB 1 oniepatopiB. 3abe3neueHHs Ib ciig po3rasgaT Sk HEB1J €MHHM €JIEMEHT
Ipolecy YIpaBliHHA OyJb-IKOIO oOprasizaimieo (MiIMPUEMCTBOM, (PipMoIo,
KOMITaHi€r0). Jlo opraHizaiiii MOKHO BITHECTH 1 00’ €KTH KPUTHUHOI IHPPACTPYKTYpHU
(OKI), 3abe3neuyenns Ib sxux MaroTh cBoi 0coOAMBOCTI. DYyHKIIOHYBAaHHS TaKHX
00’€KTIB HaINpPsIMY 3aJICKUThH BiJl €PEKTUBHOI JAISTTLHOCTI Cy0’ €KTIB IXHBOTO 3aXUCTY,
B3aEMHOI y3TrOJPKEHOCTI Ta CBOE€YACHOI KOOpJWHAILI IXHIX i, SKi TOBHHHI
3abe3neuyBaru 1ieit 3axuct. ABrop Cypmin FO.I1. mpononye mnpeacrasiastu OKI B
JOCIIKEHH] $IK JEsKy CHUCTEMY 3 XapaKTepUCTUKAMU: EJIEMEHTHHM CKJIAJ0M;
CTPYKTYpOIO sIK (DOPMOIO B3a€EMHOTO 3B’SI3KY €JIEMEHTIB; (DYHKIIISIMU €JIEMEHTIB 1
IIIJIOTO; €JIHICTIO BHYTPIIIHHOTO 1 30BHINIHBOTO CEPEJAOBHINA CHCTEMH; 3aKOHAMH
PO3BUTKY CUCTEMH Ta 1i CKJIAJHUKIB [3].

BianosigHo o «KoH1erniiii cTBOpeHHS JIepKaBHOI CHCTEMH 3aXUCTy KPUTHIHOL
iH(bpacTpyKTypu», 3aTBepKeHoi moctanoBoto Kabinety MinictpiB Ykpaiau Big 6
rpyaHs 2017 p. Ne 1009-p [4]. BuOynoByeThCs JIOTIYHA MOJEINb 1HTETPOBAHUX MIX
cO0O0I0 CHCTEM 1 MIJCUCTEM, TOJOBHUM KOMIIOHEHTOM SIKMUX BHUCTYIAIOTh Cy0 €KTH
nismbHOCTl. ABTOp Tenenuk C.C. mpomnoHye B [5] 10 cy0’eKkTiB 6€3M0CEepeIHbOTO
3a0e3nedenHs 3axucty OKI, sk ckimagHOi po3ranmyeHoi CUCTEMHU, BIJIHOCUTH Taki
OCHOBHI TIJCUCTEMH, SK: YNPaBIIHCHKO-KOOPAWHAIlINHA, TEXHIKO-(YHKIIIOHATIbHA,
MOHITOPHHTOBO-aHATITUYHA, OXOpPOHHO-TIPEBEHTHUBHA, KPU30BO-CUTyaTHBHA
nigcucreMa. [l 611b1 e(heKTUBHOT peatizallii JepKaBHO1 MOJIITUKH Y chepl 3aXUCTy
OKI MoxnuBa 3MmiHa mepeniyeHux ado JOMOBHEHHS TIJCUCTEM- B 3aJICKHOCTI BiJT
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Cy4YaCHHUX peatiil pO3BUTKY JIep>KaBH B €MOXY MOCTINHOT ecKaallii 1 osiBl HOBUX BUIIB
3arpos.

B ananiTuyasiii 3anuci [6] mokazano HeoOXiaHICTh 3axucTy OKI Bifg ycix BHIB
b13uyHUX Ta Kibep3arpos, 10 BHUMAarae sKICHO HOBOT'O PIBHS KOOPJWHAII i,
B3aeMOJii Ta OOMiHy iHGOpPMAIEI0 MDK YHCICHHHUMH CYO’€KTaMU JisTTBHOCTI.
3anoBinbHUTH Yci BUMoru y cdepi 6e3nexu OKI MoxIuBO uIIe TUTbKH HAa CUCTEMHIN
OCHOBI.

3acToCyBaHHS METOJWYHHUX MIAXOMAIB CHCTEMHOTO aHaJi3y Il 3a0e3medeHHs
Ib opranizamiii 6arato B YOMY BHM3HAYa€ThCS CYYaCHHUMH MOKJIUBOCTSIMU
iHpopMaIItHUX TEXHOJIOTIH TPH BHPIIMICHH] 3aBAaHb 1 MPOBEJCHHI JOCIIIKEHb
CKJIQJHUX CHCTEM, JI€ IIUPOKO BUKOPUCTOBYEThCA KOMII toTepHEe oOnaaHaHHs. OKI
PO3TIIAIAIOTHCS K JOCUTh CKJIQHI OpPTraHi3alliifHO-TEXHIYHI CHCTEMH.

Came (haxiBll 3 CUCTEMHOI'O aHaJi3y MPOEKTYIOTh, CTBOPIOIOTH i €KCILTYaTyIOTh
KOMIT'IOT€PHI CHUCTEMHU  YINpPaBIiHHS Ta MPOEKTYBaHHS JAMHAMIYHUX IIPOIIECIB B
TEXHIYHUX 1 TEXHOJIOIYHUX 00’ckTax. CHUCTEMHHMI aHAII3 — II€ NEBHUM IMIAXI1JT 10
BUPIIICHHS TPOOJIEM, METOA0JIOT1S TOCTIKEHHS Ta TPOCKTYBAHHS CKJIAHUX CUCTEM,
NOIYKY, IJIJaHyBaHHA Ta peaii3ailii 3axo/iB, CHPSIMOBAHUX HAa BHUPIIIECHHS
npobiemMHux  curyamid. CucreMHUWd aHadi3 B AHIVIOMOBHIM  JiTepaTypil
BUKOPUCTOBYIOTh YaCTIIIE SK CHHOHIM CHUCTEMHOTO Miaxony. ToMmy cHCTeMHHIA
XA J03BOJisie BU3HAuMTH 3abe3nedyeHHs Ib sk ckimamHuii, KOMIUIEKCHUN BHIT
JUSITBHOCTI, 1[0 BUCYBA€ OCOOJIMBI BUMOTH J0 MOTO CTPYKTYPHOT XapaKTEPUCTUKH [7].
['onoBHOO MeTol0 Oyab-sikoi cuctemu  3abesnedeHHs b € cTBopeHHs ymoB
YCHIIIHOTO (PYHKIIIOHYBaHHSI OpraHizallii, 3amo0iranHsi BCix BUIB 3arpo3 ii Oe3merti,
3aXUCT BiJA BTpaT, BUTOKY, CIIOTBOPEHHS Ta 3HMILEHHS KOH(I1ICHUIMHOI
iHdopmari. 3abesneuenns Ib moBuHHO OyTH mMpencTaBieHe sK  Oe3MepepBHUM 1
JTUHAMIYHUI TPOLIEC, OCHOBHUI 3MICT SIKOTO CTAaHOBHUThH YINPABIIHHSA OE€3MEKOI0 B
3arajpbHIA CHUCTEMI YMpPAaBIIHHSI, a yHpPaBIiHHS 1HGOPMAIIHOW Oe3MeKO0 B IHIIIN
CUCTEMI PO3TISAAETHCS TAKOXK SK TMPOIECH, ajieé MO BITHOIICHHIO YIPaBJIIHHS:
MEPCOHAJIOM, 3ac00aMH 3axUCTy I1HQopMalii, pu3ukaMud 1 I1HOMAEeHTaMHu b,
Oe3mepepBHICTIO O13HECY 1 pecypcamMu 3 MeTOr0 3abe3reueHHs iHpopMaIliitHoi 0e3neKku
[8, 9].

Jlnst bOoro HEOOXIMHO  CTBOPIOBATH  €(EKTUBHY CHUCTEMY  YIPaBIIHHS
iHdopmaritnoto 6e3nekoro (CYIB), BUKOpUCTOBYIOUI BXKE HANparibOBaH1 MPaKTUKA
(cranmapTu, METOI0JIOT1T) MOOY10BU MOAIOHUX CUCTEMH YIPABIIIHHSL.

Jna ycmimHoro ¢yHKIIOHyBaHHS 1 BuKOHaHHS 3aBaaHb CYIb mnoBuHHa
BIJIMOBIJATH BHUMOTaM HOPMAaTHUBHO-METOJMYHUX JIOKYMEHTIB 1, TEpIl 3a BCeE,
craanapty ISO / IEC 27001 ( ACTY ISO / IEC 27001) .

[To BigHOMIEHH!O 110 1H(GOpMAaIIil TOBUHHA OYTH PO3pOOJIEHAa CTPATETis 3aXUCTY
iHpopMarlii y BUIISIAI KOMIUIEKCHOT cucteMu 3axucty iHdopmanii (KC3I) , sk
3arajibHa CIPSMOBAHICTH AISUIBHOCTI Oprasizailii 3 ypaxyBaHHSM ii 00’€KTHMBHHX
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noTped, MOXKIIMBUX YMOB 3/1iicCHeHHs 1 MoxuBocTel. LlinboBa koMriekcHicTs B KC3I
O3HayYae, 110 BOHA B OpraHizallii Mae Oy yBaTUCS B HaIllpsiMax:

3axXUCTy 1HGOPMAIIMHNX PECYpPCIB Ta CHCTEM, OCOOMCTOCTI, CyCHIbCTBA Ta
Jiep>KaBy BiJl 30BHIIIHIX Ta BHYTPIIIHIX 3arpo3;

3aXUCTy OCOOMCTOCTi, CYCHIJIbCTBA Ta JEpKaBH BiJ HETAaTHBHOTO
iHpopMariinoro BBy [9,10].

besneky iHdopMalii Bxke HEMOXKIMBO 3a0€3MEYUTH JIUIIE OJJHUM HAaOOpOM
TEeXHIYHUX 3aC001B 1 MATPUMYBATH TIIBKU CHJIAMHU MiApo3ALTiB 6e3neku. OcoOauBo
e Tpeda poOUTH NpU MPOEKTyBaHHI1, BlipoBakeHH1 Ta nominmendi CYIb [101.

Ane BignosigHo 10 BuMor ctanaapty ISO/IEC 27001 [12] dyHKIIOHYBaHHS
CVYIb TicHO moB's3aHe 3 ympaBiiHHAM pusukamu Ta iHImAeHtamu Ib. Tomy CVYIb
IPOIOHYETHCS PO3MIISIATU 1€, IK KOMIUIEKCHY CUCTEMY 3 HasSIBHICTIO B HET Yy BUIJISII
LIJKOM CaMOCTIMHUX 1HIMX mijgcucreM: ynpasiaiHHs pusukamu Ib (CYPIB) Ta
ynpasiinas iHnuaeHntamu [b (CYI1IB). Koxkna migcucrema ynpasiiHHS BiAIOBIAHO 10
CBOIX ILIJIEH, 3aBJaHb 1 PeCypciB, 3alUIaHOBAaHUX IS iX BHUKOHAHHS, CTBOPIOE
MEXaHi3MH, 110 3a0e3MeuyI0Th 00'€IHaHHS 3yCUJIb 1 pECYPCIB, sIKI BOHA Ma€ (PO3MOI1LIT
pecypciB, MOCTaHOBKAa 3aB/JaHb BUKOHABISIM Ta BBEICHHS MPOLEAYp Ui IX
JIOCSITHEHHS ).

VYei  mporiecw yrpaBiiHHS IIUX CHUCTEM 30aradyroTh BUKOHAHHS MPOIECIB
¢ynkuionyBanus CVYIb. Jloriuno 1o komruiekcHicTh B CYIb MoxHO 3adikcyBaTu y
HoBoMy TOHATTI — KCVYIb (sx kommuiekcha CVYIB). ns BupimeHds ciadbo
CTPYKTYpOBaHUX MpoOieM y mociimkeHHi 3 mooynoBoro KCVYIb Bke Ha mpakTuiii
BUKOPHUCTOBYETHCSI METOJI0JIOTISI CUCTEMHOT0 aHamzy [13,14].

€IMHOI METOOWKM CHCTEMHOTO aHallizy Yy HAayKOBUX JOCHIDKCHHAX 3
nooynosoro CYIb moku mo Hemae. 3aBAaHHS CHCTEMHOTO aHaJi3y BHU3HAYAIOTHCS
foro ertanmamu. ToMy 4acTo 3aBAaHHS Ta €TAM HOTO MPOBEACHHS PO3TIISIAIOTHCS SIK
TOTOXHI- SIK 3aBJaHHS aHAI3y, IEKOMITO3IIIi1 1 CIHTE3Y.

B ocHoBy nocnimxenns 3 mooynoBoro KCVYIb sik cki1aioBoi 4aCTUHUA CUCTEMH
VIOpPABJIIHHS OpraHizaiii MO>KHAa 3ampoIllOHYBaTH TaKi OCHOBHI  METOJIOJIOTIYHI
MIIXOM, SKI YacTillle HKOPHUCTOBYIOTHCS B IPOBEICHHI JOCIIIKEHb CKJIaJHUX
00’€KTIB 1 IPOLECIB:

e CucteMHUW MIAXiA, M0 O3HAYA€ JOCIIIKEHHS KOHKPETHOTO 00'eKTa SK
CUCTEMH, BUMarae 6araTopiBHEBOTO BUBYCHHS CUCTEMU YIPaBIiHHS. AHAJI3 1 CHHTE3
B CBOEMY €JITHaHHI CKJIaJal0Th OCHOBY CHUCTEMHOTO MiXOy IO BUBYEHHSI JTISJIbHOCTI
oprasizaiii, sK HayKOBO-METOJOJIOTIYHY OCHOBY, fIKa CIIpHUSE 3HAXOIKEHHIO
HANUOUIbII BUTTHUX IUJISX1B BUPIIIEHHS! BUHUKAIOUUX MPOOJIEM.

» IlpouecHuit miaxia - MIAXIA J0 JOCTKEHHS CHUCTEM YINPABIIHHS SK 0
0e3mepepBHOr0 BHMKOHAHHS CYKYITHOCTI B3a€MOIIOB'I3aHUX MK 0000 poOIT 1
3arajibHUX (PYHKIIHN yrpaBiiHHSA. Best MisUIbHICT OpraHizailii po3riisiiacThes K Ha01p
mporeciB. Jlns crpykrypyBaHHs Bcix mporeciB B CYIb ympammiaHsS 1 ans
3a0e3ne4eHHs 00J1IKYy BCIX 3HAUMMUX €JIEMEHTIB MPOLIECHOTO MiIX0/y 3aCTOCOBYETHCS
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UKJTIIYHA KJ1acuaHa Moieih abo uki PDCA (Big anrin. Plan-Do-Check-Act - muranyit
- BUKOHYH - IEpPEBIPS - 11 »).

Jyist HaliKpalero BUPIMIEHHS TMUTaHHS TMiaBUIIEHHS eheKTHBHOCTI [b 00’ €kTiB
KPUTHYHOT 1HPPACTPYKTYPH MPOMOHYETHCS BUKOPHCTOBYBATH iX CHCTEMHO: TpHU
ctBopeHHi (a0o BaockonanenHi) CVYIb B opranizamii Tpeba 3aBxaAM aKIEHTYBaTH
3HaYHy yBary Ha OKpemi ii MiACHCTeMH 3  OpraHi3amifHUMU 1 TEXHIYHUMU
ocoomuBoctsimu: CYPIb 1 CVIIb.

BucHoBKHn

1. Po3rnsiHyTo akTyajgbHE 3HAUEHHS 3aCTOCYBAaHHS METOAMYHUX MIIXOMAIB 3
CHUCTEMHOT0 aHajli3y /10 3a0e3neueHHs 1HpopMaIliiHoi 0e3neku 00’ €KTIB KPUTUYHOT
1H(paCTPYKTYypu B CydyaCHUX YMOBax YkpaiHu. CHCTeMHMI aHami3  J03BOJIIE
BU3HAUUTU 3a0e3nedyeHHs iHpopMalliiiHoi O€3MeKu sK CKJIAJIHUI, KOMIJIEKCHUN BU/T
JUSUTBHOCTI, CHPSIMOBAaHHOTO Ha CTBOPEHHS YMOB YCHIIIHOTO (DYHKIIIOHYBaHHS
00’€KTIB KpUTUYHOI IHPPACTPYKTypH (OpraHizaniii), 3ano0iraHHs BCIX BUIIB 3arpo3 ix
Oesreri, 3aXUCT BiJl BTpAT, BUTOKY, CHOTBOPEHHS Ta 3HUINEHHSA KOHQIIEHIIHHOT
iHpopmanii. IIpoaHanizoBaHO HEOOXIAHICTH  CTBOPEHHS  €(PEKTUBHOI CHUCTEMU
VOpaBIiHHSA  1HQOPMALIMHOK  OE3MeKor0, sfKa MOBMHHA BIANOBIAATH BUMOTaM
HOPMATUBHO-METOAMYHMUX JOKYMEHTIB. [lo BimHomeHHIO 70 1H(OpMaIli MOBHHHA
OyTu po3poOJieHa cTpaTerisi 3aXUcTy 1H@QopMaIllli y BUTIISAAI KOMIJIEKCHOI CUCTEMH
3axucTy 1HpopMallii 3 ypaxyBaHHSIM HEOOXITHUX 00’ €KTUBHUX MOTPEO, MOMKIMBUX
YMOB 3JIIMICHEHHS 1 MOKJIUBOCTEH.

2. 3ampomoHOBaHO  poO3rasgaTH  (MPOEKTyBaTH, BIOPOBAKYBaTH  Ta
MOJIIMIITYBATH) CUCTEMY YIIPaBIiHHA 1H(QOPMAIIHHOIO OE3MeKor0, IK KOMILIEKCHY
CUCTEMY 3 HASIBHICTIO B HEl y BUIVIAAI LIJIKOM CaMOCTIMHMX IHIIUX MIJCUCTEM:
YIOPAaBIIHHS PU3UKAMU Ta YIPaBIiHHS 1HIUJAEHTaMU 1H(oOpMaliiHoi Oe3mneku. Yci
IpOLIeCH YIPaBIIHHSA IUX CHCTEM 30aradyioTh ycrimiHe (YHKIIIOHYBaHHS I1HIIIHMX
OpraHi3allifHUX 1 TEXHIYHUX CHUCTEM Ta CBO€YAaCHE BHKOHAHHS 3aga4 110
3a0€3MeYeHHI0 BUCOKOTO piBHs 1H(MOpMaIlliiiHoi Oe3neku. B ocCHOBY moCiIKEeHHS 3
MoOYy/I0BOK0 KOMIUJIEKCHOI CHCTEMHU YIpaBIiHHS 1HQOpMAIIHHOIO OE3MEeKOI0 SK
CKJIQZIOBOI ~YaCTUHU 3arajJlbHOi CUCTEMHU  YINpPaBIIHHA  OpraHizamii MO>KHa
3aMpONOHYBATH OCHOBHI METOJOJIOTIYHI IMiIXO/IH, SIK1 B)KE YACTIIIEe HKOPUCTOBYIOTHCS
B MPOBEJICHHI JOCIIPKeHb CKJIQJIHUX 00’€KTIB 1 MPOIIECIB: cHCTEMHUMN 1 MPOLIECHUH.
Ane myisa HalKpamero BUPIMICHHS  NUTaHHS MIIBUINEHHS €(PEKTUBHOCTI CHCTEMU
iHdopmaiiiiHoi  0e3nmeKku 00’€KTIB KPUTHUYHOI 1H(PPACTPYKTYpU MPONOHYETHCS
BUKOPUCTOBYBATH i1 MIACUCTEMH OKPEMO - OPraHi3alliifHO 1 TEXHIYHO.
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Y3arajbHeHHSI XapaKTEPUCTHK 00’ €KTIB iHPPACTPYKTYPHU KPUTHYHOI'O CTAHY

Y pobomi suznaueno 06’ekmu KpumuuHoi inghpacmpykmypu 0epicasu, ix 63aemo38 30K 3i
cmpame2iuHuUMU ma IHWUMY Hebe3neyHumMu 00 eEKmamu ma eUpOOHUYMBAMU.

It should be noted that today Ukraine, as a state that defends its independence in
the war, faces many different tasks, one of which is the protection of critical
infrastructure objects from military-terrorist influence, the solution of which not only
saves the lives of civilians, but also ensures the defense of sovereignty, territorial
integrity and independent existence of the state. The solution of this task is carried out
both in wartime and in peacetime. The problem is to determine the objects of the state's
critical infrastructure, in their correlation with strategic and other dangerous objects
and productions, which in practice allows determining the priority of their protection
in terms of the involvement of technical and material means.

Based on the above, the purpose of this article is to determine the relationship
between the terms critical infrastructure object, potentially dangerous object,
dangerous production object and strategic object, from the standpoint of ensuring their
security and countering terrorist threats.

The concept of state infrastructure and the process of formation of the term
critical infrastructure of the state are considered. The characteristics of the objects of
strategic purpose are given. The meaning of the concepts of potentially dangerous,
dangerous industrial and critically important objects is analyzed.

It is proved that based on the assessment of the constituent parts of the state's
critical infrastructure, the concepts of a potentially dangerous object, an object of
hazardous production, a critically important object and a strategic object can be
considered identical in relation to nuclear objects.
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Prolonging the reasoning in this way, it is possible to confirm the validity of this
identity in relation to other objects of critical infrastructure, for example, hydro and
thermal power, petrochemicals and others.

VJIK 614.8 (076)

14.NUCLEAR AND ENVIRONMENTAL DANGER OF THE
ZAPORIZH NPP IN THE EXTREME CONDITIONS OF THE WAR IN
UKRAINE

V.M. Vashchenko 1, V.I. Skalozubov 2, 1.B. Korduba?®

! Interdepartmental Scientific Center for Fundamental Research on Energy and
Ecology, Odessa
2 Department of Nuclear Power Plants of Odessa National Polytechnic
University, Odesa.
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An urgent issue of the safety of Ukraine's nuclear power industry in extreme conditions is the
situation at the Zaporizhia Nuclear Power Plant (ZNPP), the largest in Europe, due to the location
of the plant in a war zone and difficulties in management and operation, as well as regulating the
safety of the plant in the occupied territory. Therefore, an objective assessment of the level of nuclear
and radiation safety of the ZNPP in the extreme conditions of wartime, as well as the justification of
practical recommendations for the prevention of environmental disasters, is an urgent issue.

Traditionally, the assessment of the state of nuclear and radiation safety of NPPs
Is based on probabilistic and deterministic safety indicators [2-13].
The following are the main probabilistic indicators of safety in global nuclear
energy:

- the probability of a nuclear (severe) accident with damage to nuclear fuel
(UITA3 ( — the frequency of damage to the active zone of the reactor):

YI1A3 ~ IP, )

- the probability of occurrence of a maximum permissible radioactive release:

UIIAB ~ UIIA3 - R, @)

De I - is the probability of the original emergency event (VAP); Ps - the possibility of
failure of critical changes in the safety systems of nuclear power plants; Pb- is the
probability of failure of protective safety barriers that prevent conditions of radioactive
emissions.
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Events/incidents/violations of normal operating conditions leading to an emergency

shutdown of the reactor are regulated as VAP:

leaks/ruptures of pipelines and steam pipelines of systems important for the safety of

nuclear power plants (NPP nuclear power plants); de-energization of power units;

failure of normal operation of the SVB; extreme natural phenomena (earthquakes,

floods, tornadoes, hurricanes, etc.); the fall of large objects on the power unit, etc.
Probable nuclear safety criteria:

107"/ (reactor « hour) - for active NEU
YMA3 = ©)
10°/ (rcactor « hour) - for new NEU

Probable nuclear safety criteria:

10/ (reactor » hour) - for active NEU
YMA3 = “)
107/ (reactor » hour) - for new NEU

Thus, the application of probabilistic approaches and methods of assessing the
state of nuclear, radiation and environmental safety of the ZNPP in extreme wartime
conditions is insufficiently substantiated for the following reasons:

imperfection of probabilistic methods of assessing the level of safety of nuclear
power plants; military operations are unpredictable and subject to stochastic patterns.

Deterministic methods and approaches based on deterministic modeling of
accident sequences of VAP are more reasonable for objective assessment of safety.

Deterministic criteria of nuclear and radiation safety are usually defined as:
maximum permissible temperatures of nuclear fuel and fuel cell shells; maximum
allowable pressures in the reactor and hermetic volume (containment); maximum
permissible concentration of hydrogen; maximum permissible doses of radioactive
exposure to personnel, the population and the environment.

In the extreme wartime conditions of ZNPP operation, the initial events of nuclear
and radiation accidents can be: destruction of NPP safety barriers as a result of
intentional or accidental hitting of warheads; destruction or failure of critical
infrastructure facilities that provide external or emergency power consumption of
power units of the ZNPP; flooding of the industrial site of the ZNPP as a result of the
destruction of the dam of the Kakhovsky Reservoir; the impact of powerful warheads
in the cooling pond and others.

The first group of VAP in the extreme conditions of wartime operation of the
ZNPP include: damage or destruction of the protective safety barriers of the nuclear
power plant (protective envelope of the hermetic volume - ZO GO, reactor body, heat-
emitting assemblies - TVZ, shells and fuel matrix, fuel cell) due to external influence
combat charges.

Numerous simulation results of the VVER 1000 MPA with deterministic codes
have established that, under the conditions of maintaining the operability of critical (to
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ensure safety) safety system configurations, the conditions for the start of a nuclear
accident (upon reaching the maximum allowable temperature of the Twel shells for the
beginning of the intensification of the vapor zirconium reaction - 1473 oK) do not occur
at the MPA. Thus, on the basis of the analysis presented above, it was established that
the power of the external warhead necessary for the occurrence of a nuclear and
radiation accident must be able to destroy all protective barriers of NPP safety and
safety systems that provide management of emergency processes. This power can be
atomic or hydrogen bombs.

Damage or destruction by external warheads of critical infrastructure objects that
provide external and emergency power supply of the nuclear power plant are included
in the second group of VAP in the extreme conditions of wartime operation of the
nuclear power plant.

Only during the last period of hostilities in Ukraine, there were several dozen
damages to critical infrastructure objects of the external and emergency power supply
of the ZNPP (transformer equipment, power supply systems to the consumer, diesel
generator rooms, and others) and corresponding emergency shutdowns of the ZNPP
power units due to power loss of the plant. At the same time, it should be noted: the
process of emergency shutdown of the nuclear power unit reduces the overall level of
nuclear and radiation safety according to the design permissible cycles of thermal and
dynamic loads on systems important for the safety of nuclear power plants with nuclear
power plants; emergency shutdowns of nuclear power plants significantly affect the
reliability and efficiency of the entire energy system of Ukraine.

The next dominant group of WAP for safety in the extreme conditions of
wartime operation of the ZNPP is the flooding of the station's industrial site as a result
of warheads hitting the dam and the volume of the Kakhovsky Reservoir (the height of
the dam is more than 50 meters above the level of the reservoir), in the volume of the
cooling pond of the ZNPP Cascade of Reservoirs (over 2 million tons of water)

Consequences of the flooding of the industrial site of the ZNPP may be: WAP
of complete de-energization of power units (similar to WAP of the Fukushima
accident); violation of heat exchange conditions in dry storage facilities for spent
nuclear fuel (SNF).

Thus, the most relevant for the nuclear and radiation safety of the WAP in the
extreme conditions of wartime operation of the ZNPP is a complete long-term blackout
(PTZ) due to the destruction/damage of critical power supply infrastructure facilities
and/or flooding of the industrial site.

Currently, in Ukraine, as in the world's nuclear energy, which is widespread
during modernization, nuclear power plants have acquired the principle of
"admissibility of reduced safety level (DZRB)" [1]. According to this principle,
lowering the level of safety of nuclear power plants is permissible under the condition

AUITA3
ey 2!
4IIA3,, (5)
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where UITA3O is the basic probabilistic estimate of the frequency of damage to
the active zone (UITA3);

AUYITA3 — intentional or unintentional increase of UITA3.

In extreme operating conditions of the ZNPP, AUITA3 may be associated with
an increase in the probability of VAP, and if the events/incidents/violations of normal
operation that occur satisfy condition (5), then the probability of violation of condition
(5) remains. In addition, as noted above, the lessons of known nuclear accidents set the
level of safety and permissible further operation of power units at the current moment
in time. This approach to assessing the level of safety of nuclear power plant operation
in extreme conditions of war is insufficiently substantiated for the following reasons:
in the pre-Fukushima period, in the operational reports on probabilistic safety analysis
(IAB) of Ukrainian nuclear power plants with VVVER-1000, a severe nuclear accident
was supposed to be an unambiguous consequence of the WAP PTZ.

Flooding of the ZNPP production site can have critical consequences: complete
and long-term blackout of the power unit; violation of the conditions of heat exchange
in the SHVYAP. It should be taken into account that there are dry spent nuclear fuel
storage facilities (SFU) located on the ZNPP site, in which nuclear fuel is cooled by
natural air circulation. In case of flooding together with garbage, the conditions for the
necessary cooling of the SHVYAP, which corresponds to additional exit emergency
events (VAP), may be violated. To prevent the possible flooding of the industrial site
of the ZNPP, the construction of dams on the coast of the cooling pond can be effective

Conclusions

Therefore, the current issue of the security of Ukraine's nuclear power industry
in the extreme conditions of war is the situation at the Zaporizhzhia NPP, the largest in
Europe, due to the station's location in the war zone and difficulties in management
and operation, as well as the safety regulation of the station in the occupied territory.
Probabilistic approaches to assessing the objective state of safety of the Zaporizhzhia
NPP in extreme conditions are insufficiently substantiated, taking into account the
lessons of the largest nuclear and radiation accidents. Flooding of the industrial site of
the ZNPP can be the cause of the occurrence of two primary emergency events:
complete and long-term blackout of power units and violation of heat exchange
conditions in dry storage facilities for spent nuclear fuel. Prevention of flooding of the
industrial site of the Zaporizhzhya NPP can be based on the construction of protective
barriers against flooding on the coast of the cooling pond.
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As aresult of burning, which occurs as a result of an emergency situation related
to a fire, materials, structures, equipment and individual objects that are in the zone of
action of high temperature undergo various destructions, deformations or are
completely destroyed - they burn. As a rule, the destruction occurs unevenly and this
circumstance is often used when establishing the focus of an emergency situation
related to a fire.

The location of the cell is often associated with the place of greatest burnout and
destruction. In such a case, they proceed from the assumption that the greatest
destruction is due to longer burning, longer effect of high temperature, i.e. the time
factor, and, as a result, they come to the conclusion that the fire could have originated
in this area. The problem of obtaining objective data, necessary to establish the center
of the fire and the ways of the spread of combustion, remains extremely relevant,
especially in cases where it is impossible to examine the objects of the physical
environment due to their destruction and removal from the fire site. Soot deposits on
structures and objects are present in almost any fire - both in the burning zone and in
the smoke zone.

This circumstance allows us to consider soot as a promising object of expert
research. At present, the claw is used to a very limited extent as an object of research
and, accordingly, as a source of forensically significant information about the fire.
Specialists made only attempts to determine the nature of burned materials by the
structure and composition of soot, as well as to establish the fact of the presence of
leaded fuels in the combustion zone by the presence of lead oxide and non-leaded
petroleum products in the soot by detecting their microquantities sorbed by soot
particles.

The tasks of determining the burning conditions in different fire zones and
identifying the focal signs of the fire were not considered and solved. The analysis of
the electrical resistance of the soot layer makes it possible to study smog directly at the
site of the fire and, thus, to identify the paths of propagation of the main convective
flows and the focal zone.

Further research will be directed to the development of appropriate mathematical
models and conducting field experiments, performed using a specially designed
laboratory facility to determine the reliability of the latter, comparing theoretical and
practical results.
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Some issues of flooding risk management

Floods are one of the most common natural phenomena in the world, the damages from which
are increasing every year. In order to prevent hydrodynamic hazards, the construction of anti-flood
hydrotechnical structures is carried out. International experience shows that the most effective
approach to flood protection is to develop flood risk management programs that include elements
such as: prevention, protection, emergency preparedness and recovery.

[TaBoaKM 1 TIOBEHI € OJHUMHM 3 HAWTIOIIMPEHININX MPUPOJHHUX SBHII Yy CBITI,
30UTKH BiJ] SIKUX IIOPOKY CKIanaroTh 01u3bko 40 mupa. gonapis CIIA . B Vkpaini
HETaTHWBHI HACIIAKHY BiJl TABOJKIB MOXUIMBI Ha 27 % 1i TepUTOpIi, € MPOKUBAE Mailke
TpeTHMHA HaceJieHHs KpaiHu. HaliOGiabIioro HeraTUBHOIO BIUIMBY BijJ HUX 3a3HAIOTh
ripchbKi Ta mepeAripcbki paiionn Kapmar, siki 3aiiMaroTh TEpUTOPIO 3aKapraTChbKoi,
JIbBiBCBKOI, IBaHO-®PpaHKiBChbKOI Ta YepHiBeubKkoi oOsacteil. OgHaK HEraTUBHOIO
BIUIMBY CUCTEMATHYHO 3a3HAIOTh U IHILI PEriOHH YKpaiHU. 37MBOBI MABOJKHU CTAIOTh
OJIHIEIO 3 HAUOUIBII PO3MOBCIOPKCHUX TPUYUH BUHUKHEHHS HA/I3BUYAMHUX CUTYAaLIi,
10 TIPU3BOJATH 1O BUHUKHEHHS 3arpo3u KUTTIO 200 3/I0pOB’I0 HACENIEHHS, BEITUKOI
KUIBKOCTI 3aru0JINX 1 MOCTpaKIaduX, a TaKOXK JI0 3aBAaHHS 3HAYHUX MaTepiaibHUX
30muTKIB. HaykoBi JOCIIDKEHHS CBIAYaTh, IO MiJ BIUIMBOM KIIMAaTHYHUX 3MiH
TIAPOJIOTIYHUM ITUKII OyJe 3MIHIOBAaTUCH, 30UIBIIYIOUM 1HTEHCHBHICTH Ta YacTOTY
TaKUX KaTacTpoiyHUX MaBOJIKIB y BChOMY CBITi [1].

¥ 2020 pomi B YkpaiHi 3a¢ikcoBaHO 301IbIICHHS MaCIITaAOHOCTI HaI3BUYAMHUX
CUTYyaIliil Ta 3pOCTaHHs OUTBII HIK Y 6 pa3iB CyMU 3aBJaHUX HUMHU 30UTKIB, 30KpeMa
BHACIIJOK KaTacTpOo(IYHOTO PO3BHUTKY 3JMBOBHUX IABOJIKIB Yy 3aXiJIHMX perioHax
VYkpainu. Heratusni Hacniaku naBoakis 2020 poky Ha TepuTopii [BaHO-(paHKIBCHKOI,
UYepHiBenpkoi, 3akapnarchkoi, JIbBIBChbkOi Ta TepHOMIbChKOI oOOJlacTel craau
HalO1IbII MacIITAOHUMHU B 1cTOpli YKpainu. Pi3kuil migiiom piBHIO BoAu y OaceitHax
PIYOK MPU3BIB A0 miATOIIIeHHS 349 HaceneHux MyHKTiB, 14.3 Tuc. OyauHKIB, 22.4 THC.
pUCaIUOHUX JUTSTHOK, TTOIIKOKEHHIO 3.5 THC. TOCIIOAAPCHKUX CIIOPY/I, PYHHYBaHHIO
Ta MONIKO/KeHHIO ToHaa 940 kM aBTomOpiT, moHan 140 kM OeperoykpirieHb, TOHA
20 kv gam6 Tta moHax 300 wmocrtiB. Tomi y HaibuIbm mnoctpaxkmanii IBaHo-
®paHkiBChKIN 007aCTi 3aruHy0 5 0ci0, y Tomy uncii 1 autuna [2].

Orxe, xkaracTpo(diuHi HACHIJKA TABOJKIB BKOTPE MPOJACMOHCTPYBAIH
HEOOXITHICTh Ta BAKJIUBICTh KOOPJWHAIlI 3yCWJIb 3 YIPABIIHHSI PU3UKAMHU TaKUX
CTUXIMHUX JHMX TiIPOMETEOPOJIOTIYHOTO XapakTepy, SK 3YMOBIEHI MaBOJKAMU

3aTOITJICHHA. CKOpO‘ICHHH pI/ISI/IKiB 3YMOBJICHHX ITaBOJKaMHM 3aTOIIJICHDb — 1€ KOMILJICKC
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3ax0/liB, IKI MalOTh OyTH CHpPSAMOBaHI Ha KOHTPOJb YMHHUKIB PO3BUTKY IaBOIKIB,
3HM>KEHHSI UMOBIPHOCTI X BUHUKHEHHS Ta MOM SKIICHHS MOTEHIIMHUX HEraTWBHHUX
HACJIIJKIB, 3MEHIIICHHS BPA3JMBOCTI HaceJeHHs/MaliHa, a TaKOXX IiJIBUIIICHHS PiBHSA
TOTOBHOCTI JI0 HECIPUATIMBUX TO/I1H 1 BITHOBJICHHIO IMICJISI HUX.

3 MeTor0 3amo0iraHHs TiAPOJUHAMIYHIN HeOe3nell 311MCHIOEThCS Oy IIBHUILITBO
NPOTUIIABOJKOBUX T1IPOTEXHIYHUX CIOPYH, IO 3HAXOJAThCid Ha OanaHci
HIIMPUEMCTB, YCTAHOB Ta OpraHizaiiid cepu ympaBiiHHSI MIHICTEPCTB Ta BiJIOMCTB
pI3HUX Taly3eil eKOHOMIKM YKpaiHu abo mepeOyBaioTh B OpPEHIl YU MpPHUBATHIM
BJIACHOCTI TPOMA/ISiH, T4 BUKOHYIOTH (DYHKII1FO 3a1100IraHHs! BAHUKHEHHIO HETaTUBHUX
HACJIJKIB, ITOB’SI3aHMUX 13 3aXMCTOM BiJ IIKIAJIMBOI Jii BOJ, MOB’A3aHOI 3 MaBOJIKAMU
Ta TIOBEHSMH, a TAaKOX NPUUHATTSIM YIPABTIHCHKUX pIMIEHb IMIOA0 OXOPOHH Ta
paIlioHaJTbHOTO BHUKOPUCTaHHS BOJHUX PECYpCiB, a TaKOX BUKOHAHHS pOOIT 13
MIPUPOIOOXOPOHHHX 3aX0iB [3].

MuiKkHapoHUWA  JOCBiA ~ TOKa3ye, M0 HalepeKTUBHIMK  Mmaxig 3
IIPOTHUIIABOJIKOBOTO 3aXUCTy MOJSTaE y po3poOIll MporpaM yHpaBIiHHSI PU3HKAMU
3aTOIJICHHS, 1[0 BKJIIOYAIOTh TaKl €JIEMEHTH SIK: 3a100IraHHs, 3aXUCT, TOTOBHICTH JI0
HAJ[3BUYAHOTO pearyBaHHs Ta BiTHOBJIEHHS [4].

B pamkax immiemenraiii [laBoakoBoi Jupexktuu 2007/60/€C [5] B Ykpaini
po3po0eni [lnanu ymnpaBiiHHS pU3MKaMU 3aTOIUICHHS Y MeXaX paloHIB OaceiHIB
piuok Bicnu, Ininpa, Jduictpa, Hony, Hynato, Kpumy, IIpuaszon’s, [IpuaopHomop’s,
[TiBnennoro byry Tomo. Lli Ilnanu ynpaBiiHHS pU3UKaMU 3aTOTUICHHS 3aTBEPIXKEHI
posnopskeHHsaM Kabinety MiHictpiB Ykpainu Big 8 :xoBTHs 2022 poky Ne 895-p. [6]
Ta MICTATh 3aXOJ{, CIPSMOBaHI Ha JIOCATHEHHS IJIEH YyOpaBiiHHS pU3UKAMU
3aTOIJIEHHS Ha OKPEMHUX TEPUTOPISX y MeXkaxX yciX pallOHIB pIUKOBUX OaceiiHiB Ha
2023-2030 poku, 110 BKIIOYAIOTH OYAIBHUIITBO Ta PEKOHCTPYKIIIIO 3aXMCHUX JamoO,
PO3UMINIEHHS pyced PIYOK, 3aTiCHEHHS 1 3alyKeHHS BOMO30IpHUX IO,
yIOCKOHAJIEHHS 3aXMCHO1 IPOTUIIABOIKOBO1 1H(OPACTPYKTYPH TOIIIO.

Hapasi tpuBae po0oTa 3 po3po0JIeHHS KapT 3arpo3 1 pU3UKIB 3aTOTUICHHS IS
OKpPEMHX TEPUTOPIN y MeKaxX palloHIB PIUKOBUX OaCEliHiB, sIKI MAIOTh BUCOKUM PU3HK
3aroryieHHs. Tako TmoTpeOye TPOBEACHHS I1HBEHTAapW3allii MPOTHUIABOJAKOBOI
3aXHMCHOI 1H(PPACTPYKTYpH, BKIIOYAIOYM TEOAE3WYHI BHUMIPIOBAHHS aOCOIIOTHUX
BIJIMITOK BHCOT €JICMEHTIB 3aXUCHUX T1IPOTEXHIYHUX CIOPYI.

[IpoTumaBoIKOBHIl 3aXUCT HACEICHUX MYHKTIB Ta MPHJICTJIMX JO PIYOK 3eMEJb
MOBUHEH 3a0e3MeuyBaTUCh CHUCTEMOIO 3amo0iraHHs, pearyBaHHS Ta JIKBIJAII€l0
HACJIKIB BUHUKHEHHS HAJ3BUYAMHUX MPUPOJHOTO Ta TEXHOTCHHOTO XapaKTepy.
JloTenep HEOOCTaTHRO YBard NPHUIUUIOCH BCIM TPhOM €JIEMEHTaM CHCTEMHU
YIPAaBIiHAS PU3UKAMHU CTUXIHHUX JIUX, B TOMY YHUCJI 3aTOIJICHHSM, IO 3yMOBJICHI
naBogkamMu. Hecraua HeoOXimHUX 3axoAiB y cdepl 3amoOiraHHs, MOM’ SIKIIEHHS
HETaTMBHUX HACHIAKIB Ta IIACOTOBII A0 JIKBIZAIli HACHIAKIB CTUXIMHHUX JIHX,
MOB’sI3aHUX 31 3MIHAMH KJIIMATY, IPU3BOIUTH 10 CTPIMKOTO 30UIBIIEHHS CyM 3aBJaHUX
HAMU 30MTKIB Ta KUIBKOCTI MOcTpaxmanux. Hecrtada 3axojiB MPOTHUIABOJKOBOTO
3aXHUCTY, K BAXJIMBOI CKJIAIOBOT CHCTEMH YIIPABIIHHS pU3UKAMH, PIBHOI 10 1HIITNX 32
3HAYYIICTIO, MiJIBUIIY€E PU3UKH MIATOIJICHHS MICbKHX, CLITbCHKUX HACEJICHUX ITyHKTIB
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Ta CIILCHKOTOCTIONAPCHKUX YT1b, BHACIIOK YOTO HACEJICHHS Ta €eKOHOMIKA JCPIKABU
3a3Hae 0araToMiIbHOHHUX 30UTKIB.

3 MeTo10 3a0€e3MeUeHHs 3aXUCTY 00’ €KTIB KpUTUYHOI IHPpacTpykTypu 16 rpynHs
2022 poky BHeceHi 3MiHu 10 octaHoBU KaGinety MinicTpiB YkpaiHu Bif 9 »KOBTHS
2020 poky Ne 1109 «/lesiki muTaHHs 00’€KTIB KpUTHYHOI 1H(DpacTpykTypu» [7] B
YaCTHHI BHU3HAYECHHS TIEPEIiKYy CEKTOpIB KPUTUYHOI 1HPPACTPYKTYypHU, a came
BKJIFOUEHO CEKTOp 3 OXOPOHHM HABKOJHUIIHBOTO MPUPOJHOTO CEPEIOBUINA, B SIKOMY
nepeadauyeHo HampsSMOK IIOAO0 3aXWCTy BiJ MIATOIJICHHS 3aXHUCHUX MACHBIB,
MPOTUIIABOJKOBUM 1 TPOTUIIOBEHEBUH 3axUCT. I[IpoTHMaBOAKOBI TiAPOTEXHIUHI
CIOpYIW, IO  BIJHOCATHCS O  JAHOTO  HAMpsIMKy,  OOCIyrOBYIOTHCS
BOJIOTOCIIOIAPCHKUMHU ~ OpTaHI3allisiMK, M0 HalexaTb 10 chepu yHpaBliHHS
JlepaBHOTO areHTCTBAa BOJHUX pecypciB Ykpainu. CeKTopaabHUM OpPraHoM JaHOTO
HANpPSIMKY SIBISIETbCA MIiHICTEPCTBO 3aXHCTy JMOBKULIS Ta NPUPOJHUX PECypcCiB
Ykpainu.

BianoBinHO 10 METOAMKU KaTeropusailii 00’€KTIB KPUTHUHOI 1HGPACTPYKTYypH
IPOBEICHO 1ICHTU(]IKAIID OO0 €KTIB KPUTUYHOI 1HPPACTPYKTYpU MIJICEKTOPY
«YTpaBIliHHS, BUKOPUCTAaHHS Ta BIJITBOPEHHS TOBEPXHEBUX BOJHUX PECYPCIB,
PO3BUTOK BOJHOTO TocmoaapctBa», Ta BigHeceHo ix go II, III 1 IV kareropiii
KPUTUYHOCTI. B mopanpiiomy 3ariaHoBaHO BU3HAYEHHS PIBHS HETATUBHOTO BILIMBY
Ha HaJlaHHAd OCHOBHMX MOCIYT Yy pa3l 3HUIICHHs, MOIIKOJDKEHHS abo MOpYIIeHHS
(yHKLIOHYBaHHS 00’ €KTa KPUTHYHOI 1HQPACTPYKTYpH.

BucHoBku

3 MeTor0 3a0e3NeYeHHs] HaIIMHOTO YIpaBiIiHHSA 00 ’€KTaMHM MPOTUIIABOJIKOBOI
KPUTHUYHOI IHPPACTPYKTYPH TOLIIBHO:

1. 3anpoBaKeHHST MIAXOAY O YIpPaBIiHHS PU3MKAMH 3aTOIUICHHS, SKUN
BKJIFOYA€ BCl TPU €JIEMEHTU CUCTEMH YIPaBIIHHSA PU3MKAMM (3amoOiraHHs, 3aXuCT,
MiJTOTOBKA JIO pearyBaHHs Ta BIJTHOBJICHHS);

2. [TinBumenns  edeKTUBHOCTI  peamizalii, SK  KOHCTPYKIIHHUX
(ImKEeHEepHUX), HAMpUKIIAJ, YTPUMaHHsS, BITHOBJICHHS ab0 OYIIBHHMIITBO 3aXHCHHUX
TIAPOTEXHIYHUX CHOPYH, TaK W HEKOHCTPYKI[IWHUX 3aXOJiB MPOTUIIABOJKOBOTO
3aXUCTy, HAMPUKIAJ, NUIIXOM 3alpOBA/DKEHHS MMPOTpaM TEPECeICHHsT HACeIeHHS 13
30H PU3MKY, PO3UMULICHHS Ta PETYJIOBAHHS pYyceNl PIYOK, BJIOCKOHAJIIEHHS CHUCTEMHU
T1APOMETEOPOJIOTIYHUX CIIOCTEPEKEHb Ta CUCTEMU PAaHHBOTO BUSBIICHHS 3arpo3u 1
OTIOBIIIEHHSI HACEJICHHS B IIJIOMY;

3. YcyHeHHST HEHOJIKIB y cucTeMi (DIHAHCYBAaHHS KOHCTPYKIIIHUX
(ImKEeHEepHHX) Ta HEKOHCTPYKLUIMHUX 3aX0/11B MPOTUIIABOIKOBOTO 3aXHUCTY.
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17. JEAKI ACIIEKTU 3BIJIBIHEHHSA TEPMIHIB 35EPI'AHHA TA
EPEKTUBHOCTI BUKOPUCTAHHSA XAPYOBUX KOHIHEHTPATIB B
EKCTPEMAJIBHUX YMOBAX

C€raanos M. B.}, Yepennnos 1.A.%, Uymauenko C.M.2, Kosomieusn JI.I1.3
1 Xapxiscokuii HayionanvHull yHisepcumem paoioenekmpoHiKu
2 Jleporcasnuil 6iomexHon02iUHULL YHIGepCUmem
3 Hayionanvnuii ynigepcumem xapuo8ux mexHono2iu
E-mail: voenpred314@ukr.net, s_chum@ukr.net, kdp1210@i.ua

Some aspects of increasing the shelf life and efficiency of using food concentrates
in extreme conditions

The thesis substantiates the relevance of research in the field of production and
use of food concentrates in extreme conditions. Unsuitability for the concentrates
production of agricultural products, which containing antibiotics and harmful food
additives, has been determined. It is proposed to investigate the possibility of
increasing the efficiency and shelf life of concentrates as a result of replacing
antibiotics with plant-based extracts.

3a OCTaHHI TPUILSTH POKIB Yy CBITI CHOCTEPIraeThCsl 301IBIIEHHS KIIBKOCTI
JoJIeH, 3arubaux y karactpodax npupoaHoro nmoxopkeHns. Ha puc. 1 mpeacrasieHi
nani OOH 1o rio6anbHi CMEPTHOCTI, TTOB'SI3aHOT 3 TPUPOTHUMHU KaTakiaizmMamu [1].
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4yacoBuM nepiog

Pucynox 1 — ['mo6ansHa CMEpTHICTS, SIKa MOB'sI3aHa 31 CTUX1HHUMHA JTUXaMH,
1989-2020 poxu

Sk 3a3HaueHO y [1]: «... TEeHJIEHIIIT CMEPTHOCTI CUJIBHO PI3HATHCS 3 POKY B PIK...
Crnocrepiraerbest momiTHE 3HMKEHHS 3 OUThIn HK 104 000 cmepreit Ha pik y 2000-x
pokax a0 B cepennboMy 81 000 Ha pik y 2010-x pokax. Tum He MeHIII, 30€pIraloThCs
3HAYHI MPOOJIEMHU Yy 3HIKEHHI TJI00aJbHOI CMEPTHOCTI Bif CTUXIHHMX JuX 10 2030
POKy». 3HAYHO OLIbIIa KUTBKICTh JIFOJEH OTPUMYIOTH MOpaHeHHs 1 (a00) 3HAXOAATHCSA
B YMOBax, KOJIM TMOPYIIEHI YMOBH HOPMAJbHOI KUTTEAISUIBHOCTI. JlOCHUTH HacTo
3HAYHO OLIbIIIa YaCTHHA JII0JICH THHE HE BiJ 0e3M0cepeIHbO1 1T Bpa)KatouuX YNHHUKIB
Haa3BuuarHoi cutyarii (HC), a B pe3ynbTati rojoay ado emijeMil, ki BUHUKAIOTh Ha
MOCTPAXKIANNX TepUTOPisX. KmacuuyHuM MpuKIagoM 1bOro € karactpoda 8 cepnHs
1975 poxky rpe6ni banbusio (KHP) sik yactuau kommiiekcy 3 62 gam6. i gqam6u Oyio
MPOPBAHO TOBIHHIO, BUKJIMKaHOIO TailpyHoMm «Hinay. 3a odimiiinumu nanumu 26
TUCSY 0C10 3aruHyJI0 0€3MocepeHbO B pe3yJIbTaTi MOBEH1, a YePE3 TOJIO/ 1 eMiJIeMiT sIK
HACJIAKY 11€i TOBEH1 3aruHyJo B oMy 145 tucsy ocio.

CBiTOBMI1 JOCBIA MOPATYHKY Jitojen Ta nikBigaiii HacaiakiB HC cBiguuth npo
CKJIQJIHICTh CBO€YACHOTO 3a0€3MEeUEHHsI MOCTPAXKAAINX MPOJYKTaMH XapyyBaHHS Ta
MUTHOIO BOJIOIO 1, SIK HACIIIJIOK, PO YMCIIEHH] BUMAJIKK CMEPTI BiJ BUCHAXEHH: [2]. 3
OTJISily Ha CKa3aHE BHWIIE, MPOJAYKTH Xap4UyBaHHS, SKI HEOOXITHO BUKOPHUCTOBYBATH
JUIS CTBOPEHHS 3araciB MPOJAOBOJILCTBA, TOBUHHI BiJIIOBIIaTH HACTYITHUM BHMOTaM:
MaTH MiHIMaJdbHy Bary i 0OCST, a TaKoXX HAWOUIbINI EHEePreTUYHl TMOKa3HUKHU 1
30epiraTi CBOIO SIKICTh MPYU MAaKCUMaJIbHO MOKJIMBOMY TpUBaiioMy 30epiransi. ['pymna
OpuTaHChKUX (haxiBIliB 3 BUKUBAHHA 1 JikBifalii Hacaiakie HC migrorysana ormsi, B
SAKOMY PO3IVISHYTO KOHIENTYyaJIbHMA MiAXiJ JO0 PO3MOJAUTY TMPOJOBOJILCTBA,
MMOYMHAIOYH BiJl MOTPEO B XapuyBaHHI 1 3aKIHIYIOUN MOJITUIYHUMU MIPIOpUTETAMHU. 3a
UM TiXO0JI0M, 30KpeMa, PaIflioOHW TUIAHYIOTBCS TaKWM YHWHOM, 10O BiITOBITATH
BUMOTaM JI0 Xap4yBaHHS 1 KPHUTEPiIM KYJIbTYpHOI NPHHHATHOCTI, 3aCBOIOBAHOCTI 1
BUTpATU eHeprii. Pekomenaanii oo BMICTy Oika BapitoroThes Bij 8 10 12,5% Bin
3arajgbHOI1 eHeprii. binblmicTh (axiBUIB peKOMEHIye, MO0 Kup 3a0e3leuyBaB He
meHme 10% 3aranpHOi eHeprii, a psja NpelcTaBHUKIB BcecBITHROI opraHizarlii
OXOPOHHM 37I0POB'Sl BBAXXAIOTh 32 HEOOX1HE 301IBIINTH 1IeH mokazHuk 10 20% [3].
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XapakTep 3MiH B MOKMBHUX PEYOBHMHAX MpHU 30epiraHHi XapyoBHX MPOAYKTIB
npeAcTaBieHui B [4]. MoxHa BIJ3HAYUTH, 110 BYTJEBOJIMU € OUIbII CTIMKUMHU 0
30epiraHHsi B TOpPIBHSHHI 3 YYTJIMBUMH [OXMBHUMU PEUYOBUHAMH, TaAKHUMH SIK
BITaMiHH. Y 3aMOPOXKEHUX, KOHCEPBOBAHUX a00 CYIIEHUX MPOJAYKTaX HEMA€E ICTOTHOT
BTpaTH TMOXHUBHOI IIIHHOCTI BYTJeBOAIB. Sk 3a3HadeHo B [5], ogHumMu 3
HaWBaXXJIMBIIIKX (HaKTOPIB, IO CKOPOUYIOTh TEPMiH MPHUAATHOCTI OaraTboX XapuoBHUX
IPOJYKTIB, € KHCEHb, CBITJIO, OakTepii, IO BUKIUKAIOTH IICyBaHHSA, a TaKOX
HEJIOCTaTHE OXOJIO/KEHHs. BpaxoByroun Toil ¢akt, mo B 30HI HC misikoM MOXIHBI
mepeboi abo TMOBHA BIICYTHICTH EJEKTPOCHEPrii, XOJOAWIbHI YCTaHOBKH abo
amapaTtypa 030HyBaHHS MOBITPSI CXOBUIIL, MIBU/IIE 32 BCE, HE OyAYyTh QyHKIIIOHYBATH.
Tomy ipu popMyBaHHI TPOTYKTOBOTO 3aIacy HE CII1J] OPIEHTYBATHUCS Ha CBIXkK1 OBOYI 1
dpykTH, 3aMopokeHi M'sco abo pudy. HeoOXimHO opieHTyBaTHCS Ha XapyoBi
KOHCEPBU 1 KOHIIGHTpPATH, THM OUIbINE, 10 HAKOMWYCHO 3HAYHHWKA (O1IbIN, HIXK
JIBOXCOTJIITHI) IMO3UTUBHUU JIOCBII BUKOPHUCTAHHS ix B pariioHi
BIMCBKOBOCITY>KOOBIIIB [6].

VY npyriit nojgoBuHI XX CTOJITTS MOYAIUCS MIMPOKI TOCTIIKEHHS, SIKI OTIM
TpaHCHOPMYBaIUCA B NPAKTUKY BUKOPUCTAHHS aHTHOIOTUKIB MpU TMepepoOdi Ta
KOHCEPBYBaHHI Xap4yOBHX MPOAYKTIB. J[OCUTh TpuBamuii yac BBa)xajnaocs, IO IIs
IpaKTUKa a0COJIFOTHO HENIKIIMBA. BiabIl TOTO, HaBITh B HAYKOBUX IyOJIIKAIlIsSX
3ByYajd 3 1Or0 MPUBOAY a0COMIOTHO Oe3amessiiiHi 3asBY, Ha KIIAJT HACTYITHOI:
«...baraTopiuHe TPOMHCIIOBE 3TOJIOBYBAHHS XJIOPTETPALMKIIHY 1 JEAKUX 1HIIUX
aHTUOIOTHKIB JIOMAIIHIM Xy1001 1 NTHIIl CBIYUTH PO ICTOTHY HEIIKIIJIUBICTH
JNEKUIbKOX TMpomine. TeTpaluKiIiHu JOCUTh HECTaOIbHI 1 TICYIOThCS B 1K1 1 MiJ Yac
MIPUTOTYBAHHA. Y JESIKWX BHITAJIKaX IIOCH 1HIIE MOXE 3IMIIATUCA, ajie 1ie OyayTh
He3HayHi caian» [7]. Ha macts, 3 yacom Oya qoBe/ieHa 3ryOHICTh I1i€i HeOe3MeuHo1
nomMuwiku. I{o6 crTumymoBatu picT 1 30UIBIIEHHA  Barv, LUl cTaja
CITbCHKOTOCTIOAPCHKUX TBAPHH 3a3BUYail TOMYIOTh HU3BKUMH J03aMU aHTHOIOTHKIB
y ki a0o Bomi. Llg mpakTuka 3aCTOCOBYETBHCS JUIsl 3alI00ITaHHS 3aXBOPIOBAHHAM Y
TBAapWH, SIKI UBYTh Yy YacTO TEPEINOBHEHMX Ta AHTUCAHITAPHUX TMPUMIIICHHSX.
HacnigkoMm 11i€i mpakTUKM € MacoBe HAKOMMYECHHSI aHTHOIO0TUKIB y HABKOJUIITHHOMY
cepenoBuilll Ta HAOYTTS CTIAKOCTI 70 AHTUOIOTHKIB Yy MIKPOOPTaHi3MiB, IIIO
KOHTaKTYIOTh 3 HUMHU.

CnoxuBaHHS aHTUOIOTHKIB y CEKTOpl TBApUHHMIITBA € HaiiBunuMm y Kwurai
(23%), CIIA (13%), bpazunii (9%) ta Inaii (3%), Ha axi mpumanae OUIBIIICTD
CBITOBUX IpoaaxiB aHTHOI0THKIB [8]. KpiM aHTHOIOTHKIB TaKOX 3aCTOCYEThCS
ITUPOKHI CIIEKTP XIMIYHUX T00ABOK, SIK1 MPOJIOBKYIOTh TEPMiH 30epiraHHs XapyoBHUX
MPOJYKTIB, aje OJHOYACHO 3aBJAlOTh 3HAYHOI INKOJIW 30POB'I0 CIIOKHBAYiB.
BukopucroByBatH 1aHi TMPOAYKTH JIJI1 BHTOTOBJICHHS KOHCEPBIB 1 Xap4yoOBHX
KOHIIEHTPATIB, $SKI TMpU3HAYEHI, B TOMY 4YHUCHII, JJIs XapyyBaHHS JIOAEeH B
eKCTpEMaJIbHUX YMOBAax, HEMpUITycTUMO. Ha »kajab, pe3yiabTaTH BUBUYCHHS Pi3HHX
XapyoBUX TMPOAYKTIB, SIKE MPOBOJUTHCA HA TEpUTOPil YKpaiHu, IOCUTH YaCTO
BUSIBJISIFOTH HAsIBHICTh aHTUO10TUKIB. Tak, Ha puc. 2 HaBeJeHa Aiarpama J0CIiKEeHb
KypsIYMX SI€Lb HA IPEIMET BUSBJICHHS PI3HUX aHTUOI0THUKIB [9].

65



28,30%

Pucynok 2 — Pe3ynbratu JOCTIKEHHS KypSuuX S€llb HAa HASIBHICTh AaHTUO10THKIB

[lepeBaxkaHHSI 4YaCTOTH HASIBHOCT1 TETPAIUKIIIHY, HMOBIpHO, 00OYMOBJIEHA THUM,
0 HOro MNpOAOBXKYIOTh JaBaTU MTHUIl JJIsI CTUMYJISIII POCTY, HE3Ba)Kaloud Ha
3a00poHy €] Aii BIAMOBIAHUMH JTOKYMEHTaMHU. Y psifii MyOJiKaIiid MpornoHy€eThCs
3aMIHUTH AHTHOIOTUKH MPUPOJHUMHU TMPOTUMIKPOOHMUMHU MpernapaTtamu s
MIJBUILEHHS TEPMiHY 30€piraHHs MpPOJYKTIB XapuyBaHHS 1 B TOMY YHCI1 Xap4OBHX
KOHIIEHTpaTiB. 30kpema, B [10] 3ampornoHOBaHO BHUKOPHUCTOBYBAaTH EKCTPAKTH Ha
POCIIMHHII OCHOBI, SIK1 3JaTH1 HE TUTbKH 30LJIbIIUTH TEPMiH 30€epiraHHs, aje 1 Ha/laBaTh
JiKyBaJbHYy a00 CTUMYJIOIOUY Jit0 Ha opraHism JoauHu. B [11] aBTopamu
3aMporoOHOBaHa METOIMKAa BUOOPY ONTUMAIBLHOTO BHYy aJalTOreHy, 1o 3a0e3neuye
MIIBUIIEHY TpaIe3IaTHICTh JIFOJAWHN 32 YMOBHM BIUIMBY Ha HBOTO HECTIPUSTINBHX
30BHIIIHIX (akToOpiB. AJjie sl KOPEKTHOI 1 OO'€KTHMBHOI OIIIHKH MOKJIMBOCTEN
MPUPOJHUX AHTUOAKTEpiabHUX 3acO0IB MIJBUINUTH €(PEKTUBHICTb 1 TEPMIH
30epiraHHs Xap4oBUX KOHIICHTPATIB, Ha HAIII ITOTJISIT, HEOOX1THO IIPOBECTH BITIOBIIHI
EKCIIEpUMEHTH Ta PETEIbHO MpOoaHali3yBaTH ix pe3ynbratu. [Ipu npboMy HEO0OX1THO
MaTH 4YITKy BIEBHEHICTH B TOMY, IO JJII BHUTOTOBJICHHS KOHIICHTPATIB
BUKOPUCTOBYBAJIMCS POCIMHHI MPOAYKTHU ampiopi 0e3 m00aBOK aHTHUOIOTHKIB abo
THIITMX XIMIYHUX KOHCEPBAHTIB
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18. TEOPETUYHI I METO/IOJIOTTYHI OCHOBH OIIIHIOBAHHS
TEXHOTI'EHHUX 3AT'PO3 I PU3HUKIB JJI51 KPUTHYHOI
TH®PACTPYKTYPHU YKPAIHU B YMOBAX TIOBHOMACIHITABHOI'O
BTOPIHEHHS POCIMCBHKOI ®EJEPAIIL

Maugko II. 1., Kams 1. O., Pomanrok B.I1.

Hayionanvruii ynisepcumem oboponu Yxpainu
imeni Isana Yepmnsaxoscvrkoeo, Kuis, Ykpaina

Theoretical and methodological basis for assessing man-made threats and risks
to the critical infrastructure of Ukraine under the conditions of a full-scale
invasion of the russian federation

Ukraine is a country waging a full-scale war with the Russian Federation. One of the most vulnerable
objects in such conditions is the state's critical infrastructure. This means that places where there are power
plants (nuclear power plants, hydroelectric power plants, thermal power plants), water pipelines, gas
pipelines, communication networks, transport hubs and other objects that support the life of the population
and the economy are exposed to man-made threats and risks during operation hostilities.

VYkpaina € KkpaiHolo, ska Belle MOBHOMACIITaOHY BIHHY 3 POCIHCHKOIO
denepamiero. OauH 3 HAMOUIBIT Bpa3UBUX O0'€KTIB B TaKMX YMOBax - KpPUTHYHA
iH(ppacTpykTypa nepxkasu. Lle o3Haudae, 1m0 Micld, /1€ 3HAXOAATHCS €IEKTPOCTAHIIIT
(aTOMHI €NeKTPOCTAaHIII1, T1IPOEIEKTPOCTAHIII1, TETIOEIEKTPOCTaHIIIT ), BOJOIPOBOJIH,
ra3onpoBOIU, MEPEXKI 3B'SI3KY, TPAHCIIOPTHI BY3JIM Ta 1HII 00'€KTH, sIK1 3a0€3M€4yI0Th
KUTTEIISUIBHICT HACEJCHHS Ta €KOHOMIKY, IMIJIJIAI0THCS TEXHOTEHHUM 3arpo3aM Ta
pHU3HKaM M1J] 4ac BeIeHHsI OOHOBUX [IH.

Hapaszi  peani3oByrOTbCSI ~ MDKBIIOMYl — TUIAHU ~ 3aXUCTy  KPUTHUYHOL
1H(PaACTPYKTYpH KpaiHu, IPOTE ICHYIOTh IPOOIEMHU, SIKI 3HIKYIOTh iX €(DEKTUBHICTD:

HEJOCTaTHS KOOPAMHALS MK PI3HUMM BIJOMCTBAaMH Ta CTPYKTypaMu, SIKl
3aiMaloThCd 3aXMCTOM KpUTHUYHOI 1HpacTpykTtypu. Lle Moxe mnpusBectd 10
HEJOOIIHKYM TEBHUX 3arpo3 abo ayOsroBaHHS poOIT, 10 3aiiMalOTh 3aiiBUN Yac Ta
pecypcu. Takoxk, BIACYTHICTh €IMHOTO TMIAXOAYy IO 3aXUCTy KPUTHYHOI
1HOPACTPYKTYpU MOKE TPHU3BECTH JIO HECUCTEMHOCTI 3aXOJIB Ta 3HIKEHHS iX
e(heKTUBHOCTI;

HEJIOCTAaTHS yBara A0 kiOepOe3neku Ta 3axucTy iHdopmailii, sika MoB'sa3aHa 3
KPUTUYHOIO 1HPPACTPYKTYpOr. 3a JOCBIIOM TOBHOMACIITAOHOTO BTOPTHEHHS
pociiicbkoi (emepailii kibeparakd MOXYTh MPU3BECTH J0 BEIMKHUX 3001B B poOOTI
1H(paCTPYKTYpH Ta BKpall HETaTUBHO BIUIMHYTH Ha O€3MEKy HACEJICHHS Ta EKOHOMIKU;

HEJIOCTAaTHS PO3pOOKa Ta BIPOBAKEHHS MEXaHI3MIB pearyBaHHs HAa KPU30BI
cutyailii. B pa3l BUHUKHEHHSI KpU30BUX CHUTYyalliid, HEOOX1THO BiApa3y pearyBaTu Ta
JUATH BIJMOBIIHO J0 3a3/1aJIeTiIb pO3p00OJICHUX IIJIaHIB J1i;
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HEJOCTATHs KUIbKICTh KBATI(PIKOBAHUX KapiB Ta 0OMEXEH1 MOKIMBOCTI JIJIs 1X
HaBYaHHS Ta MiABUIIEHHS KBamidikarii. HegocTaTHii piBeHb KBai(iKaIlli mepcoHaty
MOK€e TIPU3BECTH 70 IIOMHJIOK Y POOOTI Ta MOTIpIICHHS 0e3neKu iHPPaCTPYKTYPH;

BIJICYTHICTh JIOCTaTHHOTO (DIHAHCYBaHHS Ha PO3BUTOK Ta MOJEPHI3AIliIO
KpuTu4HOi 1HpacTpykTypu. HemocraTtHe (¢iHAHCYBaHHS MOXKE MPUZBECTH O
3pOCTaHHS PU3MKIB TEXHOIEHHUX KaTacTpod Ta 3001B B poOOTI iIHQPACTPYKTYPH.

Hapsiny 3 3a3HaueHMMH mpoOsieMaMu ICHYE Ba)JIMBE 3aBAaHHS OI[IHIOBaHHS
TEXHOTCHHHUX 3arpo3 1 PU3UKIB AJIsl KPUTUYHOI 1HPPACTPyKTypu YKpaiHu B yMOBax
MOBHOMACHITAOHOTO BTOPTHEHHS pociiicbkoi (eneparii. i 11 BUKOHAHHS HEOOX1IHO
MaTH HaJIeXKH1 TEOPETUYHI Ta METO0JIOTIYH1 OCHOBH.

O1iHIOBaHHS TEXHOTCHHHMX 3arpo3 Ta pHU3UKIB TMoJsArae B iAeHTU]IKaI]
NOTCHLIWHO-HEOE3MEYHNX  MOAIM, sIKI ~ MOXYTh  CTaTHUCS B  pe3ysbTari
HenependadyBaHUX (PakTopiB, TEXHIYHUX 3001B, KaTacTpo(d, MPUPOTHUX KaTaKI13MiB
toro. [Ipu omiHIl PU3HUKIB HEOOX1THO BU3HAYUTH WMOBIPHICTH TOTO, IO TaKi MOl
CTaHYThCSl, a TAKOX 1X HACHIIKH JUIsl KPUTHYHOI 1HPPACTPYKTypH Ta HACEIECHHS, 1110
3aJIE)KUTH B1JI HeEl.

O1iHIOBaHHSI TEXHOTEHHUX 3arpo3 1 PU3MKIB I KPUTUYHOI 1HPPACTPYKTYpH
Vkpainu B yMoBax MOBHOMACIITAOHOIO BTOPIHEHHS POCIHCHKOI (eneparii Moxe
0a3yBaTHCs Ha HACTYITHUX METOJIOJIOTIUHUX migxonax [1]:

IOPOBEJCHHS aHalli3y MOXJIMBUX 3arpo3 Ml KPUTUYHOI 1HQPACTpyKTypu
VYkpainu, 1m0 MOXyTh BUHUKHYTHU IiJ 4ac BeAeHHS OoiloBuX niid. Jlo Takux 3arpo3
MOXYTbh BIJIHOCUTHUCS BOTHEBUH BIUIMB NPOTHUBHHMKA HAa O0'€KTU SAEPHOI Ta XIMIYHOI
IIPOMHMCIIOBOCTI, €HEpPronocTayaHHs, BOJONOCTAYaHHS Ta 1HII 1HQPACTPYKTYpHI
00'exTH;

OLIIHKAa MO>KJIMBMX HACHIAKIB B pasl peamizauii LHUX 3arpo3 sl KPUTHYHOI
iHppacTpykTypu. Lleid migxix A03BoJIS€ BU3HAYUTU TMOTEHLIMHI  HACHIIKA
TEXHOT'€HHHUX 3arpo3, TAKUX SIK SAEPHUN TEpOpPHU3M, BUBEJIEHHS 3 JIady €HepreTUYHOl
CUCTEMU KpaiHu, 3a0pyTHEHHS BOJU Ta MOBITPS, 3HIXKEHHS MOOITLHOCTI Ta 1HIIIL;

OlLIHKA PpHU3HKIB, TOB'SI3aHUX 3 MOXJIMBUMM 3arpo3am JJsi KPUTHUHOI
iHdpacTpykTypu. lleit miaxin m03BoJisiE BU3HAYUTH PIBEHb PHU3UKY BUHHKHEHHS
HETaTUBHUX HACHIJKIB TEXHOT€HHHUX 3arpo3 Ta CIUIaHyBaTH 3aXxOQu WIOJO0 iX
yIpaBJIiHHS,

BU3HAYCHHS KPUTHUYHUX OO'€KTIB 1HGPACTPYKTYpH, SIKI € KIIOUOBUMH [IJIsI
Oe3nepepBHOrO (PyHKIIIOHYBaHHS KpaiHU B yMOBaX BTOprHeHHs. Llei miaxia 103BoJise
CIpPSIMYBaTH yBary Ta pecypcHd Ha HallOUIbII Bpa3fivBi 00'€KTH Ta 3a0€3MEUYUTH iX
3aXUCT.

Buxonsun 3 BUIE3a3HAYSHOTO PO3pOOKa Ta BIPOBAKECHHS 3aXOJIB 3aXHUCTY
KPUTUYHOI 1HOPACTPYKTYpH YKpaiHM B yMOBax MOBHOMACIITAOHOrO BTOPTHEHHS
pociiicekoi (heneparlii Moke BKIOYATH HACTYITHI KPOKH [2]:

po3po0Ka TIJIaHIB €KCTPEHOTO pearyBaHHS Ta BIPOBA/KEHHS 3aXOJIIB IOJ0
3aXUCTYy KPUTHUYHOI IHPPaCTPYKTYypH;

3a0e3medeHHs] 3axucTy iHGopMallii Mpo KPUTHUYHY 1HPPACTPYKTYpY, IO
3abe3neuye OesnepepBHy poOoTy Kpainu. [le Moxke BKITIOUATH 3aXUCT KOMI'TOTEPHUX
cucteM, iHhOpMAIITHUX MEepeX Ta IHIMX 1HOPACTPYKTYPHUX CUCTEM Bif KidepaTak;
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3a0e3neyeHHss Oe3neku NepcoHally, SKUM 3aliMaeTbCsl KepyBaHHSIM Ta
MiATPUMKOIO KPUTUYHOI 1HPpacTpykTypH. Lle Moxke BKIIFOUaTH MPOBEIEHHS HaBUYaHb
Ta TPEHYBaHb 3 €BaKyallii, 0e3MeKH mpalli Ta 1HIITUX aCIEKTIB Oe3MeKH;

po3poOKa Ta BIPOBAHKCHHS CHUCTEM MOHITOPHHTY, SIKi JO3BOJISIOTH BYACHO
BUSIBIISITH 3arpO3W Ta BXKMBATH HEOOXITHI 3aX0J IMOAO iX ympaBmiHHA. Lle moxke
BKJIFOUaTH CUCTeMH KOHTposito XbPS oOcTaHOBKH, SKOCTI BOAM, MOBITPS Ta IHIIMX
€JIEMEHTIB 1H(PPaCTPYKTYpH;

B3a€MOJISL 3 CTPYKTypaMHu YIpaBIiHHS Ta BIAMOBIAHUMH BIAOMCTBaMHU IS
KOOpJMHAIIIT 3aX0/11B IIOJI0 3aXUCTY KpUTUYHOI 1H(pacTpykTypH. Lle Mmoxe BKiIro4aTu
B3aeMoAit0o 3 MiHictepcTBOM 000poHH, MIiHICTEPCTBOM BHYTPIIIHIX CIpaB,
MiHiCTEpCTBOM €HEPreTUKH Ta IHIIUMH CTPYKTYPaMH;

CTBOPEHHSI €IMHOTO JEP>KaBHOTO KOOPAMHALIMHOTO Oprany, sgkuil Oyne
3a0e3nevyyBaTi HAJIEKHY KOOPAMHAIIIO MK PI3SHUMH BiJOMCTBAMH Ta CTPYKTYPaMH,
AK1 3aiiMaroThCsl 3aXUCTOM KpUTHUYHOI 1H(ppacTpykTypu. lleii opran mae matu
BIJIMOBIATBHICTS 32 PO3pOOKY Ta BIPOBAKEHHS €IWHOTO MIAXOAY MO 3aXHUCTY
KPUTUYHOI IHPPACTPYKTYpPHU, a TAKOK 32 OLIIHKY PU3UKIB Ta BUSBIICHHS 3arpo3.

BucHoBku

TakuM 4MHOM, 3a3Ha4Y€HlI TEOPETHYHI 1 METOIOJIOT1YHI OCHOBM OIlIHFOBAaHHS
TEXHOT€HHHUX 3arpo3 1 pU3UKIB JIJIs1 KPUTUYHOI 1HPPpaCTpyKTypu YKpaiHU JO3BOJISATH
MIJBUIIUTH  €(QEKTUBHICTh peajizailii ICHYIYHMX IUJIaHIB 3aXUCTy KPUTHUYHOI
1H(paCTPYKTYypu KpaiHM B yMOBaxX MOBHOMAcCIITAOHOTO BTOPTHEHHS POCIHCHKOI

dbeneparii.
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INVESTIGATION OF GEOMETRIC PROPERTIES OF DIFFERENTIAL
EQUATIONS WITH COMPLEX COEFFICIENTS

Pseudostar, pseudoconvex, and near-pseudoconvex Dirichlet series, which satisfy differential
equations with exponential coefficients, are studied. For Dirichlet series with zero abscissa of
absolute convergence, the concepts of pseudostardom, pseudoconvexity, and proximity to
pseudoconvexity are introduced. The results obtained are applicable to the study of the properties of
solutions of differential equations with exponential coefficients. Sufficient conditions are obtained for
the parameters under which the Shach differential equation has convex meromorphic solutions of

order o €[0,1) and type. S <[0,1).

Hns HEOJIHOPIAHOTO muepeHIiaIbHOro PIBHSIHHS
W'+ (By2” + BZ)W +(7,2° + 12 +7,)W=A(z) 3 KOMIUIEKCHUMH KOe(illieHTaMH BUBYEHi
Tr€OMETPUYHI BJIACTHBOCTI B OJAMHUYHOMY Kpy3l HOro poO3B’s3KiB (OMyKIIICTb,
31PKOBICTb, OJIU3BKICTh 10 OMYKJIOCTI) [1].

[TobynoBano MaTpu4Hi BiAOOpPaKEHHS  AaHANITAUYHUX  IOCIIIOBHOCTEH.

[TocninoBHICTh (X,) KOMIUIEKCHUX YHCEN HA3MBA€ThCS AHATITUYHOI CTOCOBHO
3pOCTaodoi 10 +oo MOCHIZOBHOCTI (4,) nomaTHuUX 4ucend, sKkmo pag Mipixie 3
koedimieHTaMu X, 1 TMOKa3HUKaMu A, Mae abciucy aOCONMIOTHOI 301KHOCTI

o, €(-o;+xo]. Y3aranbHEeHMM TOPSOKOM MOCIiIOBHOCTI  (X,)  HA3HBAEThCA

y3arajlbHeHUH MOPSI0K BiAMOBIAHOTO psaxy ipixie. 3HaiiieHo HeOOX1AHY 1 TOCTATHIO
YMOBY Ul TOro, 1mo0 maTtpuus (a,) BimoOpaxana Ki1ac LiIIMX HOCHIiTOBHOCTEH

y3araJbHEHOIo MOpAAKY < p €(0,+00) Ha KJIac LUINX MOCTIJOBHOCTEH y3araJbHEHOIo
nopsaky < ue(0,+0)[2].

Jlnst anamitiaroi B kpysi 0 ={z:|z|<1} dymkuii f(z):z_g-iszk I'.C. Canarean
k=2

BBiB mudepenmianpuuii omepatop D’ 3a momomororo piBHOCTEI D°f (z)=f(z),
D'f (z)=zf'(z), D'f(z)=D"(D'*f(z)) (jeN), ayepe3 S;(a) Mo3HAUMMO K1ac PpyHKIii
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Di*f(z . . o .

f, nns axux Re_—() >a e[0,1) s KoskHOro Z €l . [loxinni Canareana 3Hai1lIM CBOi
D'f(z)

3aCTOCYBaHHA y PI3HUX MUTaHHS TeOMEeTpU4HOi Teopii (ynkuii. besmocepenHim

y3arajJbHEHHSIM CTEMEHEBUX PO3BHUHEHb aHAMITHYHUX B [ (yHKIIA € aOCONIOTHO

36DKHI y miBruiowmHi 17, ={s:Res <0} psau Hipixiue. [Ipumyctumo, mo 1<, T+o i

yepe3 D mo3Haummo kiac abcomioTHO 30DKHUX B [, pamiB  [ipixie

F(s):es+ifkexp{sﬂk} (s=o+it) 3 f, >0.

ijl(s)
F'(s)

1 ) )
I KOXKHOTO S € 11, Halnex)uTh 10 D] (), AKImo (o) > ¢ 1 BciX 0<0, 1 HAJICKUTh

Fi(o)

mo K(a), gxmo iﬂkj(lk—a)fkﬁl—a- JloBenieHo, WO D, (a)eD(a)=K,(a). Hns

bynemo rosoputu, o ¢yukiis FED nanexuts 10 D j (a), SIKIIIO Re >a

BKazaHoro  pagy  Mipixme  mHOoxkuMHa O, (F)  Takux  paxiB  [lipixie

G(s)=¢’ —i g, exp{s4}, mo iﬂkjﬂgk — f |< 5, HasuBaeThCsA OKOIOM QyHKIII F.
k=1

k=1

Hocnigkeno, ki pyHkuii BxoaaTs 10 O, ;(F). Jloeneno, mo qudepeniianbae

) d2w - .
PIBHAHHA  — +( 785 + 7,5 +7, )w =0 3 pilicHUMM IapaMeTpaMH Mac €IUHUN

pO3B’A30K F(s)=e€°, MO0 HaJIeKUTh 10 Kiacy D;(a) s Oynb AKuX o €[01), j=0.
IHIIMX pO3B’A3KiB, AKi 6 Hasexkanu 10 Kiacy D, («) 1ie piBHAHHA He Mae, sKi 6 He Oyiu
ae[01), j>0.

Jlns anamituynoi B Kpysi 0 ={z:|z| <1} pynxuii
f(z)=z+i f 2" 1)
I".C. Canarean o3Ha4uB 3] D°f(z)=f(z), D'f(z)=zf'(z), D'f(z)=D"(D"*f(z)) (jeN)

1BBiB KJ1ac S, («) QyHkui# (1), 114 AKX Ui KOKHOTO Z €l

D" f (z)
D'f(z)

Re >aef0d) (2)

[Toximni CanareaHa BUKOPHCTaH1 y Mpausgx Oaratbox aBTOpIB ([IMB., HAIPUKJIA],
[4-10]). SAxmo B psaai (1) 3pobumo 3aminy z=¢€°, To orpumMaemo paxa ipixie

F(s):es+ifkexp{sﬂk}, s=o+it, (3)
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3 mokasHukamu 4, =K. 3posymino, mo takwuii pax dipixie Oyme aOCcomoTHO 301KHAM
y miBmionmHi 11 = {S :Res < 0} , a F’(s):esf’(es): 2f'(z)=D'f(z) 1, omxe,
FU(s)=D'f(z). [Ipu upomy ymoBa (8) MaTuMe BUTIIS
(i+1)
ReF.—(S)>ae[0,l), sell, (4).
=8} ()

IIpunycrumo temnep, mo 1< 4, T+ i uepes D mo3Haunmo kiac aGCOTIOTHO 361KHIX

8 11 psiniB ipixmne

F(s)=e"+>_ fexp{si} (f >0). (5)
k=1
Bynemo rosoputH, mo paz (5) HaIeKHUTh 10 Kinacy D;(«), K IO BiH 3aJ0BOJLHAE
yMOBY (4), HaJIeKUTb J10 Kiacy D («), Ko A4 BCiX o <0

F(j+l)(0')
F(i) (0)

>qe [0,1) y (6)

1, HAPEINTI, HAIEKUTH 10 Knacy K (a), AKmo

o0

Zﬂkj (ﬂk—a) f <l-«, ae[O,l). (7)

k=1

3rigHo 3 A. I'ynmanom [11] 1 C. Pymeseem [12] oxonom ¢yHkuii (7) Ha3zsuBaeTbCs
MHOKHHA Né(f):{g(z):uigkzk :ik|gk—fk|§5}.
k=2 k=2

JIoCIIKEHHIO OKOJIIB PI3HUX KJIACIB aHATITUYHHUX (DYHKIIH TPUCBATUIM CBOT
npaui 6arato aBTOpiB (BKaXKeMO TyT TiNbKU cTarTi [13-16]). Axuio B (6) Bubepemo

a=j=0, To OTpUMAEMO O3HAYECHHS ICEBAO3IPKOBOI QyHKIT (AuB.[11]1 [12,¢.147]). ¥
IUX Tpalsix 3HaljAeMO YMOBH Ha JIHWCHI mapameTpu )y, /1, Y., 3a SKUX
nudepeHItiaibHe pIBHIHHS

2

W S S
F+(;/Oe2 +y.e +7/2)W=O (8)

Mae€ TICEeBI031PKOBHI pO3B’s130K (5).

Bupueno 3B'130k Mix knmacamu D,(a«), Dj(a) 1 K;(a), BBEICHO HOHATTS OKOIY
(ynkuii 3 kmacy Dj(«) 1 AochigxkeHO HOro BIACTMBOCTI, a TaKOX JOCIIIKEHO

HaJIEeKHICTh piBHAHHA (8) 10 Kiacy D, ().
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Procedure for assessing the efficiency of measures for cleaning critical

infrastructure objects from explosive objects during war

Problematic issues related to the organization of measures to clean critical infrastructure objects
(CIO) from explosive ordnance (EQO) during the war were considered, with the aim of forming a procedure for
evaluating the effectiveness of these measures by the Armed Forces (AF) of Ukraine and the State Emergency
Service of Ukraine. Cleaning of critical infrastructure objects from explosive objects during wartime means a
set of measures aimed at ensuring the survivability and sustainable functioning of CIO.

1t is proposed to evaluate the effectiveness of measures to clean up CIOs from EO according to general
indicators on the basis of data on the reduction of the area of dangerous zones, the time of activities,
determination of the composition of groups for cleaning CIOs from EQO, their equipment and methods of
operation. The research results can be used as a basis for the development of a methodical approach to
assessing the effectiveness of mine action measures in the AF of Ukraine and State Emergency Service of
Ukraine in general.

AHami3 HacliJIKIB POCIMCHKOTO BTOPTHEHHS B YKpaiHy , OCOOJIMBO JIe BEIUCA
OOMOBI [lii, pe3ylbTaTH 3aCTOCYBaHHS TPOTUBHUKOM 3aCO01B BOTHEBOTO YPAKEHHS Ta
MIHYBaHHS € CEpPUO3HOI0 3arpo3010 IS KUBYUOCTI Ta CTiKoro GpyHkiionyBanus OKI
Ta TIEPCOHANTY, IKUH BUKOHYE Ha IIMX 00’ €KTaxX 3aBJaHHS 3a MIPU3HAYCHHSM.

3a moyaTKy NOBHOMAcCIITa0HOTO BTOPTrHEHHA pocii B YkpaiHi Oyio
nomkomkeHo 702 OKI, a 3aramom — 35 000 Takux 00’€KTIB, K €JICKTPOIIICTAHIIII,
ra3onpoBoju, Moctu Toulo. HasBHicTh MiH Ta Ooenpumacis, 10 HE BUOYXHYIH,
BILJTUBAE Ha CTIHKICTh PyHKIioHyBaHHs OKI [1].

HeOe3neka, mop’si3aHa 3 MiHaMHM Ta OoempunacaMmu, 10 HE PO3ipBajucs, €
KJIFOYOBOIO TpobJieMor0 y cdepl 3axucty Ta craHoBuTh 3arpo3y OKI, nepexkpuBae
JOCTYIl 70 3aco0iB ICHYBaHHS Ta OOMEXKYE MOMJIMBOCTI JJII BUIBHOTO PO3BUTKY
cycniiascTBa [2], [3].

MinictepctBo o6opoHn VYkpainum Ta JlepkaBHa ciyx0a Ykpainm 3
Hag3BuyaiiHux cutyanid (JICHC) mokmamaroTe BCIX 3YCHIIb ISl SIKHAMIIBUIIIOTO
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BUPIIIEHHS MUTaHb, IO CTOCYIOThCs po3minyBaHHs OKI. Tomy akTyanbpHICTh TUTAHHS
BHU3HAUYAETHCSI HEOOXIIHICTIO 3a0e3leueHHs] HaI[lOHaJbHOI CTIMKOCTI YKpaiHu Ta
oesmnepediitHoro ¢ynkmionyBanHss OKI 3a paxyHOk edekTHUBHMX 3axXO[IB 3 IX
ounteHHs BiJ (B3B) B ymoBax arpecii 3 60ky pao.

[TinBumenns moxxauBocteit 3 ountieHds OKI Big BHII 6arato B vomy 3a1eXuTh
B1J1 pe3yJIbTATIB OI[IHIOBAaHHS €(PEKTUBHOCTI 3aXO0/IIB, K1 CJIiJT IPOBOJUTH, 1 YXBaJICHHS
OOTpYHTOBAHOIO pillIeHHS IIOAO0 iX opraHizamii. Ile MoXiIuBO 3a HasIBHOCTI
BiJIMOBIAHOTO METOJMYHOTO anapary, sSIKiil BpaxoBye BHYTPIIIHI 1 30BHIIIHI ()aKTOPH,
110 BIUTMBAIOTH Ha MpoBeIeHHs ouniieHHs BiJ B3B Ta oco0auBocTi iX opraxizaiii.

3 metoro (opMyBaHHS MIAXOAYy JO0 OLIHIOBaHHSA €(PEKTHMBHOCTI 3aXOJIiB 3
ountieHHs OKI Big BHII miapozainamu 3C Ykpaiau ta JICHC HeoOXinHO 3M1HCHATH
dbopmaizailio 1I0Tro MpoIecy Ha OCHOBI BUMOI' HOPMATHBHO-TIPABOBUX 1 KEPIBHUX
JIOKYMEHTIB 111010 TTMTaHb 1X OpraHizailii 1 IpOBEACHHS.

Ounennss OKI Big BHII noBuHHE rpyHTYBaTHCS Ha NPUHLIMAIAX:

palllOHAJILHOTO  MOEJHAHHS  IEHTPAII30BaHOTO Ta JICLIEHTPaJII30BAHOIO
yIPaBIJIiHHS HA OCHOBI €HOCTI i IJITAHYBaHHS;

TICHOT B3a€MO/IIi Cy0’€KTIB BUKOHAHHS 3aB/JaHb, 4 TAKOK BCEOIYHOTIO PO3BUTKY
CHIBIIpalll 3 MDKHAPOAHUMU OPTaHi3alisIMH 3 TPOTUMIHHOI AISUIBHOCTI THIINX JIEPXKaB;
palliOHAJILHOTO CIiBBIHOIICHHS 3aBJaHb MK CY0’€KTaMU X BUKOHAHHS;

€IMHOT CUCTEMH MiATOTOBKY Ta MIJBUILICHHS KBamidiKallii Kajapis;

3arajibHOi 1H(OpPMalIMHO-aHATITUYHOI CUCTEMU;

€IMHOI CHCTEMHU BUNMPOOYBAHb Ta KOHTPOJIIO SIKOCTI.

OcnHoBHUMHU ckiagoBuMu 3axoaiB 3 ounitieHds OKI Bix BHII mig vac Biiiau €:

1H(popmyBaHHS npo HeOe3neKy Big B3B Ta naBuanns Ha OKI 3 monepemxeHHs
pHu3HKiB, OB’ s13aHuX 13 BHII;

ounmicHas B BHII;

HaJaHHS JOMOMOTH MOCTPAXKIAIUM 0co0am;

3HEIIKODKEHH Ta 3HuIeHHs B3B.

OcHOBHUMMU 3aBJaHHSAMH, siKi cTOATH iepen 3C Ykpainu Ta JICHC 3a nanpsimom
BITHOBJIEHHS cTiiikoro (pyHkiionyBanHs OKI mig yac BiiiHM, Ci1i] BBayKaTH TakKi:

ctBopeHHs edekTrBHOI cuctemu ountenHs OKI Big BHII;

KOOPAMHAIlIS Ta KOHTPOJIb BUKOHAHHS 3aX0/11B 3 3HEIKOKeHHs B3B;

BIIPOBAPKEHHS HAICyYacCHIIIUX METO/IB PO3MIHYBaHHS;

BUKOHAHHS 3axo0J]iB 3 ouuileHHs Bix B3B 3 moTpuMaHHSIM MDKHApOIHUX
3000B’s13aHb y cdepi [IM/I;

YAOCKOHAJIEHHS METOJIMYHOI ©0a3u OIIHIOBaHHS €(QEeKTUBHOCTI 3aXO[lIB 3
ounteHHs 00’ extiB Big B3B [4] — [9].

CTpyKTypHY CXeMy TIiIXOQy MO OIlIHIOBaHHA €(QEeKTUBHOCTI 3axOJliB 3
OUMIIEHHS 00’ €KTIB KPUTUYHOI 1HHPACTPYKTYpH BiJl BAOYXOHEOE3MEUHHUX MPEIMETIB
iJ] Yac BIifHM HaBEACHO Ha pucC. 1. mokazye, 110 Ha BC1i TEPUTOPIT

76



ITigroroBka BUXITHUX JaHUX

B P - Tloka3uuk — 3arainpHa
leiglaquHg 3arajibHOI HeOe3MeYHOT 30HH PO3TALLYBaHHS | ILI0INA HeGe3nedHoi
, SIKa MiIsIrae 3A1ACHEHHIO 3aX0/1iB 3 OUMIIEHHS Bl 30HHU PO3TAIIYBAHHS
OKI (xB. kM)
BusHaueHHs MpiOpUTETHUX PAfOHIB, SKi MPOTHO3YIOTHCS SIK BKpaii
HeOe3Meuni i miIsararTh 30iHCHEHHIO 3aX0/11B IPOTUMIHHOI JisIIbHOCT] [ TTokasnmk — tiomma
MPIOPUTETHUX PAHOHIB
v (xB. KM
Kpurepii BuinyueHHs Brmyuenns repuropii npioputeTHUX IToxa3sHuk — BITHOCHE
HEOe3MeuHOT 30HH paiioHiB 3i cKay 3aranbHOi 30HH [ 3MCHILCHHS 3arabHOI
x> i i Iom Hebe3meuHol
JICTY —T1 8820 3O1CHEHHS 3aX0/1B 3 OUMILIEHHS B i}
Ty 30HU LIISIXOM
L BU3HAYEHHS
I - T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T . o .
Kpurepii Hebesmeurocrti 3MeHIIICHHS HeGe3MeyHOT 30HH leOPHT{eTHHX f’aHOHIB
KR. KM

tepuropii [Tn. 10.1.4

1

1

1

:

1

Herexuiune oOCTEXEHHS — HaJaHHSA :

XY 1
PEKOMEHAIlIH II0JI0 BIITYYCHHS : TloKka3HuK —

1

1

1

1

1

1

1

1

Jxepena ingopmamnii HTO
[Mn. 10. 1.3 teputopii 3 nepemiky [ToHP/ITHT i BijiHOCHE
HEOOXITHOCTI ITOAAIBIIONO SMEHIIICHHS

Omnepanii HTO IIm. 10. 1.5

nposezenns TO 3aranbHOI IO

4 HeGesneunoi 301U
Omepauii TO Ilm. 10.2 TexHiuHe 0OCTeKCHHS HaJaHHS i y MIPIOPUTETHUX
peKOMeHI[aLIiﬁ o010 BUITYUCHHA : paf/ioﬂax (KB. KM)
Iposenenns TO In. 10. 2.7 Tepuropii 3 nepeniky IToHP/ITHT i i
HeoOXiTHOCTi MOIAIBIIOro i
Pesynpratn TO IIn. 10.2. 8 IpOBe/IeHHs OunIeHHs Big BHIT i
|
Brvorn 1o crereMu MapKyBaHnHs HeGe3NeIHnX TEPUTOPiii ||
mapkyBanHs [1m. 10.4 :
“““““““““ v OO [Toka3HuK —
Bumoru 10 po3MiHyBaHHS ONTUMAJTGHUN CKJIAT
OuuniieHHs He0e3MeYHUuX » )
Ta YUCENBHICTh
o - IpyH pO3MiHyBaHHS

Bumoru 10 yacy po3miHyBaHHs

- e - [HCTIeKkTyBaHHS PO3MIHOBAaHOI MiCIIEBOCTI —

IToka3Huk — yac

KpHTepll p036J'IOKyBaHH$I e Hpoue]lypa pO36J‘IOKYBaHH$I
tepuropii . 9.19.3

Iloka3nuk — yac
3HUNIEHHS

Bumoru 6e3nexu

1 eKOJIOTI4HI BUMOTH ITokasHuk — pazaiyc

30H ypaK€HHS

3anmennsa BHIT

Pe3ynbTaTi 3MeHIIEHHA

. Ioka3HHK — CTYIiHb BiTHOCHOTO 3MEHIIICHHS PH3HKY
IUIOLII HEOE3MEYHUX 30H BusnaueHns - ;
uacy posMiRyBaHHs i > epexTHBHOCTI pyiHyBaHb Ta ;moAckkux Brpar Bix BHIT na OKL
ONTUMI3AIIT CKIay TPYII an3l;’é(:{l:{lﬂ3 %)KI 3arajibHui TIOKA3HUK — CTYITIHb BITHOCHOTO
PO3MiHYBaHHs Ta CIIOCO0iB TiABHILIEHHSI piBHsI Oe3nexu Ha Tepuropii OKI, ne

X JisUTbHOCTI Bin BHIT BUKOHAHO 3aXO01

Pucynok 1 — Iopsinok ouiHiOBaHHS €(pEKTUBHOCTI 3aX0IB 3 OYHUIIEHHS 00’ €KTIB KPUTHYHOT
1H(PACTPYKTYpH BiJl BUOYXOHEOE3NEeUHUX MPEIMETIB ITiJ] Yac BIHU
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[IpoBenene AOCTIHKEHHS BUSBUJIO, IO OI[IHIOBAHHS €(EKTUBHOCTI 3aXOliB 3
ounteHHss OKI Big BHII cknagaerbest 3 Takux eTamiB: MiATOTOBKA BUXIIHUX JTAHMX;
BU3HAYEHHS 3arajbHOI HeOE3IeYHOI 30HHU, sKa IuIirac 3a1HCHEHHIO 3aXOJiB 3
ounteHHs Big BHII; BU3HaueHHs MPIOPUTETHUX PaliOHIB, SIKI XapaKTEPU3YIOThCS SK
BKpail HeOe3lmeuHl 1 MiIJIIraroTh 3AiHCHEHHI0 3axomiB 3 ouwmimeHHs Bixm BHII,
HerexHiyHoro oOctexeHHss (HTO); texuiunoro obcrexxenns (TO); mapkyBaHHS
HeOe3MeyHuX TepuTopiid; oumileHHs HeOe3neunux Tteputopiii OKI Big BHII,
1HCIIEKTYBaHHS OYMINEHOI MiciieBocTi; 3HumeHHs BHII; Bu3znaueHHsT edeKTUBHOCTI
IIPOBEJIEHUX 3aXO0/IIB.

VY 7iBiM YacTUHI CTPYKTYPHOI CXEMHU 3a3HAYE€HO BUMOTH, SIKI € OCHOBOIO JIJIst
dopmamnizanii nporecy ounmienns Big BHII. [IpaBa yactuHa MicTUTh OKa3HUKH, 32
SIKUMH MOYKE 3/TIICHIOBATHCS OIIHIOBaHHSI €()eKTUBHOCTI 3aX0/11B ounieHHs Big BHIT.

Ha mizncraBi BUMOT, fIKI BH3HAY€HO Y PO3IJIIHYTUX HOPMATUBHO-IIPABOBUX
JTOKYMEHTax, Ta 3MICTY 3aXO0/1B, CIPSIMOBAHNX HA 3HUKEHHSI PU3MKIB /10 PIBHA, KOJIH
OKI mosxe 6e3nepepBHO PYyHKIIIOHYBATH, a JIOJIA MOKYTh BUKOHYBAaTH IMOKJIJICH] Ha
HUX 3aBlaHHs Oe3nme4yHO 0e3 00Me)KeHb, IPOMOHYETHCS BBECTHM TaKl 3arajibHi
MOKa3HUKHU €(hEeKTUBHOCTI:

cTymiHb pusuky mojackkux BTpar Big BHIT (R, RE[0; 1]) Ha Bu3HaueHii
teputopii OKI (s) abo cTymiHb BIZHOCHOTO 3MEHIICHHS I[bOT0 PU3HKY (OR) 3aBusku
BHUKOHAHHIO 3ax0/1iB 3 ouniieHHs Big BHII;

piBenb Oe3neku nepedysBanHs Ha OKI (B, BE[0; 1]) abo cTymiHb BiTHOCHOTO
MIIBHUINCHHS 11b0TO PiBHS (0B) 3aBmsiku BuKOHaHHIO 3axoAiB 3 oumineHHs OKI Bix
BHII.

Cryninb pusuky (R) ta piBens 6e3neku (B) MoxxyTh OyTH BUpa)KeHi y IKICHOMY
Ta KUIBKICHOMY BHIJIAJI 3a JIOMIOMOIOK 0a30BO1 IT'TUCTYICHEBOI IIIKAJIH
XappiHTToHA.

3 Meroro peanizallii 3ampornoHOBAaHOI MOJIEl OIlIHIOBaHHS €(PEKTHUBHOCTI
3axojiB ounteHHss OKI Big BHII HeoOxi1HO po3po0UTH KOMIUIEKC METOJIUK, a caMe:

1. Meronuka BU3HAYEHHA MPIOPUTETHUX paHOHIB, Yy SKUX HEOOXITHO
3M1MCHIOBATH Tepiioueproni 3axoau ounineHHs Big BHIIL.

2. Meroauka BU3HaUEHHS 11011 Hebe3neuHoi Teputopli OKI, sika mignsratume
ountieHHo Bix BHII y Bu3HaueHMX pailoHax 3a pe3yibTaTaMd HETEXHIYHOIO 1
TEXHIYHOTO OOCTEKEHHS.

3. Metonuka oOTpyHTYBaHHS CKIaAy MiAPO3ILTIB, sIKI MOTPIOHO 3aiIydaTd 10
BUKOHAHHSI 3aX0/[IB Y HEOE3MEUHUX TEPUTOPISIX.

4. Meroauka Bu3Ha4eHHS pajiyca 300U ypaxeHHss BHII mig gac ix 3HUIICHHS.

Busnauenns edexruHocTi 3axoaiB ountneHHs OKI Bix BHII 3giiicHio€THCS Ha
MiJCTaBl pe3yIbTaTiB 3MEHIIICHHS TUIONTI HeOE3MEeUYHUX 30H, Yacy BUKOHAHHSI 3aB/laHb
3 OUHUIIEHHS, ONTUMI3AIlI]l CKJIay TPy PO3MIHYBaHHS (MPOTEXHIYHMX ), iX OCHAIIICHHS
Ta CIOCO01B JiSITLHOCTI.

BucHoBku

TakuM YWHOM, PO3MISTHYTO MHUTAaHHS CTOCOBHO opmaiizallii mpoiecy Ta
MOPSZOK OIIHIOBAaHHSA €(GEKTUBHOCTI 3aXOJiB OUYMINCHHS OO €KTIB  KPUTHYIHOI
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iHppactpyktypu (OKI) Bin BuOyxoneGesneunux npeametiB (BHII) mix wac BiiiHu.
PesynbraTi mpoBeeHNX JOCTIIKEHb MOXKYTh OyTH IOKJIZIeHI B OCHOBY pO3pOOJIeHHS
METOJIMKH OLIIHIOBaHHS €(heKTUBHOCTI 3aX0/11B MPOTUMIHHOI Aisu1bHOCTI y 3C Ykpainu

ta JICHC.
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21. AHAJII3 ®AKTOPIB 11O BIIVIMBAIOTH HA TPUYNHU
BUHUKHEHHS ABAPIA HA T'IIPOTEXHIYHUX CIIOPYJAX

[Ipomwmn [.B
Hayionanvnuii ynisepcumem oboponu Yxpainu
imeni Isana Yepmnsaxoscvkoeo, Kuis, Ykpaina

ANALYSIS OF FACTORS WHICH ARE INVOLVED IN THE CAUSES OF
ACCIDENTS AT HYDROTECHNICAL SPORTS

Hydrotechnical object lie up to the number of the most potentially unsafe man-made objects, their destruction
can lead to the death of people, the confusion of dovkill and other irrevocable catastrophic consequences.
Poshkodzhennya rowing and other hydrotechnical spores can be damaged, as in the presence of natural forces,
they incur stamina, structural defects, violation of the rules of safety engineering during operation. At the
present time, there is also a threat of a targeted attack on hydrotechnical disputes by the armed forces of the
Russian Federation, even if the aggressor breaks the laws of the civil war to a critical structure during the
entire hour of a full-scale war in Ukraine.

[NapoTexHiuHi criopyau (00’ €KTH) HaJekKaTh 10 YKMCIIa HAWOUIBII MOTEHIIIHHO
HEOe3MeYHUX TEXHOTEHHHUX 00’ €KTIB, 1X pyHHYBaHHS MOXKE NMPUBECTH JI0 3aruoelni
moJied, 3a0pyIHEHHS JOBKIJUIS Ta IHIIUX HE3BOPOTHUX KAaTACTPO(IUHMX HACIIIKIB.
[TomkomxeHHs rpedesib Ta IHIIMX TIAPOTEXHIYHUX CIIOPYJ] MOXKE B1IOYyTHUCS, SIK B Ai1
MPUPOJHUX CHJI TaK 1 BHACIIIOK BTPATU HUMH CTIMKOCTI, KOHCTPYKTUBHUX J1€(EKTIB,
MOPYIIEHHST TPaBWJI TEXHIKM Oe3meku mpu ekcruryaTarlii. OCHOBHUM YHHHHUKOM
TIAPOAVMHAMIYHOI 3arpo3u B YKpaiHl TpUBAJIM 4Yac BBa)KaBCS HE3aJOBUIBHHMI CTaH
o0'ektiB ['TC — rpebenb, 1am0, 1UII031B, IHIIUX 1HXXEHEPHUX CHOPYH, MPU3HAYCHHUX
TS HAKOTIMYEHHS 1 KOHIIEHTPYBaHHsI 3HAUHUX 00’ €MiB BOAM. AJle Ha JaHUH 9ac TaKOXK
MoCTaJIa 3arpo3a UIIECHPSIMOBAHOTO YPaXKEHHS TIAPOTEXHIYHUX CHOPYA 30pOHHUMU
CHUJIaMHU POCIHCHKOT dheneparrii, ajpke MpoTATOM BChOTO Yacy MOBHOMACIITA0OHO1 BIMHU
B VYKpaiHM arpecop NOpYIIye 3aKOHM Ta 3BUYAl BIMHM — BiJ 3JIOYUHIB TMPOTH
IIUBUILHOTO HACENIEHHS N0 PYWHYBaHHS KPUTHYHOI 1HPpacTpyKTypu. Bopor moxe
BJIaBaTUCS HE TUIBKH JI0 MOIIKOJ/DKEHHS CIIOPYJI, a i BUKOPHUCTOBYBATH iX TEXHIUHI
MO>KJIMBOCTI, [IJISi 3aTOIUJICHHS TEPUTOPIM B XOA1 AUBEpCIWHUX omepaiiil. Takum
YUHOM, BUBUCHHS (DaKTOPiB pyHHYBaHHS T1IPOTEXHIYHUX CIIOPY/I Ta HACIIKIB TAKOTO
pyHHYBaHHs B JaHUH 4ac € BKpal aKTyaJbHUM.

['ippoTexHiuHl CHOPYIW — CHOPYAM Jisi BUKOPUCTAHHS BOJHHUX PECYpCiB, a
TaKOX JJi1 OOpOoThOM 3 WIKIJIMBUM BIUIMBOM BOJ: Trpedm ¥ gamOu pPi3HOTO
NpU3HAUYCHHS Ta TXHI KOHCTPYKTHBHI €JIEMEHTH; BOJOCKHIU, BOAOCITYCKH, CIIOPYIU
BOJIOBI/IBEICHHS: TYHE, KaHau, TPYOH, TOTKH; peryJsiiiHi CHOPYAH, HAKOITUYyBayl
IPOMHUCIIOBUX BIIXO/I1B, CTABKH, BIKPUTI BO103a00pH, T1IAPOMEXAHIUHE Ta MEXAHIUHE
oOnagHaHHs, MpU3HAYCHE JIJI1 HOpMaJIbHOTO (DYHKIIIOHYBaHHA criopyn [1].
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[gporexHiuHl  CHOpyAM  JOyK€  PI3HOMAHITHI 1O  KOHCTPYKWII 1
BUKOPUCTOBYBAaHUX Marepiajiax 3Ba)kKaloud Ha PO3XOKEHHS iX MPU3HAYEHHS,
MICIICBUX YMOB OYyJIBHUIITBA M eKcIulyartarii. ['11poTexXHIuHl CIOPYAH MOIUISIOThCS
Ha: PIYKOBI1, 03EPHI, MOPCHKI.

ABapii Ha TIAPOTEXHIYHUX CIOPYJaxX MPEACTaBISAIOTh ICTOTHY 3arposy JUis
HaCeJICHHsI, TOCIIOAapPChKUX 00’ €KTIB Ta JTOBKIJIIS.

OCHOBHUMMHU TNpPUYMHAMU, SIKI MOXXYTh BUKJIMKATH aBapii Ha TIAPOTEXHIYHUX
CHOpY/axX, OKPIM 3arpO3H BiliCBKOBOTO Ypa)kKeHHS, AMBEPCIN Ta TEPOPUCTUYHUX AKTIB,
€ HACTYTIHI:

— CTHUXIWHI Nuxa (3eMJIETPYCH, yparaHu, Tripchbki 0OBasid, MOBEHI, 37TUBH, CEIl
TOIIIO);

— TIOMHUJIKOB1 OIIIHKM 1HXEHEPHOTEOJIOTIUHMX, TiAPOJOTIYHHMX, CEHUCMIYHUX,
KJIIMATUYHUX YMOB OyJIIBHUITBA;

— MIOMUJIKH TIPU MTPOEKTYBaHHI;

— HEesIKICHE BUKOHAHHS poOiT (0CO0IMBO Mpu OYyA1BHULITBI MOPIBHAHO HEBEIUKUX
CHOpYA, KOJM He 3a0e3NnedYeHuil HaJeKHU T'€OTEXHIYHUI KOHTPOJIb 3 YYacTHO
1HXKEHEPIB-T1IPOTEXHIKIB);

— HeTIpaBWJIbHA EKCILTyaTallis CHopyau (y TOMY YHCIIi 3yMOBIIEHA HEIOCTATHBOIO
YKOMIUIEKTOBAHICTIO IITAaTaMU 1 TEXHIKOIO, HHU3bKOIO KBali(iKalll€lo IMepcoHaly,
HelomikaMu  (piHAHCYBaHHS, HEJOCTATHHOI 3a0E€3MEYEHICTIO EeKCIUIyaTalliiHoO-
METOJIUYHOIO IOKYMEHTAIII€I0 TOIIO);

— BIJICYTHICTh 200 HEJIOCTaTHIM 0OCAT 3aXO/IIB MO0 3a0e3MeYeHHsT TOTOBHOCTI
o0'ekTa 110 JOKami3amli Ta JIKBlAALll aBapiiHOI CUTYyallii; BIJCYTHICTh CBOEYACHHUX
PEMOHTHHX POOIT;

— TeXHOTeHHI1 KatacTpodu [4].

besneka rigpoTexHiYHUX COpYy/ 3aJI€XKUTh Bl TPbOX CKJIaJI0BHX:

— aJICKBATHICTh MPOEKTY HABKOJIMIIIHBOMY CEPEIOBHUIIY, TOOTO CTYIiHb OOJIKY
MPUPOJHUX 1 AHTPONOreHHUX (PAKTOpIB, LIO0 BIUIMBAIOTh Ha BUOIp MarTepialiB
KOHCTPYKIIM 1 TEXHIYHUX PIILIEHb;

— SIKICTb Oy/IBHHUIITBA;

— YNOpaBIiHHA 1 €KCIUlyaTalisd, 1[0 MepeAdadaroTh MPOBEAEHHS MOCTIMHOTO
KOHTPOJIIO 32 CTAHOM 1 MTOBO/IKEHHSIM T1JIPOTEXHIYHOI CTIOPY/IH.

JIo OCHOBHHX TiIPOTEXHIUYHUX CIOpPYA, PYWHYBAHHS SKHX MPUBOIUTH 0
TIAPOJMHAMIYHUX aBapiid, BIIHOCATHCS T'peOii, BOA03a0IpHI 1 BOJOCKHUIHI CHOPYAU
(mumro3m). Katactpodiune 3aTorieHHs, IO € HACHIIKOM TiApOAMHAMIYHOI aBapii,
NOJIATa€e B CTPIMKOMY 3aTOIUIEHHI MICLIEBOCTI XBUJIEIO MpOpHUBY. MacimTabu HacHiAKiB
TiAPOAMHAMIYHUX aBapiil 3aJ€KaTh BiJI MapaMeTpiB 1 TEXHIYHOTO CTaHy T1IPOBY3Ia,
XapakTepy 1 cTemeHi pyWHyBaHHs rpeOii, 0OCAriB 3amaciB BOAW Yy BOJONMMIIL,
XapaKTEPUCTHUK XBUJIl POPUBY 1 KaTacTpo(14HOT MOBEHI, penbedy MICIIEBOCTI1, CE30HY
1 gacy no0u moii 1 6araThox 1HIUX GakTopis [3].
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OcHOBHMMH Bpa)karouuMH (hakTopamu KaTacTpOo(iYHOTO 3aTOIJICHHS €: XBUJIS
POPUBY (BHCOTA XBHWJI, IBUAKICTh PyXY) 1 TPUBAIICTh 3aTOIIJICHHS.

XBWISI MPOPUBY — XBUJIS 110 YTBOPUTHCSA y (PPOHTI MOTOKY, IO CIIPSIMOBYETHCS B
IIPOJIOM MOTOKOM BOJAM, MAa€, SIK MPABUIIO, 3HAYHY BHCOTY T'pEOHS, MBUAKICTD PYXY,
Ma€ BEIMKY pYHHIBHY CHIy. XBWIS TPOPUBY YTBOPIOETHCS TPH OJHOYACHOMY
HaKJIaJeHHI IBOX MPOIIECIB: TaiHHS BOJ] BOJIOMMHUIIIA 3 BEPXHHOTO B HUKHUH 0’ €, 110
BUKJIMKAE MEPETIK BOJU 3 [ILOTO MICIIS B 1HIII, JIe PIBEHb BOJIM HIKYE.

BrnuB xBuiti npopuBy Ha 00'€KTH MOAIOHO BIUIMBY YAAapHOI XBHJII MOBITPSHO-
SIIEPHOTO BUOYXY, aJie BIIPI3HAETHCS BiJl HHOTO B TIEPIITY YEPTy THUM, 1110 IFOYUM TLIOM
TYT € BOJA.

XBUJIS POPUBY 3 TIAPABIIYHOI TOUKHU 30pY, € XBHJICIO MEPEMIIICHHS, 1110, Ha
BIJIMIHY BiJI BITPOBHX XBHWJb, SIKI BUHMKAIOTh Ha MOBEPXHAX BEIMKHX BOJOWM, Mae
3IaTHICTh TIEPEHOCUTH B HANPSAMKY CBOTO PYyXy 3HAa4HI MacH BOAHW. TOMYy XBHIIIO
IIPOPUBY BApTO PO3TISIATH SK BUSHAYCHY MACy BOJIU, [0 PYXA€ThCS BHU3 MO PIvlll 1
0e3ynMHHO 3MI1HIOE CBOIO (POPMY, PO3MIPH 1 IBUAKICTb.

Bucora 1 mBHAKICTE XBWII TMPOPHUBY 3ajiekaThb BIJ TIIPOJOTIYHUX 1
ToniorpadiyHux “ymMoB piuku”. Hanpukian, s piBHUHHUX PalOHIB MIBUAKICTH XBHIII
IIPOPUBY KOJIUBAETHCS BiA 3 0 25 KM/TOA, a ISl TIPChKUX 1 MEPEATripHUX MICIb Ma€e
BenmuuHU TopsiAky 100 km/rox. JIICHCTI MUISSHKK CHOBUIBHIOIOTH IIBUJKICTB 1
3MEHIIIYIOTh BUCOTY XBHIIL.

30Ha 3aTOIUICHHS] YTBOPIOETHCS B TAKUU CIOCIO: XBUJISA TPOPUBY Y CBOEMY pPYCl
y37I0BXK pyciia pikd O€3ynmUHHO 3MIHIOE BUCOTY, MIBUAKICTh PYyXy, IIUPUHY U 1HII
napameTpu. L XxBuis Mae 30HM miAoMYy pPiBHIB BOAM 1 30HH IXHBOTO cniaay. Bucora
BOJIY MMOYMHAE IHTEHCUBHO 301IbIITYBATUCS, TOCATAI0UYHN Yepe3 JIeAK1i MPOMIXKOK 4acy
MaKCHUMaJIbHO1, IEPEBUIIYI0Y01 OpIBKHM O€periB piku, y pe3yJbTaTi YOro MOYNHAETHCS
3aToruieHHs 3amiaB. [Ipu nboMy yTBOPIOIOTHCSA KOCI Tedii, 110 (OpPMYIOTh TOJIOBHUI
KJIMH, SIKii Ma€ B 11ani GopmMy KpUBOJIIHIMHOTO TPUKYTHUKA

[Ticns npunuHEHHS MiIHOMY PIBHIB IO BCiil IUPUHI MOTOKY HACTA€ OLTBIIT-MEHII
TPUBAIMI Tepiol pyxy, Onu3bkuil no crajoro. lled mepiox Oyae TUM [OBLIE,YIM
oubire obcar BogormMuiia. OcTaHHBOIO (ha3010 YTBOPEHHS 30HH 3aTOIICHHS € CIIajl
PI1BHIB.

[Ticnss mpoXomKeHHsT XBUJII MPOPUBY 3AIUIIAETHCS MEPE3BOJIOKEHA 3arljiaBa i
CUWJIBHO Jie(hOpMOBaHE PYCIIO PIKH.

Y 30HaX MOXKJIMBOIO 3aTOIJICHHS MOXYTh OYTH BUJIUICHI JUISHKH, IO
XapaKTEPU3yIOThCS CTYNEHEM HeOe3MeKH i HAceJeHHS, IO TaM 3HAaXOIUThCH, 1
XapaKTepoOM BILTUBY Ha 00'€KTH HApOJAHOTO TOCTIOAPCTBA

Ha Teputopii Ykpainu 3Beneno 6iu3bko 1000 Bomoiimui 3 oOcsroMm 6ibi 1
MIH. M° 1 momero a3epkana 6inbmre 1 muH. ta. ta 24 000, cTaBKiB, 03€p, 3BEICHO
omu3pko 200 Benukux rpedens. binbuiicte rpedens 3eMilsiHi (3 MICIIEBUX MaTepiajiB
gy HamuBHI). Tinbku 3a octanHi 30 pokiB B YKpaiHi 3BeJiIeHO 7 BEIMKUX KaHaJIB
NOBXKHHOI0 Maibke 2000 kM 3 omadero Ha HuX Outem 1000 M° Boau 3a cekyHnay, 10
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BEJIMKUX BOJIOBOMAIB BEIIMKOTO JiaMeTpa, MO SKUX BOAA TOMACTHCS B MaJIOBOJIHI
perionu Ykpainu [2].

3HauHy TiIPOJWHAMIYHY 3arpo3y B YKpaiHi CTaHOBHUTH HE3aJ0BUIBHHIA CTaH
00'extiB ['TC — rpebenp, 1am0, 1U1t031B, TOOTO IHXKEHEPHUX CIIOPY, TPU3HAYECHUX JJIs
HAKONMYEHHS 1 KOHIIEHTPYBAaHHSA 3HAYHMX 00’€MiB BoAu. Tak, y cKiagi KOMIUIEKCY
BOJI03aXHMCHUX criopya Ykpaiam Hamigyerbes 3 500 tuc. km mam6, 1 200 THC. KM.
oeperoykpimieHns, moHagq 600 HAcOCHMX 1 KOMIPECOPHUX CTaHIUN s
nepeKavdyBaHHs HaIMIPHUX KITbKOCTEeH BoaM, 3 HUX Ha JHinpi — 308 kM. nam6, 325
KM OeperoykpiruIroBaIbHUX CIIOPY/I, @ TAaKOX 31 HacocHa 1 3 KOMIIPECOpHI CTaHIii [4].
Uepes HemocTatHe (iHAHCYBaHHS OaraTo 3 HHMX BTpadae HaIIAHICTh 1 3arpoxKye
BUHUKHEHHIO HAJ3BUYaliHUX CHUTYyallid, aBapidi Ta Karactpod. Haitbinpury
TAPOAMHAMIYHY 3arpo3y I HACEJIEHHS 1 HaBKOJIUIIHBOTO CEpPEOBUIIA CTBOPIOE
kackay JainpoBcbkux (KuiBcbke, KaniBcbke, Kpemenuyibke, JIHITPOA3EpKUHCHKE,
KaxoBcbke) Ta JIHICTpOBCHKE BOJJOCXOBHIIIE.

Bucnosxu

Takum YMHOM BUPIIEHHS NPOOJIEMATHKHU aBapii Ha TJIPOTEXHIYHUX CIIOPYIax
Mae€ BKJIIOYATH 3aXHUCHO-TIPO(DIIAKTUYHI 3aX0/1, HAJIATOJKEHHS CUCTEMU
nonepeKeHHs, 1 po3poOKy IUIaHIB JKBIalll MOKIMBUX HACHIAKIB aBapiii. HaykoBi
PO3pOOKH, CIIPSIMOBaH1 HA PO3B’SI3aHHS MPUKJIATHUX 3aBJAaHb 11010 3al00IraHHs
aBapisiM MarOTh CTaTH €PEKTUBHUM €JIEMEHTOM 3aXHUCHO-TIPO(DIIAKTUYHUX 3aXO/IIB.
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Methodological bases of risk assessment of emergency situations at potentially
dangerous facilities of critical infrastructure

The definition of risk in relation to emergency situations at potentially dangerous objects of
critical infrastructure is given, and its main components are given. The stages of the concept and the
stages of risk analysis, the steps of emergency risk assessment are defined. A quantitative indicator
of the risk of emergency situations - individual risk - was applied, and the initial data for its
calculation were determined. A ratio has been formed regarding the determination of the quantitative
value of the individual risk of man-made and natural emergency situations and the probability of
their occurrence.

Sk BiIOMO, pU3UK — 116 UMOBIPHICTb 3aMOIISIHHS KO KUTTIO a00 3710pOB't0
rpOMaJsiHMHA, MalHy (I3UYHOT 4YM IOPUIMYHOI OcoOM, MailiHy naepxaBu ado
MYHIIHUTATITETy, HABKOJHMIIHEOMY NPHUPOJHOMY CEPEIOBHUINY 3 ypaxyBaHHSIM
TSKKOCTI IIKOJAW. Y MaTeMaTUYHOMY (OpMYNIOBaHHI pU3WK R € (QyHKIi€0 IBOX
3MIHHHX: YaCTOTH HeOaxxaHuX nmojii F ta HeOaxkanux HachigkiB U: R=FxU. Takum
YUHOM, OCHOBHUMH KOMIIOHEHTAMH PU3UKY € TIKOAA (30MTOK), MOB'sI3aHUI 3 TIEBHOIO
NMOBIPHICTIO Ta IMOBIPHICTh HACTAHHS IIi€1 IIKOAM (BTPAT, 30UTKIB), 110 3aJICKUTH BiJl
YaCTOTH MPOSIBY PU3UKY, HMOBIPHOCTI HACTaHHS HEOE3MEYHOTO SBHUIIA 1 MOKIMBOCTI
3ano0iraHHs BTpaTaMm.

CrocoBHo Ham3BuyaiiHux curyanii (mami — HC) ue Bu3HavYeHHS
TpaHCHOPMYEThCSL Tak: pu3uk — I1ie Mmipa Hebesneku HC, mo moemnnye B cobi
riMoBipHicTh BuHMKHEeHHS HC Ta 11 Haciaku. KoHueniis aHamizy pu3uKy CKIaaaeThbCs
3 TAaKUX CTaJ1i: 1[Il T OCHOBHI MOHATTS aHATI3y PU3HUKY, YIPABIIHHS pU3UKAMHU Ta 1X
kjacu@ikalis, 3aCTOCYBaHHSI aHalli3y PU3MKY Ha PI3HUX €Tanax KUTTEBOTO LHUKIY.
IIporiec aHamizy pU3UKIB CKIAIA€ThCS 3 TaKUX €TamiB: iAeHTU(]IKaiis ¥ OIliHKa
PHU3HKIB, aHAJII3 iX YACTOTH, aHaJI13 HACJIIJIKIB, PO3PaxXyHOK HEBU3HAYEHOCTI, IIepeBipKa
aHaii3y, KOMyHIKalisg PO PU3UKH, TOKYMEHTaJIbHE OOIPYHTYBAaHHS T4 KOPUT'YBAHHS 1
y3TOJIKEHHS PE3YJIbTATIB aHAMI3Y.

Ominka pusukiB HC moBMHHA TPOBOAWTHCS I CEIBOUIIHUX TEPUTOPIH,
MPWIETIINX J0 MOTSHIIHO HeOe3MeuHnX 00'€KTIB KpUTUYHOT 1HPpaACTPyKTypH (Ham —
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[THOKI). Toxai BuxiaHi AaHi, NPUIYIICHHS 1 TIMOTE3U, a TAKOX PE3yIbTaTU OLIHKU
pusukiB HC Ha 00'ekTax KpUTHYHOT 1HQPACTPYKTYPH MOBUHHI OyTH 33JOKYMEHTOBaH1
1 opopMIIeHI TaKUM YMHOM, 11100 pO3paxyHKH 1 BACHOBKHM MOKHA 0YyJI0 HEOJHOPA30BO
NEPEeBIPUTH MiJl YaC €KCIEPTU3 MPOCKTHOI TOKYMEHTAIlll UM HE3aJIeKHUX ayUTIB.

[Tepmum  xkpokoM B omiHii pusukiB HC € mpomec ix igeHTH(IKAITI].
Inentudikamis pusukie HC mnepenbayae BU3HAYEHHs JHKEpesl PU3UKY, 1HITUICHTIB,
IPUYMH Ta MOTCHIIIHHUX HACIIJIKIB, 1110 BUHKUKaIOTh A0 HacTtanHga HC. Inentudikaris
pPHU3HKIB 0a3yeThCs HAa aHAI31 OCHOBHUX 1 JOTIOMDKHUX HEOE3MEUHUX TEXHOJIOTIUHUX
mpoleciB Ha 00'€kTax KPUTHUUHOI 1HPPACTPYKTypH, 00'€MHO-TUIAHYBAJIbHUX PIIICHb
OyzaiBenb 1 CHOPYJ, KOMIIOHYBAaJbHUX PIIIEHb 1 KOHCTPYKTHBHHX OCOOIUBOCTEN
obnannanus, posranryBanHs [THOKI no BinHOIIEHHIO 10 CEIbOUITHUX TEPUTOPIM,
MPUPOTHO-KITIMATUYHUX YMOB, IHTEHCUBHOCTI HEOE3MEUHUX MPUPOTHUX MPOIECIB 1
apuil. Ha npomy eramni Oyie BU3HAUEHO HACTYIIHE:

- nia ITHOKI — HnalineOe3meuHimn AUISHKHA, TEXHOJIOTIYHE OOJaIHAHHS, IO
MICTUTh BEJIMKY KUIBKICTh HEOE3NMEUHUX PEUYOBHH a0O0 MpaIioe MiJi HAAJUIIKOBUM
THUCKOM, aBapii Ha SKUX CIPUUMHSIIOTH HaltHeOe3neuHimi HC;

- TIIPOTEXHIYHI CHOPYAM — BUSBIEHHA BCiX HEOE3NMEYHUX EJIEMEHTIB
TAPOTEXHIYHUX CHOPYI, IO MOXYTh CIIPUYUHUTH aBapii;

- 1151 pajaiariiiHo Hebe3rmeuyHux 00'eKTiB — HeOe3MeuH1 30HH, ¢ aBapii, MoB's13aHi
3 paJl0aKTUBHUM 3a0pyIHEHHIM HaBKOJIHUIIIHHOTO CEPEAOBUINA, MOXKYTh CIPUUUHUTH
HAJ3BUYAIHY CHUTYaIliI0, SKIIO J03a OMPOMIHEHHS MEPCOHAy Ta HACEJCHHS B 30HI
CIIOCTEPEKEHHS MEPEBUIIIUTH BCTAHOBIICHE 3HAUYCHHSI, @ TAKOXK HAO1IbII HEOE3MeuH1
30HU — TE€XHOJIOT1YHE O0JIaIHaHHA, [0 MICTUTh HAWOLIBIIY KIJIbKICTh HEOE3MEUHUX
peyoBHH, a00 00JIaHAHHS, IO MPAIIO€ MiJ] HAJJIUIIKOBUM THCKOM, aBapii Ha SAKUX
COpUYMHSIOTH HanOIbI HeOe3neuHni HC. Takox BU3HAYatoThesa KaTeropii HeOe3neku
MPOILIECIB Ta NPUPOJHUX SABHUILL, 1110 MOXKYTh cripuunHuTH HC Ha ITHOKI. Hactynnum
kpokoM € aHami3 pusukiB HC. Anani3 pusukiB HC — 1ie o0rpyHTOBaHEe BU3HAUYCHHS
mxepen pusuky HC, itMoBipHOCTI BUHMKHEHHS Ta HaciakiB HC.

[Tin gac ominku puszuky HC na TTHOKI pekoMeHIyeThCs BUKOPUCTOBYBATH
HACTYMHUM KUIbKICHUN Toka3HUK pu3uky HC: iHAuBIAYyaabHUN PU3UK — IMOBIPHICTD
3aru0eni 3a pik OKpeMOoi JIFOJANHHN Ha PO3MIISIHYTIH TEPUTOPIi B pe3yIbTaTi MOKIUBOTO
BILJTUBY BCI€1 CYKYIHOCTI ypaxkatounx (akropis mrepen HC. Buxinaumu nanumu jist
PO3paxyHKY €:

1) pe3yabTaT BU3HAYCHHS (PO3PaxyHKY) MEX 1 XapaKTEPUCTHK 30H BIUIMBY
YpaKalouMX YMHHHMKIB aBapii, 10 MOXYTbh NpuBecTd A0 TexHoreHHoi HC ax Ha
ITHOKI, Tak 1 3a ioro MeXamu;

2) IMOBIPHOCTI BUHUKHEHHS TexHoreHHux HC;

3) kaTeropii HeOE3MEKU MPUPOJTHUX MPOIIECIB 1 ABUIIL, 0 MOXKYTh IPUBECTH 10
BuHuKkHeHHs: HC Ha ITHOKI.

[Ipu iHOMBiTyalbHOMY pPO3PAaxyHKY pHU3UKY TEXHOT€HHHUX KaTacTpod
PEKOMEHIYEThCSI BPAaXOBYBAaTH HaOUIbII HEOE3MEUHI YMHHUKU aBapii, M0 MOXYTb
cnpuunauTy TexHorenHi HC, Taki sik MOBITpsiHA yAapHA XBUJIS, XBUII, 110 PYHHYIOTh
T1APOTEXHIYHI CIIOPYH, TEIJIOBE BUIIPOMIHIOBAHHS, 10HI3yI0U€ BUIIPOMIHIOBAHHS Ta
TOKCHUYHI BIUTMBH. Y pa3l BU3HAYEHHS KIJTbKICHUX MOKA3HUKIB PU3UKY MPOMHUCIOBHX
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KatacTpod CIiJ BpaxOBYBaTH JIMIIE aBapii, 0 COIPUYUHSIOTH OUTBINE, HIXK JIOKAJTbHI
pyiinyBaHHs. Ilin yac 0OUMCIIEHHS KIJTBKICHOTO 3HAYEHHS 1HJIUBIAYaJIbHOTO PU3UKY
HC npononyethbcsi BpaxoByBaTH HeOe3IeUHI MPHUPOJIHI SBUINA, TaKl K 3CYBH, CEJl,
JaBUHU, TIOBEHI, yparaHW, 3eMJIETPYCH TOINO, IO € JDKepelaMHu MPHUPOTHUX
karactpod. KinbkicHe 3HaueHHs iHauBimyanbHoro pusuky HC y meBHid Tour (X)
xutioBoro MacuBy moomsy ITHOKI po3paxoByeTbes 3a HACTYITHOIO 3aJICKHICTIO:
R(x)=Rr (x)+Ru (x),

ne RT(x) — xinbpKicHe 3HAUEHHS 1HAMBITyadbHOTO pU3UKy TexHoreHHHX HC B meBHii
TOUI CenpOMITHOI 30HU (X); RII(x) — KijbKiCHE 3HAYCHHS 1HIUBIAYaIIEHOTO PU3UKY
npupoaaux HC B meBHi# To4IIi ceNbOUIITHOT 30HU (X).

KinbkicHe 3Ha4eHHS 1HAUBIAYaTbHOTO pu3uKy TexHoreHHnx HC B meBHi# ToYIT
cenpoumHoi 30HU (x) moomm3y [THOKI po3paxoByeTbes 3a 3a1€KHICTIO:

RT (X) = %‘, PHCi QHCI- (X),

ne Ppci — imoBipHicTh BUHHKHEHHsS TexHoreHHoi HC Big i-ro mkepena; Quci(x) —
IMOBIPHICTh 3aru0esi OKpeMoi JIIOAWHU B CEIBOMIIHINA 30HI MiJl 4aC BUHUKHEHHS
texHorennoi HC Bif i-ro jpkepena; | — mopsaKoBuii Homep jkepena Texnorennoi HC.

KinbkicHe 3HaueHHs 1HAUBIyanbHOro pusuky npupoaaux HC noomuzy [THOKI
PO3PaxOBYETHCS 3a 3aJIEHKHICTIO:

Ry ()= 2R, (%),

ne Ry(x) — 3HaveHHs iHAUBIAyaJIbHOTO PH3MKY 3a peai3allii HaCTYIMHHUX MPUPOIHUX
HeOe3MeK: 3CyBH, CEll, JIJaBUHHU, MIOBEHI, yparaHu, 3eMJIETPYCH, LII0 BU3HAYAIOTHCS 32
CTATUCTUYHUMHU JTAHHSIM.
Bennuunu kuibkicHOro 3HayeHHs: pu3nky HC 3anexars BiJ TOBHOTH 1 SIKOCTI
BUXIJTHUX JaHuX. IMoBipHOCTI BUHMKHEHHSI HC BU3HAUYal0Th 32 TaKOIO 3aJICKHICTIO:
Puc =Q; - Que
ne Ppc — imoBipHicTh BuHHKHEHHST HC; Q; — yactoTa peamizaiii IpoTsSromM poxy i-ro
CLIEHApil0 PO3BUTKY aBapii, pik ; Quc — wacrora BunukHeHHs HC micns aBapii, mo
BU3HAYAETHCS 32 CTATUCTUYHUMU JAHUMHU.
3aranom MeTOJI0JIOTI4HI OCHOBHU OIIHKM pu3HKiB BUHMKHEeHHsS HC na [THOKI
nepea0avyaroTh KOMIUIGKCHUM Ta CHCTEMHUM MiAXiA A0 BHUSBJICHHS, aHANI3y Ta
yIpaBJIiHHS PU3UKaMU, TOB’ I3aHUMH 3 BUHUKHEHHSIM aBapiid Ha ITuX 00’ €KTax. 3axoau
13 3a0e3MeUeHHs KUIbKICHOT a00 SIKICHOI OI[IHKU PU3UKY, MTOB’S3aHOTO 3 KOHKPETHOIO
HC, 1 namanns indopmariii ajis TPUAHATTS pIMIEHb YIOCKOHATIOIOTH CTPATETiio
YOPaBITIHHS PU3UKAMH.
Jliteparypa
3axUcT KpPUTUYHOI 1H(PACTPYKTYpH B yMOBax HAJ3BUYANHUX CHUTYaIllil:
moHorpadis / C.I. AzapoB, B.JI. Cugopenko, C.A.Epemenko, A.B.Ilpycekuii,
A.M. Jlemkis; 3a 3ar. pen. [L.b. Bonsaeskoro. Kuis, 2021. 375 c. 1.
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23.PO3BUTOK PU3UKY HEBE3IIEK HA ITPOMHUCJIOBUX OB'€EKTAX
KPUTUYHOI IHOPACTPYKTYPHU

Cunopenko B.JL., IIpycekuii A.B., /lemkiB A.M.
Incmumym Oepoicasno2o ynpaeninHa ma HayKoBUX O0CAI0OHNCEHb
3 uu@iﬂbHOZO saxucnity
E-mail: generals2007@i.ua, prusskiy@ukr.net, kleo_dan@ukr.net

Development of the risk of hazards at industrial facilities of critical
infrastructure

The reasons that increase the level of risk of accidents at industrial objects of
critical infrastructure are given, as well as the necessary and sufficient conditions for
its occurrence. A general algorithm for the formation of dangerous situations at the
specified facilities is provided. A functional model of risk development at industrial
facilities of critical infrastructure is presented. General features of objective risk and
measures to reduce its level are indicated.

Ha mnpouecu reHepaiii Ta pO3BUTKY pPH3UKIB HEOE3MEK BIUJIMBAIOTh
pPI3HOMAHITHI YWUHHUKM Ta YMOBH, IO XapakTepHI IPOMHUCIOBUM 00’ €KTaM
kputnuHoi 1H(ppacTpyktypu (mami — IIOKI) (puc.). 3HaiioMcTBO 13 3ajaHUM
CLEHApIEM JI03BOJIAE BUSBUTH 0araTo MPUYMH PU3MKY: BUXIJ 3 JIaJy YCTAHOBOK 1
00JIaITHAHHS Yepe3 HEAOJIIKM KOHCTPYKIlli, HESIKICHE TE€XHIYHE BUTOTOBJIECHHS a0o
MOPYIICHHS! TpPaBWI OOCIYroBYBaHHS, BIAXHWIJIGHHS BiJi HOPMaJIbHHUX YyMOB
eKCIUTyaTailli, MOMMUJIKM TepCOHay, 30BHIIIHI BIUIMBU TOII0. Yepe3 MOXKIMBICTD
BUHUKHEHHs BuleBkazaHux npuduH [IOKI gacto mepeOyBaroTh y HecTabLIbHOMY
CTaH1, [0 0COOJIUBO BAKIIUBO ISl BUPOOHUYOT O€3MeKH KPUTHIHOT 1IHDPACTPYKTYPH
B aBapiiHMUX CHUTYyaIlisix. PU3UKN BUHUKAIOTh, KOJIM BUKOHYIOTHCSI Takli HEOOX1IHI Ta
JIOCTaTHI YMOBU: 1) HAABHICTh YHNHHHKIB PU3UKY (JKepena HeOe3MeKn); 2) YMHHUK
PU3UKY MPUCYTHIN y MEBHUX HEOE3MEUHUX (UM MIKIVIUBUX) 033X NI pOOITHUKIB;
3) BILIMB Ha YyTJIUBICTh CY0'€KTa 10 YNHHUKIB PU3HUKY.

IcHye 4iTKa CXOXKICTh MIXK aBapisiMU Yy PI3HUX ranays3ax. Hacto 1HIUAEHTaM
MepeayoTh HaKOMMYEeHHs e eKTiB 00aaaqHaHHs a00 BIAXUJIECHHS BiJ HOPMaJIbHUX
npoiieciB ekcrtyaTtauii. L ¢as3a moxke TpuBaTH XBUIMHU, JHI a00 HaABITh POKH.
Cama no co0i HecnpaBHICTh a00 BIOXWICHHS HE € MPUYMHOIO aBapii, ajie BOHA
3aKiaaae mepeayMoBu st Hei. YacTo omepaTropu HE MOMIYArOTh M0 ¢a3y uepes
HEYBaXKHICTh JI0 MpaBmiI abo BIJICYTHICTh 1HGOPMaLii Tpo poOOTy 00'€ekTa, TOMY HE
BiIuyBaloTh HeOe3neku. Ha HacTymHoMy erami BigOyBarOThCA HecCHoJiBaH1 abo
pIAKICHI TOAli, IO ICTOTHO 3MIHIOIOTH curyarito. Omneparopu HamMararThCs
BIJIHOBUTH HOPMAJIbHUM X1JT TEXHOJIOTIYHOTO TIPOIIECy, ajie 6e3 moBHOT iH(popmarrii 1
MPAKTUYHOTO JOCBIAY YacTO JHINE TMOCHJIIOIOTH PO3BUTOK aBapidHOI cUTYyalii.
Hapemti, Ha 3aBepmianbHii cTajii, e OJHA HECMOJIBaHA MO, — 4acoM IykKe
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HE3HaA4YHa — Aac€ IIOIITOBX, MICJIS SKOT'0 TEXHOJIOTIYHA CHCTEMa nepecrac Ciayxarucs
JIIOJUHHN 1 CTAETHCS JINXO.

Exonoriunuii pusuk TeXHIKO-eKOHOMIYHUN PH3UK ComianbHuit pUsuK
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BIUIHB HaBKOIMITHLOTO HagiiinicTs oGnagHaHls, PiBeHb excIuTyararii
cepe/loBHIa Ha 00’ eKT CIIOPY/ 1 KOHCTPYKINH 06’ eKTy Ha 00 eKTi

Pucynok. @yHK110HaIbHA MOJIEb pO3BUTKY pu3uKy Ha [TOKI

Pu3uk € HEeMHHy4YMM, CYNyTHIM YUHHUKOM HPOMHMCIOBOI IisIbHOCTI. [ns
00'€KTMBHOTO PpHU3MKY XapaKTepHI HECHOJIBaHKa, paNnToOBICTb HACTAaHHS, IO
nepeadayae MPOrHO3 PU3UKY, MOro aHami3, OLIHKY 1 YNpaBliHHA — psSa i 3
HEJOMYIIEHHS TOCUJICHHS] YNHHUKIB PU3UKY YU MTOCIA0JICHHS BIUTMBY HEOC3MEKH.

Otxe, po3BuTok pu3uky HeOesnek Ha [IOKI e mocriitHuM mporiecoM, sKuit
noTpelye peryasipHOi MEPEOIIHKN Ta MEeperisiay I BpaXyBaHHS 3MiH y poOodoMy
CEpeIOBHUIIll, HOBUX HEOE3MEK 1 HOBUX CTPATET1i YIIpaBIiHHS PU3UKAMHU.

JlirepaTypa
3axucT KpUTUYHOI 1HOPACTPYKTYpH B YMOBAxX HAJ3BUYANHUX CHUTYaIlii:
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24.3AXOIU KIBEP3AXHCTY OB’€KTIB KPUTUYHOI
IHOOPMALIMHOI IH®OPACTPYKTYPHU BIJ KIBEP3AT'PO3 TA
KIBEPATAK

KOnina /1. O.
Aominicmpayis JlepacasHoi cyscou cneyianvbHo2o 36 3Ky ma 3axucmy ingopmayii
Ykpainu, Kuis, Yxpaina
E-mail: diana.yudina22@gmail.com, d.yudina@cip.gov.ua

Cybersecurity measures for critical information infrastructure facilities against
cyber threats and cyber attacks

This report outlines the legal framework for cybersecurity of critical information
infrastructure. The study of classes of cybersecurity measures for critical information infrastructure
facilities was conducted and the cycle of cybersecurity management for critical information
infrastructure facilities was explained. The division of categories of cybersecurity measures into two
groups is proposed: organizational and technical categories of cybersecurity measures for their
convenient processing when determining the state of cybersecurity of critical information
infrastructure facilities.

OaHUM 3 OCHOBHUX YMHHUKIB, II0 CTBOPIOE HeOe3MeKy 00’€KTaM KPUTUYHOL
iHdpactpykrypu (mani — OKI) e kibep3arpo3u Ta kidepaTaku. pociiicbka (eneparris
3QJIMIIAETBCS OAHUM 3 OCHOBHHUX JDKEpeN 3arpo3 HalllOHAIBHINA Ta MIKHAPOJIHIN
kiOepOesrelni, aKTHBHO peajidye KOHIEeMIi 1H(GopMaIiiHOro MpoTHOOpPCTBa,
0a30BaHy Ha TMO€IHAHHI JECTPYKTUBHHX il y KibeprpocTtopi Ta iHdopmaIliitHO-
NICUXOJIOTIYHUX OTepallid, MeXaHI3MH SIKOT aKTUBHO 3aCTOCOBYIOTHCS Y BiifHI IPOTH
VYkpaian. Taka AecTpyKTHBHA aKTUBHICTh CTBOPIOE PEATbHY 3arp03y BUNHEHHS aKTiB
KibepTepopusmMy Ta KiOepJauBepcCiii CTOCOBHO 00’€KTIB KPUTHUYHOI 1H(opMariiiHo1
iHppactpyktypu (nam — OKII) OKI. Takum 4uHOM, BUHMKAE TOCTPa HEOOXITHICTh Y
3a0e3nedeHHi Ha HasexHoMY piBHI kibep3axucty OKII OKI.

BignoBimno 1m0 3akony VYkpainum «IIpo ocHOBHI 3acaau 3a0e3MeueHHS
kiOepoOesnekn Ykpainu» [1]; Crpaterii kibepOe3neku VYKpaiHu, 3aTBEpPAKEHOI
pimenHsM Panu HarionansHOi Oe3neku i 00opoHu Ykpainu Bin 14 tpaBus 2021 poky
«IIpo Crparterito kibepOesneku YkpaiHu», yBeneHoi B 1it0 YkazoMm [Ipe3umenra
VYkpainu Bix 26 ceprust 2021 poky Ne 447/2021 «IlIpo pimenns Pagu HarioHanbHOT
oesmneku 1 o0oponu Ykpainu Bif 14 tpaBus 2021 poky «IIpo Crpateriro kibepOe3neku
VYkpainn» [2] ki6epOe3nexka OKII BuzHaueHa mpiopuTETHUM HANPSIMKOM HAyKOBUX
JOCTI/IKEHb.
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Bunamu nismpHOCTI y cdepi 3a0e3neueHHs KibepOesneku €: kibepoOopoHa,
KiOep3axucT, MpoTHIis KiOepTepopu3My, KiOEpIIMUTIYHCTBY Ta KiOEp3JI0YMHHOCTI,
KiOeppo3BifKa Ta KiOEpAUIUIOMATIs, a TaKOXX KOOpJWHAISA JIsUTbHOCTI 3a IUMH
BUJIaMH. Taka IisUTbHICTh CIIPSIMOBaHa Ha HEUTpasIizallito pi3HUX BUIIB JKEPE 3arpo3
Ta Ha 3aXMCT JIIOJUHU, TIPOIIECIB Ta 1HGOPMAIIIMHUX TEXHOIOTIH.

Kibep3axucr, sk ckiaaoBa 3abe3reueHHs kKibepOe3neku AepikaBu, € CYKYITHICTIO
OpraHi3allifHuX, IPaBOBHX, I1HXKEHEPHO-TEXHIYHUX 3aXO0JiB, a TaKOX 3aXo/IiB
KpUNTOrpadiuHOTo Ta TEXHIYHOTO 3aXUCTY 1HPOpMAIIil, CIPSIMOBAHHUX Ha 3aTI00ITaHHS
KiOepiHIUIeHTaM, BHUSBIICHHS Ta 3aXHUCT BiJ KiOeparak, JIKBiAarmito iX HAaCIiIKIB,
BIIHOBJIEHHS  CTaJOCTI 1 HamiMHOCTI  (DYHKIIIOHYBaHHS  KOMYHIKAI[IHHUX,
TEXHOJIOTIYHHX cucTeM [1].

Haka3zom Anminictparii Jlep:kaBHO1 City»k0u CIeIiadbHOTO 3B’ SI3KY Ta 3aXUCTY
iHpopMmarii Ykpainu Bix 06 >xoBTHs 2021 poky (i3 3MiHaAMH, BHECEHUMH 3T1IHO 3
Hakazamu AnaMiHicTparii Jepxcren3s’s3ky i 12.10.2021 Ne 616 ta Big 10.07.2022
Ne 343) 3arBepmkeHo MeroauuHi pEeKOMEHAAI] MO0 MIJABUINEHHS PIBHSA
ki0ep3axucTty KpuUTUYHOI 1HQOpMaliiHOoi i1HGpacTpykTypu (mami — Meroauysi
pexkoMenparii) [3]. 3a3Haueni MeToMuH1 pekoMeHaIli po3po0JIeHO 3 ypaxXyBaHHIM
HacranoBu nist miaBuieHHs kibepOesneku kputuuHoi iHppactpykTypu (Framework
for Improving Critical Infrastructure Cybersecurity), Buganoi y 2014 pomi Tta
oHoByieHoi y 2018 pomi HamioHaabHUM 1HCTHUTYTOM CTaHIApTIB Ta TEXHOJOTIT
Cnonyuenux IlltatiB Amepuku (National Institute of Standards and Technology).
BoHu 00’€1HYI0Th HalKpallll CBITOBI MPAKTUKU Ta YUHHY HOPMATUBHO-IIPAaBOBY 0a3y
y cdepi kibepOe3neku. MeToanuHi pekoMeHJallli BU3HAYAIOTh METY, CKJIaJ0BI
pEeKOMEHaIld, CHUCTeMY 3axXxoJliB KiOep3axHuCTy, IO CKJIAJA€ThCsl 3 YOTHUPHOX
€JIEMEHTIB: KJac 3axoJlIB KiOep3axucCTy; KaTeropis 3axo[iB KiOep3axucTy;
MIJKATEeropis 3aX0/IiB Kibep3axucry; iHpopmaliiiHi TOCUIaHHS.

JisnpHICTD 13 3a0e3MedeHHs KiOepOe3neKu CpsIMOBaHa Ha 3HWKEHHS PU3UKIB
KiOepOe3neKkr, HOCUTh Oe3MepepBHUN IUKIIYHUN XapakTep Ta (OpPMy€e IUKI
yIpaBlIiHHS Ki0epOe3neKoro, SKUi CKIAMAEThCs 3 1 ATH (PYHKINN KibepOesneku, siKi
BIIMOBIAAIOTh IT'ATH KJacaM 3axodiB  KiOep3axucTy: IneHTHdikaiis pHU3HKIB
kibepoOesnekn, KibGep3axuct, BusaBnenns «kiOepinnuaeHTiB, PearyBanHs Ha
KiOepiHIuAeHTH Ta BigHOBICHHS cTaHy KiOepOe3meKu.

[ins kmacy 3axofiB kibep3axucty «laeHTudikaiis pusukiB kKidOepOe3nekm» -
PO3BUHYTHM pO3yMIHHA TOro, fK Kpalle KepyBaTH pHU3UKaMH KibepOe3neku
(BU3HAYEHHS BAXJIMBUX OO’€KTIB Ta MPOLECIB, IHBEHTApHU3allis amapaTHOro Ta
IporpaMHOro 3a0e3MeUeHHs, CTBOPEHHS TMOJITUKU KiOepOe3NneKku 3 BU3HAYECHUMHU
poJisiMU Ta 000B’sI3KaMu, 1IeHTU(IKAIlIS 3aTPO3 Ta BPA3IUBOCTEH TOIIO).

b kmacy 3axo/iB kibep3axucty «Kidep3axuct» - po3poOUTH Ta BOPOBAAUTH
3amo01XHI 3aX0AM JUIsl 3a0€3MeUeHHs HaJaHHs NOCIyr (KepyBaHHS JIOCTYIOM 0
aKTUBIB Ta 1HOpMAIIii, 3aXUCT KOH(DIACHIIIMHNX JaHUX, CTBOPSHHS PE3EPBHUX KOIIIM,
3aXMCT arapaTHOTO 3a0e3MEeUeHHS, KEPYBaHHsS BPa3IUBOCTSIMHU, a TaKOK HaBYAHHS
MepCOoHay TOLIO).

[inp kmacy 3axo/iB Kidep3axucty «BusiBiaeHHs KiOepIHIIUIEHTIBY» - PO3POOUTH
Ta BIPOBAJUTH BIJTOBIHI 3aX0/IM JJI BUSBJICHHS MOA1M KiOepOe3neKku (TecTyBaHHS
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Ta OHOBJICHHS MPOILECIB BHUIBJICHHA, BEICHHS Ta MOHITOPUHT >KypHAJIiB, PO3YMIHHS
BIUIUBY IO KiOEpOE3IMEeKH TOIIIO).

e kimacy 3axojiB KiOep3axucty «PearyBaHHsS Ha KIOCpPIHIHMICHTH» -
po3poOKa Ta BIPOBAIKEHHS 3aXOJIB IIOAO BHSABJICHUX TOAINM KiOepOe3neku
(CTBOpEHHSI Ta OHOBJICHHSI IUIaHIB pearyBaHHsI TOIIIO).

e kmacy 3axomdiB KiOep3axucty «BigHOBieHHsS cTaHy KiOepOe3meKku» -
po3po0OKa Ta BIPOBAIKEHHS 3aXOJIB I MIATPUMKH CTIHKOCTI Ta BIJIHOBJICHHS
MOXJIMBOCTEH Ta TOCTYT, MO OyJIM MOpYIIEeHI B Pe3yJibTaTi MOl KiGepOe3meku
(CTBOpEHHS Ta OHOBJICHHS IIAHIB BITHOBJICHHS, 3B’ SI30K 3 TPOMAJICHKICTIO TOIIIO).

[li xmacu 3axomiB KiOep3axUCTy 3a0e3MedyloTh: MPUUHATTA pIIMICHHS 3
yrnpaBniHHs pusukamu kiobepoesnexku Ha OKII, BuOip Ta BmpoBamKeHHS 3aXO[IiB
Kibep3axucTy, pearyBaHHS Ha 3arpo3u KibepOe3mekn Ta  YIOCKOHAICHHS
ki0ep3axucty, BpaxoBytoun HaOytuil pgocBil. Cucrema 3axoJiB KiOep3axucTy
0a3yeTbcsi HA HOPMATHUBHUX JOKYMEHTaX, HaIllOHAIBHUX Ta MDKHAPOIHUX
CTaHJapTax, yCTaJleHIi MpaKTHUIl 3aXUCTy 1HPopMallii Ta 3a0e3rneueHHs Kioepoe3neku,
10 PO3BHUBAIOTHCS Pa30M 3 TEXHOJIOTISIMU 3a0e3rnedeHHs KidepOesrmeku. 3araaom
Bu3HaueHo 108 3axomiB KiGep3axuCTy, IO 3TPYNOBaHI Yy KaTeropii 3axojiB
kiOep3axucty. Y mporeci 0OpoOKM Ta MPAKTUYHOTO 3aCTOCYBaHHS BCIX KaTeropiu
3ax0/iB KiOep3axucTy BHHHMKae MOoTpeda B MO 3a3HAYCHUX KaTeropiil 3axoiB
Ki0ep3axucTy Ha rPpyIid, a caMe Ha:

— OpranizaiiitHi Kkateropii 3axoAiB Ki0ep3axucry;
— TexniuHi KaTeropii 3aX0/iB Ki0EP3axUCTy.

3a3HayeHa norpeda o0rpyHTOBaHA HEOOX1THICTIO 00pOOIIATH KaTeropii 3aX0/1iB
ki0ep3axucty pisaumu rpynamu daxisiiB OKII OKI — sk TexHiunuME GaxiBIsgMH,
Tak 1 ¢axiBIsIMHU B raimy3i oprasizamii gismeHocti OKII OKI.

B Tabnuii 1 HaBeaeHO po3MOILT KaTeropii 3aX0/I1B KI0EP3aXUCTy.

Taomung 1

Opranizailiiiai 3axoau TexHiyH1 3aX011
Ki0ep3axucry K10ep3axucTy

ID.AM Vnpasninus —
aKTUBaMH
ID.GV VYnpasninus
0€e3MeKor0
ID.RA Orinka pu3ukiB
ID.RM Crpareris
YHOPABIIIHHS pU3UKAMU
oprasizartii
ID.SC YnpaBninus
PU3UKAMH CUCTEMH
NOCTaYaHHS

Kiac 3axonis

K10ep3axucTry
InenTudikarris
PU3HKIB
ki0epoesmneku (ID)

Ki6epzaxuct (PR)

PR.AT O0i3HaHicTh Ta
HABYAHHSI

PR.AC YupaBniHus
inenTudikariero,

91



PR.MA Texuiune aBTCHTH(}IKAITIEIO TA
00CIIyrOBYBaHHS KOHTPOJIb IOCTYITY
PR.PT Texuoumnorii PR.DS bes3neka ganunx
KiOep3axucTy PR.IP IIpomecu ta
MPOIIEAYPH KiOEp3axuCTy
PR.MA Texniune
00CITyroByBaHHS
PR.PT Texnomorii
Kibep3axucry
Bussnenns DE.AE Anomannii Ta DE.AE Anomannii Ta
KIOEpIHIUACHTIB KiOepIHITUACHTH KIOCpIHITUACHTH
(DE) DE.DP Ilporecu Busieiienns | DE.CM be3nepepsHuii
KIOEpIHITUICHTIB MOHITOPHUHT Ki0epOe3neKu
DE.DP IIpouecu BUsiBICHHS
KIOCPIHITU/ICHTIB
PearyBanns Ha RS.CO Komymikarrii RS.RP IlnanyBanus
kiOepinmuaentu (RS) | RS.AN Anani3 pearyBaHHs
RS.MI Minimizartis RS.AN Anamni3
HACJIIKIB RS.MI Miuimizaris
RS.IM VY nockonaneHHs HACJIIJIKIB
Binnosnenns crany | RC.IM VY nockoHaneHHs RC.RP IInanyBanus
ki0epoesmneku (RC) RC.CO Komymnikarii BIJIHOBJICHHS
BucnoBku
1. [IpoBeneHo MOCHIMKEHHST KJIaciB 3axOMdIB KiOep3aXxuCTy sl 00’ €KTIB

KpUTUYHOI 1H(pOpMaIiiiHOI 1H(PACTPYKTYpH Ta PO3’SICHEHO IMKJI YIPABIIHHS
Ki0epOe3neKoro AJig 00’ €KTIB KpUTUYHOI 1HPOPMaLIIHOI IHPPACTPYKTYpH.

2. 3anponoHOBaHO MOJAUT KaTeropi 3axoAiB KiOep3axucTy Ha JBI TPYIU:
OpraHizaiiifHi Ta TEXHIYHI KaTeropii 3axojiB KiOep3axucTy il 3pYy4YyHOTo ix
OTpalllOBaHHS TPU BU3HAYECHHI CTaHy Kibep3axucty 00’€KTIB KPUTHUYHOI
iH(dopMaIiiitHo1 1IHPACTPYKTYPH.

Jliteparypa

1. IIpo ocHOBHI 3acaau 3a0e3neueHHs Ki0epOesnekn YKpaiHu : 3aKkoH YKpaiHu BiJl
17.08.2022 Ne 2163-VIII. I'onoc YVkpainu. 2017. 9 muctom. (Ne 208).

2. Oimiinuit moptan BepxoBHoi Pagu Ykpaiau: Yka3 Ilpesunenta Ykpainu [Ipo
pimenHs: Paau HamionansHOT Oe3neku 1 o0oponu Ykpainu Big 14 tpaBus 2021 poky
«IIpo Crparerito kibepbe3neku YKpaiHu».

3. Metoanuni pekoMeHMAIli MIOA0 MiABUIICHHS pPIBHS KiOEp3axUCTy KPUTHUYHOI
iH(bOopMaIliitHOT IHPPACTPYKTYPH : 3aTB. HaKa3oM AamiHicTparii JlepxkaBHoi ciryx0u
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CHEIIaIbHOTO 3B 43Ky Ta 3axXUCTy iHpopManii Ykpainu Bix 06 xoBTHa 2021 poky Neo
601. URL: https://cip.gov.ua/ua/news/nakaz-ad-2021-10-06-601 (mara 3BepHEHHS:
20.03.2023).
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PO3JILI 3

METO/JU 1 3ACOBU ONIHIOBAHHSA KIBEP3AI'PO3,
TEXHOI'EHHUX TA EKOJIOI'TYHUX 3AT'PO3 1
PU3UKIB JJ51 KPUTHYHOI IHOPACTPYKTYPHU.
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25.0N THE ISSUE OF ASSESSMENT OF TECHNOLOGICAL OR
ENVIRONMENTAL RISKS OF CRITICAL INFRASTRUCTURE OBJECTS

V. N. Yelisieiev, E. V. Bykova

Institute of Public Administration and Scientific Research on Civil Protection
E-mail: elisev1941@ukr.net, ebykova63@gmail.com

Formulation of the problem. An indispensable condition for the successful functioning of the
system of protection of the population and the territories of the state is the construction of an effective
strategy for managing the risks of emergency situations and its implementation in order to increase
the readiness and effectiveness of the functioning of the unified state system of civil protection.

The issue of state security in general, security in emergency situations (ES) in particular, and
the management of this security has recently been considered as a strategic task of the state. The
Code of Civil Protection of Ukraine defines that civil protection is the function of the state to protect
the population and territories from emergency situations by preventing such situations, eliminating
their consequences in peacetime and in special periods, and is carried out according to the principle
of maximally possible, economically justified risk reduction occurrence of emergencies. A
problematic issue is the scientific substantiation of the mechanism for assessing the risks of
emergency occurrence. In modern conditions of hostilities, there is a need to take into account the
effect of accumulation of losses.

An indispensable condition for the successful functioning of the system of
protection of the population and territories of the state is the construction of an effective
strategy for managing the risks of emergency situations (ES) and its implementation in
order to increase the readiness and efficiency of the unified state system of civil
protection. .

In modern conditions, the strategy has become an integral part of risk
management in almost all developed countries of the world.

The issues of state security as a whole, security in emergency situations,
including the management of this security, have recently been considered as a strategic
task of the state. The Code of Civil Protection of Ukraine defines [1] that civil
protection is a function of the state to protect the population and territories from
emergency situations by preventing such situations, eliminating their consequences in
peacetime and in a special period and is carried out according to the principle of the
maximum possible, economically justified reduction in the risk of emergencies.
Therefore, one of the priority areas for the development of the State Emergency Service
has been the introduction of an effective emergency prevention system to reduce the
loss of life. The Code of Civil Protection of Ukraine defines the term for preventing
emergencies as a set of legal, socio-economic, political, organizational, technical,
sanitary and hygienic and other measures aimed at fulfilling such basic tasks as
assessing risk levels, regulating safety, and early response to the threat of emergencies.
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Therefore, a problematic issue is the scientific substantiation of the mechanism
for assessing the risks of emergencies, especially taking into account the effect of
accumulation of damage.

In the Law of Ukraine " On the Basic Principles of State Supervision (Control)
in the Sphere of Economic Activity" [2] risk is defined as a quantitative measure of
danger, taking into account the likelihood of negative consequences from economic
activity and the possible amount of losses from them. This can be represented by the
formula

Res=Res* Wes, (1)

where R gs- the risk of ES;

R es- probability of occurrence of ES;
W gs - losses from ES.

When analyzing and evaluating human safety, it is advisable to consider it from
the point of view of life activity in the natural-technogenic-social system. At the same
time, it is very important to consider complex risks, which include various factors
acting on different temporal and spatial scales, and, as a rule, risks have the effect of
accumulating losses under the influence of several striking factors.

These risks as a whole create a risk for the life of the population in the state.
Therefore, it is necessary to determine the quantitative indicators of these risks and,
based on them, justify and develop measures to prevent emergency situations and
reduce losses and damages from them.

Therefore, the task of the report is to develop a variant of the mathematical
apparatus for calculating the risks of emergency environmental situations, taking into
account the effect of the accumulation of losses.

In the current conditions of the state's vital activity, technogenic and
environmental safety is affected by a significant number of permanent hazardous
factors that increase the risks of disasters. Moreover, these factors can be repeated a
significant number of times. Therefore, the authors set out to develop a mathematical
apparatus that would take this situation into account and allow for risk assessment. The
authors did not find solutions to these issues in recent research by scientists, so they
offered this material.

Currently, there is growing concern in the world in connection with a tangible
increase in the number of natural, man-made, social and military emergencies. This
requires steps to be taken to improve the management of security levels.

Based on the risk formula (1), the main measure of the degree of danger is the
probability with which it can manifest itself.

When calculating the probability of occurrence of emergencies using the
methods of probability theory, we will take the designation of probabilities Pes(t) - the
probability of occurrence of ES for a period of time t, P, (t) - probability of non-
occurrence of ES for t and normalizing condition Pes(t) + P, (t) = 1. To simplify the
calculations and writing formulas, we will accept the stationary mode of operation, i.e.
t — oo, PEs(t) — Pes [3]
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The main difficulty and laboriousness of risk forecasting is to determine the
probability of an emergency, especially when this probability depends on several
factors, and with the onset of destructive processes, this probability increases, taking
into account the influence of these factors with the so-called damage accumulation
effect.

In the beginning, we will consider the methodology for calculating the
probability of an emergency, taking into account two factors, each of which can lead
to an emergency with probabilities.

Ples=Pl+ Py + PL + Ply (2)
P2es=P% + P2+ P2+ P
where are the indices o, m, r , d (o is the ES of the object level, m is the NS of
the local level, r is the NS of the regional level, d is the NS of the state level).
Let us write down the total compatible probability of the occurrence of NS from
two factors P@gs.

P@es=1-(1-P%s) (1-P%s)=Ples+ P%s- Ples PZ%s 3)
The normalizing conditions for the probabilities P!es and P%es are:

P, + P+ P+ PL+ PYy=1; (4)
P2+ P% + P2+ P2+ Py =1;

where P, , P?,— probabilities of non-occurrence of emergencies from the first
and second factors.

To solve the problem of determining the probabilities, we fill in the matrix of
compatible probabilities of occurrence of emergencies (Table 1)

Table 1. Matrix of compatible probabilities of occurrence of emergencies

P, P&l Pl P m PL, P

P2, | P*P% | P'P? | P'wP?, | PL,P2, | P14P?,
PZ, | P14P% | PToP% | P'wP% | PL,P2, | PL4P7,
P?m | P'P%n | PLoP%y | P'wPZy | PL,P2, | PL4P %y,
P2, | P%4P?% | PL,P? | PLP? | PLP2 | PL4P?,
PZg | P*P% | P'oP?% | P'wP% | PL,P?% | PT4P?%

We define the required probabilities as the sum of pairwise products of the

matrix over rows and columns:

P@,=P1,P?,
P@,=P1,P2+P1,P%, +P P2,
P@n=Ply+P2-PLy(P2+P2)-P2 (PP +PL)




P@,=pl,+P2, P1P2, Pl P2, P1,p2,
P@y=Ply+P23—P14P?y

where P ?}; - compatible probabilities of occurrence of emergencies from two factors
(J=n, 0, m, r, d).
We write down the total compatible probability of occurrence of ES from two
factors P@gg
P@cs=PO,+ PO+ PO + P @, (6)
Using these dependencies by the method of successive calculation of the next
pair of factors, etc. we calculate the compatible probability of an emergency from n
factors.
P(M)g = P(n) + p(n)_+ p(n) 4 p(n), (7)
Moreover, with each subsequent calculation of the probability of occurrence of
ES, the probability P™y, the probability of the worst case of ES, will increase. That is,
the damage will accumulate.
Using those given in the methodology, having calculated by formula (1) the
probability of occurrence of ES from n -factors P™yes and having determined the losses
from the consequences of ES W (") \es we calculate the risk value of ES

R™M nes= P™yes * WMyes (8)
Conclusions

1.  The development of an effective emergency risk management strategy and its
implementation is the main prerequisite for improving the readiness and
effectiveness of the functioning of the unified state system of civil protection to prevent
and overcome the consequences of emergencies.

2. The developed model makes it possible to quantitatively predict the expected
risks of emergencies and plan organizational, engineering, technical and sanitary
measures to reduce the level of danger.

3. The complexity of the calculations describes the need to use computer
technology in the implementation of this task. Therefore, the further direction of
scientific research on this issue is the development of computer programs for
calculating the probabilities of occurrence of emergency situations, taking into
account the effect of accumulation of damage, possible material or financial losses,
and on the basis of this, to determine the expected risks of emergency situations.
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Methodologies in utilizing neural networks for analyzing cybersecurity
threats and critical infrastructure operations

The report outlines the latest advancements in using neural networks to model cyber
threats and critical infrastructure activities. The paper highlights the importance of
accurate modeling in the field of cybersecurity and critical infrastructure protection. It
describes the tools and techniques used to develop and train neural networks for modeling
these activities. The article also provides several examples of successful applications of
neural networks in modeling cyber threats and critical infrastructure activities. This work
is essential for developing more effective strategies to protect against cyber threats and to
improve the overall security of critical infrastructure systems.

In recent years, there has been a growing interest in the use of neural
networks for modeling cyber threats and critical infrastructure activities.
Neural networks are a type of machine learning algorithm that can learn
patterns from data and make predictions based on those patterns. This has led
to the development of software tools and techniques that can aid in the analysis
and prediction of cyber threats and critical infrastructure activities [1].

One of the key advantages of using neural networks for modeling these
types of systems is their ability to learn from large amounts of data. This is
particularly useful for cyber threat modeling, where there is often a vast amount
of data to analyze. Neural networks can also be used to model the behavior of
critical infrastructure systems, such as power grids or transportation networks,
and predict the likelihood of failure or disruption [2].

Several software tools have been developed for modeling cyber threats
and critical infrastructure activities using neural networks. These tools include
NeuralToolBox [3], CyberDefender [4], and CRITISIM [5]. These tools offer
a range of features, such as data visualization, model training, and prediction,
which can be customized to meet the specific needs of the user.

Recent research has shown that neural networks can be effectively used
for modeling and predicting cyber threats [3][4]. The use of neural networks
for modeling environmental processes and man-made activities has also been
well-established [5][6].
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The combination of neural networks and software tools can provide a
powerful solution for modeling and analyzing complex systems. Such tools
have been used for modeling various critical infrastructure systems, such as
energy and transportation systems [7][8].

The development of software tools for modeling cyber threats and critical
infrastructure activities using neural networks has the potential to revolutionize
the field of cybersecurity and critical infrastructure protection. By providing a
more accurate understanding of these complex systems, such tools can help
improve decision-making and response capabilities.

For example, neural networks can be used to model cyber attacks on
critical infrastructure systems such as power grids or water treatment plants.
By analyzing large amounts of data on past attacks and system vulnerabilities,
these models can help identify potential future threats and suggest ways to
mitigate them [9].

Neural networks can also be used to analyze environmental processes,
such as weather patterns or natural disasters, and predict their impact on critical
infrastructure. For instance, they can help predict the likelihood of flooding or
landslides and provide early warning to prevent damage to infrastructure [10].

Furthermore, neural networks can assist in modeling man-made activities
that can pose a threat to critical infrastructure, such as terrorist attacks or
transportation accidents. By analyzing patterns in data on these activities, these
models can help identify potential risks and inform decision-making around
security measures and emergency response plans .

Overall, the use of neural networks in modeling and analyzing critical
infrastructure activities holds great potential for enhancing security and
resilience in the face of cyber threats, natural disasters, and man-made risks.

Conclusions

The neural networks approach can also be applied to the modeling of
environmental processes, such as weather forecasting and natural disaster
prediction. In recent years, various studies have demonstrated the effectiveness
of using neural networks for modeling and predicting natural disasters, such as
floods, hurricanes, and earthquakes.

Overall, the use of neural networks for modeling and analyzing complex
systems has gained significant attention in recent years. The ability of neural
networks to learn complex relationships between input and output data makes
them a powerful tool for analyzing and predicting complex phenomena. The
development of software tools for neural network modeling has made it easier
for researchers and practitioners to apply this approach to various applications,
including cyber threat modeling, critical infrastructure analysis, and
environmental modeling.
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B pobomi nposedeno amnaniz sioomux nioxodie 00 oyiHlOBaHHA piGHIe bOe3neku i 0OPOOKU
PU3UKIB, MO8 SI3AHUX (3 3ACMOCYBAHHAM MEPOPUCMAMU MA BOPO2OM 0OE3NIIOMHUX JIMATbHUX
anapamis O0Jisi po36iOKU, NOUKOONCEHHsT Mma 6I00aNeHol Kibepamaku no 00’ekmam KpumudHoi
iHghpacmpykmypu.

Mo wumHukie, wo npuzeo0ums 00 NOXUOOK OYIHKU YUX PUSUKIE, € GUPIULEHHS 3a0ayi
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CBOE€UACHO20 BUABTIEHHS OE3NINOMHUX TIMANbHUX anapamie. [Ipobnemu euséneHHs ma po3nizHa8aHHs
yineti 0OYMOGIeHi iX ManumMu posmipamu ma Maco-2abapumHuMu Xapakmepucmukami, o
VCKIIAOHIOE IX BUSABNEHHA HABIMb Ha Maaux siocmansx. Lle cmocyemubcs ax padiolokayiukux 3acoois
PpO36i0KU, mak i onmuxo-enekmpounux. Kpim moeo, cam npoyec susenenHs yinetl 3anexcums 6io
cmynenio 1io2o asmomamu3sayii. Ilpoyec ypaosicenus yineu 3anexicums 6i0 MOYHOCMI HAOAHUX
koopounam BIIJIA 3acobam ypasicenns, mouHOCMI NpUuyilio8anHs Yux 3aco0ie ma ix maxkmuko-
MEXHIYHUX XaPaAKMEPUCTNUK.

Ilpononyemucs posensanymu inghopmayitiny mooeinsb OYiHKU eeKxmusHOCmi KOMNLEKCy 3aco0ie
3axucmy 00°€kmie KpumuyHoi IHOpaAcmpykmypu 3a Kpumepiem e@eKmusHiCmb-8apmicms, o
00noModice npuuMamu oOIPYHMOBAHI piuleHHA w000 nobYy008U ONMUMATLHUX CXeM 3AXUCHLY
Kpumuunoi inghpacmpykmypu i 6opomvoOu 3 Oe3ninomHUMU NiMAIbHUMU ANapamamu.

IlocTanoBka mpodaemu. be3ninoTHi mitaneHi anapatu (BIIJIA), abo nponu €
JIOCUTh HOBUMH BHUJaMU 030pO€Hb Ha moJii 0oro, mounHarouud 3 1980-x pokiB ix
AKTUBHO BUKOPHUCTOBYIOTH 30pOiHI CHJIM MPOBIIHUX KpaiH CBITY 1 BXKE 3'SIBUIUCS
pe3yNbTaTH iX e(EeKTUBHOTO 3aCTOCYBAaHHS B OCTAHHIX BOEHHMX KOH(IIIKTaX.

Bypuuit po3Butox BIIJIA mnpusBiB 10 MOsBM 0aratboxX iX PI3HOBUAIB - BiJ
PO3BIJIHUKIB JI0 YAApHUX JIPOHIB «KaMiKaa3e», SIK1 BIJIPI3HIIOTHCA 3a pPO3MipaMu Ta
IUJIbOBUM HaBaHTAXEHHSIM. Bijeokaapu, mo nepeaaroTb IPOHU-PO3BIAHUKH, 1
3aKJIa/ICH] Y iX OOPTOBUN KOMIT IOTEp aITOPUTMH MAaHEBPYBAHHSI Ta BHSBJICHHS HOBUX
NUISIXIB HAOMMKEHHS A0 LUIEH, 30UIbIIYIOTh PU3MKHA YPaKEHHS a00 MpOBEIEHHS
pe3yNbTaTUBHOI aTaku 1o 00’ ekTaM KpuTuuHOi iHppacTpykTypu (OKI). 3actocyBanHs
Ipylu APOHIB-PETPAHCIATOPIB — 301JIbIIIyEe HEOE3NEUHY 30HY BiAIAJIEHOT aTaKu.

AHaJIi3 OCTAHHIX J0CTizKeHb | myOaikanii. Ananiz myOmikamiil 3a HampsIMOM
npotuii BIIJIA nokasye, 010 HayKOBUX CTaTed 3 AaHOI TEMAaTUKHU JOCUTH Oararo. Y
nepeBaxHiN OLIBIIOCTI POOIT B IMi 00JACTI MepeBaXKaOTh HAAMIPHO ONTHUMICTHYHI
BHCHOBKH II10JI0 YCIIIIHOCTI yYpakeHHs Bcix BuiB BITJIA cydacaumu 3aco6amu [1I10
ta PEb [1-3]. Pazom 3 TuM, pizke Ta pisHOManiTHe BTOprHeHHs BIIJIA B cydacHi
00MOoBI fii, IX CTPIMKUN TEXHOJOTIYHUN PO3BUTOK BUSIBUIM MPpoOieMy e(peKTUBHOI
0opoTOM 3 HUMH, 0coOmMBO 3 Masumu BITJIA, ska Ha gaHW Yac 3aUIIAETHCS
HaJ3BUYANHO CKIagHOI0. TinbKKM OAUMHUII JepKaB CBITY MalOTh YaCTKOBO B HASIBHOCTI
Ta PO3BUBAIOTH 3acO0M, SKI CIPOMOXKHI JIOCTaTHBO €(PEKTUBHO MPOTHAISITH
3acTocyBaHHIO cydyacHuX BIIJIA.

Bcrae nutanHs y 00’€KTUBHOMY MOPIBHSAHHI €()EKTUBHOCTI TEXHIYHUX PIIICHb
3aXUCTYy KPUTUYHOI 1HQPACTPYKTYpH 1 OOpOTHOM 3 CyYaCHUMHU Ta MEPCIEKTUBHUMU
BITJIA 3 0OrpyHTYBaHHSM iX BapTOCTI.

[Tosiea HOBOTO BUY 030poeHHS — BITJIA Ta iX 3acTOCyBaHHS B OCTaHHIX BOEHHUX
KOH(IIKTaX BHSBHIIM CYTTEBI HEIONIKH 3€HITHHUX KOMIUIEKCIB, IO CTOSATH Ha
030pO€HHI B PI3HUX KpaiHax. AHaI3 XapaKTePUCTUK 3CHITHUX KOMIUICKCIB
NPOTUIIOBITPSHOT OOOPOHM TPOBIMIHUX KpaiH CBITYy TOKazye, IO Oarato
PI3HOMAHITHHX 3asBJICHUX KOMILJIEKCIB MPOTUIIOBITPSHOT OOOpPOHM HIOWTO 31aTHI
Bpakatu sk BILJIA, Tak 1 KpuiaTi pakeTH «IOBITPS-3e€MIIs», JIITaKH, BEPTOIHOTH.
Opnak, Tpeba ycBimommioBaTH, mo Ooporhba 3 BIIJIA pi3HHX KiaciB CyTTEBO
BizpizHsieThes. Tak, miticno BIIJIA Benukux Ta cepennix po3mipiB (tumy Predator u
Reaper Big General Atomics) BHUSBISIFOTBCS, CYIIPOBOKYIOTBCS Ta BPAXKArOThCS 3
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JOCUTh BHCOKOIO edekTuBHICTIO, a 3 BIIJIA manux po3mipiB BUHUKAIOTh CYTTEBI
npoOsemu. B [2] BiamigaeThes, 1110 151 BUsiBIIeHHS Manopo3MipHuX BITJIA HeoOx1aHO
3aCTOCOBYBATH CIICIIaII30BaHl 3acO0M PO3BIIKH, IO MalTh Kpalll MOXXJIMBOCTI
BUSIBJICHHSI Ta CYIpPOBOKEHHSI Majopo3MipHux BIIJIA, cTBoproBaTu creriaiaizoBaHi
KaHaJIM MIepIIoYeproBoi rnepeiayl po3BiayBaabHOI 1H(OpMaILIii o Jii MaJopO3MIpHUX
BILIA.

Meta cTaTTi - JOCIHIKEHHSI HayKOBO-METOIUYHOTO anapary Jyisl OLlIHIOBAHHS
epextuBHocTi cucremu 3axucty OKI Big BIIJIA Ta mnpoBeaeHHS TEXHIKO-
€KOHOMIYHOTO aHajii3y 3alpoONOHOBAaHMX TEXHIYHUX pIllIeHb BEACHHSI OOpOTHOM 3
HUMHU 32 KPUTEPIEM ePeKTUBHICTH-BAPTICTb.

Bukianennsi ocHoBHOro marepiaay. KoxkHa TexHiyHa cucTema (KOMILIEKC)
3axucty OKI i1 6opoTeOu 3 BIIJIA, sk cknagHa cuctema, MOBUHHA MAaTH y CBOEMY
CKJIAJIl PSIT TEXHIYHUX CKJIATOBUX (ITIICHCTEM), TIOETHAHUX Y €MHE IILJIC.

Koxna ckiagHa cucreMa CKIalaeThCsl 3 MIJACUCTEM, IO MAlOTh CBOE I1JIbOBE
OpU3HAYEHHS. YMOBHO, Y CKJaAl CKJIQJHUX TEXHIYHUX CHUCTEM BHIUIAIOTH 32
npu3HaYeHHsIM 1HGOpMAIliiiHY, Kepyrody, BHUKOHABYY MIACUCTEMH Ta MiJICUCTEMY
3a0e3MeueHHs. IX crinbHa poOOTa i MOBMHHA 3a0e3MeunTu eeKTHBHY PoOOTYy Beiei
cuctemu 3axucty OKI 1 6opotsou 3 BITJIA.

3po3yMiJIo, 1110 KOKHA 3 HaBEJIEHUX IMiICUCTEM ITOBUHHA MPALIOBATH HAJIEKHUM
YIHOM, 3 BiNOBITHOIO e(eKTUBHICTIO. IX po3poOKa Ta BUTOTOBIIEHHS MOTPEOYIOTH
MEBHOTrO (DIHAHCYBAHHS Ta BU3HAYAIOTh KIHIIEBY BAPTICTh BCI€l CKIIAJHOI CHCTEMH.
TakuMm 4MHOM, BUHHMKA€E MOTpeOa OUIHKK €(DEKTUBHOCTI CKIIAJHOI CUCTEMHU 3aXHCTY
OKI 1 6oporsOu 3 BIIJIA nuisixomM OWIHKKM €(EeKTHUBHOCTI POOOTH CKJIaJTO0BHX
I1JICUCTEM 3 OIIIHKOIO iX BapTICHUX MOKa3HUKIB. BBaxkaeThCs, 0 «€(EKTUBHICTION €
CIIPOMOXHICTh CUCTEMHU YTBOPIOBATU CUCTEMHUH €(EKT, ajie Taka CIIPOMOKHICTb Ma€e
KUIbKICHY Mipy. Buxoasuu 3 nporo, eekTuBHICTh TexHIYHOI cuctemu Oe3nexku OKI i
6oporebu 3 BIIJIA (mporuaii) MoOXKHA OIIHUTH K pe3ylbTrar (abo pIBEHb)
(GYHKIIOHYBAaHHS BCIX YOTHPHOX MIJICUCTEM, SKUW TIparHe J0 MaKCHMalbHOTO
3HAYCHHS, 32 POPMYIIOIO:

3aXMCTY _ o\ _ Bl B2 B3 B4
Erc = E;j(i) = Ef" X E;* X E3” X E;* - max, (1)
ne EPY, EB?2 EB3 EB* - pinnosimmo, epexrusHOCTI iHdopMamiiinoi, kepyrouoi,
BUKOHABYOI IMIJICHCTEM Ta MIJCUCTEMU PECYPCHOTO 3a0€3MEUEHHS;

Bj,.., B4- BaroBi koedili€eHTH KpUTEpliB €PEeKTUBHOCTI 1HPOPMAIINHOI, KEpyrYoi,
BUKOHABYOI IMiJICHCTEM Ta MJCUCTEMHU PECYPCHOTO 3a0e3MeUeHHS,

4
j=1

Barosi koedimieHTn B; HiIbOBUX (YaCTKOBUX) KPHUTEPIiB €()EKTMBHOCTI
HaBEJCHUX MIJACUCTEM 3a3BHUYall BU3HAYAIOTHCS METOJOM EKCHEPTHUX OIHOK (1
TUIBKA TIPM HEMOKJIUBOCTI TPOBEICHHS EKCIIEPTHOrO OIWTYBAaHHS, Barum YcCIX
YaCTKOBUX KPMTEPIiiB NpUKMalOThCs piBHOBarumMu B; = 1/4).
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3a pe3ynbTaTaMu OMiHKK ePeKTUBHOCTI cmoco06iB nmpotuaii BIUIA morinsHuM €
nojaJIbIlle TMOPIBHSIHHS CMOCOOIB 3a KpUTEPIEM «E(EKTUBHICTH - BapTicThy». OIliHKA
BUKOPHUCTAHHS JCKUIBKOX CIOCOOIB MPOTHUIIi 3BOAUTHCS 10 (OPMYBaHHS €IUHOTO
KPUTEPIIO IIUISIXOM 3TOPTKH IITHOBUX KPUTEPIiB KOMKHOT 3 I1JICUCTEM.

ABTOpamu 3ampornoHOBaHa MKana oIk eekTuBHOCTI cuctemu 6e3nexu OKI i
6opots0u 3 BITJIA, 1o HaBeneHa y Tabmwuii 1.

Tabmung 1. Hlkana omninku edektuBHOCTI cuctemu 6opothou 3 BITJIA 1 KP

PiBeHb e)eKTUBHOCTI 3HaYeHHs OKA3HUKA
Iyxe epeKkTuBHa Ere 7208
3aXUCT

EdexTuBHa 0,8 > Eq¢ ¥>0,6
HenocratHpo eeKTHBHA 06>E 7 =04
HeedektupHa 0,4 > E%aCX“CTy > 0,2

Jlyxe HeepeKTUBHA Ere 7V <0,2

BucHoBku

3acobu O6opothOu Ta mpotumali 3 BIIJIA nmouibHO po3risgaTé 3 CUCTEMHHUX
no3utlid. KoxHa 3 4OTUpbOX MiJICUCTEM, IO BXOJATh O CKJIay TEXHIYHOI CHUCTEMU
6e3mnexu OKI 1 60opotsou 3 BITJIA , BHOCUTH CB1M BHECOK y €(h)EKTHUBHICTb 111€1 CUCTEMH,
10 Y CBOIO YEPry JOoToMarae BUSBIISTH HAHOUIbIN e(peKTHUBHI CIIOCOOM OOPOTHOM Ta
IPOTHUIIT B PI3HUX YMOBaX 0OCTaHOBKH.
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28.3AI'PO3U BE3IIELI MEPEXI HA KAHAJIBHOMY PIBHI
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E-mail: palahin@ukr.net, o.ivchenko@chdtu.edu.ua

Network security threats at data link level

The article analyzes the main threats to the security of level 2 devices and methods of overcoming
them. Analyzed CAM table overflow attacks, VLAN hopping, inter-VLAN and double-tagged VLAN attacks,
DHCP related attacks, ARP attacks, address spoofing, STP attacks. The goal of such attacks is intercepting
traffic and gaining access to more important confidential information.

[Tpuctpoi Mepexi, SKi MPaIIOIOTh Ha JpyroMy piBHI eTtamoHHoi mojaem OSI
BBAKAIOTHCS HAWCIAOIIO JIAHKOK B iH(pacTpykTypi Oesmekm [1-3, 6].
PosnoBcromkena | T-nomituka BYOD, BukopucTaHHs BIpTyaJIbHUX MEPEX 1 HU3KH
CKJIQIHUX aTaK, 30UIbIIYIOTh BIPOTIIHICTH TOTO, IO MEPEXKI CTAIOTh OUIBII
ypa3JIMBUMU J0 IPOHUKHEHHS caMe Ha piBHi L2.

[Iporokonu piBHa L2 pgyxe yacTo 3aimuIiaroThes O€3 HajeXHOi yBaru i
371€01TBIIOTO MPAIIOIOTh 31 CTAaHAPTHOIO KOH(ITYpaIli€lo.

Cnig mam’statv, 1O TOPYIICHHS MepexHoi Oe3mexku Ha piBHI L2 Takox
BIJTUBATHME Ha BC1 PiBHI, pO3TalIoBaHi BHIe. TakuM 4MHOM, (axiBIAM 3 MEPEKHOL
Oe3neky TOTPIOHO TaKOX 3amo0iraTd 1 BYACHO HEWTpadi3yBaTW aTakud Ha
iHppacTpykTypy LAN piBHs L2. B poboTi mpoBeneHHid aHaii3 OCHOBHHMX 3arpo3
Oesreri NPUCTPOiB PIBHA 2.

OcCHOBHI 3arpo3u KaHAJIbHOI'O PiBHA

Ataku CAM Table Overflow [3]. Jlo HuX HalexaTh aTakd 3 MEPEIOBHCHHS
tabmmb MAC-anpec komyrtatopiB(MAC-dayn). B pesynbrari ataku KomMyTaTop
MIOYMHAE PO3CUIIATH KaJpH, 10 HAIXOAATh Ha Bl moptu oAHiel VLAN, 1o Bukivkae
171eaJibH1 YMOBH JIJIs IEPEXOTUICHHS. Taki aTaku CIUPAIOTHCS HA TE, 110 Y KOMYTaTOPIB
oOmexxenuii po3mip tadmuis MAC-anpec. [lpu 3amoBaenni tabnuii MAC-ampec
3JI0BMUCHHK 3MOKe€ 0a4UTH BC1 KaAPH, 110 PO3CUIIAIOTHCS, 3 YCiX TopTiB ojHieT VLAN.
Ataxu CAM Table Overflow moskHa 3xificHIOBaTH 3 BUKOPHUCTAHHIM TaKHUX 3aCO0IB,
sk macof, Scapy Ta in.

Ataku tuny VLAN hopping [1, 2] [03BOJISIIOTH 370BMHUCHOMY Tpadiky
notparuisité 3 ofgHiei VLAN mo 1Hmoi 6e3 qonomMoru mapiuipyTuszaTopa. Taka aTaka
MOJKJIMBA, SKIIO MOPT OCHOBHOT'O MEPEKEBOT0 KOMYTaTOpa 3HAXOJUTHCS B PEKUMI
aBTO-TPAHK, 110 XapakTepHO st komyraTopiB CiSCO. 3a JI0mOMOror cremialbHuX
3ac00iB MOYKHA HAIAIITOBATH XOCT HA BUKOHAHHS POJIi KOMYTaToOpa i CKOPHUCTATHCS
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(YHKIIIEI0O aBTOMATHYHOTO Y3TO/UKEHHS MAariCTpaJbHOTO MOPTY OCHOBHOTO
KoMyTatopa i oTpumyBaTu Tpadik Bcix qo3BojeHux VLAN.

B cepenoBumii BipTyadbHUX MAaIlIMH 32 JIOMOMOTOKO CIICHIAJIbBHUX 3ac00iB
(Hampukjaa Yersinia) CTBOPIOIOTHCS Ta BUKOPHUCTOBYIOTHCS CIIEIialibHI iHTepdeiicH 3
MOXKJIMBICTIO BIJITPaBJIEHHSI TETOBaHOTO TpadiKy, B Pe3ybTaTl YOro 3a0€3MeuyeThCs
MO>KJIBICTh OOMiHY JaHUMH 3 BY3JIaMU B OKPEMHX MEPEKEBUX CETMEHTaX, JOCTYII J0
SIKUX PO3MEKOBYETHCS KOMyTaTOpoM 3a jornomororo VLAN.

Araku nepexoniB Mk VLAN 1 VLAN 3 nmoasiiinnmu Teramu. J{o HUX Takoxk
HaJIeXKATh aTaKH, [0 BUHUKAIOTHh MiX npuctposimu y criisibHin VLAN [2, 3].

Araxy, ioB'szani 3 DHCP [2, 3]. [Ipu3Bonsts 10 BrCHaXeHHS Ta miapooeHnas DHCP.

ARP-araxu [3, 4]. [lo Hux Hanexarts ataku 3 miaminu ARP 1 otpyenns ARP-kery.

B pesynpraTi Takoi aTakd ~— HAJACHIAETHCS IHIIUM XOCTaM Yy TMiIMEpPexi
camoBinbHI ARP-Bimmosini, sxi mictate MAC-aapecy 3moBmucHuka 1 IP-ampecy
IUTI03Y 32 3aMOBYYBAHHSM, 10 PUBOAUTH 10 OTpyeHHsT ARP-kelny 1 miaMiHU HLTI03Y
3a 3aMOBYYBAHHSIM.

Jlst cTBOpEHHSI aTaku TmocepeiHuka 3 BUKOpucTaHHSIM ARP, MoxyTh OyTu
BukopucTani dsniff, Cain & Abel, ettercap, Yersinia ta ixmi.

[TimpoGenns anpec [4, 5]. 3aiticHIor0ThCS Yepe3 ataku 3 mamMian MAC- 1 IP-aapec.

Artaku Ha STP [2, 3]. ITokmanaroThcst Ha MaHiImyJILii 3 MpoTokosioM Spanning Tree.

BucHoBku

Po3risnyTi 3arpo3u 6e3mer MoXyTh CHPUUMHHUTH 11epedoi B poOOTH Mepexi 1
CHPUSITU MEPEXOIUIEHHIO TPadiKy 3TI0BMUCHUKAMU, SIKUM BJAJIOCS IPOHUKHYTH B 001aCTh
mii piBas L2. ToMy 3aMHIIa€THCS BAXKIIUBUM 3aXHCT MEPEKHUX MPUCTPOIB KaHATLHOTO
PIBHSI 1 MOHITOPUHT POOOTH MEPEXI.
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29.METOJIOJIOT IS MIATBEPKEHHSI MOKJIUBOCTI PEAJIIBALI
BUSIBJIEHUX BPA3JIMBOCTEN B KOPITIOPATUBHIN MEPEXKI 3
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METHODOLOGY FOR CONFIRMING THE FEASIBILITY OF
EXPLOITING DETECTED VULNERABILITIES IN A CORPORATE
NETWORK USING POLYNOMIAL TRANSFORMATIONS OF BERNSTEIN

This report presents the results of an experimental study of the modern vulnerability
exploitation tools functioning. Based on this, general quantitative characteristics of the vulnerability
validation process were identified, including the number of successfully and unsuccessfully validated
vulnerabilities. To describe the dynamics of this process, taking into account the complex and
changing nature of the environment, a mathematical model of the analysis of these characteristics
based on Bernstein polynomials was developed. In particular, the proposed model allows to obtain
analytical dependencies for the aforementioned characteristics, which in turn makes it possible to
build probability distribution laws for them and predict the next values of their magnitudes.

Uepsensr 2017 poky — Bipyc NotPetya atakyBaB iHGPacTpyKTypy BEIHUKHX
KoMIaHii, Takux sk Hoa momra, Hadroras, KuiBenepro, a Takox iHGpacTpyKTypy
O0aratbox 0aHKIB Ta MOOLTbHUX OINEPaATOPIB.

I'pynens 2020 poxky — B XOAl CIUIaHOBaHOi KiOeporepainii Oysio 3apaxeHe
KOMII’FOTEPHUM BipycoM nporpamue 3ade3nedeHHs: SolarWinds, sike BAKOPUCTOBYIOTh
JIepKaBHI1 CIIy>KOM Ta BEJMKI KOopIiopailii 6ararbox KpaiH CBITY.

[le nume napy NOpUKIAAIB HAWMOUIBII TYYHHX IHIMACHTIB KIOCPHETUYHOI
0e3MeKu, sIKI MPU3BENd 10 3HAYHUX (PIHAHCOBUX, PENyTALIMHUX 30MTKIB, a TAKOX
MIOTIPIICHHS KUTT€3a0€3MEeUCHHs] HACEJICHHSI BIJIMOBIIHOI KpaiHU Ha TIEBHUM Tepion
yacy, 4epe3 OCHOBHI MUl JaHUX KiOepomepalliii, cepen SKUX, 3HayHA YacTHHA €
o0’extamu KpuTHUHOI 1H(DpacTpykTypu. IlogHs KUTBKICTh 00’€KTIB KPUTHYHOI
1HOPaCTPYKTYpH, SKi aTaKylOTh 3JIOBMUCHHUKH, 3poctac. (OcobiMBO 1ie cTajo
aKTyaJIbHUM TI1J] Yac MaHAeMii, Koim Oi3HeC-TIpoliecH MeperIiuii B OHJIaH-(hopmar,
o 1me OiibIlle MPUBEPHYNIO yBary KiOep3mouwHINB. 3rimHo 31 3BitoM ENISA [1],
ArentctBa €Bpomneiickkoro Coro3y 3 kibepoOesneku, B 2020-2021 pokax 3pocina
KUIBKICTh aTaK Ha TakK 3BaHI «JIoMalliHi o¢icu», TOOTO MporpaMHe 3a0€3MeUeHHs, 110
JI03BOJISIE CTBOPIOBAaTH €JIMHY KOPIOPATHUBHY MEPEXKY Ta OCOOMCTI KaOlIHETH
IpaliBHUKIB 33 U151 JUCTaHI1HHOT popMmu mipati. e mpuszBeno 10 301IbIIEHHS 3arpo3U
BUTOKY JAaHuX Jy1s 613Hecy 3 8,7% y 2020 poi 10 81% y apyromy kBaptani 2021 poxy.
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Kpim Toro, kommanist Accenture 3adikcyBana y cBoeMy 3Biti [2] Big nucronana 2021
POKYy, 110 55% KoMMmaHiil (3 plyHUM J0X0A0M Ounibiie 1 MIp. 10J1apiB) HETOCTATHBO
e(eKTUBHO TONepe/KaloTh KiOepaTaku, HAJATO MOBUILHO BUSBISIOTH Ta YCYBalOTh
ypa3IuBOCTI.

Taka TeHJEeHIIA 30KpeMa cTajla MOXJIMBOIO 4Yepe3 BIAHOCHY TPUBIAIBHICTh
MOJIOJIAHHST MEPEKEBOr0 MEPUMETPY, OCKUIBKU OUIBIIICTh aTaK HOCUTb PYTUHHUN
XapakTep, a iXHs peanizallii Bce 1€ 3aIMIIAETHCS MOXKIIMBOIO JIMIIE Yepe3 Te, M0
KOMIIaHi1 He 3[[IHCHIOIOTh CBOEYACHE OHOBJICHHS CBOT'O MPOTPaMHOT0 3a0€3MeYeHHS], B
pe3ynbTaTi dYOro, BiJIOMI BPA3JIMBOCTI POKAMU 3aJHIIAIOTHCS «HE3AKPUTHMM.
BogHnouac Taka cuTyarisi YCKJIQIHIOEThCS JWHAMIYHUM 3pPOCTaHHSM KUTBKOCTI
Bpa3IMBOCTEN Ta X KPUTUYHOCTI [3], Ha pALy 31 COPOIICHHSM MPOBEICHHS aTak 3a
paxyHOK B)K€ TOTOBUX EKCIUIOMTIB (IIPOTrpaMHUX MOAYJNIB, IIO BHUKOPHUCTOBYIOTH
c1a0Ki MiCIIs B KOMIIOHEHTax 1H()OpMaliifHO-KOMYHIKAI[IITHIX CHCTEM Ta BPa3INBOCTI
B [I3 3 wmeroro peanizaiii HECAHKI[IOHOBAHOTO BIUIMBY Ha IIJILOBY CHCTEMY,
IIPOBEJICHHSI aTaku), SKI MOKHA 3HAWTHU Yy BIAKpUTHX 0a3ax, abo MpocTo mnpuadartu,
HalyacTille B JapKHETI.

3a TakuX yMOB, 1)1 3a0e3nedeHHs 0e3neky iHhopMaIliitHuX CUCTEM, BaXKJIMBUM
HAMpPSIMKOM € BIPOBAKEHHS MPEBEHTUBHUX MeXaHi3MiB. Cepell TaKMX MEXaHi3MIB,
JIOCUTh TEPCINEKTUBHUMHU BUSABIISIIOTHCS METOAM AKTHUBHOTO aHAII3y 3aXUINEHOCTI,
OCKIJTbKM BOHHM JIO3BOJISIIOTH BHUSIBUTH Ta TMIATBEPAUTH MOXKIIMBICTh peami3altii
KOHKpETHHUX BpaznuBocTeil. Lle, B CBOIO yepry, 03BOJIsI€ BU3HAUUTU (DaKTUUHHIMA
piBeHb Oe3MeKkH 1H(QOpMaLIHHUX CUCTEM Ta MEPEX, HA OCHOBI 4Oro, BXke (popMyBaTH
peKOMEeH Al 010 YCYHEHHS MIATBEPIKEHUX BPa3INBOCTEH.

ToMy yHAOCKOHAJEHHS TEXHOJIOTIA CBOEYACHOTO BHUSABJICHHS Ta 3aKpUTTS
BPA3JIMBOCTEH y KOPIMOPATUBHUX MEPEkax, L0 JO3BOJSIOTH MIHIMIZYBaTH PHU3HUK
MIPOBE/ICHHS KIOEpaTaKy, € aKTyaJIbHUM MMUTAHHSM.

OTxe, BUXOISYM 3 BHILE3a3HAUEHOT0, OYJIO MPOBEJIECHO EKCIIEPUMEHTAIbHE
JTOCITIDKeHHST (DYHKIIIOHAJIBHUX MOMJIMBOCTEH CydacHUX aBTOMATH30BaHUX 3acO0iB
eKCIUTyaTallii Bpa3JIMBOCTEH B XOJ1 SKOTO BHSIBICHO, IO SKICTh MEPEBIPKUA Ta
MIATBEP/PKCHHST  MOXJIMBOCTI  peaniizailii  Bpa3MBOCTEM  LUIbOBUX OO0 €KTIB
KOPITOPATHBHOI'O MEPEKHOTO OTOUCHHS MOJKHA MPEICTAaBUTH y BUTIIAAI BekTopa (s,
gf, Jc) TPHOXBUMIPHOTO BEKTOPHOTO IPOCTOPY, ne (s — abciuca, ska BU3HAYAE
KUIBKICTh YCIIIIIIHO TEPEeBIPEHUX BPa3IUBOCTEH, (f — OpAMHATA, SKA BHU3HAYAE
KUIBKICTh HEMEPEBIPEHUX BPA3NMBOCTEH Ta (¢ — aIlIKaTa, sSIka BU3HAYA€ KIJIBKICTb
BUTIAJKIB TEPEBIPKM BPA3IUBOCTEH, IO MPHU3BENU A0 KPUTUYHHX MMOMHJIOK Ha
IJTbOBOMY 00’ €KTI1 Ta MOAANIBIIIOT BTPATH 3 HUM 3B’ SA3KY.

B pesynbrari, 6yn0o moOygoBaHO MaTE€MaTUYHY MOJENb aHali3y KUIbKICHUX
XapaKTEPUCTUK TMPOLIECY MIATBEP/KEHHS MOXJIMBOCTI peali3allii Bpa3IMBOCTEN
iH(QoOpMaIIfHUX CUCTEM METOAOM perpeciiiHoro anamizy. s mporo, crepury
OIIHIOIOYM CTATUCTUYHHUM 3B’S30K MK 3MIHHUMHU t 1 (s, (f, (c 3 BUKOPHCTAHHSIM
koedirienTa kopensiii R, BCTAaHOBIEHO HOTO JIHIHHICTb.

[Tpu iboMy co1ij] 3a3HAYMUTH, 10 HAUTICHITIHM JIIHIMHUHI 3B’ 30K CIIOCTEPIraBCs
MDK 3Ha4eHHsMU T Ta O . BignmoBigHO, MOXKHA CTBEPKYBATH, IO MpU 301IBIICHHI
OJIHOTO 3HAYEHHS B CEPEIHBOMY 301IbIIYETHCS U 1HIIIE.
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3amis MoJaHHs EMIIIPUYHHUX 3aJSKHOCTEH MK MapaMeTpaMu, IO OMUCYIOTh
MOBEJIIHKY TMpOollecy TIATBEPPKCHHS MOXJIMBOCTI  pealli3allii  Bpa3JMBOCTEH
1HpopMaIItHUX CUCTEM B 3pO3YMUIIM Ta CTUCTINA (opmi, OyJI0 MPUUHITO PIIICHHS
anpOKCUMYBAaTH EKCIIEpUMEHTANIbHI JaHi. BomHodac, 3amyis OTpUMaHHS HaWOiIbII
JIOCTOBIPHUX Koe(iIieHTIiB arpOKCHMAaHTH, CKOPHUCTAJIUCS TEOPEMOIO
bepuiuretina [4, 5].

JlaHa Teopema moJsra€e B TOMY, IO JOBUIbHY HemnepepBHY dyHkiio f(t), ska
BH3HAuUEHA 1 HeTepepBHO-AU(epeHIiioBaHa Ha Biipi3Ky [0;1], MokHA MIpeICcTaBUTH Y
BUTJISIZII TIOJITHOMY:

B, (1:6)=8,(0)=3 1 £ o, (1), o

, CY :n—!,tH—HopMOBaHHﬁ Jac.
ki(n—k)!
Buxoasun 3 pe3ynabTariB NPOBEIECHOTO EKCIEPUMEHTAIBHOTO JOCIIKEHHS,
OyJI0 BCTAaHOBJEHO, IO Yac PAal[lOHAIBHOIO LMKJIY MEPEBIPKU Bpa3JIUBOCTEU Yy
BHITQJKy IHCTpyMeHTy Armitage cranoButh 345 cekynua. Tomy, crepiry, Ciia
HOPMYBATU YaCOBUM 1HTEPBAJI HACTYITHUM YHHOM:

t, = )

n—k

ne b, (t,)=Ckt . (1-1,)

ne T — yac mepeBipKM BpPA3IMBOCTEH IILOBOTO 00’€KTa KOPHOPATHUBHOIO
MEPEKHOTO OTOUYEHHS 3a CEKYH/IU (Yac palloHAJIbHOTO LIUKILY);

tj — yac, MPOTATOM SIKOTO Bi/ITTOBITHI XapaKTePUCTUKH (s, O , O|c) TPUAMAIH CBOT
3HAYEHHS B paMKaXx pallOHAJIbHOTO LIUKITY.

[licnss yoro, HACTyMHUM KpPOKOM, BUKOPHUCTOBYIOUM OTPHUMAaHI CTaTUCTHYHI
JaHl, po3paxoBaHWil HOpMoBaHWi yac t, Ta Bupa3 (1), OTpUMyeEMO MMOYATKOBI
aQHAJIITUYHI 3aJeXKHOCT1 JJIsI KOXKHOI 3 XapakTepucTuk. Tak, 0 TpUKIaLy, AJIs
KUTBKOCTI YCHIIIHO MepeBipeHux BpasznuBocTei (s=0s(t,) Oya0 oTpuMaHO HaCTyIHI
MOYaTKOB1 aHAJIITUYHI 3aJIEKHOCTI:

qs (tu) = qs (O)bo.ll(tn) + qs (0!168)b111(ty) + qs (0’188)b211(tu) + qs (01 206)b311(tn) +
+0,(0,238)b, ,, (t,) +0,(0,241)b; ;; (t,) + 9, (0,249)b, ,, (t,) +9,(0,333)b, , (t,) +

+0,(0,446)D, ,, (t,) + 0, (0,849)by , (t,) +0,(0,957)by , (t,) + 0, (Db 5, (8,)-

OcTaHHIM KPOKOM 3IHCHIOEMO ITiICTAHOBKY BIIMOBITHUX MOJIIHOMIB Dy n(t,) Ta
BHUPaXoOBYyeMO 0€3MocepeIHhO cami 3HaYEHHS JaHUX aHATITUYHUX 3aJICKHOCTEH:

Q, (tH) = b1.11(tn) + 2b2.11(tn) + 2b4.11(tH) + b5.11(tH) + 3b6.11(tn) + b7.11(tH) +
+3b9.11 (tH) + 3b10.11 (tH) + 3b11.11 (tH)- (3)

AHaNOTIYHUM YMHOM OYyJM OTPUMMaHI MOYATKOBI aHANITHYHI 3aJIEKHOCTI IS
KIJIbKOCTI  HemepeBipeHux BpaznuBocted Qr=0i(t,), (4) Ta KUIBKICTh BHITQJIKIB
HIePEBIPKU BPA3IMBOCTEH, 10 MPU3BEIH 0 KPUTUIHHUX MOMIIIOK (c=0c(t,), (5):
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qf (tH) = 81b111(tn) + 8Ob2.11(t1-;) + 39b3.11(tn) + 92b411(tn) +
+43h; ,, (t,) + 930, , (t,)+ 610, (t,) +830, ,,(t,) +

+762b9.11 (tH) + 777b10.11 (tH) + 3O6b11.11 (tH) (4)
qc (tH) = bl.ll(tH) + 3b2.11(t1-1) + 2b4.11(tH) +
+2b6.ll (tH) + b7.ll (tH) + b8.ll (tH) + 3bll.1l (tH)' (5)

TakuM 94MHOM, B pe3ysIbTaTi 0yJI0 OTPUMAHO HACTYITHI aHAIITHYHI 3aJI€KHOCTI:

a,(t) =206, )
at)=2a, )b, )

@) =208,

AK1 € OCTATOYHUMHU BUPa3aMU JIJIs1 TOCH1KYBAHUX XapaKTEPUCTUK MTPOIIECY MEPEBIPKU
Ta MATBEPXKEHHS MOXJIMBOCTI peajizallii Bpa3IuBOCTEeH 1HPOPMaIIIMHUX CUCTEM.

BucHoBku

1. ¥V xoml excriepuMeHTaIbHOTO JOCHIKEHHS (DYHKI[IOHYBaHHS Cy4acHUX
3ac001B €KCILTyaTallii Bpa3iMBOCTEH OyJi0 BHSBJIEHO Yy3arajlbHEHI XapaKTEPUCTUKH
MPOLIECy MEePEBIPKU BPA3IUBOCTEH.

2. Po3po0iieH0 MaTeMaTUYHy MOJEINb ISl aHali3y KUIbKICHUX XapaKTePUCTHUK
MpoLeCy TEepEeBIPKM BPA3IMBOCTEH 3 ypaxyBaHHAM CKIIQJHOTO Ta MIHJIHBOTO
xapaktepy cepegoBuia. OcoOJMBICTIO PpO3pOOJIEHOT MOAEHI € 3aCTOCYBaHHS
MOJIIHOMIAJIBHUX NEepeTBOpeHb bepHinTeiiHa.

3. YV Xoll MOJENTIOBaHHS aHAI3y Y3arajlbHEHHUX KiJIbKICHHX XapaKTEPUCTHUK
IpoIeCy NEPEBIPKU BPa3IUBOCTEH OyJ0 BHBEIEHO iX aHAMITHYHI 3aJ€KHOCTI, IO
MTOBHOIO MIPOIO BiJIOOpakaroTh IMHAMIKY IIBOTO TIPOIIECY.
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Parametric method of spectral analysis of signals
of critical infrastructure objects

The research established that the method of spectral analysis, based on the classical Prony
method, improved by replacing fading sinusoids with the use of non-fading sinusoids, allows you to
very accurately isolate the signal and determine its characteristics in a space rich in interference.
The method will be useful for tracking unauthorized access to information systems of critical
infrastructure facilities. In order to confirm the chosen method of spectral analysis, simulations were
carried out and graphs of spectrograms of the pulse signal were obtained using Fourier, Chebyshev,
and Bessel methods. The obtained graphical data fully confirm the advantages of our proposed
method for the spectral analysis of random short-term pulses

[IpoOnemaTka MOHITOPUHTY CUTHAJIIB IPUCTPOIB HECAHKI[IOHOBAHOT'O JOCTYITY
10 1H(QOpPMALIMHUX CUCTEM OO0’ €KTIB KPUTUYHOI 1HPPACTPYKTYPH 3aIMILAETHCA
ofHi€Er0 3 HairocTpimmx mpodisem cworomeHHs [1]. CTpiMkuii  pO3BHUTOK
iHpOopMaIIfHUX  TEXHOJIOTIH BHMAara€e TOCTIHHOTO BJIOCKOHAJEHHS METOJIB
MoHITOpUHTY. HeoO0XimHO 3a3HayuTH, MIO0 OCTAHHIM YacoM 3pic 1HTEpec J0
napamMeTpUYHUX METOJIB CHEKTPAIbHOTO aHalizy. MeTou CHEeKTPaJIbHOTO aHajizy
BHUIQJIKOBUX CHTHAJIIB MJUIATHCS Ha JBa BEIWKI KIIACH — HeEMapaMeTpHyHi 1
napamMeTpuyHi. Y HelapaMeTPUYHUX METOJIaX BUKOPUCTOBYETHCS TUIBKHU 1H(POpMAITis,
0 MICTUThCS Yy JaHUX aHajizoBaHoro curHaiy. IlapameTrpuuni meroau
nepea0avyaroTh HAsSBHICTH JESKOI CTATUCTUYHOI MOJIENI BUITQJIKOBOTO CHUTHATY, a
IPOLIEC CIIEKTPAIIBHOIO aHAJI3y B JAHOMY BUIIAAKY MICTUTH BU3HAYEHHS MMapaMeTpiB
el moxeni [2].
3HayHa poOJIb B aHAJI31 CUTHAIIB HAJIECKUTh KOMIUIEKCHOMY MEPETBOPEHHIO
®yp'e [3]. [TepetBopenns Oyp'e (I1D) i ioro nuckpetHi ananoru (JI1P) nodpe Bigomi
Ta MIMPOKO 3aCTOCOBYIOTHCS B TEXHIIl CHEKTPAJIbHOTO aHali3y MpU CTaHAAPTHIN
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0o0poOmi pamiocurHaniB. BoHo e()eKTHBHO B OOUYMCIIOBAIILHOMY BITHOIICHHI Ta
IpOoCTO B peanizaiii. Sk mpaBuio, Taki MpoLeIypHu Na0Th XOPOIll pe3ylbTaTh MpU
aHaji31 4YacTOTHOTO CKJIaJly TPUBAJIMX 3a 4YacoMm pajiocurHaiiB. OmHak Bigomi
OPUYMHU, TI0 OOMEXYIOTh 3aCTOCYBaHHS mepeTrBopeHHss Dyp'e [4] mpu aHamizi
KOPOTKHUX CHUTHAIIB, SKUMH MOXYTh OyTH ITM(POBI pPaaioiMIyJIbCH HANpPUKIa,
Bukopuctanus 1P qis ycideHux 3a 4acoM CHUTHaJIB MPU3BOJUTH HAC 10 €(EKTIB
['166ca, sKi CIOTBOPIOIOTH 1H(GOPMAITIIO TTPO CHEKTP CUTHAIY 1 HE Tal0Th MOKJIMBOCTI
3a0€e3MeYNTH BUCOKY TOYHICTh B CHEKTpalbHOI 00JacTi MpW aHajii3l rapMOHIHHUX
KOMITOHEHT.

BuxopuctanHs BIKOHHOTO TiepeTBOpeHHS Dyp'e TMOKpalrye OIiHIOBaHHS
CIIEKTpIB, ajie¢ HE J1a€ TTIOBHOTO PO3B'I3aHHS 3a3HAUYCHOI TPOOIEMHU.

BukonaHi 3a oCTaHHI KiTbKa NECATHIIITH BCEOIYHI JOCIHIIKEHHS 3 IHTAHb
1IM(POBOTO CHEKTPATHLHOTO OI[IHIOBAHHS MPUBEIH JI0 ICTOTHOTO PO3BUTKY CYYacHHX
TEXHOJIOT1 B i ramy3i. [IparHeHHs 10 3HAXOKEHHS MEPETBOPEHb, SIKI Kpalle
BIJIMOBIAAIOTh HEBEJIMKOI TPHUBAJIOCTI CHUTHAMIB, IO BOJOMIIOTH JOBLILHUM
TUMYAaCOBO-IIPOCTOPOBMM CTAaHOBHIIIEM, MPHU3BEJIO JIO MOSBU BeiBieT-anamisy [5]. B
HOTr0 OCHOBI JIeXKaTh KOPOTKI (DYHKIIIT, IO BOJIOAIIOTH TUMYACOBOI (MPOCTOPOBOI) 1
YaCTOTHOIO JIOKAJII3AIlI€l0, 10 Ja€ Kpally armpoKCUMAIlII0 JJIsi KOPOTKUX CUTHANIB 1
JI03BOJISIE TOYHIIIE BHU3HAYATH iX TapMOHIMHI KOMHOHEHTH. OJHaK BUKOPUCTAHHS
BeWBIIET-aHATI3y MPU 0OPOOIIl PaIIOCUTHAIIB MOXKE MaTH JIesKl OOMEXKEHHS 3 TOUKU
30py 1HTEpHpeTallii, o MoB's13aHo 3 GopMaJIbHUM BHOOPOM JAESKUX OPTOTOHATBHUX
¢yHKUIA K Oa3zucy BIANOBIHOTO IEPETBOPEHHS. 3 BHUIIEBUKIAIECHOTO MOXHA
3pOOUTH BHCHOBOK IIIO MHUTAaHHS NEPETBOPEHHS Pajilo CUTHAIIB 3 MOAAIBIIUM HOTO
aHaJI130M OCTaTOYHO HE BUPIIICHE 1 BUMArae moCTIHHOTO BIOCKOHAJICHHS.

OmuuM 3  METOIB, 110 JO3BOJISIIOTH BUPIIIUTH BKa3aHl HEHOJIKH €
napaMeTPUYHUNA METOJI CIIEKTpaabHOTO aHai3y [IpoHi, 0 BUKOPUCTOBYE YSBICHHS
CIIOCTEPEKYBAHOTO TMPOIIECY Y BUMIISAI KOMIUIEKCHOTO EKCIOHEHIAIBHOTO PSIY.
Meron no03BOJsiE 3a BIUTIKOM CHTHaly 3HAWTH MapaMeTpu IUX KOMIUIEKCHUX
€KCIIOHEHT, 110, Y CBOIO YEPry, J1a€ MOMJIUBICTh 3aIMCATH BUPA3 JJIA CIIEKTPAIbHOI
HIUTBHOCTI AociimpkyBanoro curHany. lllupoke 3actocyBanns merony Ilponi cramo
MOJKJIMBUM TIJIBKM OCTaHHIM YacOM, OCKUIBKH BIH ICTOTHO HEJIIHIMHHWHM 1 BHMarae
BEIIMKUX OOYHMCIIOBAJbHUX BHUTpAT. Y 3B'SI3Ky 3 IIUM BHUHHKJIA HEOOXIJHICTh
JETANBHOTO JOCIHIKEHHSI JaHOTO METOAY 3 TOYKH 30py OINTHMAJIBHOCTI MOro
MaTeMaTUYHOI peani3alii, a TaKoK MOTEHUINHOI CTIMKOCTI 10 (piIyKTyalii BIIJIIKIB
CUTHAJIy 1 IIyMIB TUCKpETU3AIlii.

Hamu po3riissHyTO METOIU CIIEKTPAIbHOTO aHaJIi3y 3aCHOBaHI HA BUKOPHUCTAaHHI1
OyIb-sIKOi MOJIEN AJIsl OMUCY CUTHATY, TOOTO MPH iX BUKOPUCTAHHI POOIATHCS IESIK]
OPUMYLIEHHSI MPO TMOBEIIHKY CUTHAIIy I03a IHTEpPBaly CIOCTEPEXKEHHS. 3aBIaHHS
CIEKTPAJIBHOTO OIIHIOBAHHS TPH IIHOMY 3BOJIUTHCSA 10 3HAXOKCHHS ITapaMeTpiB
BUKOPHUCTOBYBAaHOT MOJIENI, SIKAa BUOMPAETHCS BUXOASYHM 3 HASBHOI ampiopHOi
iH(MOpMaIIi mpo mporiec, SIKAH TOCTIKYETHCS. 3aTIPOITOHOBAHO METO]T CIIEKTPAIBHOTO
aHai3y, Ha OCHOBI KJlacuuHOTO MeToa [TpoHi, kvl y10CKOHAIEHUH TIUIIXOM 3aM1HU
3aracaruux CHUHYCOiJl Ha BHUKOPUCTAHHS HE3TaCHUX CHHYCOIM, IO JO3BOJIAE TyKE
TOYHO BUJITUTU CUTHAJI 1 BA3HAYUTHU MOTO XapaKTEPUCTUKHU Ha TJ1 Ay»,e 0araroro Ha
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nepemkoau epipHoro mpocTopy. 3aCTOCOBAHO AJITOPUTM IIBHUIKOTO MEPETBOPECHHS
JUISl BUPILIEHHS HOPMAJbHUX PIBHSAHb 3HAXOJKEHHS 3MIHHUX [JIsl IMOCHIJOBHOTO
BHU3HAYEHHS MApaMETPIB CUTHATY TaKUX SIK aMILTITya, 4acToTa Ta (asa.

BucHoBkn

Orns METOIB CIEKTPATIbHOIO aHalli3y MOKa3aB, 110 METOJ CHEKTPaJIbHOTrO
aHaJTi3y, Ha OCHOBI KJIaCUYHOTO MeToaa [IpoHi, sikuil yI0CKOHATCHUH IIJITXOM 3aMiHU
3aracalo4nx CHHYCOiJ Ha BUKOPUCTAHHS HE3raCHUX CHHYCOIM, T03BOJISIE Iy’KE€ TOYHO
BUJUINTA CUTHAJ 1 BU3HAYUTH HOTO XapaKTEpUCTUKU Ha Tl Ayxke Oaratoro Ha
nepemkoau  edipHoro  mpoctopy. Jlamumii  metom  Oynme  KOPHCHHM IS
BIJICITITKOBYBAaHHS HECAHKIIIOHOBAHOTO JOCTYITY 0 iHPOPMAIIMHUX CUCTEM 00’ €KTIB
KPUTHUYHOT 1HQPACTPYyKTypu. 3 METOI0 MiATBEPIKEHHS O0OpaHOro METOdy
CHEKTPaJbHOTO  aHali3y, MPOBEICHO MOJICTIOBAaHHS Ta OTpUMaHl rpadiku
CHEKTpOrpaM IMIYJbCHOTO CHTHaNly 3a JaonomMoror wmetoniB Pyp'e, YeOimena,
beccens. Otpumani rpadiydi  JgaHi [UJIKOM  TIATBEPIKYIOTH  MepeBaru
3allpONIOHOBAHOTO HaMU METOJa, Ui CIEKTPAlIbHOIO aHaji3y BUIAJAKOBHUX
KOPOTKOYACHUX IMITYJIbCIB.
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Risk assessment of critical infrastructure facilities, taking into account the
potentials of losses from the destructive influence of the enemy

The paper explores the problem of approaches to creating a model for assessing risks from
critical infrastructure in the direction of enemy influence. Using graph theory and probability theory,
a model has been proposed for assessing risks from critical infrastructure facilities. This model
allows to obtain quantitative estimates of the losses of critical infrastructure in the direction of enemy
influence and to analyze various scenarios for the development of emergency. The concept of
destructive-cumulative potentials of critical infrastructure objects has been introduced.

This work will be useful in the development of simulation models for assessing risks from
critical infrastructure in the direction of enemy influence, modeling emergencies.

AxtyanpHicTh TipoOnemu [1,2] OLIHIOBaHHS PU3HMKIB OOYMOBIIEHA B IEpITy
4yepry CKJIaJHOI OOCTAaHOBKOIO B YKpaiHH, JIe 3HaYHA KIJIbKICTh 00’ €KTIB KPUTHYHOT
1HPPACTPYKTYpH 3HAXOJUTHCS B 30HI BILUIMBY PaKETHO-APOHOBUX yaapiB Pociichkoi
denepairii, B MeXax YypakeHHS SKUX TepeOyBae 3HayHA KUIBKICTh ITUBUILHOTO
HACEJICHHsI Ta 0CO00BUM cKJ1a]l 30poitHUX cuil. J{Jis CKIIaHUX TEXHIYHUX CUCTEM, /10
SAKUX TaKOX BITHOCUTBCS KPUTHUYHA IHPPACTPYKTYPHU (CUCTEMH E€JIEKTPOKUBIICHHS Ta
€HEPronocTayaHHs, BOJIONOCTAYaHHS Ta BOJOBIIBEACHHS 1 T.IH.), aKTyaJbHOIO
npoOsieMor0 € 3abe3neueHHs] 00 €KTUBHOCTI, JOCTOBIPHOCTI Ta aJIeKBaTHOCTI
IIPOTHO3YBaHHA 1 mnonepemxeHHss Haa3zBuuyaiHux curyauid (HC) 1 moxmmBHX
KacKaJHUX €(EKTiB, MO MOXKYTh CYTTEBO BIUIMHYTH Ha MPHU3BECTH O TEXHOTCHHUX
aBapiii 1 katacTpod abo CyTTEBO BIUIMHYTH Ha iX (DYHKIIOHYBaHHS, >KUBYYICTb,
€KOJIOT0-TeXHOTeHHY 0e3neKy. IMOBIpHICTh BUHUKHEHHS Ta HACIIIKN TaKUX CUTYaIliH,
YMOB 1 YMHHUKIB BH3HAYalOTHCS SK IUIECTIPIMOBAHUMH (IUBEpCis, OOHOBI i,
caboTa)k) Tak 1 CTOXaCTUYHMMM IMpPOLIECaMH, IO 3@ CBOEI CYTHICTIO
XapaKTEPHU3YIOTHCS K 3arPO3H.

B Oararbox poOoTax TPOBITHUX BYCHUX PO3TISAAIOTHCA  MHUTAHHS
IMOBIPHICHOTO XapakTepy — IMOBIPHOCTI BHHUKHEHHS Ta PO3BUTKY TEXHOTCHHHX
katacTpod. Aje KpiM IMOBIPHOCTI MOI1 HEOOX1/THO BUBHAUYUTH PU3HUK, SIK1 € TTOX1THOIO
katactpodu. [Ipu Benukomy 00cCs31 HAYKOBUX JOCIIKEHb, HaXKaJb BIACYTHE €IMHE
BU3HAYCHHS MOHATTS pU3HKY. B pi3HUX cepax BiH Ma€e CBO€E crienu(iuHe BUBHAYCHHS.
B equnomy € 3roja, 1110 11€ € iMOBIpHICHA BeJIMUMHA. BOHa Mae KOMIUJIEKCHUHN CKiaj,
AKUU MOTpeOye ONTUMANIbHOTO BpaxyBaHHsS HEOOXITHUX CKJIAJOBUX IMPOILIECIB, LIO
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O0epyThb yuacTh y (hopMyBaHH1 pu3uKy. /st OTpruMaHHS OLIIHKY pU3HKY - R HeoOxiaHO
BpaxyBaTu 30UTKH, sIKI OyayTh 3aBJaHl BHACIIJIOK PyHHYBaHHS (ITOUIKOJYKEHHS)
00’€KTIB KPUTHYHOI iHPPACTPYKTYpH. BUKOPHUCTOBYETHCS MOJENb, SIKA OB SI3y€ B
cobi iMOBipHICT, BMHMKHEHHsS KaracTpodu (Hecrmpuarimsoi moxii) P; (i=1,m) ta
IMOBIpHICTh HaHECEHUX 30UTKIB W; (i=1,_n) BHACJI0K [IUX ITOIIH:

R:zPiXWi

l

Ominka pusuky [3,4] Mae mnepeadadaTtd pi3HH PO3BUTKU clieHapiiB P Ta
IMOBIPHICTbh TOTEHIIHHUX 30UTKIB W. BiJMOBIHO KIJIBKICTI ClIeHapiiB i=1, n.

Kpim Toro, B many ¢opmyny Oyae BIpHUM BKIIOYUTH Pi3HI IMOBIPHICHI
BEJIMYMHHU, SIKI MaloTh Miclie y popmyBaHHI pu3nky. Hampukian mopa poky — sika Mae
CYTTEBHUI BIUIMB Ha BUHUKHEHHS IMOXKEX, MEPIoJ CUIBHUX 3B 1 yparaniB. Tpusai
HU3BKI TEMIEpaTypH, SKi MarTh BaroMWid BIUIMB Ha CHCTEMY KPUTHYHOI

1H(PaACTPYKTYpH.

bmax

R = ﬂf P(DF(x)F(y)F(z)dxdydz

lmin

Haxanp HaBegeHa MeTOIMKA Ma€ JIMIIE 3arajJbHUN XapakTep BU3HAYCHHS
PHU3UKIB 1 HE A€ MOBHOTI'O PO3YMIHHS OLIIHKU MOTEHIIHHUX 30UTKIB.

Beegemo nousarta [ectpyktuBHO-KymydsituBHoro mnorteruiany (JAKII) D mix
AKUM OyJIeMO PO3YMITH IHTETpalIbHY XapaKTEPUCTUKY KOPENAIMHUX MPOIIeCiB
COPSIMOBAaHUX Ha PO3BUTOK KaTacTpopiyHUX MO CHUCTEMH  KPUTHYHOI
iH(ppacTpykTypu, B mIoOanpbHUX MacmTabax 3 Benukumu (monan 1000 boi.)
JIOJICBKMMU BTpaTaMy Ta MOJAJIBIIOIO JIAHITFOTOBOIO PEAKIII€I0 TMOMIUPEHHS €KOJIOT0-
TEXHOTEHHUX KaTtacTpod, SKI TaK0oX MalTh NPSIMHUI BIUIMB HA COLIAJNbHI Ta
eKOHOMIYHI cdepH.

JleCTpyKTUBHO-KYMYJISITUBHUM MOTEHIIaN MOTEHLINHO-HEOE3MEeUHOro 00’ €KTy
KPUTUYHOI 1H(QPACTPYKTYpH peai3yeTbCs 4Yepe3 YTBOPEHHS IUION] BTOPUHHOTO
YpOKEHHS TEXHOTCHHHMMHU AaHOMAIISIMA 1 PO3BUTOK JIOKAJIBHUX HEOE3MeUHUX
€K30TM€HHUX I'€0JIOTTYHUX MPOILIECIB.

Kpim Toro, Bci 00’€KTHM KPUTHYHOI 1H(PACTPYKTYpH MarOTh pi3Hy (Pi3uyHy
PUPOAY, XapakTep HAHECCHHS 30MTKIB, TOMY JJII YHOPMYBaHHS IX TPUPOIN
HEOOX1THO 3BECTH MOKA3HUKU 3HAYCHHS HEOE3MNEeKH JI0 €AMHOTO BUMIPY, YuM 1 OyJe
JKII. HeoOxigHicTh HOpMaTi3allii MOTCHITIANIB BHKIMKAHO THM, IO Pi3HI HaOOpH
JAHUX MOXYTh OyTH TpEJCTaBIeHI B Pi3HUX MacmTabax 1 3MIHIOBATUCS B PI3HUX
niama3zoHax. Hampukian, mepion karactpodu, skuit 3miHeThes Big 1 mo 100 mi6, 1
BUTPATH Ha JIKBIAAIlil0, 3MIHIOETHCS BiJl KUIBKOX THCSY JO KUIBKOX MiJIbHOHIB. Y
[[bOMY BHUIAJIKy MOXJIMBE MOPYIICHHS OalaHCy MK BIUTMBOM BXIJHUX JIaHHX,
MPEICTABICHUX Y PI3HUX MaciuTabax, Ha BUXIAHIN pe3ybTarT.

OnTuManbHUM  BaplaHTOM  HOPMYBaHHS €  3JIACHEHHsS  omeparii
norapudMyBaHHd. Lle 103BONHUTH 3amMOOITrTH BETUKOMY PO3XOKEHHIO pEe3yJIbTaTiB
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OLIIHIOBaHHS PU3MKIB MOTEHIIITHO-HE0Ee3MeYHNX 00’ €KTIB KPUTUYIHOI 1HYPACTPYKTYpH
Puc.1.

Puc.1. Y3aranbHeHa MoJieb CTPYKTYpH PO3BUTKY KaTacTpodu B HACIIIOK
aTaky Ha MOTEHI[ITHO-HEe0e3MeuHl 00’ €KTH KPUTUYHOI 1HPpacTpyKTypu ABJITBCHKOTO
KOKCO-XIMIYHOT'O 3aBOJIy Y BUTJISII1 oprpady.

Tabnuus 1. XapakTepucThky BepiiuH oprpada

Ne Omnuc noaii

1 | IIpopuB namOu HITaMOHAKONMYyBaya

2 | 3aTomnenns cena KpacHoropiska

3 | 3arubens JIr0/IeH 1 CUTBCHKUX TBApUH

4 | 3a0pyaHeHHS 3HA4HOI  TepuTopii  BiAXomamMu i3
IJTAMOHAKONIYYyBaya

5 |3abpyanenns piuok Kam’suka # OueperyBata Ta p.
Kpusnit Topenp

6 | 3a0pynnennsa Oaceiiny piuku CiBepcbkuil JloHenpb

7 | Tpauckopaonne 3a0pynHeHHs O6aceiiHy HUXKHBOTO JloHy

8 | 3aroruienns cena Becene

9 | BiryuenHs cHapsiy B XIMIYHUH HAKOIUYyBay

10 | PyitnyBanHs Tipo 6ap’epy

116



11 | Bropunne 3a0pyJHEHHS IPYHTOBUX BOJ]

12 | Bropunne 3a0pyaHEHHs [UIaMOHAaKOMUYyBada  XiM.
pEUYOBHHAMHU 3 XIM. HAKOMTUYyBaya

13 | BunuKkHEHHS MOXKeX1 Ha XiM. HAaKOMU4YyBayi

14 | BUHUKHEHHS TTOKeX1 Ha TIOPOTHOMY BiJIBaITi

15 | 3aGpyaHEeHHs MPU3EMHOI0 Iapy MOBITPS

16 | 3agumieHHS PUIIETIIOl TEpUTOPIi (3aTi3HUIHOTO MTOJIOTHA
1 TIOJIITOHY TB. TOOYT. BIIXO/I1B)

17 | TlepexkuganHss  MOXEXI HA  TPWIETIY  TEPUTOPIIO
(3aJT13HULIIO 1 TOJIITOH TB. TOOYT. BIAXO/IIB)

18 | BiayueHHs cHapsiy B IOPOJHUMN BiJIBaJl

19 | IlepexuaaHHs TOXKEkK1 HA TEPUTOPIIO MICTA

Puc.2 Cxema oprpada po3BUTKY KaTacTpo( 3 ypaxyBaHHSIM IMOBIPHOCTEM
BUHUKHEHHS KatacTpod P 1 AeCTpyKTUBHO-KYMYJISITUBHUX MOTeHLIaNiB D B 30HI
BeJICHHS 00MOBHX M.

Ha Puc.2 mokazana mojenb po3BUTKY KartacTpod MOTEHIIHHO-HEOE3MeUHNX
00’€KTIB KPUTHYHO1 1HOPACTPYKTYPH B 30H1 BeJICHHSI OOMOBUX N1 y BUTJIAI oprpada
[7] 3 ypaxyBaHHSIM IMOBIPHOCTEW BUHUKHEHHS 1 PO3BUTKY KaTacTpo( 1 1€CTPyKTUBHO-
KyMYJISITUBHUX MOTEHLINIB 30UTKIB D noTeHuiino-Hebe3neyHnx 00’ ekTiB [5,6].

Takox HE0OX1JJTHO BBECTH CTYIE€Hb YPa3JIMBOCTI 00’ €KTY Z B HACIIIOK moAii P.
CryneHp ypa3nuBOCTI BUBHAYAIOTh OKPEMO ISl KOSKHOTO MOTEHLIMHO-HE0e3eYHOro
00’€KTy 3a JIOTIOMOTOK) EMIIPUYHUX 3aJIEKHOCTeM 30UTKIB Yy COIaJbHIMN,
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eKOJIOTTYHUH, EKOHOMIYH1H 260 O10cdepi 3aeKHO Bl IHTEHCUBHOCTI JAaHUX MPOIIECIB,
OTPUMAaHUX 32 PE3yJIbTATAMHU MOJIEIIOBAHHS a00 CTaTUCTUYHOI 0OpOOKH.
PiBHSIHHA 00UMCIIEHHS! PU3MKY HA0yBa€ HACTYITHOTO BUJTY:
R, =Y P, x D
n =11 1+1-

Pusuku okpeMux po3BUTKIB ClieHApiiB OyAyTh MaTH HACTYITHI POpMyJIu:

R1 =P1’2 XD2+P2’3 XD3+P3,4XD4+P4,5XD5+P5‘6XD6;

R1’2 =P1’8XD8+P2,3XD3+P3,4XD4+P4,5XD5+P5‘6XD6;

R7 :P7,8 XD8+P8’9XD9+P9’10 XD10+P10’5 XD5+P5’6XD6;

R; 5, = P;4 X Dg+Pgg X Dg + Py511 X D13 + Py112 X D13 + Pyp43 X Dy3;

Ris = Piy15 X Dys + P15 91 X D11 + Pyg13 X Dy3.

Tabnuus 2. 3HaueHHs IMOBIpHOCTEHN niepexony oprrpada Ha Puc.2

P12 P23 P34 Pas Ps6
0,2 0,1 0,3 0,1 0,3
P1s Ps.3 P34 Pas Ps,6
0,2 0,1 0,3 0,1 0,3
P7s Ps.9 Pg,10 P1ios Ps6
0,1 0,4 0,1 0,1 0,3
P7s Ps 11 P11,12 P1213
0,1 0,3 0,4 0,2

P14,15 Pis,11 P11,13
0,3 0,5 0,2

BignoBigno mo MeToanku OIIHKKA 30UTKIB Bl HACHIAKIB HaJI3BHYAWHUX
CUTYalllil TEXHOT€HHOT'O 1 MPUPOJHOTO XapakTepy [8,9] Oynu po3paxoBaHi 3HAUEHHS
30UTKIB mpu  KaracTpodi  MOTEHIIMHO-HEOE3MEUYHUX  00’€KTIB  KPUTHUYHOI
iH(ppacTpykTypu OKI B 30H1 BeneHHst 00HOBUX JIH.
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Tabmumg 3. 3Ha4ueHHS JECTPYKTUBHO-KYMYJISITUBHUX MOTEHINANIB 30MTKIB D
00’€KTIB KpUTHUYHOI 1HGpaCcTpyKTypH Ha Puc.2

IHoTrenuias 30MTKIB 00’ €KTY 3HAYEeHHS MIH.CDH
D1 10
D2 50
D3 100
D4 500
D5 100
D6 100
D7 100
D8 500
D9 5
D10 10
D11 100
D12 1
D13 1
D14 1
D15 5
D16 1
D17 6
D18 1
D19 10
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3HAYeHHA M/IH.TPH

600
500
400
300

200

100
N REE N L

D1 D2 D3 D4 D5 De6 D7 D8 D9 D10 D11 D12 D13 D14 D15 D16 D17 D18 D19

Puc. 3 T'icrorpama 3HaueHb JECTPYKTUBHO-KYMYJISITUBHUX MTOTEHITIATIB
30utkiB D OKI Big BruMBYy NpOTHUBHUKA.

TaxuM YHHOM OTPUMYEMO:

R, =02Xx50+0,1Xx50+0,3x500+0,3X%X100+ 0,3 X 100=225 MiH.IpH;

R,,=02x500+0,1X100+0,3x500+0,3x100+ 0,3 X100 =320
MJIH.TDH;

R,=01%x500+04%x5+01x%Xx10+0,1Xx100+0,3 X100 =93 MJH.IpH;

R,,=01%x500+04Xx5+05x100+04%X1+0,2X1=102.6MIH.pH;

R4,=03X5+05Xx100+0,2 X1 =51.7 MJIH. TpH.
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Puc.3 [liarpama 3Ha4eHb PU3UKIB 32 CUTYAI[iSIMU Y MJTH.TPH

BucHoBKHn

1. [ns BupimieHHs npodiieMu 00’ €KTUBHOCTI Ta aJIeKBaTHOCTI OTPUMAHHS
PE3yNbTaTIB PO3PAXyHKIB MIOJI0 OI[IHKH PU3UKIB 00’ €KTIB KPUTHUUHOT iHDPACTPYKTYpH
3 ypaxyBaHHSM IOTEHIIaJIB 30MTKIB 3alIPONIOHOBAHO 3aCTOCYBaHHS JE€CTPYKTUBHO-
KYMYJSITUBHUX TIOTEHIUANIB 30WTKIB, $KI TOBHICTIO BpPaXxOBYIOTh BTOPHHHI
JIECTPYKTUBHI HACIIIKH, 110 peali3yloThCs y pa3i MOIKOKeHHs un pyiiHyBaHHs OKI.

2. 3a J0MOMOTOI0 3ampOTOHOBAHOI METOIMKH OOYMCIICHI JAECTPYKTHBHO-
KYMYJISITUBHI MOTEHLIANM 30MTKIB, BU3HAYEHO HAWOUIbII KPUTHUYHI 33 pU3HKAMU
(Puc.3) cuenapii posutky katactpod Ha OKI BHACHiTOK BIUIMBY MPOTHBHUKA.
OTpumani pe3ysbTaTH J103BOJSATH ONTUMAIBHO 3IMCHUTH PO3MOJLI PECYPCIB, CUT 1
3aco01B 1 3a1100iraHHs BAUHMKHEHHSI kaTacTpo®d Ta Bu3HaunTh KirouoBi OKI 3axuct
AKUX MIHIMI3Y€ BTpaTH Ta I€CTPYKTUBHI HACIIIKHA KaTacTpod Ta B UIJIOMY JO3BOIUTH
MPUINMHATU PO3BUTOK CLIEHAPIiB JIAaHIIOroBUX KaTtactpod cucremu KI.
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Safety requirements and technological threats for food industry enterprises as
critical infrastructure facilities

The work considers safety requirements and man-made threats for food industry enterprises
as objects of critical infrastructure, taking into account the specifics of production. The issue of
operation, identification and declaration of high-risk objects at food enterprises of Ukraine is quite
relevant today. The essence of the work and the procedure for responding to man-made and natural
emergency situations by subjects of economic activity of food enterprises related to the identification
of hazards and the development of a plan for the localization and elimination of emergency situations
and accidents were considered.

Excrmyarariiss  00’€KTiB MiJBHUINEHOT HEOE3MEKH CTAHOBUTH MOTEHINHHY
HeOe3MeKy, OCKITbKA TP MOPYIIEHHI HOPMAJTbHUX YMOB iX eKcIuTyaTtarlii abo mpu
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30epiraHHi XiMI4YHO-HEOE3MEUHUX PEUOBHH SIKI MOXKYTh HAHECTH 3HAUYHUX 30UTKIB
HACeJICHHIO, JOBKULIIO, MaTepialbHUM IIHHOCTAM Tomo. Ilman mjokamizarii 1
JiKBiAarii aBapiiHux cutyarii 1 aBapiit (IIJIJIA), e mokyMeHT, B SKOMY: TIPOBEICHO
aHaJ13 MOXJIMBUX HEOE3IeK Ha MIMPUEMCTRI; BUSBICHO MOXJIMBI aBapiiiHi CUTYyaIlii
Ta aBapii (B TOMy 4MCIi MaJo MMOBIpHi), K1 MOXYTh BUHUKHYTH Ha IiJIPUEMCTBI;
PO3MIIIHYTO CIIEHApiii PO3BUTKY aBapiii 1 OIIHEHI iX HACIIIKW; OIMHCaHI 3aXO[H,
NPUNHATI Ha MIANPUEMCTBI I 3aro0iraHHS BUHUKHEHHIO aBapiMHUX CHUTYallii;
OMHCaHl 3aXO/JH, IO BXXWBAIOTHCSA TMpAI[iBHUKAMWA Ta IHIIAMH CIy)KOamu st
JoKasi3aIi 1 JikBijgalii aBapii Ta aBapiiHUX CUTYyaIlli; 1HIIA iHGOpMaIlisd, SKa Mae
oytu B ITJIJIA, BiAMIOBITHO 1O YMHHOTO 3aKOHO/IaBCTBA.

Metoro mnaHy Jsokamizamii 1 JiKBimamii aBapiiiHMX CHUTyalid 1 aBapiii Ha
Xap4oBHX MIAMPHUEMCTBAX, K 00'€KTaX KPUTUYHOI 1HPPACTPYKTYPH € TIJIaHYBaHHS J1i
(B3aeMo/ii) mepcoHany MiANPUEMCTBA, CIELMIAPO3/1IIB, HACEIEHHS, UEHTPAIBHUX 1
MICIIEBUX OpraHiB BUKOHABUOl BJaJM Ta OPraHiB MICIIEBOTO CAMOBPSIIYBaHHS 11100
JoKasi3arii 1 JiKBigaIi aBapiil Ta oM’ IKIIIEHHS X HAC1AKIB BiamoBiIHO 10 YaCTUHU
nepiuoi crarti 20 Kogekcy UBLIBHOTO 3aXUCTy YKpaiHu, ctatTi 11 3akony Ykpainu
«IIpo o0’extn miABuieHOi HeOe3meku» [l], 3 METOI BCTAHOBICHHS MOPSIKY
opratizailii po3poOJIeHHs IUIaHIB JIOKadI3alii 1 JIKBijaImii aBapiid Ta iX HACIIJIKIB
Haka3zoMm JICHC Ne 253 Big 17 tpaBus 2022 poky Oyno 3aTBepaxeHo «MeToanyHi
peKoOMeHaIli 1010 pO3pOOJICHHST TUTAHIB JIOKami3amii 1 JiKBigamii aBapiid Ta ix
HACJIIAKIBY.

[Topsimok BigHECEHHS O0'€KTIB 110 OO0'€KTIB KPUTHYHOI 1H(GPACTPYKTYpH,
3aTBepKeHU noctaHoBoro Kabinery MinicTpiB Ykpainu Big 16 rpyans 2022 p. Ne
1384 “..00'exTH, 10 MNPOBAIATH MiSUTBHICTh HAa PHUHKAaX TMOCIYT, JepKaBHE
peryJIfOBaHHS Ta HaIIsAA 3a JISUIBHICTIO SKHUX 3I1MCHIOIOTH JepKaBHI OpraHw,
BIIHECEHHA SKHX JI0 KPUTHYHOI 1H(QPACTPYKTYpHU 3IIACHIOETHCS B MOPSIKY,
BCTAaHOBJICHOMY TaKMMH JICp)KaBHUMHU opraHamu’’. BiamoBigHO 10 Haka3zy Bif
21.12.2022 Ne 1049 MinicTepcTBOM arpapHoi MOJITHKK Ta MPOJAOBOJILCTBA Y KpaiHH
YTBOPEHO poOouy rpymny 3 1IeHTU(iKalii Ta KaTeropusaiii 00’€KTIB KPUTHYHOI
1HOPACTPYKTYpH B CEKTOpI XapyoBOi MPOMHUCIOBOCTI Ta arpornpoOMHUCIOBOIO
KOMILIEKCY. 3akoH Ykpainu “IIpo KpuTHUHY IHPpaCTPyKTypy Ta ii 3aXUCT” 13 3MIHAMU
1 JIOTIOBHEHHSIMH, BHECEHUMH 3akoHOM Ykpainu Bif 18 »xoBTHS 2022 poky Ne 2684-
IX BCTaHOBIIOE MPUHIMIKA Ta HAMPSMU PO30YAOBH JIEPKABHOI CHCTEMHU 3aXUCTY
KPUTUYHOI 1H(PPACTPYKTYypH, BH3HA4Ya€ TMPaBOBI Ta OpraHizaliiiHi 3acaau
3a0e3nedeHHs ii MIsUTbHOCTI 1 € CKIIaJ0OBOK0 YaCTUHOO 3aKOHO/IaBCTBA Y KpaiHu y cdepi
HaI[lOHAJIBHOI Oe3MeKH.

[TigmpuemMcTBa XapuoBOi MPOMHUCIOBOCTI, HE3AJIEKHO BiJl (POPMU BIACHOCTI, HA
SKUX BHUTOTOBJISIIOTHCS, TEPEPOOISIOThCS, 30epiraloTbcsi YW TPAHCHIOPTYIOTHCS
HeOe3MeyHl PEeYOBUHM (XIMIYHI, TOKCHYHI, BHUOYXOBI, TOpIOYl TOIIO), MOBUHHI
MPOBECTH 1IeHTU(DIKAIIIO Ta JEKIapallifo 0e3meku 00'€KTIB IMiBUINECHOT HeOe3MeKn
(OITH). Y nopsanky pearyBaHHsS Ha HaJ3BMYaliHI CHUTyalli TEXHOIME€HHOTO Ta
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MPUPOTHOTO XapakTepy CyO'€KT roCroAapchbKOl AISUIBHOCTI, a TAaKOX MiANPUEMCTBA,
yCTaHOBH, OpraHizailii, 0JHOYaCHO 3 pO3pOOJICHHAM JIeKIapallii 0e3neKu po3poOIsSOTh
1 3aTBepKyI0Th [Iman jokamizamii 1 JIKBIgAIi aBapiiHUAX CUTYyalli 1 aBapiid s
KOXHOTO O0'€KTa MiJIBUIIIEHOT HEOE3MEeKH, SIKUii BOHU €KCIUTyaTylOTh a00 IJIaHYIOTh
excrutyatyBatu. Pobota 3 po3poOnenus [lnany mokamizarmii i JgikBigamii aBapiitHuX
CUTyallii 1 aBapii Mae O0a3yBaTHUCS Ha pETENbHO NPOAYMaHUX PILICHHSX,
OOTpYHTOBAHMX PO3paxyHKax, crerudiii Ta 0COOJIMBOCTI AISIBHOCTI IPOMHCIOBOTO
o0'ekta. Ha miampumemMcTBax XapuoBOi MPOMHUCIOBOCTI BHKOPUCTOBYETHCS IYyXKe
O0arato pI3HOMaHITHMX HEOE3MEUYHUX PEYOBHMH, TaKUX SAK amiak (amMiaydHi
KOMITPECOPH1), O€H3UH, e(ipu Ta 1HII POZUUHHUKH KUPIB (EKCTPaKIiHHI BIIIIJICHHS
OJIIEXKUPOBOTO BUPOOHUIITBA Ta 1IEXH BUPOOHUIITBA MEIIPENapaTiB Ta aMiHOKHUCIIOT
M'SICOKOMOIHATIB), CipyaHu# ra3 (MpUMIIIeHHs 30epiraHHs KJIeHOBHX Ta KeJTaTHHOBUX
OynbiioH1B), npupoanuii ra3z (I'PII, koTenbHi, TONMOYHI 1 00NANOYHI YCTAHOBKH) TOLIO,
JUTSL IKUX HEOOX1JHO MPOBOJUTH BHINE€3a3HaueH1 poooTu. KopoTko cyTHICTH pooOiT,
MOB'SI3aHUX 3 TMPOBEACHHAM 1neHTu(ikamii Ta po3poOkoro [lnany nmokamizarii 1
JKBIAAIll aBapliHUX CHUTyalld 1 aBapii, MOJAra€e y HACTYIHOMY: MPU IPOBEICHHI
imeHTudikamii s KOXKHOTO TOTEHINIHHO HeOe3meyHoro o0'€eKTa po3paxoBYETHCS
CyMapHa Maca KOXHOi HeOe3NeYHOi PEYOBMHU 13 3a3HAUYEHUX Yy HOpPMAaTHBax
MOPOrOBUX MAacC 1HAMBIAYaJbHUX HEOE3NEYHUX PEYOBHH; CYO'€KT TOCIOAAPCHKOL
JUSUTBHOCT1 (KEpIBHUK XapuyoOBOTO MiANPHUEMCTBA), y BJIACHOCTI a00 KOPUCTYBaHHI
AKOTO € Xxouya O OoauH OO0'€KT MiJIBUILEHOI HEOE3MEKH, OpPraHi30BYe PpPO3POOKY 1
CKJIaJlaHHs Jekjapaliii Oe3rneku 00'ekTa MiJABUINECHOT HeOe3NeKH, BiAMOBIIHO 0
BCTAHOBJICHUX BUMOT [2].

Jexnapariist 6e31meKu MOBUHHA BKIIIOYATHU: PE3YIbTaTH BCEOIYHOTO AOCIIKEHHS
CTyIeHsl HeOe3MeKu Ta OIIHKU PIBHA PU3UKY; OLIHKY TOTOBHOCTI JO €KCIUTyaTarlii
00'exTa MiABUIIEHOT HEOE3MEKH BIAMOBIIHO JO BUMOT O€3MEKH TPOMUCIOBUX 00'€KTIB;
NEepeiK MPUIUHATUX 3 METOI0 3HWKEHHS PIBHS PU3UKY PIIIEHb 1 31MCHEHUX 3 METOIO
3amo0iraHHs aBapisM 3axXO0J1B; BIJOMOCTI MPO 3aX0W ITOJ0 JOKaji3alli 1 JiKBigarmii
MOXJIMBUX HACHIJIKIB aBapiil.

PesynpTaTn anamizy cryneHs HeOE3MeKH Ta OIIHKHU PIBHS PU3UKY BKIIOUYAIOTH B
cebe: yMOBM BHUHUKHEHHS Ta PO3BUTKY HMOBIpHUX aBapiid, mepemnik (akTopiB 1
OCHOBHHX NPHUYMH, 1110 CIPUSIOTh BUHUKHEHHIO Ta PO3BUTKY aBapiii; HallMeHyBaHH I
Ta CyMapHa Maca HeOe3MeUHUX PEUOBHH, 1[0 CIPUYUHSIOTH aBapii; po3Mipu iIMOBIPHHIX
30H Al BpaKaJbHUX (PAKTOPIB; CTUCIMM ONUC CIEHapiiB IMOBIPHUX aBapid 3
ypaxyBaHHSIM YMOBU iX BUHHKHEHHS Ta PO3BUTKY; MEpeNiK MoJeied 1 MEeToJiB
PO3paxyHKy, 10 3aCTOCOBYIOTBHCS IT1]T Yac JOCIIIIPKEHHS CTYIeHs HeOe3MeKH Ta OLIHKU
pIBHSI pU3MKY; JaHl TPO CTYHiHb HEOE3NeKH Ta pPiBEHb PHU3UKY, a TaKOX PO
HWMOBIPHICTb 3aMOIISTHHSI KO HACEJICHHIO Ta JIOBKIJUIIO, OYIKyBaHI 30UTKH.

[Tpu po3po6iienni [Inany okanmizarii 1 JiKBiAalii aBapiiHUX CUTYyallld 1 aBapii
MOYKHa BHIUIMTH JBI OCHOBHI YaCTHHHU: aHAMTHYHA (OIIHKAa MOKJIIMBUX PIBHIB
pyHHYyBaHb), onepaTuBHa (lIii MepcoHaNTy Ta OMOBIIIEHHS MPO 3arpo3y aBapli Ha
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MIAMPUEMCTBI 1 CYMDKHI MIAMPUEMCTBA). B OCHOBY METOAMKHM OIIIHKM HACHi/IKIB
aBapiii BHOYXOHeOe3MeYHUX 00'€KTIB MOKJIAEHO: MOJICIOBaHHS BUOYX1B 3aCHOBAHO
Ha 3aKOHOMIPHOCTAX MOMIOHOCTI; AJsi OLIHKH BHOYXOHEOE3MEeKH TEXHOJIOTTIHHX
OJIOKIB XapyoOBUX MIJMPUEMCTB BU3HAUAIOTh OPIEHTOBHI 3HAYEHHS EHEPreTUYHMX
MOKA3HUKIB: EHEPreTUYHMI TOTEeHIlian OJOKy, TMpUBEACHY Macy, BITHOCHHI
CHepreTUYHUN TMOTEHI[iaJl 1 YMOBHI pajlyCl pyHHYBaHHA Ta PO3MOBCIOKEHHS
XIMIYHO-HE0Ee3MeYHUX pPEYoBMH. B omepaTuBHIN 4YacTUHI HABOJATHCS IUIAHH
HeOe3MmeuyHnx OJIOKIB, OMHKC i MepCOHATY, METOANKA HaBUYAaHHS, CIIMCOK POOITHUKIB,
110 3aJTy4ar0ThCs J0 JOKaji3alli aBapii, mepesik MaTepiaalbHUX 3ac001B JUIs JIIKB1AALi1
aBapii, 00OB'A3KH BIMOBIIAJILHOTO KEPIBHUKA TOIIIO.

[Tman nokamizamii 1 JiKBiAamii aBapiii Ta X HACHIAKIB MICTUTh BCl MO>KJIMBI
cuTyallii, sIKi MOXYTb BHHUKHYTH Ha XapyoBOMY MIiJIIPUEMCTBI: IyCK, po0OoOTa,
3ynuHka i peMoHT. [Hdopmaris ipo [1nan nmokanizanii 1 JikBigaIii aBapiiHUX CUTYaIlii
1 aBapiii HAAAETHCS OMEPATOPOM 00'€KTa IMiABUIIIEHOT HEOE3MEeKH MICIIEBUM OpraHaM
BUKOHABYOi  BJIaJIU, OpraHaM  MICIIEBOTO  CaMOBpSIyBaHHSA, 00’ €HAHUM
TEPUTOpIaTbHUM rpoMajaM Ta teputopianbHuM opranam JICHC. Ilpu po3pobienHi
[Inany nmokamizamii 1 JiKBiJalii aBapiiHUX CHUTYyaIliil 1 aBapiii MOKHA BHJIUIMTH JIBI
OCHOBHI YaCTHHM: aHAIITHYHA (OL[IHKA MOKJIMBUX PIBHIB PyHHYBaHb) Ta OlepaTUBHA
(mii mepcoHally Ta OMNOBIIICHHS MPO 3arpo3y amapii Ha mianpueMcTBi). Oneparop
00'eKTy MiJBUIIEHOI HEOE3MEKH CTBOPIOE €JIEKTPOHHY Bepcito [lmany mokamizarmii 1
JKBIAAIll aBapiiHUX cUTyalid 1 aBapiil (y ToMy umcii 3 BHKopucTtaHHsMm [1C-
TEXHOJIOT1i), sSIKa MOXX€ BHUKOPHCTOBYBATHUCS JUIsl OMNEPATUBHOTO OTPUMAHHS
iH(popMali, OLIHKK OOCTAaHOBKM, IO BUHMKAE I1JI Yac aBapili Ta MPOTrHO3YBaHHS
po3BuUTKy aBapii. [lonoxxennsa [lnany yokamizaiii 1 JiKBigaii aBapiiHUX CUTyalld 1
aBapiii 00OB’SI3KOBI JUIsi BUKOPUCTaHHS BCIMa MpalliBHUKaMU, IO MPAIIOITh Y
BUPOOHUYUX, CIIY’)KOOBHX, JOMOMIKHHUX CIOPYJaxX, MPUMIIIEHHSIX 1 OyAuHKax, IO
3HAXOASATHCSA Ha TePUTOPIii 00'€KTY MiABUIIEHOT HEOE3MEK, Y TOMY YUCIl Y TOPSIKY
B3a€MO/IIi 3 IEPCOHATIOM IMIANPUEMCTBA Ta 3ATyYCHUMH CHJIAMH IIUBIJIBHOTO 3aXUCTY,
110 Bu3HaveH1 y [1nani nokamizanii 1 JikBigalii aBapiiHUX CUTYallii 1 aBapiii, mijg yac
Jokamizamii 1 JIKBigaIii aBapiiHUX CuUTyaiiil (aBapiii) Ha TEXHOJIOTTYHOMY
YCTaTKyBaHHI Ta y BAPOOHUYMX MPUMILIEHHAX MiAnpueMcTsa [3].

BucHoBku

1. Po3ristHyTO 3MiHM Yy YUHHOMY 3aKOHOAABCTBI YKpaiHu Bia 2022 poky: 10
yacTuHU nepioi ctarTi 20 Kogekcy nuBUIbHOTO 3aXucTy YKpainu, ctatrTi 11 3akony
VYkpainu «IIpo 06’exTu miaBUIIIEHOT HEOE3MEKW», 3 METOI0 BCTAHOBJICHHS MOPSJIKY
oprasizaiii po3poOJICHHS IUIaHIB JIOKami3amii 1 JIKBijamii aBapiid Ta iX HACIIJIKiB
Haka3zom JICHC Ne 253 Big 17 tpaBus 2022 poky Oyno 3aTBepmkeHo «MeroanyHi
peKOMeHaIlli MO0 po3poOJIeHHS TJIaHIB JIOKami3arlii 1 JkBijamii aBapid Ta ix
HACHIAKIBY Ta TMOPSAOK 1AeHTHdikamii Ta Kareropusamii 00’€KTIB KPUTHYHOI
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1HQPACTPYKTYpH B CEKTOpl XapyoBOi IPOMHUCIOBOCTI Ta arpoOIpOMHUCIOBOTO
KOMILIEKCY.

2. BcTaHOBIIEHO, IO OJHIEID 3 BAXJIMBUX JIAHOK JISIBHOCTI Xap4yOBOTO
HIIMPUEMCTBA, K 00’€KTa KPUTUYHOI 1HPPACTPYKTYpPH, € aHaAJI3 Ta OLIHKA PU3UKY
BUHMKHEHHS aBapiii Ta aBapiitHuX cutyailiil. ToMy rnmocrae HeoOX1IHICTh MEPETIIsIy Ta
PO3pPOOKH CHCTEMH YIIPABIIHHS O€3MeK0I0 (PYHKIIIFOBAHHS XapuyOBOI'0 BUPOOHHUIITBA,
mo 0a3yeThCss Ha BU3HAYCHHI CTYNECHIO PU3WKY 3 MOAAIBIITNM OHOBJICHHSIM 3aXOJIiB
0e3IeKH, 10 BIPOBAHKYIOTHCS Ha BUPOOHUIITBI 3 ypaxyBaHHSIM BUMOT MeTOIUIHIX
PEKOMEHAIlIA 00 PO3POOJICHHs TUTAHIB JIOKami3allii 1 JIKBigamii aBapid Ta ix
HACJIIKIB.
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Method of increasing the immunity of the system of detection and recognition of
radio signals for objects of critical infrastructure

The peculiarities of the use of low-frequency filters in order to improve the immunity of the automated
system for the identification and recognition of digital radio broadcasts of critical infrastructure
objects have been studied. It is shown that the principle of operation of filters is that the process of
summation is performed. At the same time, the useful signal is summed up coherently, and the
interference signal - incoherently. It has been proven that the use of low-pass narrow-band filters in
the process of signal processing makes it possible to increase the immunity of the information system
of critical infrastructure objects, the identification and recognition of digital signals by 17%.

[1i1 3aBa1010 palOCUTHAILY B PpOOOTI pO3yMIETHCS OYAb-SKHIl BUI €1EKTPUYHHUX
KOJIMBaHb, KU1, IPOHUKAIOUX B PaJioNpUiMaibHI IPUCTPOT 13 30BHI a00 BUHUKAIOUH
BCEpEAMHI 0ro, YCKIaAHIOE BUSHAUYCHHS pafiocuruainy. CUrsan i 3aBajia, 0JHOYacHO
IiI0Th Ha BXOJl MpuiiMaya, BIATBOPIOIOTHCS Ha BUXOJl OCTAHHBOTO y BHUIVISIL
BUIIAJKOBOIO KOJMBAJIBHOTO Ipolecy. B pe3ynpTaTi LbOr0 HEMOXIIUBO TOYHO
BU3HAYUTH MapaMeTpu curHainy. HopmanbHe BU3HAYEHHSI CUTHALY MOKJIMBO TLJIBKU
IpY IEBHOMY CITIBBIHOIICHH] MOTY>KHOCTI CUTHAJTY 1 3aBajIM Ha BUXO/1i mpuiiMaya [1].
HalimeHiia moTy»HICTh CUTHATY, MPU AKiH 3a0€3MeuyeThCsl 3aJ0BIIIbHE BU3HAUYCHHS
CUTHAJTy, 3alleKUTh BiA piBHA 3aBaa. L4 BemnunHa TOTYXKHOCTI XapaKTepU3ye
YyTJAUBICTh MpuAMaya. 3AaTHICTh PaglONPUIMaNIBHOTO MPHUCTPOIO MpUNMATH 13
3a/1aHOK0 SIKICTIO CUTHAJ MPU HASBHOCTI 3aBaji HA3WBAEThCS 3aBaJOCTIMKICTIO [2].
[TokpamieHHs: 3aBaJOCTIMKOCTI paaionpuiMaIbHUX MPUCTPOIB — OJHA 3 OCHOBHHX 1
HaWCKIIAHIIIUX MNpoOJieM SK PaalOTEXHIKM, TaK 1 MPOEKTYBaHHS 1H(GOpMaIliTHUX
CUCTEM JI 00’ €KTIB KPUTUYHOI IHPPACTPYKTYPH.

[TutanHs MO0JIaHHS 3aBaj] MAIOTh CBOi OCOOJIMBOCTI 1y TIPOIIECi BUSIBJICHHS Ta
po3mi3HaBaHHs UGPOBOTO CUHTATY paaioedipy. 3 1I€H0 METOIO PO3TIITHEMO MTUTAHHS
3aBaJIOCTIMKOCTI TIPU TOCIIXKEHHI BUI[E3a3HAYEHUX MTPOIIECiB.

[lepeBakHa OUTBIIICTH METOJIB 3aBaJOCTIMKOCTI TPHIMaHHS CHUTHAIIB
3aCHOBaH1 Ha MPUHIUII YCEepEeIHEHHS CUTHATY Ta 3aBaju. [laHuil npuHun nojisrae y
TOMY, IIO BHKOHYETHCS HpOLEC MiACyMOBYBaHHsS. llpu 4yomy, KOpHCHMII cHUTrHaI
MiZICYMOBY€ETbCS KOT€PEHTHO, a CHUTHal 3aBaJili — HEKOTePEHTHO. 3 METOlo
yCepeIHEHHsI KOPUCHOI'O CUTHAIY Ta 3aBaJy 3aCTOCOBYIOTHCS JIHINHI CUCTEMH JIBOX
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TUMIB: BY3bKOCMYTOB1 QUIbTpU Ta GIIBTPU HU3BKOI yacToTU. [Ipu 1IbOMY MOKIMBO
ONTUMI3YBaTH (PUIHTPU HU3BKOT YACTOTH 200 BY3bKOCMYTOBI1 (PiIbTPH.

Jns po3rsiny nutaHHsA (QuUIBTparii 3aBaj, 3p0OMMO NPHUNYIICHHS, IO caMm
BY3bKOCMYTOBUH QiIbTp HE BHOCHTH CIIOTBOPEHHS B ()OPMY CHTHAITY, SIKHH TIPOUIIIOB
yepe3 Hporo. IneanbHuit cMyroBuit GuIbTp — 1€ GUIBTP 3 aMILTITYIHO-4aCTOTHOIO
XapaKTePUCTHKOIO BUY:

1 saxwo a)O—A—za)S‘a)‘Sa)O+A7w
K(a)) = ) (1)
Aw Aw
0 saxwo }—oo,a)o—7[U}a)o+7,oo[

ne A® — nonoca nporyckanus GinbTPY.

Jlns imeanpHOTO OiNBTPY edexTHBHa monoca A @e Tta momoca Ha piBHI
0.707=A o7 10 JOPiBHIOE TIONOC IPO30pocTi BinbTpy AP

JIns inbTpiB BipHUM € NPUMyImEeHHs, mo A @ <<A o,

YactoTHa xapakTepucThka Bupazy misg (1), 1me iMmyJabCcHa TmepexijiHa
XapaKTEPUCTHKA, sika OyJle BU3HAYATHCS BUPA3OM:

. Aot
Aw SiIn—— 2
hs(t) = RSOt - (2)
2

3 ornsAny Ha Te, 1o MU(POBUX CUTHAT HE € YITKUM IMIYJIbCOM [3], TO MOXKHa
OOYHUCIUTH OTWHAIOYY HAMPYTHU Ha BUXOJI 17I€abHOTO (IIBTPa MPH BIUIUBI HA HHOTO
NIPSAIMOKYTHOTO iMITyJIbCy TPHBAJICTIO | :

XmCOSwdt sxwo 0<Lt<T
X(t) =

0 skwo |-o,0[U T,

: 3)

ne X'm — oruHaro¥a CHrHany X(V) a BX0Jl UIBTPY.
3a IOMOMOTM TEOPEMH IMPO OTMHAIOUy HANpPYTH BY3bKOCMYTOBOTO (PUIBTPY,
3aMMIIeMO BUpa3 JJIsl OTMHAIOYOIO HAIIPYTH HA BUXOJII (PUIBTPY:

1= . L
Yu) == Kn(i®)Sx (jw)e'dt,
27T “o "
(4)

ne Sy (jo)= | X ne 1dt — aMIIiTYIHUMI crIEKTp OrMHAarYoi curHany x(t),

—00

K m — KOMIUIEKCHUN Koe(DIilleHT nepeaadi GpuibTpa HU3bKO1 YaCTOTH:
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1 saxwo —A—a)S|a)|SA—2w
K fn(ja)) = ACO ACO
0 saxwo }—OO,—[U}—,OO[
2 2

()
Axmo migcraBuT Bupas (5) y Bupas (4), ToO OTpUMaEMO BUPA3:

Y ult) = 22 (Si(Aat) - Si(Aw(t-T))),
21
(6)

: zsint
ne SI(Z) = ITdt — iHTerpansHuii cuuyc [4].
0

Schedule of the envelope voltage when exposed to a rectangular pulse

3.5

Output signal

] 2 4 G 8 10 12 14 16 18 20
Pulse signal frequency

Puc.1. I'padik oruHaro4oi HanpyTu MNpu BIUTUBI IPSIMOKYTHOTO IMITYJIECY CUTHAITY

Ha puc. 1. HaBegeHo rpadiku 3a1€XKHOCTI TPUBAIOCTI MPSIMOKYTHOTO IMITYJIBCY,
1[0 BIUTMBA€ Ha curHai (OJIAKUTHHUI KOJIIp — TPUBAIICTh IMITyJbCcy T=1, yepBOHMI
koip — T=10, 3enennii koxip —T=15 Ta yopuuii komip — T=20) Bijx Aiana30Hy YaCTOTH
(mosocu mpomnyckaHHs QUIBTPY).

3 HaBegeHMX Ha puc. | rpadikiB 0auuMO CYTTEBI BIAMIHHOCTI BXIiJHOTO
MPSIMOKYTHOTO IMITYJIbCY BiJl BUXIHOTO curHainy. CIOTBOPEHHS BximHoro IMITYJIBCY
3pocTae mpu 30UTbIIEHHS HOTO TpHUBAIOCTI. Lle crmoTBOpeHHs (QopMHU IMITYIBCY
MOXJIUBO OXapaKTepU3yBaTH CIIBBIIHOIICHHSM TPHUBAJIOCTI (PPOHTY OTrMHAIOUYOT
IMITyJIbCY Ha BUXOJU (DUIBTPa A0 TPUBAIOCTI OTMHAKOYOI BUXIJTHOTO IMITYJIbCY.

e cBiAUMTH PO TE, 110 KOPOTKOYACHI IPSIMOKYTHI CUTHAJIA MOYKJIMBO BUILISATH
3a JIOTIOMOT'0K0 CMYTOBOTO (GUIBTPY [5].

TakuM YMHOM 3 METOIO IIIBUIIEHHS 3aBaJOCTIMKOCTI CUCTEMH BU3HAYECHHS Ta
pO3IMi3HaBaHHs , TOTPIOHUM € BUKOPUCTaHHS (PLIbTpa HU3bKUX YaCTOT. 3a JOTIOMOT 010
[IbOTO 3HAYHO MOHMXKYIOTHCA a00 30BCIM BUKJIIOYAIOTHCS 3 aHATI3y 3aBaJili HU3bKHUX
4acToT.
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AHami3 HampsMKiB PO3BUTKY Cy4YaCHUX 3aco0iB HETJIaCHOTO OTPUMAaHHS
1H(opMalIlii moKa3yrTh TEHJICHIIIT epexo1y iX poOOTH y Aiana3oH BUCOKHX YacTOT.
To6T1o curnan nepenadi iHdopmMalii 3MIITYETHCS Y Aiara30H BUCOKUX YaCTOT, Y IKOMY
IpOIEC BU3HAYCHHS Ta PO3Ii3HABaHHS MU(PPOBUX CUTHAIIIB € TOBOJII CKIIATHUM.

BuxirouuBIm 3 aHamizy 3aBajdl HUKHIX YacTOT MH BXKE 3HAYHO IiABUITAMO
3aBaJIOCTIAKICTh 1H(GOPMAIIMHOI CUCTEMH OO0 €KTIB KPUTHYHOI 1H(PpPACTpyKTypH B
I1JIOMY.

BucHoBKHn

1. HocaimkxeHo 0coOIMBOCTI BUKOPUCTAHHS (PUIBTPIB HU3BKUX YACTOT 3 METOIO
MIBUAIIEHHS  3aBaJOCTIMKOCTI aBTOMATH30BaHOI CHCTEMH BHU3HAYEHHS Ta
po3mizHaBaHHs HU(PPOBUX 3ac00iB pajioedipy 00’ €KTIB KPUTHUHOI 1HOPACTPYKTYPH.
[TokazaHo, 110 IPUHITUI POOOTH (ITBTPIB MOJATAE Y TOMY IO BUKOHYETHCS TIPOIIEC
migcymMoByBaHHS. [Ipu mbOoMy, KOPHCHHI CHTHAI ITiJICYMOBYETHCS KOTEPEHTHO, a
CUTHAJI 3aBaJii — HEKOTepeHTHO. ToOTO MpH MiJICYMOBYBaHHI KOPHCHHI CHUTHAI
30UTBIITY€ETHCS, & CUTHA 3aBaIy 3MEHIITY€E€ThCS.

2. JloBenieHo, 1110 BUKOPUCTaHHS y Mpoiieci 00poOKHU CUTHAIB BY3bKO-CMYTOBHX
GIIBTPIB  HU3BKOI YacCTOTH JIO3BOJIIE JOCSATTH IIJBUINCHHS 3aBaJOCTIMKOCTI
iHdopMaIiiiHOT cucTeMU OO0 €KTIB KPUTUYHOI 1HPPACTPYKTYpHU, BUZHAUCHHSA Ta
po3mni3zHaBaHHs U(PpoBUX curHaiiB pagioedipy Ha 17 %.
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PO3JILI 4

ITPOI'PAMHI 3ACOBMU JJI1d AHAJIITUKHU, CUCTEMUA

MOAEJIOBAHHSA KIBEP3ATI'PO3, TEXHOI'EHHUX TA

EKOJIOI'TYHUX MPOLHECIB I IIAJbHOCTI OB’EKTIB
KPUTHYHOI IHOPACTPYKTYPHU.
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Knowledge, attitudes, and practices assessment of public bomb shelter use in
Kyivska Oblast

The report outlines the knowledge, attitudes, and practices assessment results of individual interviews
and focus group discussions with community members from the Kyiv city agglomeration. The proposed
research seeks to generate primary data on the behaviour of residents during air alerts in different places
including homes, streets, and workplaces. Additionally, the research aims to investigate the knowledge,
attitudes, and barriers related to bomb shelter usage in Kyivska oblast as well as suggestions for their
improvement. This assessment was conducted by IMPACT Initiatives with the financial support of the
European Union.

Cranom Ha ciuenb 2023 poky Ymopasiinas Bepxosuoro komicapa OOH 3 npas
moaunn [1] 3adikcyBano 18358 >xepTB cepen MMBUILHOTO HAceJIeHHS B YKpaiHi 3
MoYaTKy MoBHOMAacHITabHOI BiitHU 24 mrotoro 2022 poky. s 3aXucTy IUBUIEHOTO
HAcCeJeHHS BiJ HamajiB 1 BIMCHKOBHUX [ii B KpaiHi ICHYe Mepexa MyOIiuHnX
OOMOOCXOBHII[ Ta IHIIUX 3aXUCHUX cropyn [2]. OnHak iHGoOpMAaLlis PO CIPUNHATTSA
Ta 0ap'epu, MOB'sI3aH1 3 BAKOPUCTAHHSIM OOMOOCXOBHUII] cepell HaceJeHHsI, 0OMeXeHa.
OTpuMaHHs TPSAMUX JAHUX BiJ] HACEICHHS MAa€ BAXKJIMBE 3HAUYEHHS JIJIsI TTOJAIIBIIOTO
BpaxyBaHHS B IUIaHaX PO3BUTKY Ta BIJAHOBIEHHA IpoMaj, 0cobiMBO Yy cdepi
[UBIIBHOTO 3aXUCTY.

B HamioHaabHOMY 3aKOHOJABCTBI 3aMICTh TEpMiHY «OOMOOCXOBHIIE)
BUKOPHUCTOBYETHCS TEPMIH «3aXHCHI CIOPYIM HUMBUILHOTO 3aXHMCTYy», MAalOYU Ha yBa3l
1HKeHepH1 OyaiBii, TpPU3HAYEH! M YKPUTTS 1 THUMYACOBOTO 3aXUCTy JIOACH,
oOnmagHaHHs, MaWHa BiM Hag3BuYaiiHMX curtyarid [3]. i cmopynm BkiIHOYarOTh
CXOBWIINA, MPOTUPATIAIINHI YKPUTTS, HAUTPOCTINII YKPUTTA Ta 3aXUCHI CIOPYIU
MOJIBIMHOTO NpU3HAUEHHS. 30HAa JOCTYMHOCTI JJii OOMOOCXOBHIN BU3HAUYAETHCS SIK
paxaiyc 500 metpiB a6o 10 xBunuH X001 [4]. 3TiIHO 3 HAIIIOHAILHUMH TIPaBUJIAMH,
3a yTpUMaHHS Ta eKcIulyaTalito 00MOOCXOBUI BIANOBIAAIOTH OalaHCOYTpUMYBaul
00'eKTiB, 10 AKUX HaJEXaTh KEPIBHUKU MIJIPUEMCTB, YCTAHOB Ta OpraHi3alliid, y ToMmy
YHCIIl HaBYaJIbHUX 3aKjaafiB [S].
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3 2018 poky JlepxaBHa cyk0a YKpaiHu 3 HaI3BUYAHHUX CUTYaIlild OisIbIe He
BIJIMOBIAA€ 32 yTpuMaHHs [uX 00'ekTiB [6]. [loToOuHA MISUTBHICTB CITYKOH 30CEpeIKeHa
Ha yd4acTl B KOMICIMHMX TiepeBipkax OOMOOCXOBHUIIl 3 TMOJAJBIIUM HaJaHHSIM
peKOMeH Al 0aJaHCOyTpUMYyBavYaM 3aXHUCHUX CITOpYA. Taka cuTyallis mpu3Besa J10
BiJICYTHOCTI €MHOI CUCTEMHU YIIPABJIiHHS 3aXHCHUMHU CIOPYJIaMHM, IO CHPHYNHUIIO
poOJieMH 3 TX JOCTYITHICTIO Ta MPOITYCKHOIO 3/1aTHICTIO0. Hanpuknan, y micTi Ipmiss €
NesKl JKUTIOBI paiOoHU B SKUX BiJICyTHI OoMOocxoBuiia Ha Biactani 500 M, sk

nokasano Ha Puc. 1.

/
Hostomel

\

1 Irpin boundary (17,89 sq km) & uy R
Settlements boundary : 7 \
"] Bombshelter buffer zone (7,63 sq km) SO MrS e 2 ' 1

7=
n,,

Urban development )i S N 1 Km

Pucynok - 1. IlTokpurTs 30H 1ocTtynHocrti 6omoocxoBuina B Ipneni
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MeTtopoJioris
JocnimkeHHss BKIOYaiao 301p TMEpBUHHUX JaHMX (KUIBKICHMX Ta SIKICHHUX)
IIISTXOM CTPYKTYpPOBAHHMX ONMUTYBaHb PECTIOH/ICHTIB Ta HAMIBCTPYKTYpOBaHUX (HOKYC-
rpymnoBux auckyciit (OI'J1) 3 wieHaMu MICBKMX HaceJIeHUX MYyHTKIB B 20 KM BiJl MEXi
Mmicta Kuesa. Oriinka 0XoIuitoBajia paioHH, sSIKi CUJIBHO TIOCTPaXK/IaIu BiJl O0HOBUX JT1i
(Ipmiabs, bywya Ta Bumropoa), a TakoX MeHI nocTpaxnaani pahonu (bospka,
Bopucnins Ta O0yxiB) (nuB. Puc. 2).
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PucyHnox - 2. Jlokauii HaceseHux myHKTiB B KuiBcbKkiii o0J1acTi
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Orminka 30cepe/keHa Ha MICBKHUX HAaCeleHUX MyHKTax 4epe3 OiIbIl BHCOKY
IIIBHICTH 3a0YyI0BH Ta HACEJICHHS, @ TAKOXX HAsBHICTh Mepexi OomOocxoBuill. Takuii
HIIX17 Ja€ MOMJIIMBICTH TOPIBHSATH BIJANOBII PECIOHJICHTIB, SKI TepeOdyBaiu B
OinbInii HeOe3ner (Oiabine 14 IHIUACHTIB), 3 TUMH, XTO KMBE B OUIbII O€3MEeYHUX
Mmictax (2-3 iHnuaeHty). KiabKicTh IHIMACHTIB OTpUMaHa 3 BIAKpUTHUX JKepen The
Armed Conflict Location & Event Data Project (ACLED) [7].

30ip nmanux BiAOyBcs B mepion 3 21 mucronana mo 2 rpynHs 2022 poky i
BKitouaB 398 ocobuctux iHTEepB't0 Ta 6 OI'/l, Aki Oyau piBHOMIPHO PO3MOALIEH] B
OUIBII- Ta MEHII- MOCTpaXAanux HaceneHux myHkrax. OI'J[ mpoBoaumucs 3 MeTOIO
Aetanmizamii JOCHIAHMIBKUX THUTaHb 1 CHOPUSHHA TIOJINIICHHIO BUKOPHCTaHHS
6omO0cxoBuIl. OCHOBHUM KpHUTepieM Bubopy ydacHukiB @I'J] OyB BiK, 1110 BiMOBIAA€E
BiKOBIH kiacuikamii BcecBiTHBOT opraHizallii OXOpoHH 370poB'st (Mosoaui - Bif 25
1o 44, cepenniii - Bix 45 mo 60 1 moxunwmii — Bix 60 pokis) [8].

JIy1st oTpUMaHHS pi3HOMAHITTS BIJIMOBIJEH 11010 BUKOPUCTAHHA 0OMOOCXOBHIIL
BPaXxOBaHO CYO'€KTHBHI XapaKTEPUCTUKU PECHOHACHTIB Taki SK CTaTh, CTaTyC
3aMHATOCTI Ta BIK, OCKUJIBKH JIOCBIJ] Ta CHPUHHATTS MOXKYTh BIJIPI3HATUCH 3aJICIKHO B1JT
IIUX XapaKTepUCTUK. Pe3ybTaT OIIHIOBAaHHS MMOKA3yIOTh BIJICOTOK PECTIOHICHTIB, SIK1
7 KOHKPETHY BIJANOBIb HAa MUTAaHHSA AOCHiKeHHS. OTpuMaHi J1aHl HE MOXHa
EKCTparoJIIOBaTH Ha YaCcTKy HaceJIeHHS Ta CIiJl PpO3MJISaTH SK OPIEHTOBHI
(IHAMKATUBHI), a HE PEIPE3CHTATUBHI.

Pe3yabTaTu 10CaigKeHHs

[Hpopmariss 1moOAO pO3NOALLY YYaCHUKIB KUJIbKICHOTO ONHMTYBAHHS 3
BpaxyBaHHSIM Cy0’€KTUBHHMX XapaKTEpPUCTUK IpejacTapieHa B Tadm. 1.

Tadanusa — 1. XapakTepucTuka peclioHAEeHTIB

T T CuibHO HOCTpi)KIlaJ]i Menm I[OCTpiE.).KIla.Hi Benoro
TepuTopil TepuTOPil

Kinku 72% 61% 67%
YonoBiku 28% 39% 34%
Bik Bix 18 no 24 pokiB 7% 8% %
Bik Bix 25 no 44 pokiB 35% 31% 33%
Bik Big 45 no 60 pokis 32% 34% 33%
Bik Big 60 pokiB 271% 28% 271%
[IpaneBnamToBaHi 53% 52% 52%
be3po0iTHi 48% 48% 48%
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VsBNeHHS PECMOHJEHTIB TMpO MICHA pO3TallyBaHHA Ta BIACTaHb [0
00MOOCXOBHII]

BianoBigHO 10 OTpuMaHMX Pe3ynibTaTiB Ta 3 OIVISAY Ha TE, IO BCl 1HTEPB'IO
IpOBOAWINCE B 10-XBUJIMHHIA 30H1 JOCTYMHOCTI /10 OOMOOCXOBHII, OLIBIIICTh
pecrionnieHTiB  (59%) mMOBIMOMUIM TIPpO  BIACYTHICTH a00 HE3HAaHHS IIOJI0
po3TallyBaHHS 3aXMCHOI criopyau B 10 XBHIMH Bij Mici nepeOyBaHHs. BukianeHe
CBIIYUTHh MPO HEIOCTATHIM pIBEHb IMOIHPOPMOBAHOCTI MICIIEBOTO HACEJICHHS PO
po3TanrtyBaHHs 60MOOCXOBHIII.

45%  46% 47%
39%

15%

8%

He 3Har0 Hi Tak

B CHIBHO TOCTPakAani TepHTopii = MeHII mocTpakaali TepuTopii

Pucynox - 3. Posmopin BiAmoBieH PECMOHACHTIB, M0 MOBIJOMIIIA TIPO
HasiBHICTh 00MOOCXOBHIIA B Oe3mocepeiHii 0J13bKoCT (B Mexkax 10 XBHIIMH XOA601)

Pesynbrati omuTyBaHHS CBITYaTh MPO T€, 110, HE3BAXKAIOUM HA OOMEXKEHE
BUKOPUCTAHHSI OOMOOCXOBHII], PECTIOHJICHTH 3a3BUYall BBAKAIOTh KUIbKICTh YKPUTTIB
HEJIOCTATHHOIO, MPO 10 TAKOXK MOBIIOMIISUIA YIaCHUKU OMUTYBaHHS y Beix DI/,

0
38% 44%

33% 33%
29%
l . :
Hi

Tak He 3Haro

B CHIpHO MOCTPaXkaali TEPATOPIl MeHII mocTpakaami TepUTOPii

Pucynox - 4. Posmomin BigmoBiel pPECHOHIEHTIB, MO0 BBaXAaKOTh KIJIbKICTh
OOMOOCXOBHII Y CBOEMY MICT1 IOCTaTHBOIO
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B cepennbomy 26% pecroHIEHTIB MOBIAOMUIIM, IO BBa)KalOTh BiIICTaHb 0
HalOIMKI0ro 60MOOCXOBHIIA OJHUM 31 OCHOBHUX 0ap'epiB 1OCTYyMy, BKa3yIOUH Ha Te,
0 BIJICTaHb JO OOMOOCXOBHII MOXXE OYTH OJHHUM 13 KJIIOUOBHUX (PaKTOpIB, IO
BIUTMBAIOTh HA PINICHHS HE BUKOPUCTOBYBATH YKPHUTTS IIiJl 4Yac OrOJIOIICHHS
noBITpsiHOT TpuBorv. YyacHukd DI/ Takok wyacTo 3ragyBaiu, IO HAHOUIBII
OpUMHATHA BIJICTaHb [0 YKPUTTS ToBMHHA Oyt B Mexax 500 MerpiB Ta
3alPOINOHYBAJIM OPraHi3yBaTH J0JIaTKOBI OOMOOCXOBHINA B T'POMAJCHKHX MICIIfX,
TaKUX K 3yMUHKHA TPOMAJICHKOTO TPAHCIIOPTY, a TAKOXK B IMiiBasIax abo mijgBajax.

V Moiit OymiBm 28%
HOmEY I 1%
21%

50-100 1
. pu
17%
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SEN R

8%

0200 .,
10%
100-150 »
" -
250-300 »
" -

6%

Bi 300 1
e300 S

MeHI mocTpakaani TepHTOPii B CHIFHO TOCTpakaali TePHTOPil

9%

Pucynok - 5. Po3noain BiAMOBiAEH PECTOHJICHTIB Mpo OaxaHy BiJIICTaHb J0
00MO0CXO0BHIIIA 32 SIKOi BOHH OYyyTh TOTOBI CKOPUCTATUCh 3aXHCHOIO CIIOPY/I0I0

VYyacnuku Bcix OI'/] moBigomMumiy, mo iHPOPMALIO MPO MICLs PO3TAITYyBAHHS
60MOOCXOBHIIl BOHU OTPUMYIOTh 3 OHJIAWH-pecypciB abo 1HIIMX Jtoel. BoHu Takox
3a3BUYail TOBIJOMIISIIA, IO BUKOPUCTOBYIOTH [HTEpHET, a TaKOX IUIaKaTH Ta
iH(opMaIliitHi 3HaKu Ta 1HIT BUAW ITyOI19HOT 1HPOpMAaIlii BiJ MiCIIEBHX aJMiHICTpaIlii
a6o JlepxaBHuUx cimyx0 3 HaJ3BUYAWHUX CHUTYyaIlld SK OakaHi CIIOCOOM OTPUMaHHS
iH(dOopMaIli mpo po3TanryBaHHs 60MOOCXOBHIIIA.
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Omnmnaiin KapTu 25%

Iatepret, Facebook, rpymoBi yatu 28%
CaiiTi MiCIIeBUX aIMiHICTpAIlii 27%
He 3naro 18% _
He mikasiock 14% _
3anuTyro y NEpeXokKux 17% -

3Haku a00 OroJIoMIEHHS 7% -
Hpyxosani kapt 5% Il%

MeH1 mocTpakaail TepUuTopii B CHJIBHO MOCTPAXKIAJIl TEPUTOPIT

Pucynox - 6. Posmozin BiAmoBiged pecrnoHACHTIB Mpo pkeperna iHdopmarii, sKi
HaifyacTilie BUKOPUCTOBYIOTHCS JIUIA 3'sICYBaHHS MICII€3HAXO0/KCHHS O0MOOCXOBHIIA
(1exibKa BapiaHTIB BIATOBIIEH)

[ToBimoMIIEH] OOCTABUHU Ta NEPEIKOIN TSI BUKOPUCTAHHS OOMOOCXOBHIIT

3a qaHuMH OH-JIaKH pecypey "Ykpurts s HaceneHHs Kuesa" [9], mumie 13%
a6o 485 OGomOocxoBuin Kuea oOmamHani manmycamu. bap'epu s joctymy 10
60MOOCXOBHUIIl MOXKYTh CIIPUSITH BPa3JIUBOCTI JIFOACH 3 1HBAJITHICTIO.

SxicHi JaH1 TOCHIIPKEHHS BKa3yOTh Ha JIBa TUITH Oap'epiB cepell HACEJICHHS, 1110
CTOCYIOTBHCSI BUKOPUCTAaHHSI OOMOOCXOBHILL

- TICUXOJIOT14HI Oap'epu, y TOMY YHUCI HU3BKUN PIBEHBb JIOBIPU /IO 3aXUCHUX
CHOpYA, BIIUYTTA HEOE3NEeKH MpU BUKOPUCTAHHI 3aXMCHHMX cHOpya abo cTpax
HE3HAMOMIIIB;

- (izuyH1 a00 1HPpPACTPYKTYypHI Oap'epu, Taki SIK BIACYTHICTb JOCTaTHBOI
KUIBKOCT1 YKPUTTIB Ta BICTaHb 10 HUX, @ TAKOXK BIICYTHICTb 10AATKOBUX (aBapiiHUX)
BHUXO/I1B Ta/a00 MaHIYCIB.

. 46%
e L 0 DT T N 59,
IV . 30%
Po3ramoBaHe Ha 3Ha4YHIN BigcTaHi I 2%
YKpHUTTS CTBOPIOE HEOE3IIEKY .. & 24%
28%
I 24%
24%
I 22%
19%
I 13%
5%
B 3%

MeH1n nocTpaXkaaia TepuTopii B CWIbHO MOCTPAXKAAII TEPUTOPIT

BukopucTaHHs anTbTEepPHATUBHOTO YKPUTTS

He3zanoBinbHuii ctan yKpUTTS

Hemae Takux oocraBuH

OcobwucTi/ciMeiiHl 00CTaBUHU

PucyHnok - 7. Po3noin BiAnoBiAel pecCoHACHTIB PO 00CTaBUHM 3a SIKUX BOHU
«Hl B SIKOMY pa3i» He Oyiu O roToBi BUKOPUCTOBYBATH OOMOOCXOBHUIIE (JI€KLIbKa
BapiaHTIB BIAMOBIIEH)
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Ha mnoBeninky ywacHukiB @I'J[ momo BukopucTaHHs OOMOOCXOBHWIN B
OCHOBHOMY BIUIMBae iH(opMarliss npo piBeHb HeOe3neku. Yepes yvacTi MOBITPsHI
CIIOBIIICHHS, OUTBIIIICTB 3 SIKMX € MONEPEKYBAILHUMH, JIFOJU CIIOYATKY MEPEBIPSAIOThH
iH(dopMaIiito moa0 (HaKTUYHOTO PIBHS 3arpo3d. YUYACHUKH 3a3HAYWIM, 110 € TMEeBHA
ajlanTallis 10 CUTyaIlli 3arajaoM.
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1]

MeHmm mocTpaxkaami Tepuropii B CHIBHO MOCTpPaxkaali TePHTOPii

Pucynok - 8. Po3moain BiAmoBiAedl pEeCHOHJEHTIB MPO OOCTaBUHH, IO
BIUIMBAIOTh HA PINIEHHS BHUKOPUCTATH OOMOOCXOBHIE (JIEKUIbKAa BaplaHTIB
BIMOB1JIEH)

YyacHUKHM TaKOXX 3a3HAYWJIA, IO BIJICTaHb JI0 HAWOIMKYOTO YKPUTTSA Ta
HAsBHICTh aJIbTEPHATUBHUX BapiaHTIB YKPHUTTS, OKPIM IHIMIMX Oap'epiB, TaKOX
BIUTMBAIOTh Ha pIIIEHHS BUKOPUCTOBYBaTH OomOocxoBuie. Y Oiunbmocti OI'J]
VYaCHUKMA TOBIJIOMWJIHM, 10 CHPUAMAIOTh MIABAI/JIOX  3arajibHOJIOCTYITHUM
TbTEPHATUBHUM THIIOM YKPHUTTS.

OcHOBHUM cepejl TOBIIOMIICHUX TICMXOJOTIYHUX Oap’epiB € HemoBipa 0
3IaTHOCTI OOMOOCXOBHIIL 3a0€3MEYNTH HATICKHUH 3axucT (auB. Puc. —9).
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52% 51%

27% 0
25% 21%
15%
L —
I
YactkoBo 3abe3mneuye He 3nato 3abe3mneuye NOBHUN He 3abe3neuye 3axucry
3aXUCT 3aXHCT

B CujIbHO TTOCTpaXKAai TepUTOpii MEHI mocTpakaaii TepuTopii

Pucynok - 9. Posmopmin BiAmoBifed peCHOHACHTIB 3a CIHPUUHATTSIM 31aTHOCTI
O60MOOCXOBHIIl 320€3MEYUTH HATCKHUHN 3aXHUCT

[TixTBepPKEHHSAM BKa3aHOTO TBEPKEHHS TaKOX € 1H(QopMarlisi pecroHICHTIB
CTOCOBHO BIIUYTTs 3aXHIIEHOCTI BJOMa B TOPIBHIHHI 13 3aXMCHOIO CIIOPYI0F0, IPO IO
BKasyBam 57% pecnonaeHTiB. IHdopMmalis 11010 po3modily BiANOBIACH B
3aJIEKHOCTI B1J] TEPUTOPIi TOCTIIKEeHHS npejcTaBieHo Ha Puc. — 10.

60%

54%

I
Hi

He 3Haro

Tak

B CHIRHO MOCTpakAani Tepuropii ~ MeHII mocTpaxkaati TePATOPii

Pucynox - 10. Po3moxin BiANoBied pPECHOHIEHTIB IIOAO0 OUIBIIOTO BIIUYTTS
3aXMIIEHOCTI BAOMA HIK Y 60MOOCXOBHIIT

Bukopucrtagas 00MOOCXOBHIIA

Cepen pecmoHIEHTIB, fKI TOBIIOMWIH, IO 3a3BUYaii HE KOPUCTYIOTHCS
oombOocxoBumamu - 90%, OUIBIICTD MOBIIOMHIN MPO IMICHS JUIS MEPEeUYiKyBaHHS
NOBITPSIHOT TpuBOTH (MUB. Puc. — 11).
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55%
e U
Haiibmmxdae ymoBHO Oe3neune micie (Mix 17%
Oy/IMHKaMH, y Mia3eMHnX nepexonax Tomo) I 10%
[lepeOyBaro Ha poOOTI B OymiBiIi 5%

He 3Bepraro yBary Ha MOBITPSIHY TPHUBOTY r—— 0/Z(I).l%

. 0
BnacHe yKpuTTs (HanpuKIia, miaBai) -4 /%%

[ BignoBiai (HarmpuKIiTa, BUXOKY Ha 205
BYJIHIIIO) | 1%
MeHnm noctpaxaaii TepuTopii B CHJIbHO MOCTPaXaali TEPUTOPii

Pucynok - 11. Po3noain BianoBiaeld pecroHeHTIB PO MICIS MEePEeUiKyBaHHS
HOBITPSTHOT TPUBOTH

Maiixe y Bcix ®I'J[ Oynau pecrioHACHTH, SIKI BBRXXAIOTh 3a Kpallle 3aJuIIaTHCs
BJOMa ab0 ITHOPYBATH CIOBIIIEHHS MPO MOBITPSIHY TPUBOTY. YYACHUKH 3a3BHYai
MOBITOMJISIIM TTPO BUKOPUCTAHHS 3aXUCHUX CIOPY TUIBKH HAa pOOOYOMY MICIIi.

93% pecroHAEHTIB MOB1IOMUJIH, IO HIKOJIHM/MaiiKe HIKOJIU HE KOPUCTYBAIHUCS
00MOOCXOBHIIIAMH, KOJIM TIOBITPSIHA TPUBOTA OTOJIONIYETHCS BHOYI.

HalinmommwupeHima noBeaiHKa Ha poOOYOMYy MiCHi 3TiITHO 3 pe3yibTaTaMu
OTUTYBaHHS MpezcTaBieHa Ha Puc. — 12 ta Puc. — 13.

2%

59%
33%
26%
0
9% 204
|
Tax Hi He 3nar0
B CHJIBHO MTOCTpaXAali TepUTOPii MeH11 moctpaxaaii TepuTopii
Pucynox - 12. Posmopgin BIiAMOBiACH pPECHOHIEHTIB TPO MOXKJIHUBICTH

BUKOPHCTOBYBaTH OoMOoOcCXoBHIIe Imija 4dac podotn B 1mimomy 64% pecrnoHICHTIB
MOBITOMIUIH, IO 3HAIOTHh MPO MICIIE3HAXOHKEHHS HalOIKk4oro 60MO0CX0OBHUIIA 10
iXHBOTO pOOOYOr0 MICIIS.
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72%, 76%

12% 17% 16% 79
I |
Tax Hi He 3Ha10
B CHIIFHO IMOCTpakIalni TepuTopii MeHII mocTpakaat TePATOPii
Pucynox - 13. Posmomin BiAgmoBiged peCmOHACHTIB IO CTOCYIOTHCS

nepeOyBaHHSI B OOMOOCXOBHII SK MOBAXKHOI NMPUYMHHU 3aIli3HEHHS/BIJCYTHOCTI Ha
poboTi

[HdopMmaliis 1110710 MOBEAIHKH 1] 4ac MepecyBaHHs MICTOM 3T1HO 3 HaJIaHOIO
pecrionieHTamMu iHdopMaliiero nmpeacTapieHa Ha Puc. — 14 ta Puc. — 15.

He 3Har0/He MOIOPOKYIO N 22;2

. 10%
Tak . 50,

8%

oA 1%

76%

T N 5"

MeHI mocTpakaat TePATOPii B CHIBHO MOCTPakKAami TepHTopil

Pucynox - 14. Posmomin BiamoBigeld pECMOHACHTIB MPO BpaxyBaHHS MICIS
po3TanryBaHHs 60MOOCXOBUII MPH MJIAHYBaHH1 MOI3/I0K IO MICTY

12%

IHOII/HE 3HAIO
N 17

MeHII mocTpakaat TePHTOPii B CHIIFHO MOCTpakaalti TePHTOPii

Pucynoxk - 15. Po3nojin BiiOBiAeH peCOHICHTIB, 10 MPOJOBKYIOTh PyX JI0 MICIIS
poOOTH i Yac OTOJIOMIEHHS MTOBITPSHOT TPUBOTH (BIAMOBIII BUKITIOYHO
MpaleBIallTOBAHOI KaTeropii pecroHACHTIB)
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[ToBiTOMIIEH] ITPOMO3UIIT TA pEKOMEH AT

HamionansHi mpaBuia mom0 oOJamTyBaHHS 0OMOOCXOBUII TOCTATHBO YITKO
BCTAQHOBJIIOIOTh TEPENIK TEXHIYHMX XapaKTePUCTHKU Ta MaiHa, SKUM HEOOX1THO
YKOMILUIEKTOBYBATH 3aXHCHI criopyau [5].

OnHOYAacHO 3 LIMM ICHY€ HM3Ka MPHYMH €KOHOMIYHOTO, OpTaHi3alliifHOro Ta
TEXHIYHOTO XapaKTepy, IO 3aBaKalOTh 3a0e3MEYUTH OOIAIMTYBaHHS YKPUTTIB
BIJIMOBITHO /10 BCTAHOBJICHMX HOPMATHBIB. 3 OTJSAy Ha BUKJIAQJCHE Ba)KJIMBO
IpIOpUTE3yBaTH TOTPEOM KOPHUCTYBadiB (HACEJIEHHS) IUIIXOM 3’ SICyBaHHS
NEPIIOYEPrOBUX 3aXOMIB 3 MOKPAIICHHS 3aXHUCHUX CIOPYHA, IO TaKOX CHPUITHME
NPAKTHKH X BUKOPUCTAHHS.

[ToBimOMIIEH] MPOMO3HUIIT PECHOHACHTIB 00 IOKpAIISHHS OOMOOCXOBHII]
npeacTasieHi B Tabm. — 2.

Taboanus — 2. IloBinomJieHi NPONMO3ULil PECIIOHAEHTIB 010 MOKPAIICHHS
00MOOCXOBMIII (mexiyibka BapiaHTIB BiAMOBICH)

Cuabno Meni
Tunu npono3unuii MoCTpaxaaii | mocTpakaami
TepuTOpii TepuTopii

Micus mist cuaiHes a00 JeKaHHs

JocTaTHs KiUTBKICTh CaHITAPHHUX BY3IiB

HasBHicTh onanenHs Ta/abo o0irpiBauis

HasiBHICTE BooIIOCTa4aHHs Ta BOAOBIABEICHHS

3aranpHAN CaHITaApHUH CTaH (YHUCTOTA)

Hoctyn 110 3B'I3Ky/iHTepHETY

Bopa/ixa

Bentmamis

IIpumimmenns ans okpemoro nepedyBaHHs cimeit abo 3 20%
ITBMHA
Hivoro 3 mepepaxoBaHOro BHIIE 2% 0% 1%

3aranoM pECTOHJEHTH TOBIJOMIUIA, IO JJs 3abe3nedeHHs KoM(OpPTHOTO
BUKOPUCTAaHHA OOMOOCXOBHIIl BOHM TMOBWHHI OyTH 00JIalHaHI JTOCTATHIMU MICI[SIMU
IUTSL CUIIHHS a00 JeKaHHs, CaHITADHUMU BY3J1aMH, a TAKOXK 3a0e3MeueH1 JKepeTaMu
TeIJIa Ta BOJU. PECrOHJEHTH TaKOX 3a3HA4YMIIMA, 110 OOMOOCXOBHIIA MOBUHHI OyTH
o0JiaiHaH1 3amacamMu BOJM Ta 1K1, aje 1ie, IMIBUIIIE 32 BCE, MOB'A3aHO0 3 OUIKYBaHHSIMHU
1010 TpUBAJOro TepeOyBaHHsS B OomOocxoBumax. [Ipo 1e wacrime 3ragyBaiu
PECHOHJIEHTH 3 CUJIBHO MOcTpaxnanux pailoHiB (42% mporu 16% y wmeHIn
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MOCTpaXKIaINX palOHAX), OCKIJIBKHU paHille Taki PECIIOHACHTH MaJld TPUBAJIHNI JOCB1
nepeOdyBaHHs Y 00MOOCXOBHINAX 11 yac okynailii KuiBcbkoi o01acTi.

[ToTpebu mroaeit y BAOCKOHAJEHUX OOMOOCXOBHIIAX, CEepell 1HIIOro, TaKOX
MOXXYTh BIUIMBAaTH Ha TPHUBATICTh MepeOyBaHHA a00 HEBHUKOPUCTAHHS 3aXHCHOI
cropyau (auB. Puc. — 16).

80%

67%

27%
17%

L N o7

He BHKOPHCTOBYIO YKPHTTSA J10 3aBepIIeHHS TPHBOTH o 1 roguHn

B CHIBHO TOCTPakaami TePHTOPil MeHII mocTpakaani TepHTOPii

Pucynok - 16. Posmogin BIANOBiEW PECHOHJEHTIB 100 TPUBAJIOCTI
nepe0yBaHHs B O0OMOOCXOBHIIII

Yyacauku @I'J[ Bim 60 poOKIB YacTO HAaroJIONIyBajld Ha Ba)JIMBOCTI
3a0e3nedeHHs 0e3MepenIKoHOTO JOCTYITY 10 3aXUCHUX CIIOPY/ JUTS JIFOIeH TIOXUIIOTO
BIKY Ta 3 00MEKEHUMH MOKJIMBOCTSIMHU, 1110 CIIPUSATUME Oe3Melll Bpa3IMBUX KaTeropii
HaCCJICHHS.

BucHoBku

HesBaxkaroum Ha IHTEHCHUBHI 00HOBI i1, pe3yJIbTaTH JTOCIHKECHHS CB1I4aTh PO
HU3bKE BHUKOPHUCTAHHS TPOMAJICBKUX OOMOOCXOBHIN Cepell MEIIKAHIIIB MIChKUX
nocesneHb KuiBchbKoi MICBKO1 arjomepariiii, a came:

- 90% pecrnoHAEHTIB MOBIAOMIIM, 110 3a3BUYail HE BIABIAYIOTH HaMOMMKUe
O0MOOCXOBHILIE T1]] YaC CIOBIIIEHHS PO MOBITPSHY TPUBOTY;

- 77% pecnoHIEHTIB MOBIJIOMUIIM, U0 HE BPaXOBYIOTh MICLS PO3TallyBaHHS
O0MOOCXOBHIIl MPHU TJIAHYBAHHI MO13/10K. BIIBIIICTh PECTIOHICHTIB MOBIIOMUIIU, IO
BBKAIOTH 32 Kpallle 3JIUIIATHCS BAOMA ITi]1 Yac TPUBOTH.

Pesynprati omnuTyBaHHS CBimyaTh MpO Te, IO HHU3bKE BUKOPHUCTAHHS
60MOO0CXOBHUIIl MOXKE OyTH TOB'sI3aHE K 3 TICUXOJOTIYHUMH, TaK 1 3 PiI3MUHUMH a00
iHdpacTpykTypHUMHU Oap'epamu. PecnoHmeHTH, SK TPaBUIIO, TOBIIOMIUIA TIPO
HEMOXJIMBICTh 1CHYIOUMX OOMOOCXOBHII 3a0€3MEUNTH HAJIECKHUN 3aXUCT, 3a3BHYAN
3raJlyloud Mpo HEIOBIpPY Ta BIIUYTTSA HeOe3meku mpu KopucTyBaHHsS HuMH. Cepen
MOBITOMIICHHUX (h13MUHUX Oap'epiB TAKOXK CIiJ] 3a3HAYUTH PO BIFACYTHICTH JOCTATHHOT
KUIBKOCTI YKPUTTIB, 3HaYHY BIJICTaHb JJO HUX Ta Opak BUIbBHOTO MiCIIS.

[IpoBenenuii aHami3 pe3ynbTaTiB OMUTYBaHHS CBIAYUTH MPO OOMEKEHY
0013HAHICTh MICIEBUX MEIIKAHIIB MPO MICLSA pO3TallyBaHHA OOMOOCXOBHII Ta iX
JOCTYIIHICTb. X04a OMUTYBAaHHS MPOBOJAMIOCH B HOPMATUBHIN 30HI JOCTYIHOCTI J0
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6omOocxoBui, 1o Bignosigae 500 m a6o 10 xBummH X0AKOM, 59% pecrnoHACHTIB
TIOBIIOMWJIH, IO HE 3HAIOTH PO PO3TAITYBAaHHS HAHOIMKINX 3aXUCHUX CIIOPY/I.

3HauyHa YacTKa pecrnoHJeHTIB (89%) MOBIIOMWIM MPO HEIOCTaTHICTH abo
BIJICYTHIO 1H(OpMAIIiI0 IIOJI0 JOCTATHOCTI OOMOOCXOBHII B HACEICHOMY ITyHKTI.
PecnionenTy 3a3Br4aii mponoHyBaiu OyayBaTH 0IaTKOBI 3aXHUCHI CIIOPYIH B MiCIISIX
CKYMUYCHHS JIFO/ICH, HAMPUKIIA, 3yTUHKHA TPOMAJICEKOTO TPAHCIIOPTY, a0 COlliaTbHIX
OyIiBIsAX (Mara3uHu, arTeKu, JIKapHi TOIIO).

Pe3ynpTaTi MpoBEAEHOTO OIIHIOBAHHS CB1IYaTh MPO TE€, M0 MOXKE OYTH BIKUTO
KUTbKa 3aXOJIB IS CIPHUSHHS BUKOPUCTAHHIO OOMOOCXOBHII[ IIJIIXOM IT1ABHILEHHSI
0013HAHOCTI JIIOJIEH Ta TMOJOJIaHHSA TOBimOMIICHHX Oap'epiB. Taki 3axomu MOXKYTh
BKJIFOYATH OPTaHI3allifo lH(l)OpMaI_III/IHO HpOCBlTHI/IHI)KI/IX KaMMaHii BKIIOYHO 13
BCTAHOBJICHHSM 1H()OPMAIIIHHUX CTEH/IB UM BKA31BHUKIB HAMPSAMKY PYyXy, a TaKOX
EKCIIEPTHOI MEPEBIPKU CTaHy YKPUTTIB 3 MOJANBIIOI0 YITKOIO KOMYHIKAII€I0 Yepes
odimiiHi 1HMOpMAIIiHI KaHaIu MPO JOTPUMAHHS CTAaHJAPTIB YKOMILIEKTOBAHOCTI
3aXHMCHUX CHOPY/, Y TOMY YHCI1 CIIPOMOXHOCTI 3a0€3MEYUTH HAJICKHY O€3MeKy.

[Ipy OyniBHUITBI 200 PEKOHCTPYKIi OOMOOCXOBHIN Ba)KIMBO BpPaXxOBYBATH
PIOPUTETHI MOTPEeOM KOPUCTYBA4iB OCHOBHUMHU 3 SIKUX BIJIMOBITHO /IO PE3YJIbTATIB
OTUTYBaHHs OyJIu - MICLSI JJI9 CHIIHHS/JIe)KAHHsI, HASIBHICTh KaHaTI3alIlli, OIMaJICHHS,
JIOCTaTHBOI KIJTBKOCTI CAHITAPHUX BY3JIIB Ta MPUMIIIEHD JJII OKPEMOT0 nepeOyBaHHs
ciMel 3 IITbMH, JOCTYII J10 3ac001B 3B'A3KY a TAKOXK 3aaciB BOJAM Ta XapuyBaHHS.
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Modeling indicators of investment systems

In the work, the system of investment development of Ukraine is built and the value of export and
import is predicted, as the indicators that most depend in the system on the change in the indicator of direct
foreign investment. At the current stage of direct foreign investment in the Ukrainian economy, there is a
decrease in the intensity of attraction of direct foreign investment, which is caused by a number of factors of
an economic and political nature. Representatives of the private sector of foreign countries are mainly
interested in highly profitable areas, in particular the financial sector and industry, which currently account
for about half of foreign investments accumulated in the country's economy.

Haii6inbpm 6akaHoro GopMOI0 1HBECTYBaHHS ISl KpaiH, 1[0 PO3BUBAIOTHCS, €
3asiydeHHs npsMux 1Ho3emHux 1HBectuiid (III). Taka ¢dopma TOBroCTpOKOBUX
1HBECTHUIIIH cripusie iHTeHCU(IKAIlll BAPOOHUIITBA, PO3BUTKY HallIOHATBHOI EKOHOMIKH,
BIIPOBA/PKCHHIO 1HHOBAIIMHUX TEXHOJIOT1M, 3POCTaHHIO E€KCIIOPTHOT'O MOTEHIIIANy.
Peanizariiss momiTHKKA 1HBECTUIIHHOT MPUBAOIMBOCTI YKpaiHU CTUMYJIIOE 3aTy4eHHS
IpSMHUX 1HO3EMHHUX IHBECTHIIM B E€KOHOMIKY YKpaiHu. ['11MOTe3010 JOCIIIKEHHS
ICHYBaHHSI B3a€MO3AJIKHOCTI MK OOCSATOM MPSIMUX 1HO3EMHHMX I1HBECTHINHN Ta
MaKpOEKOHOMIYHUMU dakTopamu: obcsrom ekcrnopTy Ta immopty, BBII, kypcom
nonapa CIIA, 1HaekcoM CHOXHMBYMX IWIH, (hakTopoMm uyacy. BusiBneHHs Ta ix
MOJIETIIOBAHHS € OCHOBHUM TPEAMETOM JIOCIIKEHHS.

OCHOBOIO KOpENSILIHHO-PErpECITHOrO aHalli3y € OLIHKA MapHUX KOEQILIEHTIB
KOPEJISIIT MDK 3aJIe)KHOI0 Ta HE3aJeKHOI 3MIHHMMH, SKI MOKAXKYTh IIUIBHICTb
3B'A3KY MDK  JIOCHII)KYBaHUMHM  €KOHOMIYHMMM  TOKa3HUKaMHu. Po3paxyHoOk
KOe(DIIIEHTIB KOpPEJALil JTO3BOJUTh BU3HAUWUTU CTYIMiHb BIUIMBY OCHOBHUX
MaKpOEKOHOMIYHUX (PaKTOpiB Ha OOCST KamiTadIbHUX 1HBECTHUINH [1].

[IpssmMi 1HO3eMHI 1HBECTHIli TICHO TOB'SI3aHI 13 30BHINIHHOCKOHOMIYHOIO
TISUTBHICTIO KpaiHW, PO3BUTOK EKCIOPTHO-IMIIOPTHUX OMeEparliii XapakTepusye ix
3B'I30K 13 30BHIIIHIM PUHKOM 1 MD>KHAPOIHUM TOJIJIOM Tiparli. BamoBuii BHyTpimIHiN
MPOJIYKT € PEe3yJIbTaTOM EKOHOMIYHOTO IMKIY BUPOOHWYOI misuibHOCTI, oocsr IIII
3aJIeKUTH BiJl KYpCy JloJlapa Ha PUHKY, a PIBEHb 1HQIAIIT € TOKa3HUKOM €KOHOMIYHOT
CTaOUIBHOCTI.

Bin 3anmy4yeHHs B KpaiHy 1HO3€MHUX 1HBECTHIIN 3aJIEXKUTh CTAH HAlLlIOHAIBHOTO
BUPOOHUIITBA, PIBEHb TEXHOJOTIYHOTO PO3BUTKY, CTPYKTypHa TiepedymoBa
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HAIIOHAJILHOT E€KOHOMIKHA. [HO3eMHI I1HBECTHIN] MAIOTh MO3WTHUBHI HACIIIKA
BXOJDKEHHSI B KpaiHy, 1 CYIPOBOKYIOTHCA 3arpo3aMyd €KOHOMIYHOMY PO3BUTKY
JIEpKaBH.

Oco0nMBy poJib B aKTHBI3aIlll 1HBECTHMIIIHHOI MiSUIBHOCTI B YKpaiHi Mae
BIJIITpaTH 3ajlydeHHS MPSIMUX 1HO3EMHUX 1HBECTHII Ha B3a€EMOBMIIJIHMX YMOBaX,
Hacamrepea 3 METOI peaiizallli CHiUIBHUX TPOEKTIB IS BHUPIIICHHS 3aBlIaHb
CTPYKTYpHOi TpaHcdopmallli €KOHOMIKH, BIPOBA/KEHHS HOBITHIX TEXHOJOTIH Y
BUPOOHHIITBO Ta 30UIBIIECHHS OOCATIB BUPOOHUIITBA, KOHKYPEHTOCIPOMOXKHICTh
yKpaiHChbKuX TOBapiB [2]. CbOrofHi 3aly4eHHs 1HBECTULIN 31HCHIOETHCS PI3HUMH
cmocobamMu 1  3aNeXHUTh Bl EKOHOMIYHOTO  CEpelOBHUINAa  1HBECTYBaHHS.
Halinomupenimumu crnocobamMu 3alydeHHs] 1HBECTHIIM B YKpaiHy € mnpuaOaHHs
1HO3EMHHUM 1HBECTOPOM MICIIEBOI OpraHi3ailii; CTBOPEHHs 1HO3eMHOI (imii, a TaKoxK
3MimaHoro a0o CHUIBHOTO TMIANPUEMCTBA; 3aly4yeHHS KOIUTIB MDKHApPOIHUX
(d1HaHCOBUX Oprasizalliii Ta IPOBEICHHS KOHKYPCIB, K1 niependadyanu 6 3000B'13aHHS
I10JI0 PO3BUTKY MIAMPUEMCTB Ta JOJATKOBY emicito akmik [3]. HaitGinaemmn sickpaBo
3MiHY IHBECTHUIIIHHOTO KJIIMaTy JEMOHCTPYE NTMHAMIKA IHBECTHIIIH, 0COOJIMBO TIPSIMUX
1HO3EMHHUX, 1110 BBAKAETHCA 1HIUKATOPOM 3MIHU PIBHA JIOBIPU Ta PEUTUHTY KpaiHH.

TakuMm 4YWMHOM, 13 Tally3eBHX MPIOPUTETIB 1HBECTYBaHHS E€KOHOMIKH YKpaiHH
BUILJIMBAE, 110 OCHOBHI MPEJICTAaBHUKU MPUBATHOTO CEKTOPY I1HO3EMHHUX JIEpiKaB
JOTPUMYIOTHCA €AMHOT JUIsl YKpaiHU 1HBECTHUIIINHOT CTpaTerii, MpU 1IbOMY OCHOBHUMN

IHTEpEC CTAHOBIIATH (DIHAHCOBHUI CEKTOP Ta TPOMHUCIOBUIN CEKTOP.
JI1st MozieTiOBaHHS IHHOBAIITHOTO PO3BUTKY Y KpaiHHU 0ys10 00paHO MOKa3HUKH,
110 MPOaHaII30BaHO B MepuIoMy po3aiii. BuxigHi qaHi HaBeaeHo B Tadmuil 1.

Tabnuus 1 BuxigHi gai s npoBeAeHHS (GAKTOPHOTO aHAIIZY

III, Kypc nomapa
NUTEL Exkcnopr, | Immopr, BBIL, }gﬂl A 3ap Innekc
Poxku 1OLL. MJIH. JONL. | MJIH. JOIL | rpH P — cno;;cmzqnx
CLLIA CIIA CIIA (rpu/USD) 11H, %
X1 X2 X3 X4 X5 X6
2010 | 45370,0 | 633415 | 72678,5 | 1079346 7,96 109,1
2011 | 48197,6 | 82574,5 | 96788,5 | 1299991 7,98 104,6
2012 | 51705,3 | 82926,6 | 98813,8 | 1404669 7,99 99,8
2013 | 53704,0 | 77553,9 | 91220,0 | 1465198 7,99 100,5
2014 | 38356,8 | 654225 | 65949,5 | 1586915 15,77 1249
2015 | 321225 | 47863,7 | 47253,0 | 1988544 24,00 143,3
2016 | 31230,3 | 46229,7 | 49117,8 | 2385367 27,19 112,4
2017 | 31606,4 | 53979,0 | 60321,5 | 2981227 28,07 113,7
2018 | 32905,1 | 58972,9 | 63496,4 | 3560302 27,69 109,8
2019 | 35809,6 | 656835 | 67742,4 | 3977198 23,69 104,1
2020 | 54210 63465 65176 | 4194102 25,8 105
2021 | 52091 80026 82233 | 5459574 27,8 110
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Pe3ynbraTu hakTopHMl aHATI3 HABEJEHO HA PUCYHKax 1-4.

Puc. 2. ®akTopHI HABAHTAKEHHS

|| Data: DATA (v by 12¢) =N =R
=i
1 2 3 4 5 6
X1 X2 x3 x4 XA X6
1| 45370 63341,5 T2678.,5 1079346 7,96 1091
2 48197 .6 82574 5 96788.5 1299991 7,98 1046
3 51705,3 82926,6 96813,8 1404669 7,99 99.8
4 53704 775539 91220 1465198 7,99 100,5
5 38356.,8 65422 5 659495 1586915 16,77 1249
6 321225 478637 47253 1988544 24 1433
7 31230,3 462297 491178 2385367 2719 1124
8 31606 4 53979 603215 2981227 28,07 13,7
9 329051 589729 634964 3560302 27,69 109,8
10 358096 656835 67742 4 3977198 23,69 1041
11 54210 63465 65176 4194102 258 105
12 52091 80026 82233 5459574 27,8 110
I
Puc. 1. Buxiani gaHi g anamisy.
1 Factor Loadings (Varimax normalized) (DATA)
Extraction: Principal components
(Marked loadings are = 700000}
Factor Factor
Variable 1 2
X1 0,882767 0,100756
X2 0,935164 0187019
X3 0.914944 0,336871
X4 [ 01019850 -0,981760
X5 -0.495213]  -0.858528
X6 -0.810658 0.100025
Expl.Var 3,403734 1,869538
Prp.Totl 0,567289 0,311590
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Plot of Eigenvalues
4,5
4,0
35
3.0
25
E
©
= 20
1,5
1,0
0,5
0,0 -
1 2 3 4 5 6
Number of Eigenvalues
Puc. 3. Kam’sitHa ocun
3 Eigenvalues (DATA)
Extraction: Principal components
Eigenvalue % Total Cumulative Cumulative
Value variance Eigenvalue %
1 | 3.7565891 6260981 3,756589 62,60981
2 1,616683| 2527805 5 273272 8788787

Puc. 4. BiacHi yucia

TakuM YWMHOM, BUSIBICHO B3a€EMO3AICKHICTh MDK TOKAa3HHKAMU TIEPIIOTO
dakropy X1, X2, X6 ta B npyromy dakropi mixk X4 ta X5.

JIy1st BUBYEHHS 1HHOBAI[IITHOTO PO3BUTKY MPOAHAII3YEMO 3aJIEKHOCTI MEPIIOTO
dakTopy TaKUM YMHOM, i€ TIOKa3HUK MPSMUX 1HO3EMHUX 1HBECTHUIIIHN € HE3AJIECKHUM,
Ta BIUIMBA€ HA TAaKW: CKCIIOPT, IMIOPT, 1HAEKC CHOXXKHBYUX IIiH. PesynapTath mux
MoOJeJield HaBeIeHO Ha puc. 5 — 7.

b Regression Summary for Dependent Variable: X2 (DATA) | Regression Summary for Dependent Variable: X3 (DATA)
R=813780 R2=662238 Adjusted R2=,628462 R=781317 R2=610456 Adjusted R2= 4571502
F(1,10)=19.,607 p=,00128 Std.Error of estimate:7835.6 F{1,10)=15,671 p=<,00269 Std.Error of estimate:11257,
Beta St. Em. B St. Em. ‘ t(10) ‘ p-value Beta St Em. B St.Em. ‘ t(10) ‘ p-value
N=12 of Beta of B N=12 of Beta of B
Intercpt | 18977,94 10784,72) 1,759707 0,108955 Intercpt | 11760,23 1549423 0,759007  0,465363
X1 ‘ 0,813780] 0183783 1,10 0,25 4427942 0,001278 X1 ‘ 0,781317] 0,197369 142 0,36/ 3958670 0,002692

Puc. 5. [To6ynoBa 3anexHnocti ekciopty  Puc. 6. [loOyznoBa 3anexxHocTti imnopty X3
X2 Bixg 1aBecTuIf X1 B1JI 1HBecTHIIA X1
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Regression Summary for Dependent Variable: X6 (DATA)
R=572548 R2=327811 Adjusted R2=,260592
F(1,10)=4,8768 p=<,05171 Std.Error of estimate:10,402

Beta St. Enmr. B St. Emr. t(10) pvalue
N=12 of Beta of B
Intercpt 142,3482|  14,31760 9.94219 0,000002
X1 -0,572548)  0,259266 -0,0007 000033 -2.20834 0.,051706

Puc. 7. IloGynoBa 3ae:KHOCTI IHAEKCY CIIOKUBUMX IiH X6 BiA iHBecTHIIH X1

3a pe3ynbTaTamMu MpoBEAEHOr0 (PaKTOPHOTO aHali3y, Ta MOOYI0BAHUX Mojieeil
3JIEKHOCTI TOOYIyEMO CUCTEMY KOPEJAIiHO-pEerpeciitHMX MoIeJIe 1HHOBAaIIHOTO
pO3BUTKY YKpainu( Tabnuiis 2).

Tabnuug 2 Cuctema KopensIiiHO-perpeciitHiuX Moiesiel IHHOBaLIMHOTO PO3BUTKY

Ykpainu
ExoHOMIYHA CYTHICTh TOKa3HUKIB MaremaTnyHa MOJEb
3anexHicTh ekcnopty Ykpainu Bij [111 X2 =18977,94+1,10*%X1
3anexHicts iMnopty Ykpainu Bia [T11 X3=11760,23+1,42*X1

Tabmug 2.3 AHami3 moOy1I0BaHUX MoJieliei

MareMaTHuHa MOJEIb Koe(blmeliT KOG(l)lI.IIGH’l.““ p-level
KOPEIIALIi aerepMiHarii

X2 =18977,94+1,10¥X1 0.81 0.66 0.0012

X3 =11760,23+1,42*X1 0.78 0.61 0.0026

OuiHkM MOOYNOBaHUX MOJIENIe TO3BOJIAIOTh BUKOPUCTATU PIBHSHHS IS
MPOTHO3YBaHHSA, IO € OCTaHHIM €TaloM alroOpuUTMy JochimkeHHs. s
MIPOTHO3YBaHHS MOKAa3HUKIB €KCIOPTY Ta IMIOPTY NPUINMAEMO 3HAYEHHI MOKa3HUKA
[TII Ha piai 50 000 muH. goi. CIILIA., e mMoOKa3HUK HUKYHMI 32 pIBEHb OCTAaHHIX JIBOX
pOKiB, aie BunmMi 3a cepeadiii piBenb 3a 2010 — 2021 poku. PesynpraTn
IIPOTHO3YBaHHS HAaBEJICHO Ha puc. 8 Ta 9.
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9 Predicting Values for (DATA) 3 Predicting Values for (DATA)
variable: X2 variable: X3

b-Weight Value b-Weight b-Weight Value b-Weight
Variable *Value Variable * Value
X1 [ 11044631 50000,00 5522314 X1 [ 1.4185991 50000.00 70929 97
Intercept 18977.94 Intercept 11760.23
Predicted 74201,08 Predicted 82690.20
-95,0%CL 67560,69 -95 0% CL 73178.79
+95 0%CL 80821.47 +95,0%CL 92201,61

Puc. 8. [IpornosyBanus excriopty X2  Puc. 9. IlpornosyBanss iMrnopty X3 Bif
B 1HBecTUINIA X1 1HBecTHIii X1

Tabnuusg 4 Pe3ynabTaTi NpOrHO3yBaHHS CUCTEMU MOJIeNiel THBECTULIIMHOTO PO3BUTKY

Hwxus rpannns BepxHs rpannns
MaremaTuyHa MOZEIb
IIPOTHO3HOTO 3HAYECHHS IIPOTHO3HOTO 3HAYEHHS
X2 =18977,94+1,10%X1 67585.69 80821,47
X3 =11760,23+1,42*X1 73178,79 92201,61

[Iporuo3Hi 3Ha4EHHS 32 KOKHOIO 3 MOJICIICH:
X2 =18977,94+1,10*50 000 = 74201,08 (muH. qoun. CIIA)
X3 =11760,23+1,42*50 000 = 82690,20 (maH. mox. CIIA)

BucHoBkn

[IpiopuTeTHUM HANIPSIMOM 1HBECTYBAHHS € 1HHOBAIIli. [HBECTyBaHHS B PO3BUTOK
1HTEJIEKTYyaJIbHOTO, MMPOMHCIIOBOTO, YIPABIIHCHKOTO, MAPKETUHIOBOTO, IHU(GPOBOTO,
1HHOBAI[IHHOTO TOTEHIIAJIIB CTBOPIOIOTH YMOBU JUIsi (POPMYBaHHS Ta PO3BUTKY
CTpaTeriuHuX KOHKYPEHTHHX TepeBar MmianpueMCTBa.

[lapa piBHAHBb JiHIAHOI perpecii CBIAYATH NPO HACTYNHUN BIUIKB
TOCIIKYBaHUX (DAKTOPIB HAa MOKAa3HUKKA €KOHOMIYHOTO 3pOCTaHHs. I3 3pocTaHHAM
11T y npomucnoBicTh cekTopa Ha 1%, TeMn 3pocTaHHs €KCIIOPTY KPaiHU MOKE 3pOCTH
Ha 0,47%. ITpu Temnax 3poctanss [11I y mpomuciioBuii cekTop Ta ceKTop (PiHaHCOBOTO
nocepeaHuITBa Ha 1% TeMIu 3pOCTaHHS IMIIOPTY MOXKYTh 3pocTH Ha 0,51% 1a 0,43%
BinnmoBinHO. [lpuckopennss temmiB 3poctanHs [III y cekropax ¢iHaHCOBOTO
MOCEPETHUIITBA, TOPTiBI Ha 1% MOXKe MPU3BECTH 10 3HUKEHHS PIBHS O€3pOOITTS B
kpaini Ha 0,3%, 0,51%.
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36.0BIPYHTYBAHHS KOMIIOHEHTIB JIUISI CTBOPEHHS
IMPOI'PAMHO-ATIAPATHOI'O KOMILIEKCY 3 BUSIBJIEHHS PAJTIALIL
TA BOMOBUX OTPYUHUX PEUOBUH

Kapnenko M.I., Yymauyenko C.M., Momencokuii A.O.
Hayionanvnuii ynisepcumem xapuosux mexnonoeiu, Kuis, Ykpaina

E-mail: sapta@ukr.net

Substantiating of the components for creating a software and hardware complex
for detection of radiation and chemical warfare agents

The report is devoted to the theoretical substantiating of the relevance of developing a hardware and
software complex for the detection of radiation and CWA, including elements necessary for its operation
(radiation and gas sensors). An analysis of the state of informatization of environmental monitoring was
carried out; specified and characterized threats; analyzed specialized means for detecting radiation and CWA,;
problems for the creation of a new complex were identified; the best components are selected.

[Tix gac pociiichkoro BTOprHEHHS B YKpaiHy 3 00Ky arpecopa 0ysio 3po0sieHo
HU3KY 3asB, SIKI IIHPOKO CIPUIMAIOTHCS K MOTPO3U BUKOPUCTAHHS SAEPHOI 30pOi.
UYucnenHi oOCTpIIM aTOMHOI Ta TEIUIOBOI eleKTpocTaHlii Enepromapy mokHa
KJacu(iKyBaTH SIK aKTH SJEPHOTO TEPOPU3MY, BHACIIIOK YOTO TPUBAIIUH Yac CBIT OyB
Ha MEXI1 €KOJIOT1YHO1 KaTacTpodu.

OkpiM aKTIB SJIEpPHOTO TEPOPHU3MYy, PpOCIHCBKI 3arapOHHUKH HEXTYIOTh
KoHBeHIi€el0 mpo XiMiuHY 30por0, OOCTPUIIOBABIIM «A30BCTalb» HEBIAOMHUM
XIMIYHUM TUIIOM OO€EMPUIIACIB, a TaKOK PocPopHuMU OomOamu, siKi 3200pOHEH] IS
BUKOpHUCTaHHs. 30kpeMa pochopHi 00MOM HEOJTHOPA30BO 3aCTOCOBYBAIKCH Y 00X 32
Kwuis Ta KpamaTopchk y 6epesHi, a TakoX IPOTH 000POHIIIB «A30BCcTaii» y Mapiymnoni
y TPaBHi 1 1€ JIUIIe BUMAJKH, IKUM HaJlaJl pO3roJioc.

3rinno dexaepaiii amepukancbkux BueHuX (FAS) pociiicbkoi apMmii Ha MOMEHT
18 mucTomama 3amummuiocs 4 477 suepHux 00€rojIoBOK, 3 SkuX 1 912 takTuyHi. 3rigHO
nanux Opranizaiii 13 3a6oporu ximiuHoi 36poi (OPCW) 27 Bepecus 2017 p. 6ymo
3aBepIICHO BepHU(IKaIlilo 3HUIICHHS POCIACHKOI mporpamu ximiuHoi 30poi. Ilpote,
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MOTIEPE/THI JTaH1 PO YpaKEHHS 3aXMCHUKIB «A30BCTaj» OOEMPUTIACOM 3 HEBIIOMUM
XIMIYHUM CKJIQJIOM 3MYIIY€E MiAaTH CyMHIBY (DaKT yTuIi3arii XiMI4HO1 30poi.

B3sBmm 10 yBarm cam (akT CXWIBHOCTI POCIHCHKUX BINCHKOBHX O
TEPOPUCTUYHHUX AaKTiB, IOCTA€ HEOOXITHICTh y cIocobax Ta 3aco0ax paHHBOTO
BUSBJICHHS  3arpo3, a TaKOXX  OMNOBINIEHHS  [MBUIBHOTO  HAceleHHs U
BiicbKOBOCITYk00BIIIB 3CY.

Sk BKa3zyBajoCh BHUIIE, 3aTPO3U MOCTAIOThH Y BUTIIAJIL pajliailii Ta HeOe3meUHUX
ra3iB. B anrmiiicekiii MoBi oTpyiiHi pedoBunu (OP) mpwuitasto HazuBatu Chemical
agents (ckopoueno CA). boitoBi otpyiiai pedoBuHu (BOP) BignmorigHo Chemical
warfare agents (CWA). [lo knacuuaux CWA BiZHOCATHCS XIMIYHI pEUOBUHH HEPBOBO-
napamitaanoi aii: (Tabyn (GA), 3apun (GB), 3oman (GD), Etunsapun (GE),
[Muknozapun (GF), O-ethyl- S-diisopropyl amino methyl methylphosphonothiolate
(VX), S-(Diethyl amino)ethyl O-ethyl ethylphosphonothioate (VE), Amiton a6o
Tetram (VG), ®ocditaa kucinota ta methyl-, S-(2-(diethyl amino)ethyl) O-ethyl ester
(VM); mikipuonapusHoi aii: Input (H, HD), Asoruuit input (HN-1, HN-2, HN-3),
JIroizut (L),Inpuro-Jlrozuit (HL), ®eninauxmopoapcu (PD), ®ocrenokcum (CX);
KkpoBoBcMOKTYI041 (blood agents): CununbsHa kuciora (AC), Xnopomuian (CK), Apcun
(SA); 3agymumusoi aii: Xmop (Cl), ®ocren (CG), Judocren (DP), Xnopmikpin (PS).

B yMmoBax pocCiiiCbKO-yKpaiHChKOi BIHHM HaWOUIbI HEOE3MeUYHUMH Ta
BIPOTIIHUMHU JUIsl 3aCTOCYBAaHHsS CJIiJI BBakath HacTynHi kiacu OP: HepBoBo-
MapaJiTHYHOI Ta MKIPHOHAPUBHOI Aii.

JInst BUSABJICHHSI TaKMX PEYOBUH HEOOXIJIHI crienianbHl AaTuuku. [lepeciunomy
IPOMaJITHUHY MalKe HEMOKJIIMBO TakKl JICTaTH.

Tunu BOP MokHa BUSBUTH 3a JOTIOMOI'OI0 AETEKTOPIB, IPUHIIUII POOOTH SAKUX
3aCHOBAHMX Ha HACTYITHUX TEXHOJIOT1SX:

lon Mobility Spectroscopy (IMS). Flame Photometry (FDP (Flame Photometric
Detection Technology)). Infra-Red (IR) Spectroscopy (Photoacoustic IR spectroscopy,
Filter IR spectroscopy, Passive infrared detection, Differential absorption light
detection and ranging). Raman Spectroscopy. Surface Acoustic Wave (SAW).
Colorimetric. Photo lonisation Detection (PID). Flame lonisation Detection (FID). [1]

KoxHa 3 Takux TEXHOJIOT1H Ma€e CBOi IepeBaru Ta HeAoJiku. BapTo 3a3HauunTH,
mo g0 yBaru Opamucs Bci TexHonorii, okpim Colorimetric detection.
KonropoMerpuunmii  croci0 BUSBICHHS BHKOPUCTOBYETHCS BIMCHKOBUMHU 32
HaWIMpPOCTIINNA, HAWACIIECBIINA Ta HAWJIETUUN TUI AETEKTOPIB Ji1 BUKOPUCTAHHS B
MOJIbOBUX yMoOBax. SBisie co0oro crneuianbHl MpoOIpKH, TajdoHM abo mamipii,
0o0poOneH1 pearenTaMu, siki pearyroTs Ha BOP. Ha BigmiHy B yCiX 1HIIMX CIIOCOOIB,
JaHUW HEMOXJIMBO (200 BKpail CKJIaJHO) aBTOMAaTU3YBaTH, OCKIJIBKH 11100 00poOUTH
pe3ynbTaT NoTpioHE BizyaibHE CHPUUHSTTS MOTO JIFOIUHOIO.

BucHoBkH 1110710 TEXHOJI0T1H BusgBiaeHHS BOP: HaitO11b11I HEXKUTTE3AATHOIO IS
noboBuX yMOB € TexHousorist FID. Haiikpamioro xx € Texnomnoris SAW. SAW Ta PID
MarOTh BUCOKY YYTJMBICTh HaBITh 10 MaJUX KoHIeHTpaiiit OP, a po3mip getexTopa
MOHA 3MEHIITUTH JI0 MiHIMaJIBLHOTO po3Mipy Ta Baru 70 | kr. Bonu o6uaBa marothb
HEJIOJIIKKM y BUTJISAI BIUIMBY BOJSHOI Mapu Ta BOJOTOCTI HAa TOKA3HWKH, OJIHAK,
netekTopu SAW 3HayHO JelIeBIll y BUTOTOBJICHHI.
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Photo lonisation Detection (PID) — Bkpaii uyrnuBuii crioci6 BusiBieHHs: OP,
JI03BOJISIE BUSIBIISITU CIIOJYKM B Jy’K€ HU3BKUX KOHIEHTpauisx (ppb mo ppm). PID
JETEKTOPHU 3a3BUYail BUKOPUCTOBYETHCS y BHUMAJKaX €KCTPEHOIO pearyBaHHS IS
HaJaHHS TIoTNepeaHboi 1H(opMallii Mpo pi3HI XIMIYHI PEUYOBHHH, OCKIJIBKH BOHH
MOXKYTh pearyBaT Ha BUNIAPU KOHKPETHUX HEOPTraHIYHUX CIOJYK, B TOM Yac sIK 1HIII
neTrekTopu He 31artHi Ha 1e. [lpunuun podoru PID mossirae B 1oHi3ari 3paska
peYOBHHM 3a Jonomororo Y® BHUIPOMIHIOBAHHA TMOTJIMHYTUM aToMoM a0o
MOJIEKYJIOIO.

[TepeBaru PID: BucOKa 9yTIaMBICTH; KO MEX1 BUSBIICHHS JTOCSATAIOTh HU3BKUX
3HAYCHb PPM, BOHU aBTOMAaTUYHO KOHBEPTYIOTHCS B Ppb; MOXKYTh BUSBIISTH HE JIUIIIC
BOP.

Henoniku PID: 3HauyHO CXWIBHHMA [0 BIUIMBY BOASHOI TapH; CIaOKo
PO3PI3HAIOTH Ta3u. JIopori y BUTOTOBJICHHI Ta CKJIAJTHI.

Surface Acoustic Wave (SAW) — noBepxHeBa aKyCTUYHA XBUJISI - TEXHOJIOT,
noOy70BaHa Ha BUMIPIOBAHHI 3MiH y BJIACTHUBOCTSIX aKyCTHYHMX XBWJIb, KOJU BOHU
IPOXOJIATh HA YIBTPA3BYKOBUX YACTOTaX y M’ €30€JEKTPUYHUX MaTepiaax.

Binomi npuctpoi: gerexropu Big Thermo Electron Corporation (TVA 1000B
Toxic Vapour Analyser), HazMat, RAE Systems (MiniRAE 2000, MiniRAE 3000,
ppbRAE, ppbRAE 3000, ppbRAE Plus, MultiRAE Plus, ToxiRAE Plus PID)

[IepeBaru SAW

BimHOCHO HU3bKA ITiHA BUTOTOBJICHHS, IIBUJIKE pearyBaHHs HA PEUOBUHU, BKpait
Maja KUIbKICTb NMOMWJIKOBUX TPHUBOT, BUSBIIAIOTh HABITh HU3bKI PIBHI HEPBOBO-
MapaliTHYHUX Ta MIKIPHO-HApUBHUX pedoBHH. Jlerektopy SAW  moxHa
BUKOPUCTOBYBaTH Il epeKTHBHOTrO BUsBICHHS OP B pi3HOMaHITHHX yMOBax
HABKOJIMIIIHBOTO CEPEOBHIIA.

Henomixkn SAW

Ha mpoiyKTUBHICTh MOXKYTh BIUIMUBATH KOJIUBAHHS TEMIIEPATypPH Ta BOJIOTOCTI;
YYTJIUBI 10 MOMIKOHKCHHS JIEIKMMHU BUCOKOAKTUBHUMU napamu. [loiMepHi MOKpUTTS
MOXYTh (DI3MYHO 3MIHIOBATHUCS, KOJW TPUCTPINA MIAJAETHCA BIUIMBY YMOB, IO
BUXOJATh 3a MEXI Jiama3oHy poOOoYMX Temreparyp, 1 MICHs TOro, SIK MOKPUTTS
(b13UIHO 3MIHIOETHCS, 3/IaTHICTh AaTYrKa e(eKTUBHO BUABIATH NoTpiOHI OP crae mixa
3arpo3oIo.

Binomi npuctpoi: HAZMATCAD, ChemSentry 150C, CW Sentry Plus, SAW
MINICAD mk II ta the Joint Chemical Agent Detector (JCAD). [4]

[TpoGnemu noisraroTh y 3aKymiBiil aD0 CTBOPEHH1 00J1aIHAHHS, 3aCHOBAHOT'O Ha
JTaHUX TEXHOJIOTiSMX, a TAKOX X OCBOEHHIO.

Jns  iHavkanii  Ta  BUMIPIOBAHHS — PaJiOaKTUBHOTO  BUIIPOMIHIOBaHHS
3aCTOCOBYIOTh ~ MNPWIAJAM  padialliiHoi  po3BIAKH.  BiTuM3HsHuMU  OJlOKamMu
nerektyBanHs € cepis BJIBI: BAbI" -T/-09C/ -15C Ta BAIIH-07; npunaniB nmis
crenrexuiku: JPT-T, CBHI'-T, KIY-6bM, MKC-YM VRS rta I'eoPan. Koxen 3 Hux
Ma€ BUCOKHM CTymiHb 3aXUcTy Ta Macy Bia S00r o 20 kr.

Ha BinmMiny Bij mpodeciitHuX roTOBUX MPWIAiB, ICHYIOTh TpyOKku [ elirepa, siki
JOCTYITHI 11 IPUA0aHHS Ta MOKa3yIOTh XOPOIIl pe3ysbTaT, Hanpukian: SBM-20/-
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19/-10, SI-180G, M4011, SI1-29BG/-8b, VAZ-115.1, SBT-9/-11A, LDN 712 / 5979 /
7317, CI-8b.

SI-180G naiikpaiie nokasye cede st Bumipy ¢onoBoi pamianii; LND 7317
HaNO1JIBII YyTIUBUN 110 Cs137, Radium, Thorite, Am 241:
223000,45700,39200,90500 CPM (count per minute) BinnoBigHo. OKpiM TOro, BOHU
MaroTh JOCUTH HEeBEMKY Macy (Hampukiag LDN7317 Baxuts 125 1). [2]

Heoobxignictio mnodyaosu IC nporpamMHo-anapaTHOTO KOMIUIEKCY € Psi/i IPUYKH.
[epiroto € piBeHb OXOIUICHHS BUSBICHHS peuoBHH, J1e BITJIA MOXyTh B iecsITKH pa3iB
MIEPEBUIITUTH MOKA3HUKH CTAI[IOHAPHOTO (CTaHIIIT) Y1 MOOLTHHOTO (HA3eMHHMIA, BOTHHMA
TPAHCIIOPT), pydYHOTro oOcTexeHHsA. Jlpyroto € Oesmeka: omepaTop ApoHA
3HAaXOJIMTUMETHCS] Ha OE3MeUHIN BiJICTaHl B 30HU 3apaKEHHS B TOM yac, sIK 1HIIUM
HEoOX1THO MaTH MpH co01 cCreliaibHe 3aXUCHE CTIOPSIIKEHHS Ta pU3HKYBATH BJIACHUM
KUTTSIM. TpeTporo € Te, M0 y PYYHHX JETEKTOpax KUIbKICTh BHUSBIEHOI pajiarii
MOCJIA0TIOETHCS 32 PAXYHOK 3aXHMCHUX KOXKYXIB JUIsl 0€3MEKU OnepaTropa, 3SMEHITYI0Un
BUMIpSHY 1HTeHCUBHICTh Ha 20-35% [3]. Jlnsa omeparopa ApoHY HEMae MoTped y
TaKOMy 3MeHIIeHHI1. BaxiauBumu ¢akropamu s nodyaou IC € Bara, TOUHICTb,
HaJIMHICTh MPUCTPOIB Ta iX BapTicTh. Bara € ogHUM 3 KIIOYOBUX (PAKTOPIB, OCKIIBKU
yC1 APOHM MalOTh BIIACHI 0OMEKEHHS I10 Ba3sl.
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A model for the restoration of territories with critical infrastructure damaged by
military actions

The paper examines the problems of restoring territories with critical infrastructure that have suffered as a result
of military actions and emergency situations. To solve these problems, a number of legal, methodological, technical,
organizational and other issues are being considered, which require the coordination of different countries. Such
coordination should be based on a systematic analysis of emergency situations. For this, an expert system for assessing
natural and man-made threats and risks, as well as an information system for substantiation and selection of possible
ways of rehabilitation of the affected areas, is proposed.

[IpoGnemu peabumitaiii TEPUTOPI 3 KPUTHUHOKO 1HPPACTPYKTYpOIO, IO
MOCTPAXKJAIHM BHACIIIOK BIICBKOBHX A1l Ta HaI3BUYAHUX CUTYyAIlli, € AKTyaJIbHUMHU
U1 6aratbox KpaiH CBITY. BupilieHHS 1uUX MNpoOJieM YCKIQJIHIOEThCS, KOJU TakKi
TEPUTOPIi € TPAHCKOPAOHHUMM Ta iX peaOumiTaiis Moxke OyTH peasi30oBaHa JIMILE
3aBISKM MDKHApPOIHUM 3YCHIUIAM. Y I[bOMY BUMAAKy BUHHUKA€ HU3KA IOPUANYHUX,
METOJIOJIOTIYHUX, TEXHIYHUX, OpraHi3alliiHuX Ta IHIIMX MUTaHb, 10 MOTPEOYIOTh
y3TO/DKEHHS 3YCWIb pI3HUX KpaiH. Take y3rojkeHHs Mae€ TIPYHTyBaTHCS Ha
CUCTEMHOMY aHaJli31 HaJ3BUYaHUX cuTyaliil. J{Js 1boro MpornoHy€eThCs TEXHOJOTIS
OI[IHKYA TPUPOJTHO-TEXHOTEHHUX 3arpo3 Ta PU3WKIB, a TAKOX INUIAXIB pealumiTarii
MOCTpKIANNX TepUTOpiH [1], sika Oyme 3acTocoBaHa /ISl KIJTbKOX KpaiH OJJHOYACHO.

KitouoBuMu eneMeHTaMu 3amponOHOBAHOI TEXHOJIOTI €:

- CUCTEeMaTH30BaHi 0a3u JaHUX ICHYIOUMX HOPMATHUBHO-TIPABOBHUX JOKYMEHTIB
IIOJI0 OI[iHKY 3arp03 BUHUKHEHHS HAJ3BHUUYAHUX CUTYAIliil TPUPOTHO-TEXHOTEHHOTO
XapakTepy KpaiH-y4acHULb;

- CHCTeMaTH30BaHi 0a3W JaHWX METOAWK DPO3PaXyHKYy IIKOJAW, CIIPUIMHEHOI
TEXHOTC€HHUMHU aBapisiMu, KaracTpodaMud Ta MPHUPOJHUMHU CTUXIMHUMH JIHXaMH,
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OOWOBUMH  [IIMH, TEPAKTaMH, COIIAIBHO-TIONITHYHUMHA  31TKHEHHSMH, IO
BUKOPUCTOBYIOTHCS KpaiHAMU-YYaCHUISIMU;

- HOBa po3pobJicHa (MIJIOTHA) METOJMKA PO3paxyHKY 30HMTKIB, III0O BPaXOBYE
nepeBarv ICHyIOUHUX METOJIUK PI3HUX KpaiH-y4acCHUIIb;

- iHopmariitnuii Be6-I'eo-mopran mis oOMiHy iHpOpMaIi€l0 MK KpaiHaMH-
YYAaCHUISIMU TPO PIBHI 3arpO3W BUHUKHEHHS HaJ3BUYAWHUX CHUTYaIlill MPUPOIHO-
TEXHOTEHHOTO Ta BOEHHO-TEXHOTEHHOTO XapaKTepy,

- CHCTeMa OIEepaTUBHOTO MOHITOPUHTY TEPUTOpIA Ta TMOKA3HUKIB SKOCTI
JIIOZICHKOTO JKUTTS HA OCHOBI MOOUIBHUX BUMIPIOBAIBHUX JIAOOpaTOpiil 13 Cy4acHUM
AHATITUIHUM 00JIaTHAHHSM;

- HayKOBO-OOTPYHTOBaHI MEXaHI3MH Ta TEXHOJIOTiI 3 BITHOBJICHHS Ta
pealimiTallii NoCTpaKaaIuX TEPUTOPIi.

B pesynbTari Oyze 3anpornoHOBaHO HAYKOBO-OOTPYHTOBaHI peKOMEH AT 10710
BIJIHOBJICHHS Ta peabimiTarii X TepuTopii. Peanizaris 3armponoHOBaHOT TEXHOIOT ]
BKJIFOUATHME TaKl Jii:

- BU3HAYEHHS MPIOPUTETHUX TEPUTOPIN I 3M1MCHEHHS 300py JT0JaTKOBOL
iH(dOopMaIlli Ha TEPUTOPISIX KpaiH-yUYaCHUIIb Ta BIIOOPaKEHHS X KOPJOHIB Y PO3ALII
enexkTponHoro Be6-I'eo-mopraiy;

- 30ip 1HGopMali Npo PiBEHb COII0-€KOJIOTO-€KOHOMIYHUX 30UTKIB, IO
BUHUKJIM BHACIIOK HAJA3BUYAHHUX CUTYAIlll TPUPOAHO-TEXHOTEHHOTO XapaKkTepy Ta
BHACJI1JIOK OOMOBUX JIil;

- TIOJIbOB1 JIOCTIJKEHHS TEPUTOPIA, IO MOCTPaKIalyd BIJ HaA3BUYAWMHHUX
CUTYyaIllid Ta BINCHKOBUX JiH, iX 00poOKa Ta aHai3;

- OI[IHKA PIBHS COI10-€KOJOTr0-€KOHOMIYHOTO 30UTKY, II0 BUHUK BHACJIJIOK
HaJ3BUYAHUX CUTYallll MPUPOJHO-TEXHOITC€HHOTO XapaKTepy Ta BHACIIIOK 00HOBUX
I HA TEPUTOPISAX KpaiH-YUaCHULb;

- po3poOKa MPOIO3UINK IIOAO BIPOBAIKCHHS IHHOBALIMHUX TEXHOJIOTIHM
BIJTHOBJICHHS Ta pealimiTaIlli MoCTpaXKJannX TEPUTOPIHN i KpaiH-y4aCHUIIb;

- MPOTHO3YBAHHS MOKJIMBOTO PO3BUTKY COI[10-EKOJIOT0-€KOHOMIYHOT CUTYyaIlii
Ha TEPUTOPIAX KpaiH-yUaCHUIIb, sIKI TOCTPAXKTAJIM BHACTIIOK HAJ3BUYAMHUX CUTYAaIlIN
TEXHOTEHHOTO XapaKTepy Ta BHACIIOK OOHOBUX JIIH.

- po3poOka cTpaTeriii 3aXUCTy KPUTHYHOI 1HPPACTPYKTYpU TEPUTOPIH, MO0
MOCTPaXIAIIH.

Jlo1aTKOBOIO MEPEBAror0 3arporoHOBaHOT TEXHOJOTIT € peani3allis MPUHLUILY
CYyCHUIBbHO-ACPKABHOTO TMapTHEpCTBAa y cdepl BIAHOBICHHS SKOCTI KUTTS Ha
peabiniToBaHuX Teputopisax. [{boMy crpusie miaxig A0 noOyaoBu iHGOpMaIitHOTO
Be6-I'eo-oprany cucremu. Y mnopraii BiICYTHIA NOYAaTKOBMM BJIACHUK 1 HHUM
3MOXYTh KOPHCTYBATHICS SK OpraHW JACp)KaBHOI BJIaJ{, TaK 1 OpraHU MICIIEBOTO
CaMOBpSIJIyBaHHS, HAceJEHHs, IPOMAJChKI OpraHizaiii Ta pyxu. Takuil miaxia 10
nooynoBu Beb-I'eo-moprany crnpustuMe 3aiydeHHIO IHIIATHBU TPOMAISH IS
BUKOPUCTAHHS, PO3BUTKY Ta PO3MIMPEHHS MOXJIMBOCTEH CHCTEMH Ha OCHOBI
CYCIUIBHO-EP>KaBHOTO MAPTHEPCTRA.

Be6-I'eo-opTanm cTBOpIOEThCS MIIAXOM OO'€THAHHS KIUJIBKOX II€PEIOBUX
1H(OpMAIIHHUX TEXHOJIOTIH, TAKUX SIK:
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- TEXHOJIOTi 3aXMILEHOro 30epiraHHs MacnopTU30BAaHUX JAaHUX, TOKYMEHTIB,
€JIEKTPOHHUX KaTaJioriB. [Ipu 11bOMY CXOBHIIA B CUCTEM1 PO3TOIUISIOTHCS BIATIOBITHO
710 BOJIOAIHHS 1H(popMAaIli€ro - (I3UYHO JTaH1 3HAXOIAThCS Ha MalJaHYMKY BJIaCHUKA, a
nopTajg OTPUMYE JOCTYN 1O JAaHUX BIJMOBIIHO JI0 MapaMeTpiB 3alUTy Ta HaJaHHUX
OBHOBAKEHB;

- reoiH(opMalliiiHi TEXHOJIOT1, 10 MOEJHYIOTh JIaHl 31 CXOBHII 13 JaHUMU
reorpadiunoi jokarii. L{s cucrema Gpopmye ysaBiIeHHS, 3aCHOBaHI Ha reorpagpiyHoMy
POCTOPI.

3anponoHoBaHa KOMILIEKCHA TEXHOJIOTIs MOXKe CTaTh 0a30BOI0 HE JUIIE IS
peaOimiTamiii TepUTOpid 3 KPUTHUYHOIO 1H(PPACTPYKTYpOIO TICIS 3aBEpIICHHS
BIMCHKOBHUX Jiif, aje 1 s po30yJOBH HOBOTO COII0-E€KOJIOr0-€eKOHOMIYHOTO
CEpeIOBHILIA PO3BUTKY CYCILUIHCTBA.

[Momanpii IOCHITKEHHS] CTOCYIOTHCS TOTO, IO MOTPIOHO POOMTH B yMOBax
BilicbkoBOTO KOHIiKTY U HC cepeHboi Yi HU3bKOi IHTEHCUBHOCTI [2]:

1. CrBopeHHsT pO3MOAIIEHOI  OE3MPOBOJOBOI  MEPEXI  EKOJOTIYHOTO
MOHITOPUHTY Ha 0a31 CTINKWX aBTOHOMHUX €JIEMEHTIB, [0 100pe BUKUBAIOTH (MOXKE
CIeliaJIbHUX TEePMIHANIB, IO ICHYHOYOI TEXHIKH, MOXKHA JOJAaTH BiJIcO 1 CEHCOpHI
PEECTPATOPH, MOKE CUCTEMH KOIITEPIB - PEECTPATOPIB).

2. CucremHa iHTerpamisa Ta OaHK JaHWUX 3 KPUTHUYHOI 1HPPACTPYKTypH Ta
1H(MpacTpyKTypH B3araii (HAaUMOBHIMIMK OaHK HU30BOTO APy €JIEMEHTIB-CKIIaJOBUX
- JI0 OCTaHHBOTO CTOBMAa, CBITIO(Opa, BOAOPO3AaBaIbHOI KOJOHKH) OJHOYACHO
CYMICHUH 3 T€OIH(POPMALITHUMHU CHCTEMaMHU.

3 Bu3HayeHHS! MOXJIMBOCTI CTBOPEHHS PE3EPBY Ta PE3EPBHOI MEpPEkKl 0A30BUX
€JIEMEHTIB (aBTOHOMHE JDKEpEJO eJIEeKTPONOCTa4aHHsS, BOJAM, CyporaT pelerHOi
Mepexi pO3yMHHUI CTOBII, pejieiiHa Ta MOHITOPUHIOBA CTaHIIA Ha 0a3l aepoCTaTHOIO
a6o BIUIA mizaBicy (6apxyrouuil peskuM J10 3aMIHU MTOCTIHHUM €J1EMEHTOM).

4. CrBOpeHHS TIOBHICTIO aBTOHOMHHUX JIQHOK IKUTTE€3a0€3MEeUeHHS 3
MOJKJIMBICTIO IHTETpaIlii B mapajieqbHy 1HOPaCTPYKTYpHY Mepexy (IIOCh Ha 3pa3oK
NYHKTIB HE3JIaMHOCTI, aje 3 MOXJIMBICTIO IHTErpaiii 3a TepUTOplaJbHUM abo
(GyHKIIOHATBHUM TTPUHITUTIOM).

5. [NapanenbHa MOZIENb OIIHKK BapTOCTI IEPEXOAY 3 TUMUYACOBUX €JIEMEHTIB Ha
aBTOHOMHI, a MOTIM CTaI[lOHAPHI CUCTEMH >KUTT€3a0€3MCUCHHSI.

Jliteparypa

1. Y.Bodryk, S. Chumachenko, A. Nevolnichenko, V. Shevchenko The Procedure of
military sites rehabilitation with optimal planning of tender orders // F. Brechignac, G.
Desmet Equidosimetry, Amsterdam: Springer, 2005. — p. 281-284.

2. Jlucenko O.I, Yymauenko C.M., Uekanona [.B., Typeituyk A.M. Maremarudeckas
ITOCTAHOBKA 33JJa4 ONTUMAJIBHOTO YIIPABJICHUS SKOJIOTMYECKHUM COCTOSIHUEM TEXHOTEHHO
Harpy»KaeMbIX TEPPUTOPHiL. / ATaNTUBHI CUCTEMU aBTOMATUYHOIO YIIPABIIHHSI.

MiXBIAOMYMI HAYKOBO-TEXHIYHUI 301pHUK. — JIHIponeTpoBchk: CUCTEMHI TEXHOJIOTTI,
2002. - Bum. 5(25) - C. 45-55.

158



PO3/ILI 5

THOOPMAIIMHI CACTEMMU JIJ151 OLIIHIOBAHHSA
KIBEP3AI'PO3, TEXHOI'EHHUX TA EKOJIOI'TYHUX
3AI'PO3 I PUBUKIB JIJISI KPUTUYHOI
IHOPACTPYKTYPHU.
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The paper considers the solution to the task of developing information
technology for analytical support of the process of preventing man-made emergencies
at chemical industry facilities under conditions of excessive man-made load, taking
into account the modern capabilities of QR-coding technologies.

The analysis of the current state of the issue convincingly proves that, taking into
account Ukraine's orientation towards European standards in the field of civil
protection, there is a need for generalization and implementation of international
experience in the creation and operation of management systems in emergency
situations, based on modern information and communication technologies, primarily
emergency situations of man-made nature at the facilities of the chemical industry in
conditions of excessive man-made load.

The conditions for the integration of existing domestic approaches to the
prevention of man-made emergencies at chemical industry facilities under conditions
of excessive man-made load into the information and analytical space of the European
Community countries were determined, which made it possible to form the foundations
of a methodical apparatus for the development of information technology for the
prevention of man-made emergencies at ects of the chemical industry in the conditions
of excessive man-made load, taking into account the modern capabilities of QR -
coding, and to determine a group of boundary conditions, which are formed as
appropriate limitations of the derivative consequences of an emergency situation.

The information technology of analytical support for the management of an
emergency situation of a man-made nature at the facilities of the chemical industry in
conditions of excessive man-made load has been developed, which allows to introduce
innovative emergency management approaches into the daily activities of the practical
units of the State Emergency Service of different hierarchical levels of subordination.

The further development of this study consists in the development of a number
of practical recommendations, which primarily relate to the harmonization of domestic
approaches and practices to the requirements of the countries of the European
Community. However, such harmonization may face difficulties in the formation of
general principles of comprehensive assistance to the population in the event of
emergency situations that threaten health, life, property or the surrounding natural
environment, or other dangerous and catastrophic events.
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INFORMATION SYSTEMS FOR EVALUATING CYBERSECURITY
THREATS

In the digital age, cybersecurity threats pose a serious risk to organizations' operations, data,
and reputation. To mitigate these risks, cybersecurity risk assessment techniques have been
developed, with the help of information systems. This article provides an overview of the latest
research on information systems for cybersecurity risk assessment, published over the past five years.
The article discusses various techniques, including intelligent models, deep learning, and cyber
threat intelligence frameworks, and their applications in critical infrastructure protection and cloud
computing. The article also highlights the challenges and future research directions in this field.
Overall, this article emphasizes the importance of information systems in enhancing cybersecurity
risk assessment and promoting effective risk management.

B cywacHomy cBiTi iHpopMaliifHa Oe3mneKa CTae BCE BAXJIMBIIIOK TEMOIO,
OCKIJTbKM ~ KiOep3arpo3d MOXKYTb CHPUYMHUTA 3HAYHY TIKOAY KOMIIAHIsAM,
oprasizaiisiM Ta NpuUBaTHUM ocoOam. [Hdopmarliiini cucteMu s OIIHIOBAHHSA
Ki0ep3arpo3 MOXKyTh JOMOMOTTH BUSBHUTH Ta 3amoOIrTé kibepatakaM. Y Il CTarTi
PO3MIIIHYTO Pi3HI 1H(GOPMAIIiHI CUCTEMH, SKI BUKOPUCTOBYIOTHCS JJISI OLIHIOBAHHS
kibep3arpos.

Ilepmr 3a Bce, HEOOXIHO BHM3HAYUTH, IO Take Kibep3arpo3u. 3rigHO 3
HarmionaneauMm iHcTUTYTOM cTaHmapTiB Ta TexHosorid CIIIA (National Institute of
Standards and Technology, NIST), ki6ep3arpo3a - 1e Oyab-siKa MOJisl, SIKa MOXKE
3aBAaTH WIKOAM iH(popMarliiiHii cuctemi abo nanum [1]. Kibep3arpo3u MoxyTs OyTu
BUKJIMKaHl PI3HUMU YMHHUKAMH, TaKUMU SIK XaKEepChbKl aTaku, BIPYCH, (PILIMHT,
PO3KpasaHHs JaHUX TOIIO.

Icnye «kinbka iHGOpPMAIIMHUX CHUCTEM, $KI JOMOMAraiTh BUSIBJISTU
kibep3arpo3u Ta BiACTeXyBaTd iX Hacmigku. OmHA 3 TaKUX CUCTEM - II€ CHCTeMa
MoHiTOpuHTy 3axucty Mepeki (Network Protection Monitoring, NPM), ska
BUKOPHCTOBYETHCS ISl BHSIBJIICHHS KiOep3arpo3 B pexuMi peanbHOro yacy [2].
Cucrema NPM 3ab6e3nedye mMocTiiHMI MOHITOPUHT MEPEXi Ta BUSBISE HE3BUYANHY
aAKTUBHICTH 200 CTIpoOU BTOPTHEHHS. SIKIO cHCTeMa BUSBIISIE 3aTPO3y, BOHA HETaitHO
CIOBIIIAE TIPO 1€ aJAMIHICTpAaTOpa MEPEXKi, IKUH MOXKE TMPUWHSITH BIAMOBIIHI 3aX0/IU
JUTSI 3a11001raHHs aTaKH.

161



[nma iHdopMariiiHa cucTeMa, SKa BHUKOPUCTOBYETHCS [UJIsl OL[IHIOBAHHS
Kibep3arpo3 - 1e cucrema pusmk-aHanmizy (Risk Analysis System, RAS), ska
J0TIOMAara€e BU3HAYUTH MOTEHI[IHI 3arpO3H Ta OLIHUTH iX piBeHb pu3uKy [3]. Cucrema
RAS anaini3ye pizHOMaHITHI pkepena iH(opMmarii mpo Kidep3arposu, BKIHOYAOUH
1H(opMalIiiro mpo HOBI BPa3JIMBOCTI Ta aTaku, Ta HaJIa€ BIJIMOBIIHI peKOMEHAAITIT 111010
3aXHCTY MEPEXKI.

Inma indopmariiina cucremMa - 1ie cucreMa aerekiii 3arpo3 (Threat Detection
System, TDS), sika BUKOPUCTOBYETHCS JJIsl BUSBJICHHS BPA3JIMBOCTEH Ta aHOMAIBHOT
aktTuBHOCTI B Mepexi [4]. Cuctema TDS BHKOpHUCTOBYE pPI3HOMAaHITHI METOIU
JIETEKIIi1, BKIIFOYAIOYM MAIIWMHHE HABYAHHS Ta CTATUCTUYHWN aHATI3, JIs BUSBIICHHS
MOTEHITIHHUX 3arpo3. SKIo cucTemMa BHSIBIISE 3arpO3y, BOHA HETAHO CIOBIIIAE PO
11e aIMIHICTpATOPa MEPEXKi, IKUH MOKE IPUUHATH BiIITOBITHI 3aX 0 JJTsI 3aIT00ITaHHS
aTaKH!.

OnuuM 3 HaAWOUIBII BaXXJIMBUX €JIEMEHTIB 1H(GOPMAIIMHUX CHUCTEM IS
OITIHIOBaHHs KiOep3arpo3 € 0a3u JaHuX Ipo Kibep3arpo3u Ta Bpa3auBOCTI. IcHye
KUIbka 0a3 JaHuX, siKi MICTATH 1H(OpMaIlilo Mpo KiGep3arpo3u Ta BpPa3IUBOCTI,
BKJIIOUaroun Oasu nanux Bigkpuroi kibepOesmexku (Open Cybersecurity Alliance,
OCA) Ta Binkputux BpasnmuBocteii Ta ekcruiontiB (Open Vulnerability and
Assessment Language, Oval) [5]. Lli 6a3u maHuX I03BOJIAIOTH aJMiHICTpaTOpam
Mepexi OyTH B Kypcl OCTaHHIX KiOep3arpo3 Ta Bpa3JIMBOCTEH Ta MpUUMAaTH BiJIIOBITHI
3aX0/IM UId 3an00IraHHs aTax.

OpHi€r0 3 TOJOBHUX IepeBar I1H(MOpPMALIMHUX CHUCTEM JJIsi OLIHIOBAHHS
Kibep3arpo3 € MOXJIMBICTh aBTOMATH3AIlil MPOIECY BUSBICHHS Ta pearyB aHHS Ha
kibepaTaku. ABTOMAaTH3allsd J103BOJISIE€ IIBUAKO BUSABIISITH MOTEHLIMHI 3arpo3u Ta
pearyBaTH Ha HUX HETaiHO, 1[0 MO>Ke 3HAYHO 3MEHIIIUTH KOy Bix aTaku. Kpim Toro,
iH(hOopMaIiiiHI CUCTEMHU JO3BOJISIIOTH 30UpaTH, OOpOOJIATH Ta aHaII3yBaTH BEJIMKI
o0cAru JaHux, 10 He MOKe OyTH 3pO0JICHO BPYUHY.

Henonixom 1HpopMaIiiiHux cucTeM i OLIHIOBaHHS Kibep3arpo3 € iX BUCOKa
BapTICTh Ta CKJIAAHICTh BIpoBa/pkeHHS. Kpim Toro, iHdopmariiiiHi CUCTEeMH HE
MOXXYTh TapaHTyBaTH TOBHY O€3MeKy Mepexki, OCKUIbKH KIOEp3J0YMHIlN MOCTIHHO
IIYKAIOTh HOBI METO/M Ta TEXHIKU IS 371aMy MEpexi.

VY miacyMmKy, iHbOpMaIliiiHl CHCTEMH JJIs OIIIHIOBaHHS K10ep3arpo3 € BaKJIUBUM
eneMeHToM KibepOesnieku. BoHM J03BONISIIOTH aJMIHICTpaTOpamM MEpexl BHUSBIATU
MOTEHIIMHI 3arpo3d Ta MNpUMMaTH BIAMOBIAHI 3ax0oAW JUIsl 3amoOiraHHs aTak.
[HpopmaliitHl cucTeMu ISl OL[IHIOBaHHS Kibep3arpo3 MOXyTh OyTH BUKOPHCTaH1 y
pi3HMX cepax, BKIoUyaoun (iHAHCOBY, MEAUYHY Ta AepxkaBHy chepu. Hezpakarouu
Ha JesKi HemoMiKd, 1H(pOpMaIliiHI CUCTEMU [JIs OIlIHIOBaHHS Kibep3arpos €
HEOOX1THUM 1HCTPYMEHTOM JijIs1 3a0€e3MeueHHsI K10epOe3neKu B Cy4aCHOMY CBITi.
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Assessment of the radiation risk of contamination of the area for the population
as a result of military operations

Radioactive contamination of the area is a powerful factor influencing the life of the population,
the work of administrative structures and state administration bodies as a whole. Detection of
radioactive contamination of the area will be the primary task of eliminating the consequences of
radioactive contamination. The proposed method of determining the radiation risk of contamination
of the area in the zone of influence of military operations based on radiation reconnaissance data
will allow to assess and in some cases improve the quality of the forecast of the study area.

[IutaHHS TOCTIMHOTO KOHTpPOJIO pamiamiiHoi obcranoBku (PO) i cBo€wacHOTO
BUSIBJICHHSI PajJl0aKTUBHOTO 3a0pymHeHHs MicneBocti (P3M) mpomoBxkytoTh
3QJIMIIATUCS aKTyaJlbHUMHU 1 B Hall 4Yac. Y BUIAJKY BIMCbKOBUX M1 3 Ooky Pocii
HEMOJXKJIMBO BUKJIIOUMTH MOXJIMBICTh aTaKM TEPOPUCTIB Ha OO0 €KTH aTOMHOI
€HEpPreTMKu, TMIJIPUEMCTBA AaTOMHOI EHEpPreTHMKH, a TaKoX  MOTHIbHUKU
pPaloaKTUBHUX B1AXO/1B. TakKMM YUHOM, MOKJIMBE BUHUKHEHHS CUTYalli1, KOJIU 3HAYH1
TEPUTOPIi OYIyTh paloaKTUBHO 3a0pyIHEHHI BiJ JNEKUIbKOX JyKepeln. PagioakTuBHe
3a0pyIHEHHSI MICIIEBOCTI € TOTYXHUM (DaKTOPOM BIUIMBY Ha >KUTTEIISIIbHICTD
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HACEJICHHS, pOOOTY aAMIHICTPAaTUBHUX CTPYKTYP 1 OpraHiB JE€P>KaBHOTO YIIPABIIHHS B
ioMy. BusiBIeHHS palioaKTUBHOTO 3a0pYJHEHHS MICIIEBOCTI OyAe SIBISTUCS
MePIIOYEProBOI0 3aJayeio JIKBIAAIli HACTIAKIB paioaKTUBHOIO 3a0pymHeHHs [1].
Po3BiyBabHO-KOHTPOJIIOKOY1 OpraHu MpU3HAYSHI JUIS BEJCHHS PO3BIAKH 1 KOHTPOJIIO
32 CTAaHOM 1 3MIHOIO OOCTAaHOBKM B 30HAX MOXJIMBOTO YU PEAIBHOTO MPOSBY
ypaXkarouux BIUIMBIB 3a JIOMIOMOTOI0 BIHCHKOBUX ()OPMYBaHb:

o 1H)KeHEpHOI PO3BIAKM IS BUSBICHHS MEX 1 CTyNEHS pyWHYBaHHS
KUTIOBUX OYyIWHKIB 1 BUPOOHUYMX CHOPYJ, BU3HAYEHHS BTOPUHHUX HACIIAKIB
YpaKaUHMX BIUIMBIB, 3HAXOKEHHS MICIh MepeOyBaHHS MOTEPHIINX 1 MAXOMIB 0
HUX;

° XIMIYHOI PO3BIAKMA JIJI1 BHSABICHHS MEX XIMIYHOTO 3apakKeHHS,
BU3HAYCHHS KOHIEHTpAIlll OTPYWHHUX PEYOBHUH 1 HAPSIMKY MOIIUPEHHS 3apa’keHOT0
MOBITPsI, CIOCTEPEKEHHS 1 J1Ia0OpaTOPHOTO KOHTPOJIO 3a 3MIHOK XIMIYHOL
00CTaHOBKH;

° pajianiitHoi poO3BiAKK JJii BUSABJICHHS MEX 1 PIBHIB PaJi0OaKTUBHOTO
3a0pyIHEHHSI, BCTAHOBJICHHS PEXHUMIB paAlalliIiHOTO 3aXUCTy, CHOCTEPEKEHHA 1
JIO3UMETPUYHOTO KOHTPOJIIO 33 3MIHOIO pajiiaiiiitHoi 00CTaHOBKY,

o MEJIMYHOI PO3BIIKU VISl BUSBICHHS MOCTPAXKIAINX JIOCH, BUZHAYCHHS
iXHBOTO CTaHy i YMOB HaJaHHS MEPIIOT MEAUYHOI 1 JTIKapChKOi JOTIOMOTH;
o BETEPUHAPHOI Ta arpOTEXHIYHOT PO3BIIKH JIJIsl BUSBIICHHSI MTOCTPaXKIATTNX

TBApUH 1 POCIUH, BU3HAUECHHs IXHBOTO CTaHy ¥ YMOB HaJlaHHS BETEpPUHApHOI M
arpOTEXHIYHO1 JOTIOMOTH.

VY nporieci ropiHHA 00’ €KTIB KPUTUYHOI 1H(OPACTPYKTYPH, JICOBOI POCTUHHOCTI,
3a0pyJIHEHOI PpAaJIIOHYKJIIJIaMH, Y HABKOJUIIHE CEPEIOBUINEC Y BUIIISAAL UMY
BUKHUAAIOTHCSA PaJl0aKTUBHI MPOIYKTU 3TOPSIHHS, SIKI, IEPEMILIYIOUUCh B aTMochepi
pa3oM 3 MOBITPSIHUMHU Macamu, 3aBAal0Th CEPUO3HOI IIKOAM 37J0POB'tI0 HAaceJeHHs [2].

CroxacTHUHMI XapaKTep MPOIECiB BAHUKHEHHS], PO3BUTKY 1 MOLUIMPEHHS JIICOBUX
MOKEK Ta BApIIOBAHHS CTYIEHSI TOPIHHS POCIMHHOCTI HA JIICOBUX MAacHBax 3 MaJIOIO
IIUTBHICTIO PAJI0AKTUBHOTO 3a0pyAHEHHS 3aJIEKHO BiJl MOMKEKHOTO HABAHTAXKEHHS,
CE30HY POKY ¥ 1HIIIHUX MOKEKOTEXHIYHUX 1 METEOPOJIOTIUHUX (PAaKTOPIB, YTPYIHIOIOTh
OIIHKY pajiamiiHoi 00CTAaHOBKH Ta MPOTHO3 MICHs pafiallifHuX HacmiaKiB [3].

VY mporeci MaTeMaTHYHOTO MOJENIOBaHHS BUHMKHEHHS 1 PO3BUTKY HH30BOI,
NepexiTHOT 1 BEPXOBOI JIICOBOI MOXKEX1 aHAII3yBaJId HACTYITHI TIPOLIECHU:

- IEPEHOC JIETYYMX YaCTOK pajialiiHO-TTMIOBOTO 3a0pyJdHEHHS, SKHil OyB
CIpSIMOBaHUHN aTMOC(HEPHUM TUTHHOM;

- PO3BUTOK CTpyMEHsI TMpU BUKHUAI HarpiTux Tras3iB B arMmocdepi, w10
XapaKTEepU3yBaBCA MOHATTSAM HIBUAKOCTI BITPY, TeMIEpaTypud 1 THUCKY, a TaKOX
NOCTIMHUM NEpEeMIilllyBaHHSIM HarpiTUX ras3iB 3 HABKOJIMILIHIM MTOBITPSIM;

- PO3CIIOBaHHS MIUJIKOJIMCIIEPCHUX YACTOK paialliiHO-TI0KEKHOT0 3a0pyIHEHHS,
mo BiAOyBaeTbCAd 3a paxyHOK aTMocepHoi TypOyneHTHOi audy3ii Ta IiXHbOI
CeMMEHTAITI1 B TTOJTI TSOKIHHS, @ TAKOXK B3aEMOJIIEIO 3 MIICTUIIAI0UO0I0 TTIOBEPXHEIO.

OcraTouHa KapTHHA PaJI0aKTUBHOTO 3a0pyIHEHHS MICIIEBOCTI (hopMyBayiacs 3a
gac, SKAH 3ajie’KaB BiJl BIICTaHI JO TOYKH IMOXKEXKI 1 METCOPOJIOTIUHHMX MapaMeTpiB (3
ypaxyBaHHIM po3u BiTpiB) [4].
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VY pe3ynbTati MpOXOHKEHHS Pal0aKTUBHOT XMapH JUMY Yepe3 HACeJIeHI MyHKTH
KUTEJ OyayTh IiJIJIaH] BIUIMBY HACTYITHUX pajdialiiiHO HeOe3neyHuX (paKTopiB:

- 30BHIIIHBOTO BIUIMBY FraMMa-BUIIPOMIHIOBAHHS BiJl uiekda 1umy;

- 30BHIIIHHOTO TaMMa-BUIIPOMIHIOBAaHHS HYKJI/IIB, 110 OCLIH 31 ek da 1umy Ha
MOBEPXHIO HABKOJIUIITHHOTO CEPEIOBUIIA;

- BHYTPIIIHBOTO OMPOMIHEHHS, OOYMOBJICHOTO BIUXaHHSAM PaJli0aKTUBHUX
JaCcTOK paialiifHO-UI0OBOTO 3a0pYAHEHHS, 1[0 BUXOIATH 13 AMMOBOI XMapH;

- BHYTPIIIHBOTO OINPOMIHEHHS 32 PaxyHOK BIMXAaHHS PaJlOaKTHUBHHX YacTOK
30014,

- BHYTPIIIHBOTO OMPOMIHEHHS, O0YMOBJIEHOTO HAIXOKEHHSAM PaliOHYKIIJIB B
OpraHi3M JIIOJIMHU 3 XapUOBUMHU MPOTYKTAMHU.

KonextuBHuil pamiauifiHUi pU3HMK y 30HI BIUIMBY PaTiOaKTUBHOTO UMY Bif

MICIISI TIOXKEXK] PO3paxOBYBaBCs 3a POPMYIIOHO:
27l

R,(L)=[][p(LV)R(L)H[F(L)Q]f(Q)LdLdQ, (1)

000

ne p(L,V)—ryctuHa HaceneHHs, IO NPOXXUBAE B 30HI BIUIMBY paJialliiftHO-
MOXKEKHOT0 3a0pyTHEHHS.

Tyt RC(L):K(L)JH[F(LQ)]f(Q)LdeQ, (2)
ne K(L) — dakTop, 1110 BpaxoBy€e piBHY IMOBIPHICTh HAIIPSIMKY BITPY MPH TTOXKEXKI;

H[F(L)Q] — yMOBHa TycTHHA IMOBIPHOCTI TOXEXi, IO MPUBOAUTH JIO JO3H
30BHIIIHBOIO 1 BHYTPIIIHBOTO OMPOMIHEHHS IPU AKTUBHOCTI BUKHLY;

f(Q)dQ — yacToTa MOXKEXK, 110 aKTHBI3ye BUKU B iHTepBaii (Q+-Q+dQ).

J103y 30BHIIIHBOTO OMPOMIHEHHS, 00YMOBJICHY BIUIMBOM i-T'O PaIlOHYKII1/Ia, 110
nepeOyBae B MPOIYKTax 3rOPsSHHS, PO3paxoByBajH 3a (HOpMYJIOLO:

HIF(L), |- eoM6 jQi(f)/hef (v)dr, (3)

ne &§—wyacTka I-ro paaloHyKJiga B MPOAYKTaxX 3rOPSHHSA, 3HAYUMOrO IS
30BHIIIIHBOTO OMPOMIHEHHS;

O; — MpUHa CEKTOpa 3a0pyAHEHHS i-M PaIlOHYKI1I0M;

Vi — cepeHs MBUAKICTh BITPY HAa BUCOTI WIAPY NEPEMILTyBaHHS;

Qi(t) — cymapHa aKTUBHICTb i-TO PAIIOHYKIII/Ia B XMapi AUMY;

het — eekTHBHA BUCOTA TiAHOMY AUMOBOI XMapH. TyT

0,=0,+0,; 4)

0, =117 L0, (5)
Q, =117°°L°%; (6)
het=K,q(t) Ny (7)
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7€ T — 4Yac BUKUIY padialliiHO-TIIIIOBOTO 3a0pyIHEHHS B aTMOochepy;

Kn — koediwieHT, mo gopisHioe 530;

J(T) — MOTYXHICTh TETUIOBOT'O MOTOKY HaJl MICIIEM TOXKEXKI;

Vo — WBUAKICTH BITPY B paiOHI MOXKEXKI.

[Ipu po3paxyHKy BHHOCY PaJlOHYKJIIJIIB 13 30HU IOXKEXI BUKOPHUCTOBYBAJIAC
I"ayccoBa mojnenb. OCKUIBKY JICOBI MAacHBU YKpaiHM pO3TAIlIOBaHI B €BPONEHCHKIN
YaCTHHI, TO HaWOLIBIIT IMOBIPHOI € HeUTpaibHa cTpaTtudikaliis armocdepu (Kareropis
b no knacudikamii [TackBina). AHami3 cueHapiiB MUHYJIHX JIICOBUX MOXEX MMOKa3aB,
0 YMOBHU HAJXO/KEHHS PaJIOHYKIiIB B aTtMocdepy 3aleXHO BiJ THILY JiCOBOI
MOKeXI1 (BepXoBa, HU30Ba, IepexijHa Ta iH.) [5].

Bigomo, mo pusuky pamianiiHO-1HAYKOBAaHUX 3aXBOPIOBAaHb, IO MAalOTh
CTOXACTHYHY IIPUPOAY, JUIsl 370SAKICHUX MyXJIMH cTaHoBIATH 1,3-102 Ta 1,7-102 — s
TCHEeTUYHUX MYyTalliid Ha 1 J10/1.-3B KOJICKTUBHOI JI03U. 3 TaHUX MOHITOPUHTY BUJHO,
0 HAWOUTBIIMK PU3UK OJICP)KaHHS BHINEBKA3aHUX 3aXBOPIOBAaHb 32 PaxyHOK
ONMPOMIHEHHS IIPU JICOBUX MOXKEKAX MAE KOHTUHIEHT, 10 IPOXKUBAE HA 3a0pyTHEHHUX
teputopisix KuiBcekoi, XdKutomupcebkoi Ta UepHiriBcbkoi o0nacTei.

[la rpyma HacenenHs, mounHatoud 3 1986 poky, HMIOPIYHO MiJIAETHCA TAKOX
OMPOMIHEHHIO 33 PaxyHOK MEPBUHHOTO BIUIUBY PaJIOHYKIIIB YOPHOOMIHCHKOTO
MOXO/PKEHHsI, BHECOK BiJ SIKOro B JaHId poOOTI HE BpaxoByBaBcs. Y 3B'SI3KY 3
AKTyaJbHICTIO OIIIHKA KOMIUJIEKCHOTO PHU3MKY JUIsl HAceleHHs pajiaiiitHo-
3a0pyIHEHUX TepuTOpik VYKpaiHW BiJ BIUIMBY JABOX (DaKTOPIB ONPOMIHEHHS
nependavyaeThes 1 Haalli MPOBOJIUTH JOCIIKEHHS B IIbOMY HANPAMKY [6].

3anponoHOBaHa METOAMKA BU3HAUEHHS PAliallifHOTO PU3HUKY 3a0py/IHEHHS
MICLIEBOCTI Y 30H1 BIUITMBY BINCHKOBUX JI1i 32 TaHUMU pajialliiHOT PO3BIJIKH J103BOJIUTh
OI[IHWTH 1 B PsI/il BUTIQJIKIB MOJIMIIUTHU AKICTb MPOTHO3Y TEPUTOPIi TOCTIIKEHHS.
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41 TIOBEPXHEBI BOJHI OB’€EKTH YKPAIHU Y CKJIAJII OB’EKTIB
KPUTUUYHOI IHOPACTPYKTYPU 3A YMOBHU POCINCBHKOI ATPECII

Tpopumuyk O.M.,Tpucuiok B.M., Illlymeiiko B.O.
Inemumym menexkomyHixayiu i 21006anvHo2o inghopmayitinozo npocmopy HAH
Ykpainu
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Surface water objects of Ukraine as part of critical infrastructure objects in the event of Russian
aggression. An analytical model for assessing the quality of monitoring tasks of surface water bodies
of Ukraine as a part of critical infrastructure facilities under conditions of Russian aggression by
means of remote sensing of the earth, remotely piloted devices is proposed. on the state of the
environment.

The practical significance of the obtained results is that, on the basis of the improved scientific and
methodological apparatus for monitoring surface water bodies, new approaches to comprehensive
monitoring of the state of critical infrastructure objects have been developed.

Po3Burok Ta BmockonaneHHs ['IC/JI33-TexHoioriii 3HAYHO PO3IIMPIOE
MOXJIMBOCTI OTPUMAaHHS IIPOCTOPOBOI 1H(OpMaIlii, 0COOJUBO MiJ Yac HaA3BUYANHOT
CUTYyaIlil BOEHHOTO XapaKTepy Ta HOBUX KOMIUIEKCHHX IMOPYIIEHb €KOJIOT1i JOBKIJIJIS.
B Vkpaini Ha nepmomy MicCLl CTOSTh HPOOJEMH MOHITOPHHTY 1 €KOJOTIYHOIrO
KOHTPOJIIO 32 CTAaHOM  IIOBEPXHEBHX BOJAHMX OO’€KTIB y CKIaJl KPUTUYHOI
iH(ppacTpykTypu (OKI) 3a ymMOBH pociiicbKkoi arpecii, sika novanacs 24 mororo 2022
p.Ta mpu3Bena A0 (GOpMyBaHHS HOBOTO HAYKOBO -TEXHIYHOTO HANIPSIMKY JTOCIIiKCHb
- reoiH(OpMaIIfHOTO MOJICNIIOBAHHS Ta YIPaBIIHHS €KOJOTIYHUMH BUKIHWKaAMU
BOEHHOTO Hacy, MO0 cTany KpuTH4HOi iHdpacTpykTypu (OKI) .

3acTocyBaHHS HA3eMHUX Ta HABKOJO3EMHUX METOJIB JUCTAHIIIHOTO
30HyBaHHS 3€MJIl B OINHII €KOJOTIYHUX BHKJIMKIB 30pOWHOTO KOH(IIKTY 3apas
MOCTA€ K OJIHA 13 HAMOUIBI aKTyaJdbHUX c(hep BUKOPHUCTAHHS T€OiH(POPMAIIHHOTO
MOJICITFOBAHHS Ha OCHOBI a8POKOCMIYHHMX 0a3 MPOCTOPOBUX JaHuX. KiHIIEBOIO METOIO
AKO1 € peBiTali3alliiiHe TUTaHyBaHHS BIJHOBJICHHSI palllOHAIBHOTO pPecypco- Ta
PUPOAOKOPUCTYBAHHS Ta YHPABIIHHSA TMPUPOJHAMH pPecypcaMud Ha 3BLIBHCHHX
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TEPUTOPI, MOHITOPUHI €KOJOTIYHHX 3J0YMHIB HA OKYHNOBAaHMX MPUPOTHO-
TEPUTOPIATBbHUX KOMILIEKCAX, BUIIYKYBaHHS €(QEKTUBHUX METOJIB BUKOPHUCTAHHS,
Hepil 3a BCE HE3aXUIICHUX BiJl 3a0pyJHEHHS TOBEPXHEBUX BOJHUX OOEKTIB, SIK
JDKEpeN MUTHO-rocroaapcbkoro BogomnocradanHs (I[1I'B) mis motpe6d Ykpainu B
yMOBaxX TJIOOQJIBHOIO CBITOBOTO KPHU3HUCY BUKIMKAHUN POCIHCHKO-YKPAiHCHKOIO
BifiHoto [11].

HaykoBi mocnimkeHHsT Ta IporpaMu y Taidy3i OIIIHKM BIUIMBY Ha Ha 00’ €KTH
KpUTUYHOI 1HQPACTPYKTypH  TiJ Yac OOHOBMX i, a TaKOX BHU3HAYCHHS
TEPUTOPIATLHUX  OCOOJMBOCTEH  €KOJIOTIYHWX  BHKJIMKIB ~ BOEHHOTO  4acy
KapTorpadiuHUMH METOJIAaMH JOCIIHKCHHS periaMeHTYIOThesl Yka3zom [Ipesumenta
VYkpaiam Ne 64/2022 «IIpo 3ampoBa/KeHHS BIWCHKOBOTO CTaHy Ha TEpHUTOPIl
VYkpaian», 3akoHamu YKpaiHH Ta HOPMATHBHO- MPABOBUMH aKTaMHU BIIIMOBITHUX
raJIy3eBUX MIHICTEPCTB, @ TAKOXX MUPEKTUBAMH IEHTPAIBHUX OPTaHiB BHUKOHABYOI
BJIQ/IM.

['onoBHUY Ta BaXIMBUI HANPSAMOK JOCTIPKEHb TMOJSATa€ B OTPUMaHHI TOYHOT
KOOPJAMHATHOT TIPHUB’S3KU OO0 €KTIB B CHCTEMI «BOEHHHH 00’€KT - BiliCbKOBa
TEXHOJIOT1S - BIUTUB HA BOJIHI 00 €KTH Yy CKJIaJll 00’ €KTIB KPUTUYHOI 1HPACTPYKTYpH
». ['eotndopmarriiine ynpaBiiHHS Ta MOJIEITIOBAHHS €KOJOTIYHUX BUKIIUKIB BOEHHOTO
CTaHy BUCTYNA€ IHCTPYMEHTOM JUIsl PO3B’sI3aHHS PI3HOMAHITHUX 3aBJIaHb 32 CTAHOM
MOBEPXHEBUX BOJAHINX 00’ €KTIB Y CKJIa/l 00’ €KTIB KpUTUYHOT 1HHPACTPYKTYPH.

EdextuBauM npuxnagaom 11poro € pooora Ceitnogapcekoi TEL], sika 6e3nedHo
MparoBaa, sk CTpaTeriyHuii 00’ €KT KPUTUYHOT IHPPACTPYKTYPH 1] Yac BaKKUX O0iB
npotsarom 2014-2015 pp. ba3zoBoro i1H(popMaliiiHOIO OCHOBOIO BiAMOBIAHOI cepii
TEMAaTUYHUX KapT € wmatepianu Oe3minoTHux mitanbHUX anapatiB (BIIJIA )ta
KOCMIYHO1 3MOMKHU. BUIbIIICTh JOCHIIKEHh B 00JIACTI €KOJOTIYHOTO KOHTPOJIIO 3a
ctanoM (OKI) 6asyerbcss Ha nmanux J[33. YV cucremMi NUTHO-TOCIOIAPCHKOTO
BOJIOTIOCTaYaHHS ITOBEPXHEB1 BOJIHI 00’ €KTH 3aiiMatoTh -110 70%), B T.4. BOJIHI peCypcH
p.p.Auinpa,CiBepcbkoro Jonus,IliBnennoro byra, Tucu,npubepesxHux Bo103a00piB

OaHuM 13 TEpPCHEKTUBHUX METOMIB TPOBEICHHS MOHITOPUHTY OO0 €KTIB
KPUTUYHOI IHPPACTPYKTYPH € TUCTAHIIWHUMN, 1110 0a3y€ThCS Ha OCHOBI KOMILJIEKCHOTO
BUKOPUCTAHHS KOCMIYHUX, TIOBITPSHUX T4 PyXOMUX HA3€MHHUX KOMILUIEKCIB (CHCTEM)
CIIOCTEPEKEHHS. Y SKOCTI TOBITPSHUX KOMILIEKCIB PO3TIISAIAIOTHCS JIUCTAHINIHO
mijoroBani yitaneHi amapatd  ([AITJIA). Tlocrae HEOOXiAHICTH MpoOILEAYypH
JOMPOEKTHUX BUIIYKYBaHb, IO MEpeaye TeoiHPOpMaLIiHOMY MOJIETIOBAHHIO -
PO3pOOJICHHST aJTOPUTMY YIIPABIIIHHS a€pPOKOCMIYHUMHU 0a3zaMu JaHUX, SIK OCHOBHU
IPUPOAHO-PECYPCHOT Fe01H(POPMALIIITHOT MOJIET1 BU3HAYEHHS €KOJIOTTYHUX PU3UKIB Ha
OKYMOBaHUX Ta 3BUIBHEHUX TepUTOpPisAX YKpainu. Po3poOka 3o0cepemKyBalibHOI
KOTHITUBHOT Mozem J[33-7anux BKIOYATHME MPOCTOPOBO PO3MOAUICHI JaHl MPO
0o0cArn OTpyMHUX PEYOBHMH, L0 MOTPAIUIAIOTH 10 reocdep Bl OOHOBUX MalllMH,
BUKOPUCTAaHHI TPUPOJHUX PECYpCiB OKYMaHTOM, CTaH BOJHHUX, 3EMEIbHUX,
MIHEpaJbHUX, POCIMHHMX Ta  (QayHICTHUHHX pecypcax. Ile 3akmagae
reoiHpopMamiiauii 6a3uc JuIsi aHami3y Ta OIIIHKA Cy4acHOTO MIJITapHOTO Ta
MOCTMUTITAPHOTO CTaHy MPUPOJHUX PECYPCIB, TUIAHYBAHHS iX MEPCIEKTUBHOTO Ta
€KOJIOTIYHO Oe3MeYHOTO BUKOPUCTAHHS.
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3nayHa yactuHa cToKy [IBO VYkpainu mae TpaHCKOpJOHHUN XapakTep, IO
BU3HAYa€ 3HA4YHI PU3UKU I Oe3neku ekcruryaraiii cuctem III'B 3a ymoBu ix
MOTEHIIIMHOTO 3a0pyJHEHHs BHACHIIOK BIWCHKOBUX Jiii. B okpemux paiioHax
JloHenpkoi Ta Jlyrancbkoi 00J1acTi, CIIOCTEPITAETHCS MATOTCHHUH BIUTMB KOH(MJIIKTY Ha
MOBEPXHEBI BOJHI OO0 ’€KTH IUTHOTOO BOJOMOCTa4YaHHS. 3OUIbIICHHS HeOe3MeKu
pyMHYBaHHsS CTaBKiB- HAKOIMWYYBaydiB 1 IOJITOHIB TOKCHYHHUX BiaXoJiB (42 TucC.
00’€KTiB) 1 1H. OTeHLIHHO HeOe3neunux 06’ekTiB (IIHO), B T. B ripHUY0-100yBHUX
parionax (I'JIP) Honbacy, Kpusbacy. Kapnarcekoro periony (opmye eKoJOTidHO-
HeOe3meuHi yMOBH sl YKpainu. [2]

Haii6inpm edekTUBHO IIe peanizoBYeTbCA MpHU AemM(pPYBaHHI pPE3yNbTaTiB
3MOMKH 00'€KTIB KpUTHYHOI 1HHPACTPYKTYPH 3 BIIOMUMH PO3MIpaMH, sIK MPaBUIIO, 3a
JIPYTOPSIHUMU TEOTOIMOJIOTIYHUMHU  O3HAaKaMH, HaNpuKiIaA, TM[PUPOJHUMU Ta
TEXHOTCHHUMHU JIOKAIIsIMU - Oankam, CKYMYeHHSIM OOHOBHX MAIIMH Ha TEPUTOPIi
aTOMHHX eyiekTpocTaniid. B 6aceitni [duinpa 3ocepemknno 12 6mokiB AEC (i3 15
JIOYMX), IO JIa€ KPUTUYHI €KOJIOT14HI PU3UKH JJIs1 JJ1s1 ToJIoBHOTO JiKepena (I1I'B).

3a cBo€to cTpykTypoto cuctema MoHITopuHry (OKI0 moBuHHA BUKOHYBATH TaKi
byHKIII:

- 301p 1H(popMalii mpo 00'€eKT KPUTUYHOI 1HOPACTPYKTYPH;

- 00po0OKa, 3Be/ICHHSI, yrpyIoOBaHHs 1 30epiranus iH(opmaiiii;

- MOJEIIIOBaHHs (IMITalllsd, OpraHizaiis B3a€EMO3B's13K1B, HaBYaHH:) P13UKO-
XIMIYHUX, €KOJIOTO (POPMYIOUUX TMPOIIECIB PI3HUX BUIIB FT€OCKOCUCTEM;

- oIlliHKa mMoTo4HOoro crany reoekocucteM (OKI) Ta mporHos crany
reoekocucrem; [3].

BaxxnuBo BIAMITUTH JIAHIIOTOBHUM XapakTep IMOTEHIIMHUX HaJI3BUYAHHUX

cutyaii (HC) :BogHO-€KOJIOTIYHOTO noxo/keHuss : “pyiunyBanHs [IHO;
3a0pynnennst BO; Buxin 3 nagy cuctemu [1I'B”.
HaykoBo-nocmigHuImki caTeNiTH JUISt BIJIMTOBITHUX iIen €
y

MaJopyHKI1OHATBHUMU. BiliCbKOBO-pO3BIlyBaibHI CYITyTHUKH € OJJHUM 3 TOJIOBHHUX
JoKeoe iH(opMalii mpo TepUTOPIro Mig yac O0HOBUX JI1H 1 3aCTOCOBYIOTHCS TAKOX JIS
BUBUCHHS BHCHA)XXCHHSI TPUPOJHUX pPECYpCIB, BHpIIIEHHA O€3i4l 3aBIaHb
TomorpaiyHOr0 Ta E€KOJOro- MPUPOAOOXOPOHHOTO KapTorpadyBaHHS, a TaKOXK
MOHITOPUHTY HABKOJMIITHHOTO CEPEIOBHUIIA B KOHTEKCTI OLIHKU €KOJIOTTYHOTO BILIUBY
Ha JIOBKUJIJIS BHACIIOK 000BUX it [4].

HasBHni 3pyitHOBaH1 MOTEHIIIHHO HEOE3MEeYH1 TEXHOTEHHI 00'€KTH Ta 1HXKEHEPHI1
nopyluieHHs 3a matepiasiaMu /{33 BUSBIAIOTHCS Npu AemrdpyBanHi. B pesynbrati
MO>KHA OTPUMATH €KOJIOTO-ITPUPOJO0XOPOHY I'€01H(POPMALIII0 PO HASBHICTH:

* TOMUpPEHHs TIsIM HaQTOBOTO 3a0pynHEeHHS Y KpeMeHuyIbKoOMY BOJJOCXOBHIIII,
BHACIIOK pyiHyBaHHa Kpemenuyipkoro HadTonepepoOHOTo 3aBOMY, MIISAXU
Mirpamii 3a0pyJIHEHHX CTIYHMX BOJ Tipu OOMOapayBaHHI BOJOTOHIB Ta
kaHam3ami M. Ojeca;

* BHU3HAUEHHS €KOJIOTIYHOIO CTaHy BOJHMX OO'€KTIB: CTyNEHI HEOEe3NeYyHOCTI
3a0py/IHEeHHs, 3MiHa OEperoBoi JiHIi Ta pyciia pIYOK BHACIIIOK PYWHYBaHHS
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MOCTIB, 3HUILEHHS (iiopH Ta (ayHu;

* 1H)KEHEpHa OIllHKa CTaHy aBapiHOCTI JIHIMHMX Ta TUIOMIAJHUX OO0'EKTIB,
MIJTOIJICHHS 3allI3HUYHUX JIOpIT, PYHHYBaHHS TEPMIHAIIB aepoIoOpTiB Ta
CTaHIIIM 30epiraHHs MajbHOTO;

* aKTHUBI3alli TEPMOKAPCTOBUX IpoiieciB Ha 3axigHomy JloHOaci, 3a001049yBaHH1
noicekoi yactTHu KuiBcbkoi, JKutoMupcebkoi Ta UepHITIBCHKHX 00J1acTEH;

* BUSBIICHHS MOTEHLIMHO HEOE3MEUHUX JAUITHOK KPUTUYHHUX MOPYIIEHb HABKOJIO
AEC, TEC, I'EC.
3acTocyBaHHS cydacanx JI33-I'lC TexHoOmOri O3BOJISIE OTEPATUBHO

OpuiiMaTH YHpaBiIiHCHKI pIMIEHHS JJi1 3MEHIICHHS HETaTUBHUX BIUIMBIB Ha
MOBEPXHEB1 BOJIHI 00’ €KTU YKpaiHU y CKIa/al 00’ €KTIB KpUTUYHOT IHPPACTPYKTYpHU Ta
3a0€3MeunTh iX EKOJOTIuHY CTIHKICTh. [4]. I1ix yac mpoBeneHHs AOCTIHKEHHAS Oyu
BIJIMIpAI[bOBaHl HAYKOBO-METOJUYHI MIJIXOJU, HA OCHOBI SKHX YJIOCKOHAJIEHO
MpOLENYpY NPOBEACHHS MOHITOPHUHTY OO’€KTIB KPHUTHYHOI 1H(PACTPYKTypH 3
BuKopuctanuam JIIJIA, sika € OCHOBOIO OIEPAaTUBHOTO BHSIBJIEHHS MOLIKOJKEHb Ta
3a0pyIHIOBAYiB y XOJIl TMPOBEIACHHS CIIOCTEPEKEHHS 3a 3aJaHOI0 TEPUTOPIEIO.
PexomMeHnaiiii (Opi€HTOBHO):

1.Y nockonanenns: Mmonitopunry (33, mozeni 1 iH.).

2.3011bIICHHS] BUKOPUCTAHHS 3aXMILIEHUX BiJI TOBEPXHEBOTO 3a0pyIHEHHS
MPICHUX IMiJI36MHUX BOJI.

3.PaifonyBanHsa TepuTOpii YKpaiHH 3a pIBHEM YpPa3IUBOCTI IOBEPXHEBUX
cucteMm [1I'B 3a yM0OBH BIHICHKOBUX il

4.Bu3HAUYC€HHS TPAHUYHO TMPUIYCTUMUX 3MIH  €KOJIOTIYHOTO  CTaHy
MMOBEPXHEBUX BOJHUX OOEKTIB, SIK JKEPEN MUTHOTO TOCTIOAAPCHKOTO BUKOPUCTAHHS.

BucHoBku

3anpornoHOBaHO aHATITUYHY MOJIEIb OIIHIOBAHHS SIKOCTI BUKOHAHHS 3aBJlaHb
MOHITOPUHTY TOBEPXHEBUX BOJHHUX OO’€KTIB YKpaiHU Yy CKJIaJl 00’ €KTIB KPUTUUHOI
1H(paCTPYKTYpH 3a YMOBH POCIMCHKOT arpecii 3acodamMu JUCTAaHIIMHOTO 30HIyBaHHS
3eMJT1, IUCTaHIIMHO-TIJIOTOBAHUMHU anapaTaMu. Ha CTaH JTOBKiJUISL.

[IpakTryHe 3HAYEHHS OTPUMAHUX PE3YJIbTATIB MOJIATA€ B TOMY, 110 HA OCHOBI
BJIOCKOHAJICHOT'O0 HayKOBO-METOIMYHOTO arapaTty MOHITOPUHTY MTOBEPXHEBUX BOTHUX
00’€KTiB PO3p00JICHO HOBI IMIJIXOAH KOMIUIEKCHOTO CIIOCTEPEKECHHS 3a CTaHOM
00’€KTIB KPUTHYHOI 1HGPACTPYKTYpH. 3amporoOHOBaHI MPOIO3HUIII IIOAO0 SKICHOI
OI[IHKA Ta KOHTPOJIO TapameTpiB HABKOJIHUIIHBOTO CEPEIOBHINA TPH BHUPIIICHHI
3aBJaHb MOHITOPHUHTY.
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42. METO/I 3BOPY IH®OPMAIIII ITPO CTAH OB’EKTIB KPUTHUYHOI
IHOPACTPYKTYPHU 3 BY3JIB BE3IIPOBOJOBOI CEHCOPHOI MEPEXI

Yymauenko C.M.L, JIncenko O. 1.2, Taunnina O. M.2, ®yprar O.B.%,
®yprar C.0.%, Cymun 1. O.°
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Method of collecting information on the condition of critical infrastructure
objects from wireless sensor network nodes

The method of collecting information from the nodes of a wireless sensor network using
intelligent adaptive flying information and telecommunication robots (IALITR) is presented. The
wireless sensor network (WSN) is considered as the network served by IALITR. The key idea in the
development of BSM and IALITR algorithms is the flexible clustering of BSM nodes, which provides
the opportunity to implement a rational IALITR traffic route.

The implementation of the mentioned ideas is presented in the form of a mathematical
statement of the problem, which is characterized by: technical and algorithmic properties of the
network, network nodes, IALITR; requirements for the quality of information (data) collection,
requirements for the monitoring information (data) collection system. When synthesizing the decision
on board IALITR regarding the choice of a rational method of collecting information from BSM
nodes, a systematic approach is used, which allowed: to give intelligence and adaptability to the
functioning algorithms of flying information and telecommunication robots; to formulate the stages
(components) of the method of collecting information from BSM nodes.
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Studies of the effectiveness of the improved monitoring data collection method with different
initial data are described: the size of the network, the number of clusters, the number of nodes in the
cluster, options for building data collection methods, strategies for flying over nodes in the cluster.

B skocti mepexi, aky oOcayroBye IAJIITP posrmsgaerbes Oe3mpoBoaoBa
ceHcopHa Mepexka (BCM). 3apnanuss AJIITP nonsrae y 360pi inopmarii (1aHux) 3
BCM. IcHyrounii Ha CBOTOAHI TpUBIATBPHUN METOJ 300py MaHUX (METOx
0e31mocepeTHbOT0 300py JaHUX 3 KOKHOTO ceHCOpHOTO By3iia BCM okpemo [2, 4]) mpu
3actocyBanHi [AJIITP He no3Bosisie BUKOpPHUCTATH YC1 TEXHOJOTIYHI MO>KJIMBOCTI
[AJIITP ana minBumeHHs edexktuBHOCTI PpyHKHioHyBaHHS BMC (3011bIUTH ,,4ac
KUTTS® Ta (abo) 3MEHIIUTH Yac 300py iHdopMalii 1, y MIACYMKY, IiJIBUITUTH
HaJIMHICTh, (YHKIIOHATIBHY CTIHKICTh Ta >kuBy4icTb BCM). OcHoBHa mnepeBara
TPUBIAJLHOTO METOAY TMOJSITAa€ y CHPONICHUX alropuTMax (QyHKIIOHYBaHHS 1
B3aemojiii bBCM Tta [AJIITP, mo npu3BoaAuTh A0 37CHIEBICHHS amapaTHUX 3aco01B
BCM. Ane y GaraThb0oX KPUTHYHHX CHUTYaIlisiX €KOHOMIYHA MepeBara MoCTYMa€eThCs
CBOEI0 BAXKIIUBICTIO HAIIHHOCTI, QYHKIIIOHAIBHIN CTIHKOCTI Ta )uBy40cTi BCM[3-6].

KirouoBa izes, sixka mokjazeHa y po3poOKy anroputmiB Bzaemonii BCM Ta
[AJIITP, nonsrae y raHyukiil (amantuBHii) knactepuszauli By3miB BCM, sika Hamae
MOKJIMBICTh peani3yBaTu pauioHadbHuil MapupyT pyxy IAJIITP. 3rigHo 13 uumu
QITOPUTMAMH TIPOMOHYETHhCSI 00’ €IHYBaTH BY3JIM B TUMYAacOBI KJIACTEPH, JI€ POIIb
rOJIOBHOTO BYy3Jla Kiactepa mnokiagaerbess Ha [AJIITP. Anroputm noOyaoBu
tpaektopii pyxy [AJIITP 3a BimoMmorw iHdpopmali€ew mpo KOOPAUHATH TMOJOKECHHS
By31mB BCM 3pilicHIOE po3paxyHOK KOOpAMHAT TOYOK 300py MaHUX Ta Oyaye
tpaekTopito pyxy IAJITP (,iuTenext mii”). ¥ cTarTi, Ha BIAMIHY BiJl ICHYIOUHX
,KOPCTKUX HEHTPOITHUX AJITOPUTMIB KJIacTepu3alii, IPONOHYETHCS
BUKOPUCTOBYBATH ,,aJJaliTUBHI (THY4YK1)” aJrOPUTMHU KJIACTEPHOTO aHai3y, SKI
OTPMMAJIM Ha3BU BIAMOBIAHO: anroput™M K-cepeaHiXx Ta airoput™ (HOpMalbHOTO
enementy (for.el). Ili anroputmu XapakTepH3YIOThCS MEHIIOK OOYMCIIIOBAIBHOO
CKJIQJIHICTIO Ta HA/IaI0Th MOKJIUBICTh aJJaliITUBHO 3MIHIOBATH PO3MIPH KJIacTepa i, TUM
caMHUM, KepyBaTH KiJIBKICTIO KJ1acTepiB [4-6].

Cunre3 pillIecHHHA IHTeIeKTyaJIbHUM aJalTUBHUM JITAYUM
iHopmaniiiHo-TesekOMYHiKaniiiHUM poOoToM. [Ipu cuHTe3l pilieHHs Ha OOPTY
[AJIITP ctocoBHO BUOOPY pallioOHAIBHOTO cIioco0y 300py iH(opmaiiii 3 By3niB bCM
BUKOPUCTOBYETHCSI CUCTEMHUI MIAXIJI, CKJIaJ0BI1 SIKOTO IPeICTaBIeHl Ha puc.l.
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| Cunre3 iHTeJ’IeKTyaJ’leOFO AJalITUBHOI'O pimemm |

Kunacrepusais

Croci6 | | ITomryk onepariit | Hobynosa Kpurepii | | Mozens nonboTy
] Mapuipyrty
00T KOX- V,JAJIITP - KUIbKICTb KIacTepis, | pyxy IAJITP || min uac 360py 13 3HAHHAM
Oro By3Ja - Bysnamn BY3JiB B KJIacTepi - max gac QyHkmio- KOOpAMHAT
oburit tepu-| | L KoomepatpHo | PO3PAXYHOK 30H 6a30BHi HYBAHHS BCM 0e3 3HaAHHS
opii BCM LAJIITP HOKPHTTS (Bes BCM) [ min IAJIITP KOOP/IMHAT
r 3Hae 600y TAJIITP - MIN 10BXHHK - 3 IIOCTIHOIO
KIacTeph- | | cran ysnis BCM |- TO'IKH 300py B KJIacTepax .
3aui;[ TA IAJ’HTP Ma}_)mpyTy TOJILOTY MBUAKICTIO
HE SHAE | pyspavenns Momeni oOMiHy TaHHME [ MiN cIyx60BOro
crad By31iB BCM N Tpadixa - 3 aJalITUBHOIO
. - BU3HAYECHHS CTpaTer1n p MIBAIKICTIO
- LEHTPaIi30BaHO 6 - 1HII
' ObILOTY  KyIacTepa - Ge3 rapanTii sKocTi
F IELEHTPAI130BaHO 00CITyrOBYBaHHS
L 3 TapaHTI€I0 IKOCTL
00CITyrOBYBaHHS

Pucynok 1. CTpyKkTypa CHCTEMHOTO TiIX0/Iy CTOCOBHO BUOOPY paIlioHaILHOTO
crioco0y 360py iH(popMaiiii 3 By3i1iB BCM

CHucTeMHUH IMAX1T T03BOJISIE:

1) HagaTu anroputMmaMm ¢yHkuionyBanus JIITP inTenexryanbHOCTI Ta
aJlallTUBHOCTI;
2) chopMyITIOBaTH eTaru (CKJIaJ0B1) MeToly 300py iH(MOpMaIlii 3 By3IiB

BCM.

CxknagoBi Metoay 300py iH(popMaiiii 3 By3i1iB BCM.

1. Cmnoci® 6e3nocepeHbOr0 300py JaHMX 3 KOXKHOTO BY3JIa MEpPEXi — 3
00JIbOTOM KO>KHOTO BY3J1a, 3 00JIbOTOM TepUTOPii (1€ po3ramoBana BCM), 3 06;150TOM
kiactepiB BCM.

2. Cnoci6 onTuMizallii onepamii CTOCOBHO YHPABIIHHS — 130JIbOBAHO (LIEHTP
yIOpaBlIiHHS Mepexero, cuctema ympaniiHus [AJIITP, cuctema ynpaBmiHHS By3Jia
BCM abo koorepoBaHO — Yy B3a€MOJii MK HUMH; TIPU HAIBHOCTI a00 B1JICYTHOCTI
iHdopmarrii npo ctad By3niB bBCM y TAJIITP (LY mepexero); neHTpazizoBaHo abo
JEIeHTPaJ130BaHo.

3. [Mopsimok Ta npaBuna knactepusaiiii BCM:

a) po3paxyBaTH KUIBKICTb 1 PO3MIpH KJacTepiB (MOBMHHA OYTH IMpOBEICHA
ONTHUMI3allisl KUTBKOCTI Ta PO3MIpPIB KJIACTEPIB B 3aJIKHOCTI BiJl PI3HUX IUIBOBHUX
(GyHKUINA YyIPaBIIHHSI MEPEKEIO Ha €Tarl 300py JaHuX);

0) mpoBeCTH KJIACTEpHU3alll0 Mepexl 1 BU3HAYMTH TOYKA 300py JaHUX
MOHITOPUHTY 3a TEBHUMH MapamMeTpaMH B 3aJE€KHOCTI BiJ LUIbOBHX (PYHKIIIH
YIOPABIIIHHS MEPEKEIO 1 CUTYallli B MEPEXi;

B) BU3HAUUTH Mojeni (anroputmu) oOMiHy gaHumMu MK [AJITP 1 By3mamwu
KJacTepa;

') po3paxyBaTH cTparerii Ta napamerpu o0as0Ty TAJIITP By3miB B KinacTepax
M0 3a/laHuM IUIbOBUM (QYHKIIAM (T0Oy10Ba, ONTUMI3allisl Ta KOPErYBaHHS LUIAXY
00101y [AJIITP By3:miB B 3a1€KHOCTI BiJl HUTLOBUX (PYHKIIIH ypaBIiHHS Ta HAIBHUX
pecypciB [AJIITP 1 By3niB BCM).
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[Ipu HasBuOCcTi i1HGopManii nmpo ctan BCM 1l 3aBmaHHS BUPIMIYIOTHCS
IIEHTpaIi30BaHO IeHTpoM yrpaBiiHHA Mepexeto (ILIYM). Ilpu 11 BimcyTHOCTI —
nerentpamizobano: IAJIITP i By3namu mepexi y B3aemoii. [1-3]

4. TloGynyBaTu MapuipyT 00JbOTYy TOYOK 300py nanux IAJIITP: 6a3oBoro
(o6mpoTy Bciei Mepexki BCM) Ta MapmipyTiB 00JIbOTY KOXKHOTO 3 KJIacTEpiB.
Hanpuknan, 6a3oBi mapameTpu mnojiboTy pospaxoBye LIYM, a TAJIITP 3miiicHIoe
KOpPUTYBaHHS 0a30BOTO MapIIpyTy B KjacTepax IICis OTpUMaHHS 1HQopmaIli mpo
CTaH BY3JIiB KJIacTepa MPH MiTHOTI 10 HHOT'O Ta HAsIBHOCTI BiJIMOBIAHUX PECYPCIB.

5. BusHauuTu Kputepii Ta iX NPIOPUTET MPH YIPaBIiHHI MpoLEecoM 300py
JaHUX, a caMme: MiHIMi3alis yacy 300py JaHUX, MAaKCUMyM dYacy (YHKI[IOHYBaHHS
BCM, minimym [TAJIITP, miniMizaliisi BUTpaT eHeprii By3JiB B Mpoleci nepeaadi Bij
By31iB g0 [AJIITP, Tomo.

6. BusHauntu MoOjenp MOJIBOTY HA OCHOBI HasBHOCTI ab0 BiJIICYyTHOCTI
iHdopmali mpo KOOpAMHATH 3HAXOo/keHHs By3niB bCM, 3 mocTtiitHOlO abo
aJanTUBHOIO MIBUKICTIO, 3 TAPAHTIEI0 00CIYTOBYBaHHS a00 11 BIJICYTHICTIO.

7. Mogpeni nonboty [AJIITP nipu 360p1 ganux MoHiTopunry 3 bCM.

dopmyBaHHA Ta peainizaiiis napametpiB noiaboTy [AJIITP BinOyBaeThcs B 1Ba
eTarnu.

Ha nepmoMmy — 1eHTp ymnpaBiiiHHA Mepexkero Oyaye 0a30BHil HAWKOPOTIIUM
MapuipyT 3 o0JbOTYy TOYOK 300py nanux B BCM ogHuM 3 BiIOMUX ajJrOpUTMIB
BUPIIICHHS 3aJlaul KOMiBosbKepa [2-6], (Hampukiaa, METOJ HalOIMKUOro Cycina)
BHU3HAYA€ CEPEHIO MBUAKICTh 1 BUCOTY MOJIBOTY.

Ha apyromy — mpu nimiboti go ueproBoro kiacrepa IAJIITP xopurye
rapaMeTpu CBOTO OO0JBOTY (TPA€eKTOPit0, IIBUJIKICTb, SIKICTb OOCIYTrOBYBaHHS) B
3aJIEKHOCTI Bl KUIBKOCTI BY3JiB B KJacTepi, [apaMeTpiB BY3JIB KiacTepa
(MicuenosioKeHHs, HasiBHA eHepris O0aTtapeil By3/diB Ta 00CATH JaHUX MOHITOPUHTY),
HasIBHUX OCOOMCTHX pecypciB (€Heprii Ta yacy, 10 3aJIUIIUBCS Ha TOJIT) 1 IUTHOBUX
byHKIIH yripaBiiHHSI Mepexero. Tak, Hanpukiiaj, Npy iICHYBaHH] ,,KPUTHUYHUX  BY3JI1B
B KJjactepi (,,BUCHAXKEHUX, ,,IEPEBAHTAXKEHUX  TOIIO) iX 00MT (0OCITyroByBaHHS)
MPOIOHYETHCS 3/IIMCHIOBATH Ha MIHIMAJIbHIM BIJICTaHI 0 HUX 3 TPIOPUTETOM B
oOcimyroByBaHnHi. Jljis 3a0e3meyeHHs rapanTii yacy 300py JTaHUX PO3PaXOBYETHCA Ta
peani3yeTbcsi HEOOXiHA MIBUIKICTh MOibOTy (3aBucaHHs [AJIITP B meBHi Toui
IPOCTOPY Ha MOTPIOHUH Hac).

[Tpu 11bOMY JOLIIBHO PO3TISAATH Pi13HI MOJIEII MOJIBOTY.

1. bazoBa HalmipocTiiia MO/IeIb.

[TomT 3 OJHAKOBOIO MOCTIMHOI MIBUAKICTIO B KJIACTEpl Ta MIXK KJIacTEpamH
criporye ynpasiiHHs nepeMimieHHsM [AJIITP, He BucyBae H0JaTKOBHUX BHUMOT JI0
BITJIA, Moxe BUKOPUCTOBYBATHUCS SIK TBUHTOKpWJIMK Tak ¥ mitakoBuid Tun BITJIA.
30ip JaHUX TMOYMHAETHCS MPU BCTAHOBJIEHHI Paio3B’sI3Ky 3 TMEPIIUM BY3JIOM
kiactepa. Yac 300py MOpiBHIOE Yacy TMOJIOTY uepe3 kiactep. JlaHi, siki By3nu He
BCTUTJIM TIEpEJaTH, 30€piraloThCsl B By3JlaX JI0 HACTYIMHOTO payHAy mosboTy. [lpu
MIPUILOTI 10 30HU Pajiio3B’s3HOCTI 3 0a30Bor0 craniiero IAJIITP nepenae it nani Ta
MMOYMHAE HOBHM ITUKI 00JIbOTYy. Mojiens Moxe OyTH peasti3oBaHa sSIK pOTOPHUM TaK 1
mitakoBuM tunioM BITJTA.
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2. Tlomt TAJIITP 3 OQHAKOBOIO ITOCTIHHOIO IMIBUIKICTIO IOCTAaTHBOKO IS
0oOCIIyroByBaHHsI ~KjacTepa Ta 3 MIJBUINCHOK IIBUIKICTIO (BU3HAYAETHCS
MoxkMBOCTsIMH BITJIA) mipu nepeMiliieHH1 MiX KJlacTepaMH.

s peamizarii moaem HeoOXxigH1 BITJIA 31 3MiHHOIO IBUAKICTIO TTONIHOTY. Lls
MOJIENTh MOKe OyTH peasizoBaHa sSIK pOTOPHHUM Tak 1 JiTakoBUM TurioMm BITJIA.

3. [TomiT 3 ananTUBHOIO MIBUAKICTIO B KJIacTepax.

JIns BU3HAUEHUX THINB JOJATKIB MOXKE€ OyTH HEoOXigHa pi3Ha MIBUAKICTh
OOMIHY JTaHUMH, SIKa BU3HAYAETHCS 30BHINTHIMHU (PaKTOpaMu TaKUMU SIK HaJ[3BUYaliHa
cutyanis. Hanpuknaz, neski By3iau MOXYTh MaTH CIieliajdbHI MOXJIHMBOCTI 300py Ta
nepenavi ayaio Ta BiIeo TaHuX, Ki MOXKYTh OyTH MOTpiOHUMU B IIEBHI MOMEHTH 4acy
(mosiBa MOpYIIHUKA B 30HI KOHTPOJIO, BHCOKA TeMIepaTypa, TUCK Ta BiOpallis B
TpyOompoBoai Tomio). KpiM 1poro s rapaHTOBaHOTO 300py JaHUX HEOOXiTHO
a/JIanTyBaTH MBUIKICTh TIEpeaadi 10 HEOOX1JHOTO Yacy mepeaadi JaHuX.

Pimmenns mnpo 30uiblieHHS a00 3MEHIIEHHA 4Yacy 300py iHdopmairii
npuitmaeTses LIYM a6o CVY [AJITP pazom 3 By3inoM-KepesioM Iux JaHuX. MoxXyThb
O0yTtu Bukopuctani BIIJIA rBUHTOKpPHUIIOTO Ta JITAKOBOIO THUITY.

4. TlomiT 3 rapaHTOBaHUM OOCIIyTOBYBAaHHSIM BY3JI1B KJlacTepa.

IAJIITP po3paxoBye uac oOCIyroByBaHHsS BCIX BY3JIB TIpH TOCTIHHIN
mBUAKOCTI niepenayi. [Ipu Opaky dacy BupaxoByeTbcsa noaarkoBuil yac. HeoOximgHo
BIIMITUTH, IO I MOJENIb MOXe OyTH BUKOpPHCTaHa B CIICHApisiX HaJI3BUYAMHUX
cuTyaliid abo creriaJbHUX MICISX, J€ MOHITOPUHT MEBHOrO reorpadiqHoro paioHy
a0o0 ,,raps40i TOUKH ~° BUMAraeTbcs 3a NEBHUM MEp1oJ1 yacy.

Mogens Moke OyTH BUKOpPUCTaHA IJi Tmepenadl Tpadiky peaspbHOro yacy.
BukopucroByrotecs BIIJIA poTopHOro tuiy.

5. Tlomit 3 OOMEXEHHSM MaKCHMaJbHOTO dYacy OOCITyroBYBaHHS KjacTepa
(By3na).

By3o:1 nmeBHOrO Kiactepa B 3M031 310paTu JOCUTH BEIUKUM OOCAT JaHUX, IO
BHMAarae Jiy>ke 3Ha4YHOTro 4acy Horo oociyroByBaHHs. OTHOYACHO Yac 1HIII BY3JH TEX
OUIKYIOTh OOCIIyTOBYBaHHS B IIbOMY ITMKJII TIOJIBOTY, Yac 3aTPUMKH B 00CITyrOBYBaH1
NEBHUX JOJATKIB MOXKe OyTHU TepeBuIlieHuH, Oydepu 1HITNX BY3JIiB KJIacTepa MOXKYTh
OyTh  TmepemoBHEHI TOmO. ToMmy Il  CHOpaBeUIMBOTO  OOCIYrOBYBaHHS
BCTAHOBJIIOETHCA TPAHUYHUN Yac OOCIYyTOBYBaHHS JIJIsi KOXKHOTO Kiacrepa. SKio
KUTBKICTB JTAHUX B KJIACTEP1 HE MOXKe OyTH 00CTy>KEHa B MEPi0/1 I[bOTO IUKITY 00JIbOTY,
TOJIl HE OOCIy)XeHa YaCTHHA JaHUX MEPEHOCUTHCS HA HACTYIHUN PAayHH IMOJNBOTY.
BuxopucroBytotbest BITJIA rBuntokpunoro tumy. Ll mMonens Takoxx Moxke OyTH
3acTocOBaHa Uil 3a0e3neyeHHs1 Oe3Nneku cucTteMu 300py AaHuX B Luiomy. Bona
3ano0irae 3axoruieHHio [AJIITP By3noM CynpoTMBHHKA, SIKUH BUCTABUB BHUMOTY
0e3MexHO BeIuKoro Oydepy Ta opraHizye araky THUIY ,,BUMOra B 0OCIyroByBaHH1”
(DoS-araka).

BBaxaetnbcs, mo [AJIITP mae ingopmartiiro mpo KOOpAUHATH BY3JIiB, sIKI MOXKYTh
OyTH OTpUMaHi OJHHUM 13 TAKMX CIIOCOO1B:

1. Ha erarmi po3ropTanHsi HA3eMHUX MEPEX MPH IETEPMIHOBAHOMY PO3MIIICHH]
BY3J1iB (PIKCYIOTHCSI KOOPAMHATH KOXKHOTO 3 BY3JIiB IIPU HOTO PO3MIIICHHI.
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2. YV pasi BumagkoBoro posropranHs By3iiB mepexi [AJIITP 3nificHioe
MEPBUHHUI OOJIT TEPUTOPIi, 110 MOKPUBAETHCSA Ha3eMHUMH By3inamu bCM, 1 30upae
JaHl TpO KOOPJIMHATH BY3JiB B TMPUIYIICHHI HAasABHOCTI B BYy3JaX CHCTEMH
NO3UIIOHYBaHHs. B 11bOMy BUIaIKy MapHIpyT MOJbOTY OYIY€ThCS 3 METOIO MOKPUTTS
Bciel TepuTopii crioctepexenHs. B nponeci o6nboty IAJIITP 36upae sik iHpopmariito
MOHITOPUHTY, Tak 1H(QOpMalil0 MpPO CTaH BY3JIIB 1 KIACTEpiB JUIsl IOJABIIOTO
IUTAaHYBAaHHS 3aBJIaHb YIIPABIIHHS.

3. Ilpu HasBHOCTI 3B’sa3HOi Tomosorii By3niB BCM 3 HazeMHUM MNITIO30M
3’SBIISIETHCS MOXJIMBICTH 300pYy IIEHTPOM yHpaBiiHHA 1H(pOpMalii mpo CTaH 1
KOOPJMHATH PO3TAIyBaHHS CEHCOPHUX BY3IIiB.

Po3rnsiHeMo pe3yibTaTu MOJETIOBAHHS ISl HACTYMHUX OCHOBHHMX BHXIJHHX
nauaux. OgHopigai By3au BCM po3ramoBaHi BUTIaKOBUM YMHOM Ha TIEBHOT IUTOTIHHI.
Kinbkicts cencopuux By3iniB — N = 400. KinpkicTs By3miB B kiactepi — N=10, 20, 50.
[TouatkoBa eHepris By3miB — €,=0.1J. JlanpHicTh pamio3B’s3ky — Omax =250 M,
MakcuMajbHa BrucoTa moab0Ty IAJIITP — hpa =250 M, MakcHMalbHA IIBHIKICTDH
MOJIOTY — Vmax = 10 M/c, KiibKicTb payHiB 00J60Ty — NRs,; = 700. ITpoTokon noctymy
no kanany |EEE 802.11g, po3mip nanux moHitopunry Bysia — 100 K6.

byaem posrisgaTé Ta TOPIBHIOBATH HACTYIHI METOAM 300py MaHHX 3a
BIJIMOBITHUMU KJIACAMH:

1. Bizomuii MeTos 6e3nocepeIHLOr0 300py MpU LEHTPOINHIN Ki1acTepu3arlii.

2. BaockoHanieHuii (3alponoHOBaHUM Y CTATTi) METO 0€3MOCEPEAHHOTO 300py
nanux 3 By3:1iB [AJIITP npu peam3anii pi3Hux cTpareriii (mpaBuia 001b0Ty Ta OOMIHY
JAHUMH B KJIacTepax):

a) crpaterist Ne 1 — rouka 300py manux [AJIITP Tutbku B eHTpi Knacrepa;

0) ctpateris Ne 2 — 36ip indopmartii IAJIITP 3 BpaxyBanHsSIM mpaBui 06I60TY
,,KDUTUYHUX* BY3JIIB;

B) cTpaterist Ne 3 — 30ip indopmartii IAJIITP 3 BpaxyBaHHsAM npaBuil 0OMiHY 3
By3J1aMU, OJIMKYMMHU 10 TPAEKTOPIi 00JIbOTY KilacTepa;

r) crpareris Ne 4 — 36ip iHdopmari [AJIITP 3 By3niB npu koomepatuBHii
poOOTI IO CTBOPEHHIO MIHIKJIACTEPIB Ta MOOYI0BU eHEProeEeKTUBHUX MAPUIPYTIB JI0
BY3JIiB, 5IK1 3HaXOIATHCS OJMKYE IO MApUIPYTy O0IBOTY KIACTEpa;

EdexTuBHIicTh (hyHKIIIOHYBAaHHS METOAIB OyZI€MO MOPIBHIOBATH 32 KPUTEPISIMU:
qac 300py NaHUX MOHITOPHUHTY .5 Ta yac gyHkuionyBaHHs BCM — Ty (3a pizuynum
3MICTOM - 1Ie 4ac Big noyatky pobotn BCM 1o MOMEHTy 4acy, KOJM B HAcCIHiJIOK
1H(popmaliiiHoro 0OMiHy Oyzie BUTpau€HO YBECH 3a11ac EHEPrii akyMyJIATOpHOI Oarapei
octaHHbOro By3ina. SAxkmio Ty = 100% — ne o3Hayae 1m0 HEMae Mpale3laTHUX BY3JIIB
JUISL Tiepefadl JaHuX, TOOTO B OCTAHHBOMY BY3JI1 3QJIUILOK €HEPTisl CIIOXXWBAHHS Ecn
cTae HyjaeMmM. YuM Bullle 3HA4€HHS [, THM MEHIIA KUIBKICTh Mpale3JaTHUX BY3JIIB
3aUIIAETHCA B Mepexi). MojentoBaHHs Ta pPO3paxyHKW 3IiHCHEHO B CHCTEMI
koM roTepHoi Matrematuku MATLAB.

3 pe3yibpTaTiB MOJCIIOBAHHSA, CIOCTEPITA€ThCSA 3arajbHa TEHACHINS — 31
30uThIIeHHsIM  payHaiB 300py mganux [AJIITP 3meHmyeTbcsi cepeaHsi eHepris
CHOKMBaHHSI Ta 30UIBLIYEThCSA KIIbKICTh HEMpane3JaTHUX BY3JiB B Mepexi. Lle
MOSICHIOETHCSI HACTYITHUM: Ha MOYaTKOBUX PayHJ1ax 00JIbOTY KOKHHUH KJIacTep MICTUTD
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OaraTo mpane3JaTHUX BY3JIIB, ajie s KIJIbKICTh 3MEHIIYEThCS 31 3pOCTAaHHAM KUIBKOCTI
payH/IiB 00JIBOTY.

Kpami pe3ynbratu cepesl TpbOX CTpaTerii mpojaeMoHCcTpyBania crpateris No 3
(HaliMeHIIIe CIIOKMBAHHS €Heprii 1 HaWMEHIINKM BiJICOTOK HEMpale31aTHUX BY3IIB) Y
MOPIBHSHHI 3 pe3yJbTaTaMH Yy MOIMEPETHIX JBOX CTPATETIMH.

3acTocyBaHHs KoomnepaTuBHOI cTpaterii Ne 4 (mapuipyTusaiis JaHUX 3 BY3JiB
KJIacTepa JI0 By3Ja, SKWM 3HAXOAUThCSA Onmxkde a0 TpaekTtopii mojboty ITAJIITP 3
BUKOPHUCTAHHAM €HEProe(PeKTUBHIUX METPUK MOIIYKY MapIIpyTy) MOKa3aJio MOMITHY
nepeBary B HU3bKOMY CIIO’KMBaHHI €HEeprii Ta yaci GyHKI[IOHYBaHHS MEPEXKI .

Tax micng 600 payHIiB, B yCiX TPbOX CTPATETisX PI3KO 3HUKYETHCS KITBKICTh
mpane3gataux By3miB (cTpaterii Ne 1-3), ame 40% mpame3gaTHuX BY3IIiB
3aMIIAEThCS Tpu  BuKopuctanHi crpaterii Ne 4. Ilokazano, 10 TWIUTBHIIIE
po3TalTyBaHHS BY3JiB TpU3BEAE A0 MEHIIOTO EHEProCIOXUBAaHHSA 1 OUIBIIOL
TpuBajocTi 4acy (¢yHKuioHnyBanHs. lle € pe3ynbraroM  BHKOPUCTAHHS
eHeproe(eKTUBHOT METPUKHU MOOYAOBH MaplIpyTy JJisl MOLIYKY MaplipyTH3aTopa 3
OLIBIIIOIO eHEepriero baTapei.

BucHoBku

HaBeneHo mMOpiBHsUIBHE MOJAEIIOBAHHS BJOCKOHAJIEHOTO O€3M0CepeaHbOr0o
metony 30opy manux I[AJIITP 3 icHyrouuM HEHTPOITHUM METOJIOM 300py JaHHX
MOHITOPUHTY, aHaJli3 YOTUPHOX CTpaTeriii 00JIbOTY KiacTepa (TUIbKK MK IIEHTpaMu
TOYOK 300pYy; OOJIT KPUTUYHUX 00’ EKTIB).

VY 3anpornoHoBaHOTO METOAY B MOpiBHSHHI 3 MeTogoM HEED wac 300py nanux
MEHIIUHN B cepelHbOMY Ha 14% 3a paXyHOK BUKOPUCTaHHS Ta MPIOPUTETY METPUKH
BUOOpY TOJIOBHOTO By3Ja KJIacTe€pa — KOPOTIIA BIACTaHb JO TPAEKTOPIi MOIBOTY
[AJITP. Burpam 30uUIblIyeTbCsl 3 3POCTAHHSAM YAaCTKU BY3JIB, SIKI BIIMOBUJIH.
Butpatu eneprii By3iiB Npu peanbHiil KiacTepu3alli B 3alpONOHOBAHOMY METO/I
3MeHInytoThest Ha 10 — 15% BHAcHigoK 3acTOCYBaHHS €HEPro30epirarounx MpaBuil
noOy0BH TOTOJIOTIi KJIacTepiB, BUPIBHIOBAHHSI BUTPAT €HEPTIi BY3JIiB MPHU MOOYI0BI
MapuIpyTiB mepeaadi B KiaacTepi (BUOMPAIOTHCS 3 MHOKMHU MOSKJIMBUX MAapIIPYTIB
nepenayui Mk By3iaom T1a ['BK mapmipytu, siki MaioTh MiHIMYM BHUTpAT €HEprii Ha
nepenavy Ta By3Jd, piBEHb OaTapeil SKuX He MPEBUIIYIOTh TPAHUYHUN PIBEHb ).
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CURRENT STATUS OF WASTE-TO-ENERGY POTENTIAL:
AN SITUATION OVERVIEW IN POLAND

To maintain energy security and improve the quality of the natural environment,
a transition to a low-carbon economy is necessary. The average level of household
waste recycling according to Eurostat in 2017 in Poland was 35.2%. The system of
separate collection of municipal waste continues to develop in recent years, however,
the annual tonnage of mixed waste is still significant and contains about 60-62% of
high-calorie raw materials. It is possible to increase the efficiency of energy recovery
from mixed waste using mechanical biological treatment technology.

The immediate threat to the world's largest consumers of raw materials is the
shortage of resources, which leads to concern around the world, and contributes to the
search for ways to increase the efficiency of their use. Europe is also seriously
concerned about finding new solutions to this issue [1], especially against the backdrop
of emerging conflicts in the world and a long-term trend associated with an increase in
energy consumption. Statistics show that in the period from 1988 to 2018, the volume
of mineral fuels (coal, oil, natural gas, oil shale) increased from 9.3 billion tons to
15.2 billion tons, since fuel and energy resources are the basis of the economy of any
state [2].

In this regard, the EU countries are focused on resource efficiency, waste, and
environmental innovation. Preventing the accumulation of waste by converting it into
resources, combined with increased resource efficiency, has a significant impact on the
environment, society and the economy. The transition to a low-carbon economy in
Poland is very important to maintain energy security and improve the quality of the
natural environment. At the same time, minimizing the use of fossil fuels in production
processes, creating innovative environmental solutions and using the existing potential
in the development of renewable energy sources are important elements in the
formation of a low-carbon economy [3].

It has been repeatedly confirmed that the waste contains significant energy
potential, and one of the best ways to manage waste is to convert it into energy [4]. The
average level of recycling of household waste in all EU countries in 2017 was estimated
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by Eurostat at 46.6%. The nationwide assessment of Poland was 35.2%, unfortunately,
regional statistics are not available [5].

This work was carried out in accordance with the results of the analysis of reports
of official government organizations available through the Internet resources, and
scientific studies, the search for which was carried out using ScienceDirect.
Conducting scientific research in the field of converting waste into energy every year
Is more and more intensive, which confirms the relevance of the problem. For the query
“potential waste to energy” since 2012, 341534 results have been found in
ScienceDirect (24.02.2023) (Fig. 1a). At the same time, after two key words “potential
waste to energy Poland, Europe” were added to the query, 7991 results were received
for the same period (24.02.2023) (Fig. 1b), which corresponds to 2.1... 2.6% research
of the total number of publications on this topic each year.
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Fig. 1. The intensity of scientific research in the field of converting waste into
energy: a - for the countries of the world; b - for Poland

For the purpose of converting waste into energy, the biological process in
sanitary landfills and the thermal process in the form of various technologies can be
used. This requires organic, wood, agricultural waste, municipal waste, etc. According
to the Environment 2018 - 2022 reports from Statistics Poland (Warsaw), the separate
waste collection system in Poland is improving every year (Fig. 2), with the largest
share, in recent years, being biodegradable waste 28.1%; 30.1%; 32.4%; 33.9%
respectively from 2018 to 2021.
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However, mixed municipal waste still makes up a significant share of the total
amount of waste generated and, as a rule, is landfilled.

%

- Waste mixed
80 1 69
60 Waste biodegradable
324 339
40 Paper and cardboard Plastics 28.1 30.1
20 75 88 10 101 92 10 99 956

m2018 m 2019 m2020

Fig. 2. Percentage of waste potentially suitable for energy production

Waste collected separately is usually converted into resources, while mixed
waste is stored in landfills and also has energy and resource potential. And although
there is a systematic reduction in the number of operating landfills of 286 pieces at the
end of 2018, 278 pieces, 271 pieces and 265 pieces, respectively, at the end of 2019,
2020 and 2021, the tonnage of mixed waste for the year still remains significant and
contains about 60-62% mixed package, which is a high-calorie raw material.

According to studies for mixed waste, Mechanical Biological Treatment (MBT)
technology is environmentally, economically and socially acceptable, including waste
sorting and biological treatment (such as anaerobic digestion and composting). A study
[6] showed that the use of MBT technology before disposal in landfills allows the
extraction of inorganic materials and reduces the mass by up to 30%, and as a result,
the environmental impact is reduced. Researchers recommend this technology for
countries with a low level of recycling, since practical testing of this technology with
a capacity of 100 tons of waste per day [7] demonstrates the receipt of 33% refuse
derived fuel (RDF) and 5% compost, recovery of 12% of recyclable waste; production
of 0.435 MWh/day, biogas and methane in the amount of 0.535 and 0.350 m®kg
VSadded (average), respectively, with 40% volatile solids removal (average total solids
10%); net operating costs of $17 per ton of waste; minimization of greenhouse gas
emissions.

Controlled landfills in Poland are equipped with degaussing plants, however,
only 27% of these plants operate with energy recovery, which generated 105.4 - 113.1
million kWh of electricity per year from 2018 to 2021, while it is possible to obtain in
times more energy if other approaches are used. Since RDF is a secondary raw material
from mixed municipal waste, which may include organic waste (domestic origin),
rubber, plastic, cardboard, paper, wood, leather, synthetic fabrics, textiles, polymeric
materials, its combustion, for example, in thermal power plants, has a higher thermal
efficiency than the efficiency of an incineration plant [8].
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A positive feature of MBT technology is that it is not a single technology and a
complete solution, since it is a set of operations that is selected depending on the
composition of the waste.

Therefore, by continuing to develop and improve the system of separate
collection of household waste, as well as by introducing efficient technologies for the
processing of mixed solid waste, it is possible to reach a high level of energy recovery.
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44 ENVIRONMENTAL PROTECTION THROUGH INTERNATIONAL
CRIMINAL LAW
Aaron Dumont?

Why International Criminal Law?

International Criminal Law (ICL) can only be effective in a repressive way, as
reactions to violations of international rules and state obligations. The protection of a
legal object - in this case, the environment - could be better served if the violation of
standards were prevented beforehand. The primary regime for this purpose is
International Humanitarian Law (IHL) - The jus in bello. IHL defines the ‘law of armed
conflict'. In fact, IHL also has some rules to protect the environment (directly or
indirectly) within the Hague Law?, Geneva Law?, the special Convention on the
Prohibition of Military or any Other Hostile Use of Environmental Modification
Techniques (ENMOD) 4 and Customary International Law.

However, all these regimes have in common that their enforcement mechanisms
are deficient - Particularly if a party to the conflict was a UN Security Council (SC)
member. Moreover, the actus reus thresholds for the rules mentioned earlier are too
high to be effectively applied.® In cases of violation of IHL obligations,
Article 3 Hague 1V, Article V (5) ENMOD, and Article 91 AP | refer to the general
Articles of State Responsibility (ASR).® According to these, states must immediately
cease’ violating obligations and shall pay reparations®. However, enforcement of these
secondary obligations is carried out by a decision of the UN Security Council. Russia
has a veto right,° which means effective enforcement of any environmental IHL
violations in the Ukraine-Conflict does not seem realistic. Furthermore, some authors
deny deterrent effects of this mechanism altogether. ¥ It is assumed that a solely
financial 'risk’ to pay for reparations is not sufficient for states to refrain from

1 The author holds a degree in law from Ruhr-University Bochum (RUB) with a specialization in
international law.
He is a research associate and PhD student at the Institute for International Law of Peace and
Armed Conflict
(IFHV) at RUB. Contact: IFHV, Bochumer Fenster, Room 4.22, Massenbergstr. 9B, 44787 Bochum
Germany.
Email: aaron. dumont@rub. de.
Z Article 23 Convention (IV) respecting the Laws and Customs of War on Land and its annex: Regulations concerning the
Laws and Customs of War on Land, 18 October 1907.
3 Article 35 (1) and 55 (1), Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of International Armed Conflicts (AP I).
4 Article | (1), The Convention on the Prohibition of Military or any Other Hostile Use of Environmental Modification
Techniques of 18 May 1977.
5 A. Dienelt, Armed Conflicts and the Environment (2022), at 64.
5 International Law Commission, Draft Articles on Responsibility of States for Internationally Wrongful Acts, November
2001, Supplement No. 10 (A/56/10), chp.IV.E.1.
7 Article 30 ASR.
8 Article 31 ASR.
9 Article 27 (3), United Nations, Charter of the United Nations, 24 October 1945, 1 UNTS XVI (UNCh).
10 Schmitt, ‘Green War: An Assessment of the Environmental Law of International Armed Conflict’, 22 Yale Journal of
International Law (1997) 1, at 91
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environmentally harmful acts if these would promise a military advantage in conflicts.
UN mechanisms would compensate but not sanction environmental damage.*!

Hence why IHL enforcement mechanisms are said to be inadequate concerning
environmental violations.!? Therefore, in order to ensure effective deterrence,
individual accountability is needed.!® International Criminal Law seems to be the
correct forum for that endeavor.

Environmental Protection under International Criminal Law

The rules of ICL are mainly contianed in the Rome Statute!* (RS).® The RS
incorporates the four core crimes of ICL - Genocide, Crimes against Humanity, War
Crimes, and the Crime of Aggression. The environment is protected under the Rome
Statute through a specific environmental protection rule or 'green criminology'. The
specific norm on environmental protection is found in Article 8 (2) (b) (iv) RS and is
framed as a War Crime. It prohibits the conduct of: "intentionally launching an attack
in the knowledge that such attack will cause [...] widespread, long-term and severe
damage to the natural environment which would be clearly excessive in relation to the
concrete and direct overall military advantage anticipated.” The rule is criticized for
its high actus reus and mens rea thresholds.*® As a result of its high thresholds, no
individual has yet been convicted under Article 8 (2) (b) (iv) RS.Y’

Actus Reus

In its actus reus, Article 8 (2) (b) (iv) RS requires widespread, long-term, and
severe (w-I-s) damage to the natural environment. The three criteria are formulated
based on ENMOD and Articles 35/55 AP I. Unlike Article | (1) ENMOD, however,
the requirements of Article 8 (2) (b) (iv) RS are cumulative and not alternative, so a
connection to Article 35 AP | can be assumed. The criteria are not defined in the
Rome Statute itself. Thus, the International Criminal Law doctrine falls back on the
interpretation from AP 1.18 The Travaux préparatoires (TP) of AP | refer to long-term
as "damage that last decades".19 For the remaining criteria, however, the TP are silent.
Some Authors define severe as "a serious or significant harm to natural resources'20

11 Dienelt, supra note 5, at 37.
12 1hid., at 38.
13 Jessica C. Lawrence and Keven Jon Heller, ‘The First Ecocentric Environmental War Crime: The Limits of Article
8(2)(b)(iv) of the Rome Statute’, 61 Georgetown International Environmental Law Review (2007) 61, at 68.
14 UN General Assembly, Rome Statute of the International Criminal Court (last amended 2010), 17 July 1998.
15 There are also international conventions (e.g. Genocide Convention) and domestic regimes.
16 Jessica C. Lawrence and Keven Jon Heller, supra note 13, at 75.
17 Killean, ‘From ecocide to eco-sensitivity: ‘greening’ reparations at the International Criminal Court’, 25 The
International Journal of Human Rights (2021) 323, at 329.
18 Jessica C. Lawrence and Keven Jon Heller, supra note 13, at 73.
1% Report of Committee 111, Second Session (CDDH/215/Rev.1; XV, 263), in H.S. Levie, 2 Protection of War Victims:
Protocol | to the 1949 Geneva Conventions 276-77 (1980), at 276 [hereinafter Report of Committee 111, Second Session].
20 |_ow and Hodgkinson, ‘Compensation for Wartime Environmental Damage: Challenges to International Law after the
Gulf War’, 35 Virginia Journal of International Law (1995) 405, at 433; K. Ambos (ed.), Rome Statute of the International
Criminal Court: Article-by-article commentary (2022) mn. 252.

185



and widespread as an area stretching over "several hundred kilometres".21 The extent
of these thresholds can be seen in particular concerning the burning oil wells in the
Gulf War of 1991.22 Despite the significant environmental damage caused by these
events, the UN Security Council did not approve any widespread, long-term and severe
environmental damage in the ruling of AP I. 23 This was also due to the fact that the
prescribed parameters are difficult to grasp scientifically. A few years after an attack
occured, it could turn out that the environmental damage was not as severe as initially
assumed.24 Such an uncertainty of actus reus may even violate the principle of
legality.2s These concerns were raised, among others, in investigating the NATO
bombing campaign in Yugoslavia.2e

However, this does not mean the International Criminal Court (ICC) identifies
the same problems in Article 8 RS. Thus, other authors have considered a possible
criminal liability in the Iraqi offences.27 By accepting an investigation, the ICC could
finally uniformly define the actus reus of Article 8 (2) (b) (iv) RS. That the ICC sees
an opportunity here is based in no small part on the 2016 OTP Policy Paper, in which
the Office of the Prosecutor (OTP) set a focus on environmental offenses for future
investigations and conducts.2g However, it can only do so if it finally utilizes its only
ecocentric norm and defines its actus reus through case law.

Mens Rea

In its mens rea (subjective element), the rule requires that the offender was:
"Intentionally launching an attack in the knowledge that such attack will cause [...]
damage [...] which would be clearly excessive in relation to the concrete and direct
overall military advantage anticipated.” The perpetrator must not only be intentionally
launching (1), but must also know that the attack will cause w-I-s damage (2) and that
the military advantage would be significantly less than the environmental damage.
Knowledge is defined in the Rome Statute as: "awareness that a circumstance exists or
a consequence will occur in the ordinary course of events. "(Article 30 (3) RS). The
ICC defined "ordinary course of events" as "virtually certain™.?° Here, the first criticism
Is that the reference to undefined elements of the offense in the subjective element was
a circular argument.® A perpetrator can never have known something "virtually

21 Ambos, supra note 20 mn. 252.

22 The Guardian, 11 December 2021.

23| ow and Hodgkinson, supra note 20, at 413.

2 Weinstein, ‘Prosecuting Attacks that Destroy the Environment: Environmental Crimes or Humanitarian Atrocities’, 17
Georgetown International Environmental Law Review (2005) 697, at 708.

25 Jessica C. Lawrence and Keven Jon Heller, supra note 13, at 75.

26 Final Report to the Prosecutor by the Committee Established to Review the NATO Bombing Campaign

Against the Federal Republic of Yugoslavia, 17 (June 8, 2000) 39 I.L.M. 1257 [hereinafter Final Report].

27 Mistura, ‘Is There Space for Environmental Crimes under International Criminal Law: The Impact of the Office of the
Prosecutor Policy Paper on Case Selection and Prioritization on the Current Legal Framework’, 43 Columbia Journal of
Environmental Law (2018) 181, at 212; Sharp, ‘Prospects for Environmental Liability in the International Criminal
Court’, 18 Virginia Environmental Law Journal (1999) 217, at 242.

28 Office of the Prosecutor International Criminal Court, Policy Paper on Case Selection and Prioritisation (2016), at 14.
2 |CC, The Prosecutor v. Jean-Pierre Bemba Gombo, Decisions Pursuant to Article 61(7)(a) and (b) of the Rome
Statute on the Charges, 15 June 2009, ICC-01/05-01/08, mn. 362.

30 Jessica C. Lawrence and Keven Jon Heller, supra note 13, at 79.
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certain" that was not defined beforehand. Secondly, the available data on forecasting
environmental damage by attacks seems to be so poor that it is hardly possible for a
perpetrator to anticipate the consequences of an attack ex-ante, especially the long-
term and widespread consequences, as can also be seen in the example of the Gulf
War 3!

Green Criminology

Due to the operational problems of Article 8 RS, some authors32 place their
hopes not in the dedicated Article 8 (2) (b) (iv) RS, but in "greening" the remaining
rules- especially genocide (Article 6 RS) and crimes against humanity (Article 7 RS).
‘Green Criminology’ means that the caused environmental damage is used by the
perpetratory as a method to substantively fulfil other offenses. An example of this
might be the ICC Pre-Trial Chamber decision of 2008.33 There, a link between
genocide and environmental damage was found in the sense that the accused was
proven to have, among other things, systematically polluted or poisoned water sources
and communal wells to fulfil Article 6 (¢c) RS. However, it must be considered that
Article 6 RS has the highest mens rea requirementsa in the Rome Statute, which means
that this Genocide-Ecocide connection will rarely be establishable.3s The OTP must
prove that a perpetrator intended to use the means of environmental destruction to
(physically) exterminate all or part of a group designated in Article 6 RS.

Therefore, another alternative is Crimes Against Humanity described in
Article 7 RS. The lower subjective threshold of the offense might make a conviction
more likely.36 Thus, it seems that a conviction via Article 7 could be the most
promising scenario in the Rome Statute to convict environmental crimes in conflict.

Reparations via Trust Fund for Victims

A conviction could allow the Trust Fund for Victims to provide physical or
physical rehabilitation or to bring material support to victims.37 However, attention
should be paid to eco-sensitivedistribution of money, so as not to negatively impact
peace in the region negatively.

31 Schmitt, supra note 10, at 59.
32 Freeland, ‘Human Rights, the Environment and Conflict: Addressing Crimes against the Environment’, 2 Sur -
International Journal on Human Rights (2005) 113, at 133; Killean, supra note 17, at 331.
33 ICC Pre-Trial Chamber, Situation in Darfur, The Sudan, ‘Public Redacted Version of Prosecution’s
Application under Article 58 Filed on 14 July 2008°, Case No. ICC-02/05-157, 12
September 2008.
34 Art. 6 Rome Statute: "[...] intent to destroy, in whole or in part, a national, ethnic, racial or religious group, as such[...]”
% Killean, supra note 17, at 331.
36 Mistura, supra note 27, at 210; Freeland, supra note 32, at 129.
37 Killean, supra note 17, at 333.
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45.3AKOHOJABCTBO Y C®EPI KIBEP3AXUCTY OB’€EKTIB
KPUTUUYHOI IHOPACTPYKTYPU

3anopoxkyenxko M.M.

Leporcasnuii ynigepcumem menekoMyHikayiu
E-mail: zaporozhchenkomm@gmail.com

Legisltaion in the field of cyber protection of critical infrastructure facilities

Ensuring the proper functioning of a country's critical infrastructure is an extremely important
process necessary to support its national interests. Modern critical infrastructure threats have
become increasingly serious, because with the development of technologies and digitalization, many
critical systems have become vulnerable to cyberattacks, hacker attacks and other forms of
cybercrime. In addition, critical infrastructure is also prone to natural disasters, terrorist attacks and
other emergencies. The report outlines the main requirements of Ukrainian and American legislation
to ensure cyber protection of critical infrastructure facilities.

J10 00’€KTIB KPUTHUYHOI IHPPACTPYKTYPHU BIAHOCATHCS CUCTEMU Ta 00 €KTH, AK1
MalTh BaXJMBE 3HAYEHHA [ (YHKIIOHYBaHHS JiepKaBW, 1i EKOHOMIKH,
HaI[lOHAIBHOI Oe3meku i o0opoHu. [lopyrieHHs: GyHKIIOHYBaHHS 00’ €KTIB KPUTUYHOT
1H(PpacTpyKTypH, 30KpeMa, BHACTIIOK KibepaTak YW IHIIHUX 3arpo3, MOXKE 3aBlaTH
IIKO/M KUTTEBO BAXJIMBUM HAIIOHAJILHUM 1HTEpecaMm. 3 METOI0 opraHizailii OijIbI
edeKTUBHOTO 3a0e3medyeHHss Oe3MeKu 1 CTIMKOCTI KPUTHYHOI 1HPPACTPYKTypHU
BU3HAYAIOTHCS CEKTOPU KPUTHUYHOI 1HPPACTPYKTYPH, O SKUX HaJleKaTbh, 30KpeMa,
eHepreTrKa, TPaHCIOPT, TPOMHUCIIOBICTh, (DIHAHCOBHUI CEKTOpP, MEIMYHA Ta COlliaJIbHA
JI0OTIOMOT'a, BOJONOCTaYaHHSA Ta BOJOBIABEIEHHS, 1H(OpMAIiiiHI MOCIYrH TOUIO, 1
BU3HAYAIOTHCS BIAMOBIATBHI 3a 3a0€3MeUeHHs 0€3MeKH CEKTOpaibHl OpPTraHH.

3axycT KPUTUYHOI 1HPPACTPYKTypH YKpaiHu Bij KiOepaTak Ta IHIIUX 3arpo3 €
OJTHUM 3 TIPIOPUTETHUX 3aBAAHb JACpPKaBU. Y [IbOMY HANPSAMKY MPAIIOIOThH JepKaBHI
OopraHu, BIAMNOBIAAJbHI 3a KiOepOe3neKy, a TaKoXX MpUBaTHI KOMIIAHIi, W10
3a0e3neuyroTh 0e3neKy IHPopMaliifHUX CUCTEM KPUTHUYHOI 1HOPACTPYKTYpH. Y LUIAX
3a0e3neYeHHs KibepOe3nexu KPUTUYHOI 1HpacTpyKTypHu VYkpainu
BUKOPUCTOBYIOTHCSL PI3HOMAHITHI TEXHIYHI Ta OpraHizaimiiiHi 3axoju, Takl SK
KiOepcuMyIIAIlii, ayquT 6e3neku, BCTaHOBIEHHs 3axucTy Big DD0S-arak, MoHiTOpUHT
MEpeX Ta CHCTEM Ha BHSIBJICHHS aHOMajiil Tomo. ba3oBMM HaliOHAJIBHUM
JOKYyMEHTOM IIOJI0 3aXHUCTy OO0’€KTIB KPUTUYHOI 1H(DpacTpykTypu VYKpaiHu €
3arBepmkeHi [loctanoBoro KMY 3aranmpHi BuUMoOru a0 KiOep3axucty 00’ €KTIB
KpUTUYHOI 1H(OPACTPYKTYPH, SIKI BU3HAYAIOTHh MEPEiK OOOB’SI3KOBUX YMOB, SKHX
NOBUHHI IOTPUMYBATHUCS MIANPUEMCTBA, YCTAHOBH Ta OpraHizatlii, ki OyJid BiTHECEHI
710 00’ €KTIB KpUTUYHOI IHPPACTPYKTYpPH, Cepel] IKUX BUMOTH 10 [1]:

e (hopmyBaHHs 3araJibHOI MOJITUKHU 1HPOPMAIIIITHOT OE3MEKH;
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® VIOpaBJiHHSA JIOCTYIIOM KOPHCTYBadiB Ta aJMIHICTpATOpiB A0 00’ €KTIiB
3aXUCTY;

e ineHTU(]IKAIliS Ta aBTEHTU(IKAI[IST KOPUCTYBAUiB Ta aJIMiHICTPATOPIB;

® peecTpaiisi TOMAIA KOMIIOHEHTaMH O00’€KTa KPUTHUYHOI i1H(opMaiiifHoi
1HGPACTPYKTYPH Ta iX MEPIOTUIHHUN ayanT;

e 3a0€3MEUCHHS MEPEKEBOr0 3aXHCTy KOMIIOHEHTIB Ta 1H(pOpMaIliHUX
pecypciB 00’ €kTa KpUTHYHOT 1HGOPMAaIIHHOT 1HGPACTPYKTYPH;

e 3a0e3meveHHs JOCTYMHOCTI Ta  BIIMOBOCTIMKOCTI KOMIIOHEHTIB Ta
iHbOpMaLIHHUX pecypciB 00’ eKkTa KpUTUYHOI iH(pOpMaIiifHOT 1IHDPACTPYKTYPH;

® BU3HAYEHHS YMOB BUKOPHCTAHHS 3MIHHUX (30BHIIIHIX) IPUCTPOIB Ta HOCIIB
1HbOpMaIlii;

® BU3HAUEHHS YMOB BUKOPUCTaHHA HPOrPaMHOrO Ta  amapaTHOro
3a0e3IeYCHHS;

® BHU3HAYEHHS YMOB pO3MIIIEHHS KOMIIOHEHTIB O0’€KTa KPUTHYHOL
1H(popManiiiHO1 1HOPACTPYKTYPH;

VY CIIA kibepOe3neka Ta 3aXUCT KPUTHYHOI 1H(QPACTPYKTypH Bia Kibeparak
TAKOX J0Ope pO3BHHEHI 1 BBAXAIOThCA MPIOPUTETOM HAI[IOHAJIBHOI OE3IMEeKH.
BignoBimHO 10 aMEpUKAHCBKOTO 3aKOHOJABCTBA KpUTHYHA 1H(pacTpyKTypa
po3auieHa Ha 16 ceKTopiB: XIMIUHA raly3b; 3B’ 130K; BUPOOHULITBO; IUTIO3U Ta Ipedui;
BIMICHKOBO-IIPOMUCIIOBUI KOMIUJIEKC, €KCTPEHI CIIy>)KOU, €HepreThka, (hIHaHCOBUU
CEKTOp, XapyoBa IPOMUCIOBICTh Ta CUIbCbKE TI'OCHOJAPCTBO; JIEP>KaBHI yCTaHOBHU;
OXOpOHa 3JI0pOB’sl; SIIEPHI peakTopu Ta SAAEpHI BIIXOAW; TPAHCHOPTHA
iHQpacTpyKTypa; CHCTEMa BOJONOCTauYaHHA Ta BOJOBIIBEIEHHS, a TaKOX
KOMepIIHuN cexTop [2].

Y CHIA ¢QyHKIIOHYIOTh KUIbKa JEp>KaBHUX YCTaHOB, BIAMOBIJATHHUX 3a
Ki0ep3axuCT KPUTHYHOI 1HOPACTPYKTYPH, @ TAKOXK OpraHizailii MPUBATHOTO CEKTOPA,
AK1 BIJIITPAIOTh IEBHY POJIb Y 3aXUCTI BIIACHUX CUCTEM 1 MEPEK.

Ha denepansnomy piBHi MinictepctBo BHyTpimHbO1 Oe3neku (DHS, U.S.
Department of Homeland Security) € rooBHIM areHTCTBOM 3 KOOPIWHAIIII 3aXHCTy
KPUTUYHOI 1H(GpacTpyKTypH Bin kiGep3arpo3. Y pamkax DHS ArentctBo CHIA 3
kibepOe3neku Ta Oesneku iHppacTpykrypu (CISA, Cybersecurity & Infrastructure
Security Agency) BianoBijgae 3a HaJaHHs PsLy MOCTYT 3 KiOepOe3eKn, BKIIF0YAIYH
OLIIHKY PHW3MKIB, pE€aryBaHHs Ha IHIMACHTH Ta TEXHIYHY JOMNOMOIY BJIACHUKaM 1
oreparopaMm KpuTu4Hoi iHdpacTpykTypu. [H11 henepanbHi areHTCTBA, K1 BIAITPalOTh
MEBHY POJIb y KiOEp3axuCTi KPUTUYHOI 1HGPACTPYKTYPH, BKIIOUAIOTh MIHICTEPCTBO
o6oponu (DOD), ®enepansue 6ropo poscaigysans (FBI) i1 ArenTcTBO HarioHaIBHOT
oesnexu (NSA).

Ha momatok mo mux ¢eaepanbHUX areHTCTB, OpPTaHi3allli MpUBaTHOTO CEKTOPY,
SIK1 BOJIOJIIIOTH 1 KEPYIOTh KPUTHYHO BAXKJIMBOIO 1H(PPACTPYKTYpOIO, BIATIOBIIAIOTH 32
3aXHMCT BIACHUX CUCTEM 1 MEpEX BiJl Kid0ep3arpos. baraTo 3 mux opraHizaiiiii CTBOpUIH
BJIACHI NporpamMu KibepOe3meku Ta MaroTh NapTHEPCHbKI BIIHOCUHU 3 YPSIOBUMHU
yCTaHOBaMHM IS OOMIHY 1HQopMmalli€ro Ta KOOpJWHAlli pearyBaHHS Ha
KiOEpIHIUACHTH.
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3aranoMm, kibep3axuct kputuyHoi 1HQpacTpykTtypu B CHIA € cniipHOO
BIIMOBIAQIBHICTIO MK JIEpKaBHUMH YyCTaHOBAMM Ta OpraHi3allisiMd IPUBATHOTO
CEeKTOpy, a cmiBmpams Ta oOMIH 1H(oOpMaIli€o € KIIYOBUMHU KOMIIOHEHTaMHU
3arajibHOTO MiAX0y 10 KibepOe3neku.

Y CHJA € KiTbka OCHOBHHMX 3aKOHIB IIOAO KIOEp3aXHCTy KPUTHYHOI
1HPpaCTPpyKTypH, 30Kpema:

e 3akoH monao oominy iHdopmarttieto ipo kidepoesneky (CISA, Cybersecurity
Information Sharing Act): 1eii 3akoH BUMarae Bia (eAepaabHOTO YPSAIY MUTATHCS
1H(pOpMaIli€lo PO Kibep3arpo3u 3 opraHizalisiMyi MPUBATHOTO CEKTOPY, K1 BOJIOIIIOThH
1 KepyloTh KPUTUYHOIO 1H(QpaCTpyKTyporo. JlaHuil 3aKOH TaKoX 3a0X04y€e CyO’€KTIB
MIPUBATHOTO CEKTOPY AUTHTHCS 1HGOPMAIIIEO 3 YPSIOM.

o OdejepalibHUN 3aKOH MPO MOJEpHizalio iHpopmaniiHoi 0e3nekn (FISMA,
Federal Information Security Modernization Act): 1ieli 3aKOoH BHUMarae Bif
denepanbHUX BIIOMCTB PO3POOIISTH Ta BIPOBAKYBATH ITPOrpaMu Kidepoe3neku Jist
3aXHCTY CBOIX 1HPOPMALIIHHUX CUCTEM 1 MEPEXK.

e OpeitmBopk KiOepOe3nekn HaimioHanmbHOrO 1HCTUTYTY CTaHAApTIB 1
texHosorid (NIST Cybersecurity Framework): nanuii ¢ppeiiMBOpKk MICTUTH HaOip
pEeKOMEHalli Ta HallKpaluX MPaKkTUK JJIsl OpraHizaliil KpUTUYHOI 1H()PaCTPYKTYpH.

o JlupextuBa Ilpesuaentcrkoi Ilomituku PPD-21 «3axuct Ta CTIHKICTB
KPUTUYHOI 1HGPACTPYKTYpH»: ISl JNUPEKTHBA BU3HAYa€ 16 KPUTHYHHX CEKTOPIB
1HOPaCTPYKTYpH, KUTTEBO BaxumBuX s (yHkiionyBanns CIIIA, 1 Bumarae
PO3pOOKH TUIAHIB 3aXUCTY ITUX CEKTOPIB BiJl KiOep3arpos, a ii METO € 3MEHIICHHS
(dakToOpiB Bpas3NMBOCTEH, CBOEYACHE BUSBJICHHS Ta YCYHEHHS 3arpo3, MiHIMi3aIlis
HACJIAKIB 1 BHOCKOHAJIEHHA 3aXO0/[IB pE€aryBaHHs Ta BIJHOBJIEHHS 00’ €KTIB KPUTUUHOI
1H(PaCTPYKTYpH.

e 3aKOH TMpO 3BITYBAaHHS IMIOJAO IHIUMACHTIB Ha O0’€KTaxX KPUTHUYHOI
iHpopmariitnoi iHpacTpyktypu (Cyber Incident Reporting for Critical Infrastructure
Act, CIRCIA): nanuii 3aK0H BCTAaHOBJIFOE€ BUMOTH IIO0 CHOBIIIIEHHS MPO IHIUACHTH,
a came: npotsirom 24 roaud mnosigomMutd CISA npo Oyab-siki miiatexi, 3/1HCHEHI
BHACTIJIOK MporpaM-BUMaradib; npotsiroM 72 roauH noBimomMuTu CISA mpo Oyab-
AKUW 1HIUACHT Ha OO0 €KTax KPUTHYHOI 1H(opmartliitHoi iHppacTpykTypu. [lpu
3BITyBaHHI MOBWHHA BKa3yBaTHCA 1H(OpMAIlis MPO TUIHU Ta KIUIBKICTh CHUCTEM, SKi
MiIJaIUCs BIUIMBY; THI iH(QOpMarii 4u JaHUX, SKI MAJaIACS BIUIMBY; JeTadbHUM
ONHMC aTakW; Jara 1 4Yac IHIWACHTY, MacliTad BIUIMBY Ha JIsUTBHICTH 00’€KTa;
BpPa3JIMBOCTI, SIKI OyJM MPOEKCIUTyaTOBaHI; TaKTUKUM Ta  TEXHIKH, SKi
BUKOPHUCTOBYBAJIMCS; KOHTAaKTHA 1HQopMaris [3].

3arajioM 11 3aKOHM Ta (PEHMBOPKH CHPSMOBAaHI Ha BIOCKOHAJICHHSI CTaHy
ki0epoOesnekn kputuyHoi 1HPpacTpykTtypu B CIHIA nuisxom cCHpusHHS OOMIHY
iH(opMaIli€l0, BCTAHOBIEHHS HEOOOB’A3KOBUX CTaHAApTIB KiOepOe3neku Ta
BUMaraHHs BiJ (enepajbHUX areHTCTB 1 OpraHizaliil KpUTUYHOI 1HPPACTPYKTYpHU
PO3pOOIIATH Ta BIPOBAKYBATH MPOrpaMu KibepOe3nmeKu.

BucHoBku

byno posrasHyTO Ta BUAIEHO OCHOBHI BHMOTH YKPAiHCBKOTO Ta

aMEpPUKaHCHKOTO 3aKOHOJaBCTBA y cdepl KiOep3axucTy OO0’€KTIB KPUTHYHOI
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iHppacTpykTypu. Hapasi (yHKIiI0 YNOBHOBa)XEHOTO OpraHy 3 MUTaHb 3aXUCTY
KPUTUYHOI 1HQpacTpyKTypu YKpaiHu BUKOHYye JlepkaBHa cily:k0a CIeliaJbHOTIO
3B’SI3Ky Ta 3axucTy i1Hpopmamii VYkpainu. ba3oBi BumMoru 10 3a0e3MeUEHHS
Ki0ep3axucTy KpuTU4HOI 1H(GpacTpykTypu BusHavaroThes I[locranoBoto KMV «Ilpo
3aTBEp/KEHHSI  3arajJlbHUX BHUMOI /10 KiOep3axucty OO €KTIB  KPUTHUYHOI
iHppacTpykTypu». Y CIHIA BiANOBIAAJIBHUMH 32 KOOPJMHALIID KiOEp3axuCTy
KPUTUYHOI 1HPpACTpYKTypu € MIiHICTepCTBO BHYTPIIIHBOI O€3meku, ATEHTCTBO 3
Ki6ep6e3HeKH Ta Oe3neku 1HPpPaCTPyKTypH, a TaKOXK IMEBHY pOJIb BIAITPalOTh 1HIII
YpSIIOBI YCTAaHOBW Ta MPUBATHHKA CceKTop. Bumorm mo 3axmcty 0a3yroThCs Ha
MPE3UIEHTCHKUX JaupekThBax, pekomeHmamisx CISA Tta NIST; 3akonax, ski
pErIaMeHTYIOTh OPSAI0K 00MiHY 1H(OpMAaLIi€l0, SIKa CTOCYETHCS KiOepOe3neKku.
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Secure handling protected critical infrastructure information: the US experience

The paper examines the main principles of handling protected critical infrastructure
information (PCII), defined in the US regulatory documents. It has been determined that following
requirements are met to ensure proper use of PCII in US practice: responsibilities and personal
accountability; background checks on persons with access to PCII; following procedures for safe
handling and storage, reproduction, transmission and disposal of PCII; protection of automated
information systems that contain PCIl. The importance of training personnel in the field of PCII
protection, backup and preventing unauthorized access to PCII is also noted.
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Kputnuna iHdpacTpykTypa 3aBxkau Oylna OCHOBHOIO MIIIEHHIO — JJIs
KiOE€p3/I0UMHIIB 1 3JJOBMUCHHKIB, SKUX CHOHCOPYIOTH 1HIII JIEpXKaBH, 3 MOYATKOM
BIICbKOBOTO KOHGIIIKTY B YKpaiHi cuTyarlis mie noripmmuiacs. 3BiT Bloomberg 3a
2022 pix mokaszaB, III0 Ha IOYaTKy POCIMCHKOr0 BTOPTHEHHS 21 amepuKaHChKa
KOMIIaHisl Ta30BO1 r'ally31 MOCTpask/iaja BiJl MacIITaOHUX Xakepchbkux aTtak. BP takox
MOBIJJOMMJIIO, 1[0 POCIMCHKI XaKepu CKaHyBaJl CUCTEMH €HEPreTUYHHX KOMIIaHii Ta
iHmy kputuuny iHQpactpyktypy CIHA [1]. Maitke 80% Tom-MeHemKepiB 3
iHdopmartiiinoi 6e3nexku CISO BBaxaroTh, 110 3apa3 CBIT MepedyBa€ y «IOCTIHHOMY
cTaHi» KiOepBiiHu [2].

3 ornsay Ha Te, Mo Oe3neka KPUTUYHOI 1HPPACTPYKTypU 3 KOKHUM POKOM
HaOyBae Bce OUIBII BaXIMBOTO 3HAYEHHS Yy KOHTEKCTI 3a0e3Me4eHHs HalllOHaJIbHOI
6e3neku, Jlenmaprament BHyTpimHbOI Oe3neku (Department of Homeland Security,
DHS) ta ArenctBo kibepbe3neku i 6e3neku iHbpacTpykrypu (Cybersecurity and
Infrastructure Security Agency, CISA) CIIIA akTHBHO 3aiiMalOThCsl BIOCKOHAJICHHIM
METOJIIB 3aXUCTy KPUTUYHOI i1HpacTpykTypu ¥ iHDoOpmalii, 1o cTocyeTbes ii
(GYHKIIOHYBaHHS Ta OE3IMEKH.

BianosinHo 1o AkTy npo iHbopMmallito npo Kputuuny iHdppactpyktypy (Critical
Infrastructure Information Act) [3] mix iHpopMalii€ro PO KPUTUYHY THOPACTPYKTYPY
(Critical Infrastructure Information, Cll) po3ymitors iHdopMarrito, sika 3a3BU4ail HE €
3arajbHOJOCTYIIHOIO Ta NOB’sA3aHa 3 OE3MEKO0I0 KPUTUYHOI 1H(QPACTPyKTypH abo
3aXUIICHUX CHCTEM, 30KpeMa I0J10:

— (pakTUYHOTrO, MOTEHUIHHOTO 200 3arpo3JIMBOr0 BTPYUYaHHS, aTaKu, KOMIIPOMETALIi1
abo BUBEIEHHS 3 Jaly KPUTUYHOI 1HPPACTPYKTYypH UM 3aXUIIEHUX CHUCTEM IIJISTXOM
¢13M4HOi 200 KOMIT'FOTEPHOI aTakh YW IHIIOI MOAIOHOI MOBEAIHKH (BKIIIOYHO 3
HENpPaBUIbHUM BUKOPUCTAHHSM YW HECAHKLIOHOBAHMM JIOCTYIIOM /IO BCIX THIIB
CUCTEM 3B 3Ky Ta Iiepeaadl JaHuX), sika nopyuiye genepanbHi, 1epKaBHi, Ui MICIIEBE
3aKOHH, 3aIPOXKy€ TPOMAJICBKOMY 3JI0pOB’I0 UM Oe3Meli Tolo;

— 3JaTHOCTI OyAb-SKOi KPUTUYHOI 1H(PACTPYKTYypu a0 3axXMILEHOI CHCTEMH
MPOTUCTOSATA TAaKOMYy BTPYYaHHIO, KOMIIpOMETalii abo BHUBEACHHIO 3 Jajuy,
BKJIFOYAIOUM OY/b-SKy 3alJIaHOBaHy a00 MUHYJIY OIIHKY, MPOrHO3 a0 OIlIHKY
BPA3JMBOCTI KPUTHYHOI 1HPPACTPYKTypU ab0 3aXMILEHOI CHUCTEMH, BKIIOYAIOUU
TECTyBaHHs O€3MEKH, OLIIHKY PU3UKIB, IUIAaHYBAHHS YNPAaBIIHHS pU3MKaMH a00 ayIuT
PHU3HKIB;

— Oynpb-gKO1 3allJJaHOBAaHOT YW MHHYJIOI OIEpamiiHoi MNpoOJieMU YU PIIICHHS
CTOCOBHO KPUTUYHOI 1H(PACTPYKTYPH UM 3aXUIIEHUX CUCTEM, BKIIOYAIOYH PEMOHT,
BiJTHOBJICHHSI, PEKOHCTPYKIIII0, CTPaXyBaHHs UM 3a0€3MeUeHHs 0e3MepepBHOCTI, SIKITIO
1€ TIOB’S13aHO 3 TAKUM BTPYYaHHIM, KOMIIPOMETAII€I0 YA HEMPAalle3/1aTHICTIO.

VY nopanpux HOpMaTUBHUX JOKYMEHTaX BUKOPUCTOBYIOTh TEPMIH «3aXHUIIEHA
iHpopmMartiss mpo KputuuHy iHPpacTpykTypy» (Protected Critical Infrastructure
Information, PCII).

B onoBnenux Ilpoueaypax MOBOJKEHHS 13 3aXMIIEHOIO 1H(OpMaIi€ Mpo
KpUTUYHY 1HPpacTpykTypy Big 2022 poky [4] BH3HAUECHO HU3KY BHUMOT IIOJIO
HajexHoro kopucrtyBanHs PCII.
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Bionosioanvnicme ma 30606’a3anna. YcCi aBTOPU30BaHI KOPHUCTyBadl Ta
posnopsigauku PCII HecyTh mepcoHanbHy BiJIMOBIAAIBHICTD 32 00pOOKY 1 30€piraHHs
Takoi 1HGopMaIllii BIAMOBITHO 0 BUMOT, a TaKOX 3000B’s3aH1 BKUBATH 3aIO0DKHUX
3axoAiB Ay yHukHeHHs poctyny 10 PCII neynoBHoBaxkeHUX 0Ci0.

Llepesipku ocib, siki matoms docmyn 0o PCII. Y ci ocoOu, IKuM MoTpidbeH A0cTy
no PCII, miansratote nepeipii 3 00Ky yHoBHOBakeHUX opraHiB (3okpema, CISA),
1100 MepeKoHaTUCs, 110 11l 0COOU HE CTAHOBJISITH 3arpO3U HAILlIOHAIBHIN Oe3Merti.

Bukopucmanna ma 36epicannsa. Sxmo nHocii PCII nepeGyBatots y pizuaHomy
PO3MOPSKEHHI YITOBHOBOXCHUX KOPUCTYBAdiB, TO BOHU MAlOTh BXKHTH HAJICKHUX
3ax0/1iB, 100 MiHIMI3yBaTH pu3HK qoctyny 10 PCII neaBropnzoBanux oci6. B inmomy
Buriagky PCII mae 36epiratucs B 6e3meyHOMY CepeIOBHILII.

Poszmnoocenns  ingpopmayii. 3rigHO 3 BUMOTaMH JOKYMEHTH a0o 1HTI
Mmatepianu, mo wmictate PCII, mMaioTh OyTH BIATBOpEHI B HEOOXiTHOMY 0OCs31 Ta
BIJIMOB1AHO 70 TOTpeOU y BUKOHAHHI CITY’KOOBHUX 000B’s3KiB 32 YMOBH, 1110 BIITBOPEHI
JOKYMEHTH Yd MaTepiaiu MO3HAUYeHI i 3aXUIIEH] TAKUM K€ YMHOM, SIK OPUTTHAIIH.

3nuwenns ingpopmayii. Joxymentu it matepianu, mo mictarts PCII, goiiibHo
YTWII3yBaTH OyAb-SIKUM CIOCOOOM, sIKMI 3amoOirae iX HECaHKIIOHOBAHOMY
BIJTHOBJICHHIO Ta BUJYYEHHIO, HAMPUKIIA] TOAPIOHEHHSIM 200 CIIaltOBaHHSIM.

llepeoasanns ingpopmayii. PCIl mae mnepenaBaTucs Jumie Oe3MEUHUMHU
3aco0aMu JIOCTaBKH BiJIMOBIIHO /0 BCTAHOBIIEHUX KEPIBHUKOM BUMOT 1 3aKOHOaBUMX
HOPM.

3axucm asmomamuzoganux ingopmayitinux cucmem. J|Jis aBTOMaTU30BaHUX
1H(popmaniiiHux cucteM, ki MicTaTh PCII, MmatoTh OyTH BCTaHOBJIEHI BUMOTH O€3MEKH,
CHOpPsIMOBAH1 Ha 3aXUCT 1H(OpMaIlii B MAKCUMAIbHO MOXJIMBOMY 00CS31 Ta 3T1JIHO 13
3aKOHO/IaBCTBOM.

VY TlociOHUKY 100 NpoUeAyp MPOorpamMu 3axXUcTy iHGOpMallii PO KPUTUUYHY
iHdpactpyktypy (Protected Critical Infrastructure Information Program Procedures
Manual) [5] HarosomieHo, mo ocHoBHuME TipuHItUamu 3axucty PCII e, 30kpema:

— n"ananns aoctyny a0 PCII Tinpku aBTOpU30BaHMX KOPHCTYBAuiB, SIKI MPOUIIUIH
HaBYaHHA 111010 HajexkHOTO BUKOpucTanHs PCII Ta HeoOXiaH1 IepeBipKu;

— JMOTpPUMaHHS BCTAHOBJIICHHWX TPOLEAYP peecTpamii JOCTymy, HaJEKHOTO
KopucTyBaHHs Ta noBepHeHHs PCII;

— BUKOPHUCTaHHS 3ac00iB (hI3MYHOTO KOHTPOJIO JOCTYIy aBTOPU30BAHUX OCIO [0
micipb (izuanoro 360epiranns PCII;

— 30epirannsa PCII B koHTeiHepax abo madax Ha 3aMKy, K1 pO3TalIoBaHi B MiCIISIX
00OMEKEHOTO JOCTYIY;

— HAJaHHS JOCTYIy 0 KOIIOBaJbHUX amapaTiB, MPUHTEPIB MIPEAEPIB 1 y MiCLl
30epiraHHs JIMIlle aBTOPU30BAHUM KOPUCTYBadaM;

— yCyHEHHS Oyab-sIKMX CHIJIB BUKOPUCTaHHS Ta 3aJMIIKiB 1H(popmarii Ha
KOIIIOBaJbHUX 3ac00ax micis po3MHOxkeHHs Matepianis 3 PCII;

— HaJamTyBaHHS 1HGOPMAIITHUX CHCTEM TaKUM YWHOM, MO0 JIMIIE aBTOPU30BaHI
KOPHUCTYBa4l MaJId JOCTYH 10 enekTponanx 6a3 ganux PCII;
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— BOyIOBYBaHHS 3ac001B 3amo0iraHHs HECAHKI[IOHOBAHOMY JOCTYITY B €JIE€KTPOHHI
0a3u nanux, 1o 36epirarots PCII;

— CTBOPEHHS PE3EPBHUX KOMIiH I eEKTPOHHUX 0a3 maHux, mo 30epirarots PCII;

— o6min PCII 13 BUKOpUCTaHHSIM O€3MEeYHHX 1 MEepeBIpEHUX METO/IIB TepelaBaHHs
TaHUX.

OTxe, K MOKA3aJI0 JOCHIKEHHS HopMaTUBHUX H0KyMeHTIB CIIIA, ocHoBHUME
3acagamu OesneuHoro kopuctyBaHHs PCII €: BcTaHOBIIEHHS BiAMOBIAANBHOCTI Ta
3000B’s13aHb nepcoHaty 1mo/10 3axucty PCII, npoBeaeHHs nepeBipok ocid, K1 MalOTh
noctyn g0 PCII, norpuManHsa npoueayp 0e3MeuyHOro BUKOPUCTAHHS Ta 30epiraHHs,
pO3MHOKEeHHs, TnepenaBaHHss Ta 3HunieHHs PC 1I, 3abe3nedyeHHs 3axucTy
aBTOMAaTH30BaHUX 1HGopMaliiHuX cucteM, siki MicTaTh PCII. Takox Big3HaueHO
BEJIMKE 3HAYCHHS HaBuaHHA mepcoHany y cdept 3axucty PCII, pesepBHOrO
KOIIFOBaHHS 1 3am00iraHHs HeCaHKI[IoHOBaHOMY JocTymy 10 PCII.
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Features of the dynamic spectrum expansion of the optical transmitter

With the constant increase in the speed of signal transmission over fiber optic communication
lines (FOCL), the problem of building an optimal linear path using the limit capabilities of the
transmission system is becoming more and more urgent. The use of optical amplifiers eliminates the
limitation of the length of the section between the transmitter and the receiver or repeater caused by
the attenuation of the optical power. Chromatic dispersion, along with nonlinear effects and
polarization mode dispersion, remains the reason for the limitation of the length of the regeneration
section of the VOLZ. Under certain conditions, the chromatic dispersion accumulated along the
single-mode optical fiber (SFO) can be compensated by the use of passive dispersion compensators.

PosmmpenHst iMIylibcy 4epe3 XpPOMATUYHY JHUCIEPCII0 3MEHIIYEThCA 3a
3MEHIIICHHSI CIIEKTPAJIbHOT IUPUHU AX ONITUYHOTO JiXKepesa. AJie SKIIO HaBITh MOKHA
Oysn0 O BUKOpPUCTATH I17€aJibHE JDKEPEII0 MOHOXPOMATUYHOTO BHUIIPOMIHEHHS 3
HYJIbOBOIO IIMPUHOIO CHEKTPAJIbHOI JiHII, MICAs aMIUTITyAHOT MOIYJSAIIl HECIBHOT
JOBXXUHU XBUJI1 1H(HOPMaLIITHUM CUTHAJIOM BUHUKJIO O CIIEKTpaJIbHE PO3IMIUPEHHS A,
MOJyJIbOBAHOTO CUTHANTy, THUM OUIblIEe 3a BEJIUYMHOIO, YMM OUIbIlIA MIBUAKICTh
MOAYJISIT

_ By

A, , HM (1)
' 2mc

ne  C— IMBHUIKICTH CBITJIA Y BaKyyMi;

B = 1/(2Ty) — mBUAKICTH MOYJTIOI0UOT OITOBOT IMOCITIIOBHOCTI;

I — mapaMerp, 10 BU3HAYAETHCS (POPMOIO MOIYJIIOYHMX IMIYJBCIB: IS
I"aycoBoro iMmymbey r=+/2, a 11 iMIymnbCy IpsAMOKYTHOI pOPMH Y BifmoBigHOCTI
mo [1] r=v3 — ne Bignosizac ekxsiBaneHTHOMY IaycoBoMy iIMIyIbCy i3
CEPENHbOKBAAPATUYHOIO TPUBAJICTIO IMITYJILCY MPSIMOKYTHOI (POpPMHU, IO TOPIBHIOE
3HaueHHo 2T, /+/12 (mns [aycoBoro iMImynbCy cepeqHbOKBaAPATUYHA TPHBAICTE Gt
Mae 3HayeHHs 2T, IN8, ne Ty — Joro HamiBIIMpMHA Ha piBHI l/e BHU3 3a
IHTEHCUBHICTIO; BEJTMYMHA Gt MOB’S3aHa 13 CEPEIHHOKBAIPATUYHOIO CIIEKTPATBHOIO
IIUPUHOIO G, IMITYJIBCY CITIBBIIHOIICHHSM GtXG, = 1/2).

Tomy 3a BUCOKMX HIBUIKOCTEH MepeaBaHHs 3aCTOCOBYIOTh HaIlIBIPOBITHUKOBI
Jazepyu Ha OJHIM To370BXkHINM Moai (SML-nmaszepu), mo MaioTh By3bKYy NIMPUHY
cneKTpaibHOi JiHii, AL << AA,, B hopmymi
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W= AN + AR, . (2)

Jlis Takux Ja3epiB B HOPMATUBHIA JOKYMEHTAIlli BKa3ylOTh MaKCHMaJbHO
JOIyCTUMY IIUPUHY crieKTpa Ha piBHi 20 1b BHU3 Bij MIKOBOTO 3HAYEHHS MOTY>KHOCTI.
s Benmmumua B 6,07 pasiB OiibIna Biff cCepeIHROKBAAPATUIHOI MUPUHU AL CIIEKTpa
nasepa B ["aycoBiii anpokcumartii [1]. JIazepu Ha 6aratrox mo3moBxkHix Mogax (MML-
nasepu) Ta cBitmomionu (LED) 3acTocoBYIOTHCS 32 HEBHCOKMX OITOBHX IMIBUIKOCTEH,
NepeBa)KHO B Jiana3oHi JOBXHUH XBHIIb 3 okos1y 1310 HM; BOHU MOXYTh MaTH BEJIHKE
CepeaHbOKBAAPATHYHE 3HAUCHHS AX mHUpUHM criekTpa (AA >> AA,,), BeIMUHUHA SKOTO
0e3rocepeIHbO BKa3yeThCsl B HOPMATUBHIN JOKYMEHTaIlii [4].

[le oHI€I0 MPUYMHOIO CIIEKTPATBLHOTO PO3LIUPEHHS MOYJIbOBAHOTO CUTHAITY
€ IMHAMIYHE PO3UIMPEHHS HOTo CeKTpa B IepeiaBadi, 110 MOJIsIrae B 3MIHEHHI B 4acl
MHTTEBOI YaCTOTH MepenaBava npu Moayssiii. [le ssBuiie Hocuth Ha3By vipmy (chirp),
a caM CUTHAJI — YipIIOBaHUM.

3a BUKOPHUCTAHHS JIa3epiB 3 BHYTPIIIHbOIO MOJYJIALIEI0, KOJIM IMITyJIbCHA
MOJIYJIAIISI 3aCTOCOBYETHCSI O€3MOCEPEeTHRO A0 CTPYMY HaKadyBaHHS Jlazepa, MOXeE
B1I0yTHCS IHTEHCHUBHE TMHAMIYHE PO3UIUPEHHS CIIEKTpa T€HEPOBAHOTO IMITYJIbCY, 110
CYHPOBOJIKYETHCA 3MIMICHHSIM B LUIOMY KOPOTKOXBHJIBOBUX (BHCOKOYACTOTHUX)
CHEKTPATbHUX CKJIAJOBUX B3/0BXK IMIOYJIbCy [0 WOro MEpeaHboro (poHTY, a
JOBTOXBUJILOBUX (HM3bKOYACTOTHHX ) CKIIAIOBUX — JI0 3aHKOTO (poHTy. [IpHu 1isomy
reHEPOBaHI IMITYJILCH HA3UBAIOTHCS IMITYJILCAMH 3 JIOAATHUM YipIIOM.

Uepe3 3HayHEe [MHAMIYHE PO3IIMPEHHS CIHEKTpa Jia3epu 3 BHYTPIITHHOIO
MOJIYJISIIEI0 BUKOPUCTOBYIOTHCS 32 HEBHCOKHX IIBUIKOCTEW mepenaBaHHsa (10 2,5
['6it/c). 3a Olabll BUCOKUX OITOBUX MIBHAKOCTEH 3aCTOCOBYETHCS 3OBHIIIHA
MOJIYJISAIISE BUTIPOMIHEHHSI caMoro Jiazepa. J{Jist 