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This study primarily aims to develop an algorithmic framework for constructing an 

information system dedicated to ensuring sustainable development and national security. 

The unique functionalities of this framework are manifested through the deployment of 

functional blocks, which, when represented with appropriate vectors and arrows, can 

facilitate superior organization and visualization of information. The scope of investigation 

is confined to the national information security system of a specific country. The primary 

scientific task undertaken in this study involves the modeling of an algorithm for 

constructing an information system that can ensure sustainable development and security. 

To accomplish this, the cutting-edge graphical modeling language of the Data Flow 

Diagram (DFD) standard is employed. The outcome of this study is a model that outlines 

the construction of an algorithm for the formation of an information system geared towards 

sustainable development and security. The novelty of this study lies in the methodological 

approach taken to develop the algorithm, which introduces a fresh perspective to addressing 

the issues at hand. The innovative aspect of this study is revealed in the modeled process of 

forming an information security system. However, the study is limited by the specific 

characteristics of the national security system of a single country. Future research in this 

domain should focus on modeling the integration of digital technologies into the national 

security system. 
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1. INTRODUCTION

1.1 The evolution of information systems: A critical review 

As we traverse the current stage of human development, we 

stand at the cusp of a demographic explosion. The escalating 

demands of the burgeoning population outstrip even the pace 

of accelerated economic growth, leading to widespread 

impoverishment and resource depletion. In response, a new 

socio-economic development paradigm, "sustainable 

development", has emerged, which takes into account 

environmental limitations. This paradigm is grounded in an 

analysis of the causes of biosphere-wide environmental 

degradation and the exploration of strategies to mitigate 

threats to the environment and human health. 

Over the past quarter-century, a global expansion of 

information networks has been observed, representing a 

unique confluence of computing and social communication. 

Within the context of sustainable development, the demand for 

mechanisms for information accumulation, systematization, 

storage, retrieval, transmission, and security is steadily 

increasing. 

Scholars from the social sciences have proposed that we are 

entering the "information age", a new stage in human 

development characterized by the widespread use of 

information technologies that can transform the nature of 

social relations. This transformation has significant 

implications for national security systems, necessitating a 

reevaluation of challenges, threats, and state policies in this 

area, as well as the roles, functions, and responsibilities of 

security and defense forces within the framework of 

sustainable development. 

1.2 The role of information systems in national security: 

An overview 

In the era of information society, ensuring national security 

remains a challenge, further complicated by the increasing role 

of information. Information technology can provide stability 

and security, but it can also pose threats to these aspects. On 

one hand, information systems can facilitate the dissemination 

and exchange of security strategies, aid in peacekeeping 

missions, and implement and coordinate security plans and 

operations. They are integral to all government security 
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operations, from intelligence gathering to command and 

control. On the other hand, information systems can also be 

exploited to undermine national security and stability. 

Despite the theoretical and practical significance of the 

extant literature on the role of effective information systems in 

national security, a comprehensive academic exploration of 

the theoretical and legal foundations of national security in the 

information age is notably absent. 

Therefore, the primary objective of this paper is to construct 

an algorithm for the formation of an information system that 

ensures sustainable development and security. To achieve this 

goal, the main scientific task is to model the construction of 

this algorithm, utilizing the contemporary graphical modeling 

language of the Data Flow Diagram (DFD) standard. The 

focus of the study is the national information security system. 

The structure of the paper includes a literature review, 

presentation of the main research findings, discussion, and 

conclusion. 

 

 

2. LITERATURE REVIEW 

 

As evidenced in recent scientific literature, information 

systems have ascended to a prominent position within the 

national security framework [1, 2]. In the contemporary global 

context, any nation's claim to supremacy in both military-

technical and economic sectors, its strategic and tactical 

advantage, and its ability to successfully anticipate the 

emergence of new technologies, military equipment, and 

modern weapons, is contingent on its capacity to helm 

advanced media platforms and orchestrate an effective system 

of information conflict, including the ability to effectively 

counteract information warfare [3, 4]. 

Regrettably, a significant proportion of the extant literature 

investigating the role of information systems in national 

security lacks clear frameworks and mechanisms for the 

formation of these systems, thereby impeding their effective 

application in this domain. 

The state's information policy, according to literary sources 

[5, 6], should address the pertinent issues that have arisen in 

international relations and information security. It is aptly 

emphasized that legislative protection of the rights and 

interests of all participants in information relations must be 

ensured [7, 8]. 

The literature also highlights that mechanisms for managing 

information security are lagging considerably behind the 

current level of informatization. This discrepancy contributes 

to the rise in cybercrime, leading to severe, and occasionally 

irreversible, consequences for states, enterprises, societies, 

and individuals [9, 10]. Researchers identify a broad spectrum 

of cybercrimes, encompassing crimes committed for financial 

gain and crimes related to the use of information stored in 

computers, tablets, and mobile phones, as well as crimes 

against the confidentiality, integrity, and availability of 

computer systems. Addressing the issues of combating 

cybercrime is recognized as a critical aspect of modern 

national security. 

Despite the theoretical and practical significance of these 

and numerous other literary sources [11, 12], a comprehensive 

academic exploration of the theoretical and legal foundations 

of national security in the information age has not been 

undertaken. The shift in the nature of social interactions in the 

information age necessitates alterations in the corresponding 

regulators of these interactions, specifically, the 

methodological approach. This factor, the information system, 

which affects the nature of threats to national security, also 

requires the appropriate organization of countermeasures at 

the state level. 

This highlights the necessity of addressing the scientific and 

theoretical problem of developing a conceptual approach to 

model the algorithm for the formation of an information 

system that ensures sustainable development and security. The 

primary scientific task, therefore, is to model this algorithm's 

construction. 

 

 

3. METHODOLOGY 

 

3.1 Description of the used methodology 

 

The main method of constructing the algorithm will occur 

through the use of modeling methodology. In fact, it is 

necessary to create a unified language for structural analysis 

and design, suitable for modeling information systems, having 

the following characteristics: expressiveness, which allows 

considering the system from different positions - functional, 

informational, behavioral; ease of understanding and use; 

continuity within the modeling cycle - from models to models 

of the algorithm for the formation of an information system to 

ensure sustainable development. 

The proposed solution is based on the DFD technology, 

which is the most complete in terms of possession of the listed 

characteristics among modern classical structural approaches 

(such as, for example, the integrated IDEF technology, 

including the IDEF0, IDEF1X, IDEF3 models or the so-called 

ARIS “methodology”). As an alternative approach to solving 

this problem, it is necessary to note studies based on 

ontological models of structural languages. 

The reason for choosing this modeling methodology is that 

DFD is designed to model information systems that are 

directly related to our study. 

 

3.2 Key parts of the chosen methodology 

 

For further presentation of the material, it is necessary to 

recall that the classical DFD technology is based on three 

groups of modeling tools: diagrams illustrating the functions 

that the system must perform, and relationships between these 

functions - DFD (Data Flow Diagrams) data flow diagrams are 

used for this purpose, supplemented by data dictionaries and 

lower-level process specifications; diagrams that model data 

and their relationships - for this purpose, entity-relationship 

diagrams ERD (EntityRelationship Diagrams) are used; 

diagrams that model the behavior of the system - for this, state 

transition diagrams STD (State Transition Diagrams) are used. 

The basis and connecting medium of the complex model is 

the DFD diagram, which demonstrates data recipients and 

destinations external to the system, identifies logical functions 

(processes) and groups of data elements that connect one 

function with another (streams), and also identifies data 

storage devices (storages), to which access is being made.  

Also, as part of our study, it is necessary to conduct a SWOT 

analysis of the state of national security of a single country, for 

which the modeling of the construction of an algorithm for the 

formation of an information system will take place. The Czech 

Republic will be such a country. The reason for the choice is 

the residence of the team of authors in this country. The choice 

of the Czech Republic is due to the fact that recently the 
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demand for information support for national security has 

increased in the Czech Republic, and in most regions of the 

country, the modernization of information systems has 

intensified as part of ensuring national security. 

The use of SWOT analysis is envisaged before the 

simulation. The purpose of its use is to analyze the 

environment, identify weaknesses and threats in order to 

further use these results in modeling using DFD. There were 

two steps in the SWOT analysis system: direct SWOT analysis 

and evaluation of its results; using the findings and results of 

SWOT analysis in modeling using DFD. 

 

 

4. RESULTS OF RESEARCH  

 

4.1 The results of the SWOT analysis 

 

Thus, we will conduct a SWOT analysis in order to clearly 

understand what kind of problems of ensuring sustainable 

development and security exist in the country in order to take 

into account when modeling the algorithm for forming an 

information system (Table 1). 

The identified weaknesses and dangers were taken into 

account when constructing the method. In our opinion, in 

modeling, first of all, it is important to identify and highlight 

problems and weaknesses in order to subsequently take them 

into account in the modeling process. 

 

Table 1. Matrix of SWOT analysis regarding the state of 

national security of the country in the framework of 

sustainable development 

 
S W O T 

Implementation 

of information 

changes 

Lack of 

information 

cooperation 

Digitalization 

of society 
Unauthorized 

access 

Modern 

equipment 

Low 

information 

confrontation 

Emergence 

of new 

technologies 

Information 

leak 

Development 

of digital 

infrastructure 

Problems 

with 

information 

patronage 

Creation of 

cyberpolice 

Disclosure of 

security 

information 

 

4.2 The results of the modeling 

 

Thus, the construction of any algorithm begins with a goal 

and processes for achieving it. In our case, we will designate 

such a goal as A - Formation of an information system for 

ensuring sustainable development and security (Figure 1). 

The algorithm for the formation of an information system 

for ensuring sustainable development and security through 

modeling in the DFD language is shown in Figure 2. 

Let us consider in detail each process of the algorithm in 

more detail: 

1A. Formation of information patronage. Information 

patronage is a form of ensuring information security by the 

state of individuals and legal entities. Information security 

includes obtaining various information about destabilizing 

factors and information threats, the exchange of information 

between management bodies and information security system 

tools, Information protection is carried out in different ways, 

namely from the adoption of bills to the adoption of 

operational measures by information security forces in the 

process of intelligence, counterintelligence, operational-

search and operational-information activities. 

 

 
 

Figure 1. Processes for achieving the goal of modeling 

 

 
 

Figure 2. The algorithm for the formation of an information 

system for ensuring sustainable development and security 

through modeling in the DFD language 

 

 
 

Figure 3. The main characteristics of the proposed model 

 

2A. User error protection. For safe work in the local and 

global Internet information network, it is important to 

configure the security settings of the viewer program, as well 

as monitor the network activity of network computers in order 
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to detect and block network threats in a timely manner. To 

protect against user errors when working with important 

documents, it is necessary to use the means of resolving 

individual documents and information directly in the 

document. This can be achieved using the features of office 

programs: templates and protection 

3A. Backup information. It is important for the enterprise to 

back up important information and create copies of trimmed 

system disks of personal computers and servers at the time of 

their normal operation. The combination of these measures 

will allow the resumption of work in the shortest possible time. 

Restriction of rights to change system information, application 

of automated protection rules, scheduled updating and 

checking of systems, timely collection and analysis of 

information activity during user operation will protect against 

accidental errors in the operation of the information system. In 

many ways, the correct actions in these areas depend on the 

qualifications of the computer network administrator. 

Among the main characteristics of the proposed model, the 

following can be distinguished, presented in Figure 3. 

In addition to the main model, the main information 

functions of ensuring sustainable development and security 

through modeling should also be presented (Figure 4). 

The main information functions of ensuring sustainable 

development and security through modeling by DFD 

technologies are shown in Figure 5. 

 

 
 

Figure 4. The main functions of facilitating the construction of the algorithm 

 

 
 

Figure 5. The main information functions of ensuring sustainable development and security through modeling by DFD 

technologies 
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Let us consider in detail each process of the algorithm 

functions in more detail: 

1AF. Implementation of the cooperation function. 

Information cooperation is a form of ensuring information 

security between equal subjects of the information process, 

including a set of mutually agreed actions aimed at obtaining 

information about the destabilization of information security 

in the country, information threats and methods of dealing 

with them. 

2AF. Implementation of the confrontation function. 

Information warfare is a form of competition between social 

systems in the information sphere in terms of influencing 

various spheres of social relations and establishing control 

over the sources of strategic resources, as a result of which one 

of the groups will receive the advantages they need for further 

development. Information confrontation occurs between 

different types of social subjects, but a whole series of such 

interactions form separate forms of confrontation (information 

wars, crime, terrorism). 

3AF. Blockchain feature. Blockchain technology is 

inextricably linked with digital currencies, therefore, certain 

shifts are observed in this area, especially in terms of the 

adoption of cryptocurrency. Regardless of where and how 

blockchain is used, decentralization is a key factor in its use as 

an information security technology. When access control, 

network traffic, and even the data itself is no longer stored in 

one place, it becomes much more difficult for cybercriminals 

to attack information resources. 

Thus, as a result, we have obtained an algorithm for the 

formation of an information system for ensuring sustainable 

development and security through the modeling method. In 

general, the key characteristics of this model show its positive 

aspects. The results of the study meet our expectations. The 

presented models are what we expected at the beginning of the 

study. In our opinion, the results are holistic and complex. 

 

 

5. DISCUSSIONS 

 

When discussing the results of our study, a comparison with 

similar ones should be made. So, Sylkin et al. [13, 14] noted 

that in the XXI century in the national security system, the 

information system occupies a leading place. For a long 

historical period, the information system was primarily 

associated exclusively with the interests of the state. The 

theory of information security has acquired a different content 

and has been transformed under the influence of the 

development of information and communication technologies. 

Currently, the information system within the country is 

spreading in the following areas: the state, society (or part of 

it, a group of people) and the individual. A separate 

fundamental area is international information security. 

Accordingly, the information system has a two-level meaning: 

1) national; 2) international. 

Stadelmann et al. [15, 16] came to the conclusion that 

information and communication technologies are one of the 

most important factors in stimulating economic growth and the 

development of civil society, employment, expanding 

competition, and, as a result, helping to overcome the "digital 

divide". The special role of the Internet in the life of the state 

and society opens up new opportunities for the formation of 

the socio-economic sector, personal development and other 

positive factors. But at the same time, threats of various levels 

arise (from electronic robbery of citizens to hacking of the 

state information system, which can affect the economy of the 

entire country), which cannot always be prevented or quickly 

resolved. 

As a result, Kryshtanovych et al. came to the conclusion that 

until recently, the issue of protecting personal information did 

not arouse any interest on the part of citizens [17, 18], but in 

recent years it has been of unconditional interest, which is 

associated with various factors, such as the development of 

information and communication technologies; the desire to 

influence a person by illegally obtaining his personal 

information, etc. However, more negative consequences 

appear when such influence is exercised on civil servants, 

public authorities as a whole, since in this case the interests of 

a much larger group of people or, in general, the interests of 

the whole country (national interests) may be violated. 

Kryshtanovych et al. came to the conclusion that the 

creation of a modern value system (information culture) and 

its integration into society will become the foundation for 

ensuring the information security of a person and the state [19, 

20]. However, this approach is effective only within the state, 

since, as is known, threats also arise outside its territory. As a 

result, the information system includes two main areas: 

protection of information (both public and private) and 

protection from information (concerning mainly individuals or 

groups of persons). At present, the priority task of the state is 

to develop strategies and implement a unified state policy in 

this direction. Not only the development of individual areas, 

but also the level of democratization of society depends on an 

effective state information policy. The absence of a clearly 

formulated state information policy and the determination of 

the real possibilities of the state in this direction complicates 

the protection of the information interests of society and 

contributes to information attacks by internal and external 

aggressors. 

Alazzam et al. [21-23] consider information systems 

through certain steps or proposals for the process of forming 

information systems. Our study is similar in that stepwiseness 

is important in the algorithm for building an information 

system. At the same time, the difference is that we offer a 

completely different methodological approach to building an 

algorithm for the formation of information systems, taking into 

account aspects of national security. 

Discussing the results of our study, a number of innovative 

aspects should be noted. The scientific novelty of the obtained 

results lies in the fact that we used a new methodological 

approach to constructing an algorithm for the formation of an 

information system for ensuring sustainable development and 

security. This approach will systematize and simplify the 

process of forming information systems in the context of 

ensuring national security. The innovativeness of the article 

reveals the process of modeling the method of forming an 

information security system. The results obtained make it 

possible to build information systems in a new way, to provide 

and implement them. The applied modeling language 

contributes to better visualization and simplicity. The study is 

limited to taking into account the specifics of the national 

security system of only one country. 

 

 

6. CONCLUSIONS 

 

So, as a result, a model for constructing an algorithm for the 

formation of an information system for ensuring sustainable 

development and security was obtained. 
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Summing up, it should be noted that the policy of forming 

an information system should be focused on ensuring 

guarantees of information sovereignty and information 

security of all subjects in the field of informatization, since 

information support for national security is a process of 

meeting the information needs of subjects of national security 

in the framework of sustainable development. 

Critical periods in the development of society are always 

associated with changes in socio-economic and demographic 

processes, which makes it necessary to revise traditional ideas 

about the organization of the environment and develop new 

principles and methods for managing the development of a 

new paradigm of social development. There have been many 

critical periods in the history of mankind, each of which 

generated an explosive wave of scientific creativity, which 

accelerated the development of society. Modern sustainable 

development can be defined as critical, which is caused by a 

global inconsistency between its economic, environmental and 

social components. 

The study is limited by taking into account the specifics of 

the national security system of only one country. Prospects for 

further research should be devoted to modeling the integration 

of digital technologies into the national security system in the 

framework of sustainable development. 
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