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The object of research is the fire safety sub-
system of hydrogen storage and supply systems.
The subject of the study is the efficiency index of
the fire safety subsystem of hydrogen storage and
supply systems for different modes of its operation.
As such an efficiency indicator, the conditional
probability that the fire safety subsystem cor-
rectly recognizes the actual state of the hydrogen
storage and supply system is used. The fire safety
subsystem functions under the control mode and
under the test mode. Mathematical models of the
operation of the fire safety subsystem were built
Jfor such modes, based on the use of graph theory.
The weight matrices of these graphs include the
completeness of control or testing and the intensity
of transition of the fire safety subsystem from one
state to another. Determination of the effectiveness
of such a subsystem — reliability of functioning — is
carried out using Kolmogorov’s equations. It is
shown that during the testing of hydrogen storage
and supply system, the probability of its being in
a fire-safe state has a maximum. It is shown that
with values of completeness of control (testing)
that do not differ from 1.0, the effectiveness of the
Jfunctioning of the fire safety subsystem is invari-
ant with respect to the mode of its functioning.
With values of completeness of control (test-
ing), which are significantly different from 1.0,
the functioning of the fire safety subsystem under
the testing mode is more effective.

The identified features of the functioning of the
fire safety subsystem make it possible in practice to
implement an optimal or adaptive algorithm for the
JSunctioning of such subsystems. For example, with
the appropriate selection of testing parameters,
the fire safety subsystem provides determination
of the location of the hydrogen storage and supply
system with maximum probability
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1. Introduction

Hydrogen is becoming an increasingly viable environmen-
tally friendly source of energy [1]. It is expected to become
one of the most important energy carriers in the 21% century.
One of the main keys to this is the safe, compact, and cost-ef-
fective hydrogen storage provided by Hydrogen Storage Sys-
tems (HSS). At the same time, solid-state hydrogen storage
and supply systems are becoming an increasingly attractive
option for hydrogen applications [2]. However, during their
operation, the influence of various factors, such as material
damage, design defects, personnel errors or external collisions
and shocks, can lead to the emergence of fire and explosive sit-
uations [3]. Alleviation of these factors is possible with the help
of the fire safety subsystem.
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Therefore, studies aimed at increasing the efficiency of
the operation system of hydrogen storage and supply sys-
tems, which include their fire safety subsystems, are relevant.

2. Literature review and problem statement

In [4] it is noted that there are serious safety problems as-
sociated with the hydrogen process. In this context, the hy-
drogen explosion at the Fukushima nuclear power plant (Ja-
pan) in 2011, incidents at a hydrogen filling station in
Norway (June 2019), and a chemical plant in Califor-
nia (USA, 2020) should be noted. These incidents resulted in
fires and explosions that caused serious material losses. The
safety of hydrogen systems is considered in two aspects: safety




related to the properties of hydrogen and safety related to the
operation of hydrogen systems. The specific properties of hy-
drogen [5] include low molar mass, which indicates easy pene-
tration and diffusion. The lack of smell and color leads to diffi-
culties in its detection. A minimum ignition energy of 0.02 m]J
indicates that hydrogen is easily ignited. The wide range of
flammability (volume fraction of hydrogen (4.1+74.1) %) pre-
determines the need to define the value of this parameter for
specific conditions of its use. One of the effective methods of
such determination can be obtaining predictive estimates of
the flammability of hydrogen. In [6], three directions are
used to predict the flammability of hydrogen: experimental,
numerical, and analytical. Experimental methods, as a rule,
are carried out under laboratory conditions and with their
help estimates of limit concentrations are obtained. Numeri-
cal methods require substantiation of the accuracy of deter-
mining forecast estimates. In addition, these methods, as
well as analytical methods, require answers to questions re-
garding the adequacy of the description of hydrogen process-
es. In [7] it is noted that effective risk assessment is crucial
in preventing fires and explosions in hydrogen systems. Us-
ing the example of a refueling station using hydrogen, the Ac-
cident Risk Assessment for Industrial Systems (ARAMIS),
and Computational Fluid Dynamics (CFD) methods were
used to derive risk levels at the station and on the road near it.
The magnitude of these risks was 5.8-10~° and 3.37-10~4, re-
spectively, which is acceptable according to ALARP recom-
mendations. This approach to obtaining a quantitative risk
assessment (QRA) is integral and does not ensure the identi-
fication of the most dangerous factors. In [8], the results of
the analysis of risk factors that lead to hydrogen logistics
incidents are given. Network analysis was used to identify
significant factors. A mathematical model was built that be-
longs to the class of regression models and allows obtaining
quantitative estimates of the impact of each of the factors on
a hydrogen logistics incident. But this approach does not
make it possible to get an answer to the question about the
possibility of the appearance of one or another factor for the
realization of a hydrogen logistics incident. In [9], using the
Bayesian model (BN), the risk of fire and explosion, as well
as the degree of loss of personnel of the on-board high-pres-
sure hydrogen system, are determined. When hydrogen is
released, the probability of an explosion is 6.79-10~°, the
probability of a jet fire is 1.53-1074, and the probability of a
fireball is 5.38-10~8. It is shown that with extensive damage
there is a probability of explosion that can reach 0.87. It
should be noted that the derivation of QRA depends signifi-
cantly on the accuracy of numerical models, such as hydro-
gen leakage, diffusion, combustion, and explosion, as well as
on the setting of simulation conditions, such as mesh size and
boundary conditions. As a result, the question regarding the
effectiveness of the QRA method needs to be answered. In
the vast majority of cases, QRA is obtained theoretically
using numerical modeling methods. In [10], the results of
research conducted within the framework of MOZEES
(Norwegian research center for environmentally friendly
technologies and zero-emission transport) are reported. The
purpose of the research was to assess whether the risk asso-
ciated with hydrogen systems is equivalent to the risk for
conventionally fueled vessels. It has been proven that the
risk does not exceed (0.5+1.0) fatalities per 109 passen-
ger-kilometers. For this, a technique was used that is focused
on traditional fuels, as a result of which a question arises
regarding the reliability of obtaining results. In [11], the oc-

currence of fire-explosive situations during the operation of
tanks as elements of hydrogen storage and supply systems
was determined. The results of these studies provide an an-
swer to the question of «what if», but do not answer the
question of what is the probability of conditions that lead to
tank explosions. In [12], the fire hazard of hydrogen fuel cell
vehicles (HFCVs) was analyzed using a method combining
failure mode and effect analysis (FMEA) with
a risk assessment matrix. This approach provides a more
intuitive analysis and allows the identification of potential
failure modes in the system so that mitigation measures can
be taken in advance. It should be noted that the FMEA
analysis is performed without taking into account the in-
fluence of people, the environment and the interaction be-
tween different subsystems or components. Qualitative
analysis of FMEA results is used to assess the severity of
the risk, the reliability of the obtained results is not as-
sessed. Quantitative risk assessments — QRA of the latest
model hydrogen filling station (HRS) were obtained
in [13]. Advances in the technology of the components or
facilities used in HRS, accumulated experience in their
operation, as well as new knowledge about the safe use of
hydrogen in HRS prompted a QR A to update these results.
It should be noted that when assessing quantitative risks, it
is necessary to assess the frequency of these risks. Risk
frequency analysis for HRS has a significant problem be-
cause there is not a sufficient body of statistical data on
failure rates. This was due to the fact that HRS has only
been used for a short time. To overcome this situation, the
frequencies were estimated using data from chemical
plants. The reliability of the obtained results was not eval-
uated. In [14], the methodology for quantitative assessment
of the risk of rupture of a hydrogen tank is presented.
The analysis of the consequences is carried out for the rupture
of a tank with a capacity of 62.4 liters, which is under a pressure
of 70 MPa during a fire. Two tank state-of-charge (SoC) sce-
narios are considered — SoC=99 % and SoC=59 %. The risk
assessment uses the number of fatalities per vehicle per year, the
damage per accident, and the fire resistance rating (FRR) of the
hydrogen tank. Such an approach can be used when forming
requirements for the response time of fire departments to a fire.
The methodology of this approach to risk assessment does not
provide an answer to the question of the possibility of the occur-
rence (creation) of a fire-explosive situation and obtaining an
assessment of such a possibility. A complete risk assessment
procedure consists of hazard identification, consequence mod-
eling, quantification of frequency data, and risk characteristics.
A useful technique for identifying hazard scenarios is qualita-
tive risk assessment. In [15], an on-board hydrogen storage and
supply system was studied using HAZOP and FMEA methods.
The generated scenarios were obtained based on four processes:
hydrogen filling, hydrogen storage, hydrogen supply, and hy-
drogen pumping. Risk assessment was carried out with and
without security measures by creating a risk matrix. The de-
gree of confidence in the obtained results is not given. The
lack of actual data on explosions to confirm the adequacy of
theoretical prediction models and numerical simulations can
be compensated by experimental data. In [12], the data on the
catastrophic consequences of rupture of hydrogen storage
tanks during a fire are given. As a rule, hydrogen is stored in
cylinders under a pressure of 35 MPa or 70 MPa. In particu-
lar, Toyota Mirai is equipped with two tanks with a pressure
of 70 MPa (V;=601and V,=62.41). The results of the experi-
ments showed that the danger of the explosion of hydrogen



storage cylinders is related to the combined contribution of
the physical and chemical energy of the explosion. After the
explosion of the balloon, the duration of the hydrogen-air
deflagration was 2.0's, and the maximum diameter of the
fireball was 4.48 m. The maximum distance of the fragments
was 46.0 m. It should be noted that studies of this type are of
an exclusive nature, and their results may be used to form
trends to ensure safe operation of vehicles on an intuitive
level. The same type of research includes [16], in which the
results regarding explosions in the hydrogen storage and
supply system are given. Data are provided on the conditions
under which explosions may occur in such systems, but no
data are provided on the probability of their occurrence. One
of the ways out of this situation is to establish a connection
between fire and explosion hazard indicators and reliability
indicators. In [17], a set of mathematical models was built to
determine the probability of the appearance of a combustible
medium in the hydrogen storage and supply system. This
approach is based on the use of probabilities of failure-free
operation of the main elements of the hydrogen storage and
supply system. The need to take into account parametric
failures of the main elements of the hydrogen storage and
supply system is substantiated. Failure to take into account
the parametric failures of the main elements of the system
results in an error of up to 30 %. The peculiarity of this ap-
proach is that there are practically no data on the reliability
of the hydrogen storage and supply system. This especially
applies to solid-state hydrogen storage and supply sys-
tems [18]. One of the ways to get out of this situation is to
use non-traditional methods to obtain estimates of reliabili-
ty indicators of storage and supply systems. An example of
such an approach is given in [19], in which its amplitude-fre-
quency characteristic is used to determine the probability of
failure-free operation of the main element of the hydrogen
storage and supply system — the gas generator. This charac-
teristic is determined numerically. It is shown that the prob-
ability of gas generator failure is 2-10~%. It should be noted
that this approach to obtaining the reliability indicator is
multi-stage, as a result of which errors occur at each of the
stages during its implementation, the values of which are
integrated. In [20], the amplitude-frequency and phase-fre-
quency characteristics of the gas generator are used to obtain
reliability indicators of the gas generator of the hydrogen
storage and supply system. It is shown that, with a probability
of 0.9973 and 0.9812, respectively, its amplitude-frequency
and phase-frequency characteristics will not differ from the
nominal values by more than 5.0 % at the time of starting the
gas generator. The latter limits the capabilities of this method.
Such restrictions are removed in [21], in which the dependence
of the pressure in its cavity on the working time at
a random time is used to determine the reliability index of the
gas generator (and the level of its fire hazard). The probability
of trouble-free operation of the gas generator of the hydrogen
storage and supply system is determined using the Laplace
function, one of the parameters of which is the rate of change of
pressure in the gas generator cavity. The value of this parameter
depends on several factors, in particular, on the temperature in
the cavity of the gas generator, which is not controlled. Pa-
per [22] presents the methods for determining the parameters
of the gas generator of the hydrogen storage and supply system,
which are used to determine the assessment of its reliability
indicators. The peculiarity of these methods is that they are
based on the use of the transient function of the gas generator,
which can be determined during its operation. It should be

noted that all methods for determining reliability indicators
given in [19-22] are not applicable to the entire hydrogen stor-
age and supply system, but only to its gas generator. This ap-
proach requires an answer to questions about its correctness.
In [23], a system for monitoring the fire-hazardous state of the
hydrogen storage and supply system is used to answer this ques-
tion. It is shown that with the completeness of control, the value
of which is 0.5, the probability of trouble-free operation of such
a control system should be 0.995, while the probability of a fire-
safe state of the hydrogen storage and supply systemis 0.9. It
should be noted that control systems of this type belong to
passive control systems, that is, the results of control of the
level of fire danger of hydrogen storage and supply systems are
not used to improve their fire safety properties. The use of ac-
tive systems for monitoring the fire safety condition of hydro-
gen storage and supply systems (fire safety subsystems) opens
up new opportunities to ensure the necessary level of their fire
safety. In such subsystems of fire safety of the hydrogen storage
and supply system, based on the control results, restoration of
the fire-safe state of the system is envisaged after the detection
of the presence of this system in a fire-hazardous state.

It should be noted that a characteristic feature of the pro-
cess of determining the level of fire danger of hydrogen stor-
age and supply systems is the absence of an option aimed at
determining the degree of confidence in the obtained results.
This degree of confidence characterizes the effectiveness of
the methods and tools used to obtain estimates of the level
of fire danger of hydrogen storage and supply systems.

All this gives reason to assert that it is expedient to carry
out research aimed at determining the efficiency of the func-
tioning of fire safety subsystems of hydrogen storage and
supply, during the operation of which the option of restoring
their fire safety condition is implemented.

3. The aim and objectives of the study

The purpose of our study is to substantiate the effective-
ness of the fire safety subsystem during the operation of solid-
state hydrogen storage and supply systems under control
and testing modes, provided that such systems are restored.
In practice, this opens up opportunities for the implementa-
tion of optimal algorithms for the functioning of fire safety
subsystems of hydrogen storage and supply systems.

To achieve this goal, the following tasks must be solved:

— to determine the indicator that characterizes the de-
gree of confidence in the results obtained with the help of
the fire safety subsystem of the hydrogen storage and supply
system during its operation;

— to devise a mathematical description for the operation
of the fire safety subsystem in the state control mode of
hydrogen storage and supply systems and to determine the
reliability of the result of this control,

— to build a mathematical model to describe the func-
tioning of the fire safety subsystem of the hydrogen storage
and supply system under their testing mode, to determine
the reliability of the test result and to compare it with the
control results of such systems.

4. The study materials and methods

The object of research is the fire safety subsystem of hy-
drogen storage and supply systems. The subject of the study



is the efficiency index of the fire safety subsystem of hydrogen
storage and supply systems for different modes of its operation.
The fire safety subsystem is the implementation of a set of organi-
zational and technical measures aimed at ensuring the necessary
level of fire safety of hydrogen storage and supply systems during
their operation. The research material is hydrogen in its solid-
state storage and supply system. An example of such systems are
the systems designed by the Institute for Engineering Problems
at the National Academy of Sciences of Ukraine (IPMash NAS,
Ukraine, Kharkiv) based on hydro-reactive compositions. The
main research hypothesis assumes that hydrogen storage and
supply systems belong to the class of renewable systems.

The main assumptions are:

— the stationary mode of functioning of the fire safety sub-
system of hydrogen storage and supply systems is considered,

— to determine the performance indicator of the fire safety
subsystem, an indicator in terms of probability theory is used.

Graph theory together with matrix theory is used to de-
scribe the location of the fire safety subsystem in various states
of its functioning. Kolmogorov’s equations are used to build
a mathematical model that formalizes the effectiveness of the
fire safety subsystem. These equations are given in matrix form.

5. Results of research into the effectiveness of the
functioning of the fire safety subsystem of the hydrogen
storage and supply system

5. 1. Determining the degree of confidence in the re-
sults of fire safety subsystem performance

The operating system of hydrogen storage and supply
systems includes fire safety subsystems. With the help of such
a subsystem, a number of tasks are solved, which, in particu-
lar, include:

— control of the state of fire danger of hydrogen storage
and supply systems;

— testing of hydrogen storage and supply systems;

—restoring the fire-safe state of hydrogen storage and
supply systems.

The hydrogen storage and supply system can be in two
states: fire-safe — B, or fire-hazardous — NN. As a result of
control or testing by the fire safety subsystem, the hydrogen
storage and supply system is recognized as:

— fireproof (with probability Pggp(?));

— fire-hazardous (with probability Pyn(2));

— fire-safe in the actual state that corresponds to the fire-
hazardous state (with probability Pyp(¢) — the customer’s risk);

— fire-hazardous in the actual state that corresponds to the
fire-safe state (with probability Pgn(¢) — the supplier’s risk).

All these events form a complete group of events, as a
result of which the following occurs:

Py (£)+ Py (£)+ P (¢) + Py (£) = 1.0. (1)

The effectiveness of the fire safety subsystem can be as-
sessed by the degree of confidence in the results obtained with
its help, that is, by the reliability of its functioning. The reliabi-
lity of the functioning of the fire safety subsystem is the condi-
tional probability D(¢) that this subsystem correctly recognizes
the actual state of the hydrogen storage and supply system. This
conditional probability is defined by the expression:

Py (1) + Py (£)+]
+PNB(t)+PBN(t):|

D(Z)Z[PBB (t)+PNN (t)]I:

which, subject to (1), takes the form of:
D(t)=Pyy (¢)+ Py (¢). 3)

The indicator D(¢) refers to the general efficiency indica-
tors of fire safety subsystems of hydrogen storage and supply
systems. In addition to the general indicators of the efficiency
of such subsystems, partial indicators can be used that char-
acterize the completeness of control o, or the completeness
of testing wr of the state of the hydrogen storage and supply
system. The values of these indicators lie in the range of 0+1.0.
The control mode differs from the testing mode in that, in the
first case, the parameters of the hydrogen storage and supply
system are determined, which characterize the level of its fire
hazard (or fire safety) directly under the mode of its regular
operation. In the second case, a test effect is carried out on the
hydrogen storage and supply system, based on the reaction to
which the fire safety status of this hydrogen storage and supply
system is determined.

5. 2. Mathematical description of the operation of the
fire safety subsystem under control mode

Fig. 1 shows the formalization of the functioning algo-
rithm of the fire safety subsystem under the control mode of
the hydrogen storage and supply system.

Fig. 1. Graph of states of fire safety subsystem (control
mode): 1 — corresponds to the BB state; 2 — corresponds
to the NN state; 3 — corresponds to the NB state

This formalization represents a graph of states in the
fire safety subsystem. Such a graph of states corresponds to
the weight matrix, which has the form:

0 u, 0

oA, 0 oAl 4)
(1-ow)r, 0 0

G, =

In this weight matrix, A, is the transition intensity of the
hydrogen storage and supply system from the BB state to the
NN state, and pj is the restoration of the BB state after the
hydrogen storage and supply system was recognized in the
NN state. For p; the following holds:

=1, ©)

where Ty is the system recovery time.

In this case, the efficiency of the fire safety subsystem
will be evaluated by an indicator, the expression for which in
the stationary mode has the form:

D=3}P, (6)

where Py, Py are the probabilities of finding the fire safety subsys-
tem in states 1 and 2, respectively. The probabilities P; (i=1..3)
are determined by the roots of the Kolmogorov equation:

C-P=A, ()



where:

P=(R P, R); ®)

A=(0 0 0 1); ©)
A, e 0

C_ O\)L‘)\’S _uX 0.)0)\4&

Tl(t—o)n 0 —eA, | 10)
1 11

Under conditions (9) and (10), the following holds for the
probabilities Py, Po:

11

as a result, the reliability of the functioning of the fire safety
subsystem is described by the expression:

9 -1
D= B:m{“xs)(nmcxs] .
it [ N

Fig. 2 shows the dependence of reliability of D on the
completeness of control @, and on the relationship A u;",
which characterizes the level of fire danger of the hydrogen
storage and supply system and the level of perfection of
means of restoring its condition.

(12)

Fig. 2. Dependence of the reliability of the operation of the fire
safety subsystem under the control mode on the completeness
of control mc and the ratio of intensities As and ps

It should be noted that increasing the completeness of
the control over the hydrogen storage and supply system or
reducing the time to restore its condition ensures an increase
in the efficiency of the fire safety subsystem. In particular,
the following applies:

lim D=1.0;limD=w,, (13)
0, —1.0 7,0

as a result, it is advisable to increase the efficiency of the fire
safety subsystem in the first place by increasing the complete-
ness of control over the hydrogen storage and supply system.

5. 3. Mathematical notation of the functioning of the
fire safety subsystem under the testing mode

Fig. 3 shows the state graph of the fire safety subsystem un-
der the testing mode of the hydrogen storage and supply system.

Fig. 3. Graph of states of the fire safety subsystem (testing
mode): 1, 3 — corresponds to the state of BB;
2, 5 — corresponds to the NB state; 4 — corresponds
to the NN state

The weight matrix for this graph is:

0 0w 0 0
A0 0 0 u

G=n, 0 0 op 0] (14)
0 A 0 0 0
0 0 0 (l-o)u, O

where A7 is the intensity of the testing period; uy is the test-
ing intensity.

For these parameters, the following applies:

A =T, =1, (15)
where T, 1 are the period and time of testing the hydrogen
storage and supply system, respectively.

The effectiveness of the functioning of the fire safety sub-
system in this case is determined by the expression:

D=R+P+P, (16)
where P; (i=1, 3, 4) are the roots of Kolmogorov equations (7).

The components of this equation are determined by the ex-
pressions:

P=(h P P P P); ()
A=(0 0 0 0 0 1); (18)
-(A,+2;) 0, 0 0
}\’s _7\‘T 0 0 Hr
C= 7\'T 0 _MT ('OT“'S 0 (19)
0 A0 u, 0
0 0 0 (1—0)T)Lls —Hr
1 1t 1 1 1

The roots P; (i=1, 3, 4) of the Kolmogorov equations with
components (17) to (19) are determined by the expressions:

P=M" (A Ay iy, 00 ); (20)
A+A,

h==—=M 1(7‘srux’7\‘T’uT’wT); (21)
My
Y

P =o; EM (}"x’uxv}\'rrurr(‘)r)’ (22)

where:
M(}\'svus’xT)uT’wT):1+xT+0)T1(7\’s+}\15+7\IS]' (23)
Wy M r A



After combining (16) and (20) to (23), the expression for
the reliability of the functioning of the fire safety subsystem
under the test mode takes the form:

D=[1+M+m?£)x
LLT us

-1
X{HEH‘);(L-FL-‘-LH )
My [ TR
It should be noted that unlike the operation of the fire
safety subsystem under the control mode, the reliability of its
operation under the test mode even at wy=1.0 does not reach
the level of D=1.0. This follows from (24) and is due to the
presence of an additive component A A;" in the denominator
of the expression for reliability D. The absolute maximum for

the efficiency of the fire safety subsystem can be achieved
under the following condition:

(24)

o, > 1.0;A A —0. (25)

The second condition is equivalent to increasing the
testing frequency of the hydrogen storage and supply system
using the fire safety subsystem. If in this case the testing
time can be reduced, then the testing of the hydrogen storage
and supply system can be carried out with the completeness
of the test, the value of which is different from unity.

The conditions under which the hydrogen storage and
supply system will correspond to the BB state with the ma-
ximum probability value, i.e., at Py=P{yax, were determined.

If expressions (15), (20), and (23) are combined, then the
Pimax value will correspond to the condition:

on

=0, 26
o (26)

from which the ratio follows:

T, = (wTer‘1)O'5.

: @7)

The ratio between the test period Trand the test time 17
in the form of (27) is the condition under which the proba-
bility Py reaches a maximum.

The effectiveness of the functioning of the fire safety sub-
system in this case according to (24) is determined as follows:

05
D = 1+£+(m,1ﬁj +o; i]x

m

Hr r

057?
( -1 }\‘sJ -1 }\’?
x| [1+] @ — +0; —
Hr Hr

The ratio A ;' characterizes the fire hazard level of the
hydrogen storage and supply system and the level of perfec-
tion of its testing means. At a high level of perfection of the
fire safety subsystem, which is equivalent to T7— 0 or py—>eo,
the following occurs:

s

-1

(28)

limD, =1.0.

=0

(29)

Such a fire safety subsystem during testing of the hydro-
gen storage and supply system ensures determination of its
fire safety status with absolute reliability. The probability of
finding the hydrogen storage and supply system in this state

is the maximum possible, the value of which is determined
by the expression:

-1
Rmax = [1+ ('07_'1 k) °
K,

It should be noted that for fire safety subsystems with
a long testing time, the following takes place:

(30)

D, - w,. (31)

The nature of change in the reliability of the functioning
D, of the fire safety subsystem depending on the ratios A ;'
and A u"is shown in Fig. 4 at wr=0.3 and in Fig. 5 at 07r=0.9.

}\'s}"'T-1 0

Fig. 4. Dependence of the reliability of the fire safety
subsystem operation on parameters A u;' and A ;'
with complete testing w7=0.3

}"s”'T-1 0

Fig. 5. Dependence of the reliability of the fire safety
subsystem operation on parameters A ;' and A u " with
complete testing ®7=0.9

A comparison of these dependences shows that at small
values of the parameter wr there is a greater sensitivity of
the reliability of the functioning of the fire safety subsystem
D,, relative to the change in parameters A u;' and A u;".
At the same time, it should be noted that the sensitivity of
the reliability D,, is more significant relative to the change
of the parameter that characterizes the level of perfection of
the means of testing the storage system and hydrogen supply.

To compare the effectiveness of the functioning of the
fire safety subsystem under the modes of control and testing
of hydrogen storage and supply systems, the data given in
Tables 1,2 are used. Table 1 is constructed according to
expression (12), and Table 2 — according to expression (28).



Table 1

Value of reliability of the functioning of the fire safety
subsystem under control mode

T
(07
0.01 0.1 1.0 10.0
0.3 0.30 0.32 0.46 0.83
0.9 0.90 0.91 0.95 0.99
Table 2

Value of reliability of the functioning of the fire safety
subsystem under test mode

or " T
0.01 0.1 1.0 10.0
0.01 0.86 0.88 0.96 0.99
0.1 0.66 0.71 0.86 0.98
09 1.0 0.48 0.50 0.63 0.90
10.0 0.36 0.37 0.41 0.63
0.01 091 0.92 0.95 0.99
0.1 0.81 0.82 0.88 0.97
09 1.0 0.72 0.73 0.78 0.92
10.0 0.75 0.76 0.77 0.85

Analysis of the data given in these tables reveals that
with values of completeness of control (testing) that are
significantly different from unity:

— the functioning of the fire safety subsystem is more
effective under the mode of testing the state of the hydrogen
storage and supply system;

— the increase in the efficiency of the fire safety subsys-
tem under the test mode in comparison with the control
mode is most evident at small values of the testing time. For
example, under the control mode of the hydrogen storage
and supply system with w.=0.3, the reliability of operation
is equal to 0.3 at A u;' =0.01. Under the test mode at wy=0.3
and A u" =4 u;' =0.01 the reliability of functioning is 0.86.

With values of completeness of control (testing), which
practically do not differ from unity:

— the effectiveness of the fire safety subsystem is the
same for control and testing modes;

—for small testing times, the reliability value of the
fire safety subsystem’s operation under control and testing
modes is close to unity. For example, for the control mode
with ,=0.9 and A p;'=0.01 for the testing mode with
or=0.9 at A u' =1 u;"'=0.01, the reliability of functioning
is 0.9+0.91.

6. Discussion of the results of research
on the effectiveness of the fire safety subsystem

The central problem in the operation of hydrogen sys-
tems, in particular storage and supply systems, is ensuring
their fire-explosion-safe condition at the required level. The
solution to this problem relies on the fire safety subsystem,
which is a structural element of the system of operation of
hydrogen storage and supply systems. Control or testing of

the hydrogen storage and supply system using the fire safety
subsystem reveals its fire-safe or fire-hazardous state. This
process is accompanied by errors of the first and second
kind. The effectiveness of the functioning of the fire safety
subsystem is assessed by the degree of trust in the results ob-
tained with its help — the reliability of functioning. The re-
liability of the functioning of the fire safety subsystem is in-
terpreted as the conditional probability that this subsystem
correctly recognizes the actual state of the hydrogen storage
and supply system. The formalization of the functioning of
the fire safety subsystem under control and testing modes is
represented by graphs of its states. Such state graphs of the
fire safety subsystem are matched with weight matrices, the
elements of which are the corresponding intensities of tran-
sitions between states, taking into account the completeness
of control or testing. The control efficiency of the hydrogen
storage and supply system is determined by two additive
components, which are the roots of the system of Kolmo-
gorov equations. The system of these equations is given in
matrix form, the main matrix of which has a size of 4x3.
The effectiveness of the functioning of the fire safety subsys-
tem under the control mode depends on two parameters —
the completeness of control and the ratio that characterizes
the level of fire safety of the hydrogen storage and supply
system and the level of perfection of means of restoring its
condition. It is advisable to increase the efficiency of the fire
safety subsystem, first of all, by increasing the completeness
of control over the hydrogen storage and supply system. The
efficiency of hydrogen storage and supply system testing is
determined by three additive components. These compo-
nents are the roots of the system of Kolmogorov equations,
the main matrix of which has a size of 6x5. The peculiarity
of the testing mode is that its efficiency value does not reach
unity even with the maximum completeness of the testing of
the hydrogen storage and supply system. This is due to the
final values of the parameter, which characterizes the level
of fire safety of the hydrogen storage and supply system and
the period of its testing. The second feature of the testing
regime of the hydrogen storage and supply system is that
the probability of its being in a state that corresponds to
a fire-safe state can have a maximum value. This is possible,
as follows from expression (2), if the square of the testing
period is determined by three multiplicative values — the
completeness of the test, the test time, and the parameter
characterizing the level of fire safety of the hydrogen stor-
age and supply system. The effectiveness of the fire safety
subsystem in this case is determined by three parameters.
Such parameters include completeness of testing, a para-
meter characterizing the level of fire safety of the system
and the level of perfection of means of recovery, a parameter
characterizing the level of fire safety of the system and the
level of perfection of means of its testing. To compare the
effectiveness of the fire safety subsystem in the control and
testing modes, its quantitative evaluations were obtained,
which are shown in Tables 1 and 2. This made it possible
to identify additional features of the functioning of the fire
safety subsystem of the hydrogen storage and supply system.
In the case of control or testing completeness values that are
significantly different from unity:

— the functioning of the fire safety subsystem under the
test mode is more effective;

— the increase in the efficiency of the fire safety subsys-
tem under the test mode relative to the control mode is most
evident at small values of the testing time.



With values of control or testing completeness that differ
little from unity:

— the effectiveness of the fire safety subsystem is the
same for control and testing modes;

— for small testing times, the reliability value of the fire
safety subsystem’s operation in control and testing modes
approaches unity.

The substantiation of the effectiveness of the functioning
of the fire safety subsystem of the hydrogen storage and sup-
ply system is achieved due to:

— the use of a description of the operation of such a sub-
system under control and testing modes in the form of state
graphs — Fig. 1 and Fig. 3 with weight matrices (4) and (14);

— the use of Kolmogorov’s equations in matrix form —
expressions (8) to (10) and (17) to (19), the roots of which
are components of expressions (12), (24), and (28), which
describe the efficiency of subsystem functioning;

— the use of illustrative material — Fig. 2, 4, 5, as well as
quantitative estimates given in Tables 1, 2.

Analysis of the dependences shown in Fig. 4, 5 reveals
that the sensitivity of the effectiveness of the function-
ing of the fire safety subsystem, which is determined by
expression (28), is more significant relative to the param-
eter that characterizes the level of perfection of the test-
ing means.

The advantage of the given approach to increasing the
level of safety in the operation of hydrogen storage and
supply systems compared to known solutions [12, 14, 15] is
that after detecting its fire-hazardous state, the system is
restored to a fire-safe state. At the same time, an assessment
of the effectiveness of this approach is provided. In [14], an
increase in the level of safety is ensured by increasing the
reliability of the hydrogen system as a result of softening
the conditions of its operation. In [15], the reliability of the
hydrogen system is increased due to the reservation of hy-
drogen tanks. In [12], the safety level of the hydrogen system
is increased by increasing its reliability by improving the
physical properties of the hydrogen storage tank. All these
approaches are traditional and are not aimed at restoring the
safe state of hydrogen systems.

The possibility of varying the modes of its operation
should be attributed to the positive side when using
the fire safety subsystem of the hydrogen storage and sup-
ply system.

Limitations in determining the efficiency of the func-
tioning of the fire safety subsystem of the hydrogen storage
and supply system are due to the assumption, according to
which the evaluation of efficiency indicators is obtained.

The lack of research on the simultaneous control and
testing of the state of the hydrogen storage and supply sys-
tem can be attributed to the lack of the procedure for deter-
mining the effectiveness of the fire safety subsystem.

Further development of this area of research may be
related to the determination of the effectiveness of the
functioning of the fire safety subsystem of the hydrogen
storage and supply system when combining control and
testing modes.

7. Conclusions

1. It is shown that the degree of confidence in the results
obtained with the help of the fire safety subsystem during
control and testing of hydrogen storage and supply systems

is determined by the reliability of the functioning of such
a subsystem. As the reliability of the functioning of the
fire safety subsystem, which characterizes its effectiveness,
the conditional probability that this subsystem correctly
recognizes the actual state of the hydrogen storage and sup-
ply system is used. Under the control mode, the parameters
of the storage and supply system are determined, which
characterize the level of its fire danger directly in the regu-
lar mode of its operation. Under the test mode, a test effect
is carried out on the hydrogen storage and supply system,
based on the reaction to which the fire safety status of this
system is determined.

2. A mathematical description of the functioning of this
subsystem was built for the state control mode of the hydro-
gen storage and supply system using the fire safety subsys-
tem. Such a mathematical notation is based on the use of
graph theory, for which a weight matrix is presented, which
includes a parameter characterizing the completeness of
control and the intensity of transitions of the fire safety sub-
system from one state to another. The effectiveness of the
functioning of the fire safety subsystem is determined by the
roots of the Kolmogorov equations, which are presented for
the stationary regime in matrix form. The main matrix has
a size of 4x3. An expression was obtained for the perfor-
mance indicator of the fire safety subsystem, which was
given in the form of a fractional-rational function. The
arguments of this function are the completeness of control
and the parameter that characterizes the level of fire danger
of the hydrogen storage and supply system and the level of
perfection of means of restoring its condition. It is noted that
the reliability of the functioning of the fire safety subsystem
asymptotically approaches 1 or the value of completeness of
control when the value of completeness of control approach-
es 1 or at small values of the recovery time of the hydrogen
storage and supply system, respectively.

3. Using graph theory, a mathematical model was built
that describes the functioning of the fire safety subsystem
under the mode of testing the state of the hydrogen storage
and supply system. To determine the effectiveness of the
functioning of such a subsystem, Kolmogorov’s equations
are used, which are represented in matrix form. The main
matrix of this equation has a size of 6x5. An expression
for the reliability of the functioning of the fire safety sub-
system was obtained, which includes the completeness of
testing, as well as the intensity of transitions of this sub-
system from one state to another. It is shown that under
the test mode the reliability of the functioning of the fire
safety subsystem cannot reach 1. This is due to the fact
that the ratio of the intensity of the transition of the hy-
drogen storage and supply system from the fire-safe state
to the fire-hazardous state to the intensity of the period of
its testing differs from 0. We obtained conditions under
which it is achieved the maximum probability that the
hydrogen storage and supply system will be in a fire-safe
condition. In this case, the square of the testing period of
such a system is determined by three multiplicative com-
ponents: the completeness and time of testing, as well as
the time of transition of the system from a fire-safe to a
fire-hazardous state. For these conditions, an expression
was obtained that describes the effectiveness of the fire
safety subsystem. A comparison of the modes of operation
of the fire safety subsystem shows that:

— with values of completeness of control (testing) that do
not differ from 1, the effectiveness of functioning is invariant



with respect to the mode of functioning of the fire safety
subsystem;

personal, authorship, or any other, that could affect the study
and the results reported in this paper.

— with values of completeness of control (testing),
which are significantly different from 1, the functioning of
the fire safety subsystem under the testing mode is more
effective.
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