IbHNX

JIMTBA)

THHOBALITUHNY

=9

~

3LILHIOC

M. E

P. 11O/

Y

t
SBUTK

03B

THHS$1»

3.1

]

AL

KOH(epeHist

> HIUBIJIBHOI'O 3AXHUCTY:
KA, MIPAKTUKA»

b 6epesns 2023 p.)




Penakuiiina koJeris

Jomoposcbka C.M. — [IpopekTop HalioHaIbHOTO YHIBEPCUTETY — HAYaJIbHUK HaBYAJIHHO-
HAYKOBO-BUPOOHHUYOTO LIeHTpy HalioHanbHOTro yHIBEpCUTETY LIMBUILHOTO 3aXUCTY YKpaiHu, JOKTOP
HayK JIEpKaBHOI'O YIIPABIiHHS, Ipodecop, 3acily>KEHUH MpaLiBHUK OCBITH Y KpaiHu;

Maiictpo C.B. — 3aBigyBau kadenpu myOniyHOrO aaMIHICTPYBaHHS y cdepl HUBILIHHOTO
3aXUCTy HaBYaJIbHO-HAyKOBO-BUPOOHMYOro IEeHTpy HallloHanpHOro YHIBEpCHUTETY LMBUIBHOTO
3axUCTy YKpaiHH, JOKTOP HayK JEp>KaBHOTO YIpaBIiHH:A, podecop;

Jlonatyenko I.M. — noueHT kadeapu myOaiuHOro aIMiHICTpYBaHHS y c(epi LHUBIILHOTO
3aXMCTy HaBYaJIbHO-HAyKOBO-BUPOOHMUYOro IeHTpY HarioHanbHOro yHIBEPCUTETY LUBLIBHOTO
3axucTy YKpaiHH, KaHAUIAT HAyK JePKaBHOTO YIPABIIiHHS,

Mamrox B.B. — crapmmii HayKOBUH CIIiBPOOITHUK HAYKOBOTO BiJIUTY 3 TPOOJIEM yIpaBIiHHS
JepkaBHOT Oe3NeKkH HaBYaJIbHO-HAYKOBO-BUPOOHMYOro IeHTpy HarioHaapHOTO YHIBEpCUTETY
[UBIIBHOTO 3aXUCTy YKpaiHu, HokTop (imocodii y ramy3i 3HaHb MmyOJiyHE yNOpaBIiHHSA Ta
aJMIHICTpYBaHHS;

IMopoka C.I'. — crapiuii HayKOBHi CIIIBPOOITHUK HAYKOBOT'O BiAILTY MHpOOJieM YIIpaBIiHHA
y cdepi UUBUIBHOTO 3aXWUCTy HaBYAJIbHO-HAYKOBO-BUPOOHMYOTO IIeHTpY HarionanbsHOro
YHIBEpCUTETY IIUBUILHOTO 3aXUCTY YKpaiHu, 1oKTOp ¢inocodii y ramy3i 3HaHb MyOJIiuHe ynpaBIiHHA
Ta aJMiHICTPyBaHHS.

IIy0aiuyne ynpasiiHHs y cdepi HMBUJIBHOIO 3aXHCTY: OCBITa, HAYKA, IPAKTHKA
30ipHUMK MaTepiaiiB MIXXHAPOJHOI HAYKOBO-IIPAaKTUYHOI iHTepHET-KOH(pepeHii, M. XapKiB,
16 G6epesns 2023 p. / 3a 3ar. pen. C. M. lomOposebkoi. — Xapkis : HYII3VY, 2023. 313 c.

Y wmatepianax KoH(EpeHIii BUCBITICHI pe3yJbTaTH HAYKOBUX JOCIHIIKEHb 3 MpoOiIeM
PO3BUTKY cepH MyOIiuHOTO yHpaBIiHHS, PETYIIOBaHHA €KOHOMIYHHUX 1 COLIAIbHUX MPOLECIB Ta
OOTpyHTOBAHO TMEPCIEKTHBHI HAIPSMU IHHOBAIIHHOTO PO3BUTKY C(hepH IMBUIBHOTO 3aXHCTYy B
VYkpaiHi.

Marepianm TpeACTaBICHO BIAMOBIIHO A0 TEMAaTHYHUX HANpsAMIB: Jep)KaBHA TONITHKA 1
YIPaBIiHHA B rajxy3i OCBITH: 3MICT Ta Cy4acH1 BUKJIMKH; J€p>KaBHA MOJITUKA 1 YIPABIIHHS B ramysi
HaIllOHAJIBbHOT O€3MeKH: 3MICT Ta MEeXaHI3MH peai3allii; Aep>kaBHa MOJITHKA 1 YIPABIiHHS B ramysi
MOTIEPEKCHHSI Ta JIIKBialli HaA3BUYaHUX CUTYaIlii; Jep’KaBHA MOJITHKA 1 YIIPaBIiHHSA OKPEMUX
rajry3eil eKOHOMIKH Ta COLIaJIbHO-TPYJOBHUX BIJHOCHH; 1IH(opMalliiiHa Oe3neKa Aep>KaBU: PU3UKH Ta
3arposmu.

Jlyis HayKOBUX, HAYKOBO-TIEIarOT1YHUX MPAIiBHUKIB, 37100yBayiB BUILOI OCBITH, IEPKaBHUX
CJIy>KOO0BIIIB, MOCaI0BUX OCI0 OpraHiB MICIEBOI'O CAaMOBPSIyBaHHSA, a TAKOX YCiX, XTO I[IKaBUTHCS
CyYaCHHMH MPoOIeMaMH My IIYHOTO YIIpaBIiHHS.

Martepianu KOH(pepeHLli APYyKyIOTbCS B aBTOPCHKIM peaakimii. 3a BUKIAA, 3MICT 1
JOCTOBIPHICTh MaTepiaiiB BiAMOBina0Th aBTOpH. [lo3umis pemakiii He 3aBXKaAM MOKe 30iraTucs 3
TOYKOIO 30py aBTOpA.

© HamioHansHMIA yHIBEpCUTET
UBLUIBHOTO 3aXUCTy YKpainu, 2023
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THOOPMAIIIMHA BE3IEKA JIEPYKABU: PUSUKU TA 3AI'PO3H

Kotliar D. O.

INFORMATION SECURITY OF THE STATE: CHALLENGES AND
THREATS

The living conditions in which our state found itself force us to consider the issue
of security from a different angle. If a few months ago the world around us seemed
safe, today's challenges carry a much greater danger than in peacetime.

Together with killing Ukrainians every day, the aggressor state does carries out
information attacks on the Ukrainian population, seeking to spread fear and panic in
society with the help of fake information, destabilize the political and socio-economic
situation in Ukraine.

We are witnesses of how the informational influence aimed at the human
consciousness is carried out. The object of this influence is both individuals, groups of
individuals, and entire states. Psychological influence is carried out with the help of
mass media, and the basis for using such influence is ease of perception and
superficiality. The creation of mass information attacks, bots, and fakes, as evidenced
by modern realities, are effective tools for public disorientation, intimidation,
manipulation, and panic. Specially created information resources train a person to
mindlessly perceive information and believe in it. All this creates relevant threats in
the field of information security of the state.

The word "threat" in information security means that anyone or anything is at
risk of any negative influence in the field of information activity. Threats can be
internal, caused by the subject of information relations due to insufficient qualification,
understanding of processes and consequences or criminal intent, and external. Threats
include impacts such as hacking and failure of authorized bodies to identify and
respond to threats; errors in the strategy of the political course regarding the system of
adoption of laws and their implementation; the level of information culture of society
and the authorities establishment; socio-economic conditions of society and the state.
But the main threat to information security under the conditions of martial law remains
disinformation and information operations aimed at eliminating the independence of
Ukraine [1].

In order to ensure information security in Ukraine, the "Doctrine of Information
Security of Ukraine" was approved by the Decree of the President of Ukraine dated
February 25, 2017 [2]. In the current conditions of war, on March 18, 2022, RNBO
decision "Regarding the implementation of a unified information policy under martial
law" was adopted, in which it was determined that under martial law, the
implementation of a unified information policy is a priority issue of national security"
[3]. Currently, the Center for countering disinformation at the National Security and
Defense Council of Ukraine also operates in Ukraine. On its website you can
familiarize yourself with current information and events in this area.
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Thus, the main tool of Ukraine's fight against Russian disinformation during
martial law is the truth, which must be conveyed not only to domestic, but also to
foreign audiences.

Media culture and media literacy of society are also of great importance. It is
worth paying attention to the fact that in conditions where a whole set of information
Is designed to manipulate public opinion, human consciousness and is presented using
physiological and psychological methods and means of its perception, the issue of a
low level of information culture, which causes a decrease in a person's capacity for
critical perception, analysis and assessment of received information becomes
important. In this case, the ability to form one's own opinion is practically absent.
Today, the term "emotional fake" is actively used, when using emotionally colored
words, information is spread that affects the human psyche and allows it to be
manipulated. Therefore, the priority task of the state is to promote the formation of
society's information culture. One of the elements of such a culture is the ability to
analyze information and filter the sources of its distribution.

For example, when Russian aggressors launched a rocket attack on a residential
building in Odesa, as a result of which eight people died and 18 were injured, they tried
to remove responsibility for what was done by first spreading a fake that they had hit a
military facility, then after it the exposure of the military object turned into some kind
of oil depot. And this lie was exposed by the Odesa city government, which published
a photo from the scene of the tragedy. Then Russian propagandists invented a new fake
that the apartment building was a victim of Ukrainian anti-aircraft fire. However, even
this enemy fake was refuted by a photo of a house with characteristic destruction from
missile strikes [4]. This is far from the first fake Kremlin propaganda, Russian
propaganda has already tried repeatedly to hide its involvement in the mass death of
Ukrainians. A vivid example of this is the missile attack on the railway station in
Kramatorsk, when the Kremlin was initially happy about the destruction of the
"military infrastructure in Kramatorsk". When the truth about the murder of half a
hundred civilians became known, the Russians immediately deleted all their "news"
and blamed our state for everything"” [1]. In order for the enemy's lies not to have a
negative impact on the population, it is necessary, if possible, to expose all fakes that
are launched into the Ukrainian information space. This will enable citizens not only
to receive true information, but also to feel the support of the government, which is
constantly in touch with them.

In view of the above, in order to prevent and counteract modern information
threats, it is necessary not only to adopt a regulatory basis, but also to ensure the
functioning of the institutional mechanism for ensuring information security, including
the educational component. We are talking about the consistent systematic activity of
state and legal institutions that would effectively implement national interests in the
information sphere, would be able not only to respond in time to the spread of
information fakes and false information, but would also be able to prevent information
conflicts in general and shape the information culture of society in general.
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Acmaxoe B. /1.

YCHIIHUNU EKOHOMIUYHHUUN CTAH KPATHHU SIK 3ATIIOPYKA
YCHIITHOI BOPOTHBHU 3 KOPYIIIEIO

Ilocmanosxka npobnemu. Ilpobnema xopymilii B YKpaiHi Ta CBITI € OJHIEIO 13
akTyanpHImmX npooseM. [locamoBi ocobu siki MOXKYTh MiJIaBaTUCA HETPABOMIpPHIN
BUTO/I1 3a3BUYail OLIbIIE MiJJIAI0THCA B THX KpaiHax, jie c’1ab0pOo3BUHEHA €KOHOMIKA.
Yepes 1m0, mepuioueproBo MOTPIOHO 3BEPHYTH yBary Ha €KOHOMIUYHUN PO3BUTOK,
CTBOPUTH YMOBH JIJIs1 ICHYBAaHHSI [TOCAI0BUX 0C10 Ta MPOCTO TPOMA/ISIH, JIUIIIE TTOTIM Ha
3axX0J1 0OPOTHOU 3 KOPYMIIIEIO.

Buknao ocnosnozo mamepiany. SIK110 po3rasHyTH [HAEKC CIPUIHATTS KOPYIIIT
(aur. Corruption Perceptions Index, CPI) 3a 2022 Ta pik, Ta i B3araji 3a MUHYJI POKH
BOA4a€eThCS BIANOBIAHA TEHACHLIA COPUUHSTTS KOPYIIIIi.

Cranom Ha 2022 pik igaekc (CPI) odomtoe Jlanisa 13 HaOpanumu 90 GaniB 13
moxuBux 100. 3a Hero Binpasy Oinnanais ta Hosa 3enangis 13 87 6anamu. HactymnHi
Hopgeris (84 6anu), Ciaramyp (83 6anu), [lIBemis (83 6anu), lBeinapis (82 6amm).
Bci 1i kpainu MarOTh BITHOCHO HEBEJIUKY IIJIOINIY Ta BIHOCHO HEBEJIMKE HACEJICHHS,
110 ITPOXKMBAE Ha ITiH 1roIti. BiqHOCHO BEIMKOO 3a INIONICIO Ta HaceneHHsM € Kanana
13 74 OGamamu sika craHoMm Ha 2022 pik mepeOyBae Ha 14 moswmilii, 10 € Kpamum
pe3yJIbTaTOM cepell KpaiH 3 BEMUKOO TUIOMICHO.

[anexc (CPI) moka3ye peTHHT B SKOMY BIOPSIIKOBaHI 3a MOKA3HUKOM PIBHS
KOPYMIIii, SIKKA TPYHTYEThCA HA OLIHKAaxX MIANPUEMIIB Ta AHAJITUKIB, a TaKOX
0a3yeThCsi HA JEKUTBKOX HE3aleKHUX OMUTYBAHHSIX, y KOTpUX OEpyTh ydacTb
MDKHapOH1 (DIHAHCOBI Ta MPaBO3aXHCHI €KCIIEPTH, B TOMY YHCIl 3 A3IHCHKOrO Ta
Adpukancekoro 0aHkiB po3BUTKY, CBITOBOro 0aHKy Ta MIKHApOJHOI opraHizarii
Freedom House.

Bummii pe3ynbTaT o/iHI€l KpaiHM y MOPIBHSAHHI 3 1HIIOK HE O3HAYae, 110 B
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