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ІНФОРМАЦІЙНА БЕЗПЕКА ДЕРЖАВИ: РИЗИКИ ТА ЗАГРОЗИ 

 

 

Kotliar D. O. 

 

INFORMATION SECURITY OF THE STATE: CHALLENGES AND 

THREATS 

 

The living conditions in which our state found itself force us to consider the issue 

of security from a different angle. If a few months ago the world around us seemed 

safe, today's challenges carry a much greater danger than in peacetime. 

Together with killing Ukrainians every day, the aggressor state does carries out 

information attacks on the Ukrainian population, seeking to spread fear and panic in 

society with the help of fake information, destabilize the political and socio-economic 

situation in Ukraine. 

We are witnesses of how the informational influence aimed at the human 

consciousness is carried out. The object of this influence is both individuals, groups of 

individuals, and entire states. Psychological influence is carried out with the help of 

mass media, and the basis for using such influence is ease of perception and 

superficiality. The creation of mass information attacks, bots, and fakes, as evidenced 

by modern realities, are effective tools for public disorientation, intimidation, 

manipulation, and panic. Specially created information resources train a person to 

mindlessly perceive information and believe in it. All this creates relevant threats in 

the field of information security of the state. 

The word "threat" in information security means that anyone or anything is at 

risk of any negative influence in the field of information activity. Threats can be 

internal, caused by the subject of information relations due to insufficient qualification, 

understanding of processes and consequences or criminal intent, and external. Threats 

include impacts such as hacking and failure of authorized bodies to identify and 

respond to threats; errors in the strategy of the political course regarding the system of 

adoption of laws and their implementation; the level of information culture of society 

and the authorities establishment; socio-economic conditions of society and the state. 

But the main threat to information security under the conditions of martial law remains 

disinformation and information operations aimed at eliminating the independence of 

Ukraine [1]. 

In order to ensure information security in Ukraine, the "Doctrine of Information 

Security of Ukraine" was approved by the Decree of the President of Ukraine dated 

February 25, 2017 [2]. In the current conditions of war, on March 18, 2022, RNBO 

decision "Regarding the implementation of a unified information policy under martial 

law" was adopted, in which it was determined that under martial law, the 

implementation of a unified information policy is a priority issue of national security" 

[3]. Currently, the Center for countering disinformation at the National Security and 

Defense Council of Ukraine also operates in Ukraine. On its website you can 

familiarize yourself with current information and events in this area. 
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Thus, the main tool of Ukraine's fight against Russian disinformation during 

martial law is the truth, which must be conveyed not only to domestic, but also to 

foreign audiences. 

Media culture and media literacy of society are also of great importance. It is 

worth paying attention to the fact that in conditions where a whole set of information 

is designed to manipulate public opinion, human consciousness and is presented using 

physiological and psychological methods and means of its perception, the issue of a 

low level of information culture, which causes a decrease in a person's capacity for 

critical perception, analysis and assessment of received information becomes 

important. In this case, the ability to form one's own opinion is practically absent. 

Today, the term "emotional fake" is actively used, when using emotionally colored 

words, information is spread that affects the human psyche and allows it to be 

manipulated. Therefore, the priority task of the state is to promote the formation of 

society's information culture. One of the elements of such a culture is the ability to 

analyze information and filter the sources of its distribution. 

For example, when Russian aggressors launched a rocket attack on a residential 

building in Odesa, as a result of which eight people died and 18 were injured, they tried 

to remove responsibility for what was done by first spreading a fake that they had hit a 

military facility, then after it the exposure of the military object turned into some kind 

of oil depot. And this lie was exposed by the Odesa city government, which published 

a photo from the scene of the tragedy. Then Russian propagandists invented a new fake 

that the apartment building was a victim of Ukrainian anti-aircraft fire. However, even 

this enemy fake was refuted by a photo of a house with characteristic destruction from 

missile strikes [4]. This is far from the first fake Kremlin propaganda, Russian 

propaganda has already tried repeatedly to hide its involvement in the mass death of 

Ukrainians. A vivid example of this is the missile attack on the railway station in 

Kramatorsk, when the Kremlin was initially happy about the destruction of the 

"military infrastructure in Kramatorsk". When the truth about the murder of half a 

hundred civilians became known, the Russians immediately deleted all their "news" 

and blamed our state for everything" [1]. In order for the enemy's lies not to have a 

negative impact on the population, it is necessary, if possible, to expose all fakes that 

are launched into the Ukrainian information space. This will enable citizens not only 

to receive true information, but also to feel the support of the government, which is 

constantly in touch with them. 

In view of the above, in order to prevent and counteract modern information 

threats, it is necessary not only to adopt a regulatory basis, but also to ensure the 

functioning of the institutional mechanism for ensuring information security, including 

the educational component. We are talking about the consistent systematic activity of 

state and legal institutions that would effectively implement national interests in the 

information sphere, would be able not only to respond in time to the spread of 

information fakes and false information, but would also be able to prevent information 

conflicts in general and shape the information culture of society in general. 

 

 

 



281 

References: 

1. V. V. Ostroukhov, V. M. Petryk, M. M. Prysiazhniuk (2010) Information 

security (social and legal aspects). Kyiv: KNT [in Ukrainian]. 

2. On the decision of the National Security and Defense Council of Ukraine 

dated December 29, 2016 "On the Information Security Doctrine of Ukraine": Decree 

of the President of Ukraine dated February 25, 2017 № 47/2017 Retrieved from: 

https://zakon.rada.gov.ua/go/47/2017 

3. On the decision of the National Security and Defense Council of Ukraine 

dated March 18, 2022 "Regarding the implementation of a unified information policy 

under martial law": Decree of the President of Ukraine dated March 19, 2022 № 

152/2022 Retrieved from: https://zakon.rada.gov.ua/go/152/2022 

4. The Russians tried to pass off the shelled residential building in Odesa as 

a "military object" - Strategic Communications Center. Retrieved from: 

https://nv.ua/ukr/odesa/rosiyani-namagalis-vidatiobstrilyaniy-zhitloviy-budinok-v-

odesi-za-viyskoviyob-yekt-50236728.html 

 

 

Астахов В. Д. 

 

УСПІШНИЙ ЕКОНОМІЧНИЙ СТАН КРАЇНИ ЯК ЗАПОРУКА 

УСПІШНОЇ БОРОТЬБИ З КОРУПЦІЄЮ 

 

Постановка проблеми. Проблема корупції в Україні та світі є однією із 

актуальніших проблем. Посадові особи які можуть піддаватися неправомірній 

вигоді зазвичай більше піддаються в тих країнах, де слаборозвинена економіка. 

Через що, першочергово потрібно звернути увагу на економічний розвиток, 

створити умови для існування посадових осіб та просто громадян, лише потім на 

заходи боротьби з корупцією. 

Виклад основного матеріалу. Якщо розглянути Індекс сприйняття корупції 

(англ. Corruption Perceptions Index, CPI) за 2022 та рік, та і взагалі за минулі роки 

вбачається відповідна тенденція сприйняття корупції. 

Станом на 2022 рік індекс (CPI) очолює Данія із набраними 90 балів із 

можливих 100. За нею відразу Фінляндія та Нова Зеландія із 87 балами. Наступні 

Норвегія (84 бали), Сінгапур (83 бали), Швеція (83 бали), Швейцарія (82 бали). 

Всі ці країни мають відносно невелику площу та відносно невелике населення, 

що проживає на цій площі. Відносно великою за площею та населенням є Канада 

із 74 балами яка станом на 2022 рік перебуває на 14 позиції, що є кращим 

результатом серед країн з великою площею. 

Індекс (CPI) показує рейтинг в якому впорядковані за показником рівня 

корупції, який ґрунтується на оцінках підприємців та аналітиків, а також 

базується на декількох незалежних опитуваннях, у котрих беруть участь 

міжнародні фінансові та правозахисні експерти, в тому числі з Азійського та 

Африканського банків розвитку, Світового банку та міжнародної організації 

Freedom House. 

Вищий результат однієї країни у порівнянні з іншою не означає, що в 
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