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Ha ocnosi mexnonozii noeonamnms 00H00ONepanonux onepauiic cmpozozo cmitkozo
Kpunmozpagiuiozo KoOyeamus 3anponorHo8amno nioxio, sxuil 00360156 CUHMESYEaAmu
obepreni onepauii s 6i00MUX NPAMUX OBOPOIPAOHUX OBOXONEPAHOHUX ONEPALill CMPO-
2020 CMIlIKO20 Kpunmozpapiuiozo nepemeopenns ingopmauii. Y cmammi na npuxiaoi
nobydosu 00Hici onepauyii po3eiadacmoves 6Cs NOCIO0BHICTD MAMEMAMUUHUX NEPEMEO-
penv, axa 3abesneuye cunmes Hopmanizosanoi mooeni onepauii, npuoammoi O npaKmu-
H020 3acmocysanus 6 Kpunmonpumimusax. Cunmesosani onepauii peanidyromuvcs sK
Ha NPOZPAMHOMY, MAK | HA ANAPAMHOMY PIBHAX, W0 3abe3neuye npocmomy 00CsZHeH s
eexmy cmpozozo cMilikozo Kpunmozpapiunozo KooyeaHms.

Kmouoei caosa: kpunmozpagiune xodysanns, dexodyeanis, obepneni onepauii,
KpunmonepemeopeHis, NepecmanosKil, HaAoiHicmy Wuppyeanms, cmpoze cmilike Kpunmo-
epaghiune Kooysamumns, cunmes onepauill.

Ha ocnoee mexnonozuu couemanust 00HOONEPAHOHbIX ONEPALULL CIPO2020 YCMOUMU-
8020 Kpunmozpaguueckozo KoOuposanus npednoxcer nooxood, KOmopwvlid no3eojisem
CUNME3UPOBAML 0OPAMHbIE ONEPALUL 0L USBECIMHBIX NPAMBIX O8YXPASPAOHBIX O8YXONe-
PAHOHBIX ONePayuii Cmpozozo YCMoUUUe0z0 KPUNmozpapuueckozo npeobpasosanus
ungpopmayuu. B cmamve na npumepe nocmpoenusi 00HOU onepavyuL PAccmMampusaemcs
8Cs1 NOCAE008AMENLHOCID MAMEMAMUUECKUX NPeodpasosanuil, Komopas obecneuusaem
cunme3s QoOpPMAIU306aHHOU MOOELU ONEPALUUU NPUZOOHOT OJLst NPAKMUUECKO20 NPUMEHEHUS.
6 kpunmonpumumusax. CUHMEeUPOBaHHble ONEPAUUU PEATUIYIOMCS KAK HA NPOZPAMMHOM
Max u Ha annapammom YposHsx, umo obecneuusaem npocmomy 0ocmudxncerus. dgpexma
CMPO2020 YCMOUMUB020 KPUNMOZPADUUECKOU KOOUPOBAHUL.

Knoueswvte cnosa: xpunmozpaguuecroe xoduposanue, dexoduposamue, obpammuie
onepayuL, Kpunmonpeoopasoeanius, NEPecmanosKu, HA0eHCHOCMb WUPPOBAHUSL, CIMPO20e
YCMouusoe Kpunmozpaguueckoe Koouposanue, cunmes onepayuil.
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ITocranoBka nmpooOsemu. Ha cporozani indopmariiiina Oesrneka cra€ OofHUM i3
HAWTIPIOPITETHINIMX HAMIPSIMIB YCIIITHOTO PO3BUTKY OY/Ib-SIKOTO CYCITiJIbCTBA. 3POCTAHHS
piBHs KiGep30unHHOCTI TIOTpeby€e PO3POOKK HOBHMX Ta MOCTIHHOTO BIOCKOHAJEHHS
BJKe iCHyIounX 3ac00iB 3axucTy iH(OPMAIITHIX PecypciB. Y HepIiy Yepry, 1e CTOCYEThCS
kpurnroradiuyroro 3axucry indopmariii. CydacHa KPUIITOJIOTisI PO3BUBAETHCS 3a OaraTbma
MEePCIEeKTUBHUMU HAllPAMaMHU, OJIUM 3 IKUX € CUHTe3 HOBUX Ollepalliil KpUITonepeTBo-
PEHHSI.

AJte cJtiji 3a3HAYNTH, IO MIISIXK TOOY/I0BU HOBUX OTIEPaIliil KpUIITOTIEPETBOPEHHS
JUUIST TIOTOKOBOTO Ta OJIOKOBOTO IMU(MPYBAaHHS 3aIUIIAI0THCS HEJOCTATHHO BUBYCHUMHU.
Tako HeTOCTaTHLO YBATry MPUIIIETHCS i MUTAHHAM 3aCTOCYBaHHSI HOBUX CUHTE30BaHUX
oTIepartiii CTPOTOTO CTIMKOTO KPUTITOTPA(GIYHOTO KOAYBAHHS B CyYaCHUX KPUTITOQJITOPUT-
Max.

AHaJji3 ocTaHHIX JOCTiKeHb i myOmiKamii

Buepiiie kputepiii cTpororo cTiikoro KotyBaHHsI /Il OIIHKU SIKOCTi eJleMeHTapHUX
(byHKIII i onepariiii, 3 IKUX OYAYIOTHCS AJITOPUTMU KPUITTOIIEPETBOPEHHS, 3aIIPOITOHO-
BaHO B pobori [1]. [ToOymoBi ogHOONEpaHAHNX OMEpaIliil CTPOrOTo CTIKOTO KOyBaHHS
npucsstueri pobotu [2—3]. TIpore OCHOBHUM HEZOJIKOM IMX OTepalliii € oOMeKeHe
KOJIO 3a/1a4, /ie BOHU MOXKYTb 3aCTOCOBYBATHUCS, TOPiBHAHO 3 JIBOXOIIEPAH/IHUMU Ollepa-
isimu [4]. OxHoMY i3 mix0/iB TOOYA0BH HOBUX JBOXOIEPAaHAHMUX OIepalliii Ha OCHOBI
epecTaHOBOK MpHCBsaueHo pobotu [5—6]. Ileit miaxiza 3abe3neuns moOyA0BY IPUAATHIX
JIJIs1 TPAKTUYHOTO 3aCTOCYBaHHs orepalliid. [Ipore orpumani onepaiiii He 32/10BOJIBHAIOTD
KPHUTEPIll CTPOroOro CTIKOTO KOAyBaHHsI, a CHHTe3y OOepPHEHUX Olepalliil yBara B3araJi
He [IPUALIAIACA.

Metoio poGOTH € MOETIOBaHHS OOEPHEHUX IBOPO3PSIAHUX JBOXOMEPAHIHUX
oriepaillii CTPOTOro CTIHKOTO KpUnTOorpadivyHOro mepeTBOPEeHHs /IJIsi 3aCTOCYBaHHS B
MOTOKOBUX i GJIOKOBUX M pax.

OcHoBHUII MaTepiaJ

OcKiJbKM CHHTE30BaHa omepailiss OyayBajacs sl 3aCTOCYBaHHSI B TIOTOKOBHX
mudpax, To JAOMIIbHO CHHTE3 00epPHEHOI orepallii MPOBONTH 3 BPaXyBaHHSIM MOKJIMBOCTI
BUKOPHMCTAHHS B MPSIMOMY Ta 00epHEHOMY KaHa/Iax MndPyBaHHs OJHAKOBUX TaMyOUNX
[IOCJIiIOBHOCTEN.

Jlnst Bupiments 1iel 3amayi HEOOXiTHO B MOJEJSX JBOXONEPAHIHUX OTleparliil
PSIMOTO i 0OEPHEHOTO KPHUIITOIIEPETBOPEHHST BUKOPUCTOBYBATH OJIHAKOBI KO/ KOMAaH/I
YIIPABJIHHS IS IPSIMUX i 0OEPHEHNX OHOONEPAHIHIX OTlepaIliil.

Y pobori [5] HaBeneni yorupu omnepaitii, SKi BiAOBiZAIOTH KPUTEPIIO CTPOrOro
CTilIKOTO KO/IyBaHHS, a caMe:

F = K
310 = X, ®1 @))
[x, @1
Fys = X (2)
L2 .
FS,IZ - _xl @ 1_ (3)
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x, ®1
E0,3 =
X

[lns omHOoOMepanmHUX orepalliii kpunTtornepeTBopeHHs (1—4), Ha OCHOBiI SKUX

(4)

3a0e31euy€eThest CTpore crilike kpunrorpadivte KoayBaHHs, 00epHeH] 0OHOOIEePaHIH]
otepaitii HaBezieHi B [7].

()

(6)

(7

(8)

Hoéyﬂy(—:Mo o6epHeHy orepallito /Js1 IBOPO3PSIAHOI oTlepallii cTpororo cTiikoro

03_10,12_5,5_12,10_3 = {

kpunirorpadiuaoro koayBanus (9):
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Ocxkinbku 119 omnepailig 3agana mozestio (10)
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To/i 3 BpaxyBaHHsM (5—8) oTpuMmaeMo 0OepHEHY oIlepalilo CTPOroro Ciiikoro
kpunrorpadiunoro nepeBopenns (11):
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CxopucTtaeMOCsT TEXHOJIOTI€EI0 CUHTE3Y BOXOIEPAH/IHUX OTepalliil KpUMITOTepe-
TBOPEHHS Ha OCHOBI OJHOOINEPAHIHUX JJIst TI0O0YA0BU 00epHEHOI onepartii.
Buxomauu 3 (5), MO/IeJIb CIIPOIIEHO] ornepaitii 0e3 BpaxyBaHHH iHBepCilt 6yzle 3a-

nana Bupasom (12):
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,akuo k, =1; k, =1

[Tobymyemo mBOXOIMEpaH/IHY omepalliio 00pobKy curHaiB iHnBepcii. Momenp 1€l
orrepariil BimoBiHo 10 (5) MOKHA TIPEACTABUTH:
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[TeperBOoprMO 0GepHEHY ofepailifo 0OpoOKK CUTHAIB iHBepCii 3 ypaxyBaHHSIM
3Ha4YeHb KOMaH/| peasisallii B AKOCTi APYTrOro aprymMeHTy:
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Ha ocHoBi momaBanus 3a MmojyJieM /iBa Mmojiesieii (6) i (7) i orpumaemo oriepaitito
d .
03710,1275,1275,3710 (14)-

xl-la@axz-kl}@{kz@kz }{xl-a@xz-kl@kz@kz

0! - ! !
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[IpencraBumo obepHeny omepailiio (14) sk onepariiiio 0OpoOKK IBOX apryMeHTIiB

(15):

Xy ®x,y®ydy, }

Od = _
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(15)

OO6epHeHa ormepailist CTPOroro CTifikoro KpumrorpadidHoro kogaysants (15), sk
i mpsama omepaitig (9), MpocTo peasi3yloThesl SIK Ha allapaTHOMY, TaK i MPOrPaMHOMY
PIBHAX.

3acrocyBaHHsI TPsIMOI i 0OepHEHOI JABOPO3PSAHOI JBOXOIEPAHIHOI oreparii
CTPOTOTO CTiMKOrOo KpUNTOTrpadivyHOro KOAYBaHHS B METOJi MiIBUIIEHHS CTiHKOCTi i
HaAiHOCTI 1IOTOKOBOTO ImndpyBaHHsa [5] 3abe31me4nTh CTBOPEHHSI HOBHUX SIKiCHUX
MOZKJINBOCTEN JIJIs1 PO3POOHUKIB TIOTOKOBUX MIM(PIB.
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BucHoBku
TakuM YMHOM, TIPOBE/IEHE JIOCIIIZKEHHS JIaJI0 3MOTY PO3POOMTH MOJIE/Ib 0O0EPHEHOTO
JIBOPO3PSITHOTO JIBOXOMEPAHTHOTO CTPOTOTO CTIKOTO KPUTITOTPAiTHOTO TTePEeTBOPEHHS.
[ToexHaHHS OTPUMAHOTO OOEPHEHOTO IEPETBOPEHHS PA30OM i3 MPSIMKUM P peastizaliil
METO/y TIABUINEHHS CTIfKOCTI i HamilHOCTI MOTOKOBOTO MM pyBaHHsS 3a0€3MEYNTh
MaKCUMaJIbHy HEBU3HAYEHICTb Pe3y/IbTaTiB KPUIITOIIEPETBOPEHHA HE3aIeKHO BiJ| AKOCTI
ramy104muXx IOCJiIOBHOCTEN.
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SYNTHESIS OF THE INVERSE TWO-BIT TWO-OPERAND
OPERATIONS OF STRONG CRYPTOGRAPHIC ENCODING

Construction the new algorithms of stream and block cipher is inextricably
linked with the synthesis of new cryptographic transformation operations. Particular
attention deserve the operations that in the process of information transformation on
the basis of the subdued sequence provide the achievement of strong cryptographic
encoding, which means the maximum uncertainty of the cryptographic transformation
results. However, it was paid not enough attention to the synthesis of these operations
nowadays, and the processes of constructing the inverse operations of strong cryptographic
coding were not studied at all.

The purpose of the work is to simulate the inverse two-bit two-operand operations
of strong cryptographic transformation for usage in stream and block ciphers. For
reaching the purpose, the necessity of using one subdued sequence for direct and
inverse transformation was taken into account.

An approach that allows synthesizing reverse operations for known direct two-
bit two-operand operations of strong cryptographic information transformation, based
on the technology of combining single-operand operations of strong cryptographic
encoding, is proposed. The entire sequence of mathematical transformations, which
provides the synthesis of a formalized operation model suitable for practical application
in cryptographic primitives, is considered in the article on the example of one operation’s
construction. Synthesized operations are implemented on the software level as well as
on the hardware level, which provides an ease of reaching the effect of strong
cryptographic encoding.

Thus, the research made it possible to develop a model of an inverse two-bit two-
operand strong cryptographic transformation. The combination of the obtained inverse
transformation with the direct at implementation the method of increasing the stability
and reliability of stream encryption will provide maximum uncertainty for the results
of cryptographic transformation, regardless of the subdued sequences’ quality.

Keywords: cryptographic encryption, decryption, inverse operations, cryptographic
transformations, permutations, reliability of encryption, strong cryptographic encoding,
synthesis of operations.
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