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Ïîñòàíîâêà ïðîáëåìè. Íà ñüîãîäí³ ³íôîðìàö³éíà áåçïåêà ñòàº îäíèì ³ç
íàéïð³îð³òåòí³øèõ íàïðÿì³â óñï³øíîãî ðîçâèòêó áóäü-ÿêîãî ñóñï³ëüñòâà. Çðîñòàííÿ
ð³âíÿ ê³áåðçëî÷èííîñò³ ïîòðåáóº ðîçðîáêè íîâèõ òà ïîñò³éíîãî âäîñêîíàëåííÿ
âæå ³ñíóþ÷èõ çàñîá³â çàõèñòó ³íôîðìàö³éíèõ ðåñóðñ³â. Ó ïåðøó ÷åðãó, öå ñòîñóºòüñÿ
êðèïòîãàô³÷íîãî çàõèñòó ³íôîðìàö³¿. Ñó÷àñíà êðèïòîëîã³ÿ ðîçâèâàºòüñÿ çà áàãàòüìà
ïåðñïåêòèâíèìè íàïðÿìàìè, îäèì ç ÿêèõ º ñèíòåç íîâèõ îïåðàö³é êðèïòîïåðåòâî-
ðåííÿ.

Àëå ñë³ä çàçíà÷èòè, ùî øëÿõè ïîáóäîâè íîâèõ îïåðàö³é êðèïòîïåðåòâîðåííÿ
äëÿ ïîòîêîâîãî òà áëîêîâîãî øèôðóâàííÿ çàëèøàþòüñÿ íåäîñòàòíüî âèâ÷åíèìè.
Tàêîæ íåäîñòàòíüî óâàãè ïðèä³ëÿºòüñÿ ³ ïèòàííÿì çàñòîñóâàííÿ íîâèõ ñèíòåçîâàíèõ
îïåðàö³é ñòðîãîãî ñò³éêîãî êðèïòîãðàô³÷íîãî êîäóâàííÿ â ñó÷àñíèõ êðèïòîàëãîðèò-
ìàõ.

Àíàë³ç îñòàíí³õ äîñë³äæåíü ³ ïóáë³êàö³é
Âïåðøå êðèòåð³é ñòðîãîãî ñò³éêîãî êîäóâàííÿ äëÿ îö³íêè ÿêîñò³ åëåìåíòàðíèõ

ôóíêö³é ³ îïåðàö³é, ç ÿêèõ áóäóþòüñÿ àëãîðèòìè êðèïòîïåðåòâîðåííÿ, çàïðîïîíî-
âàíî â ðîáîò³ [1]. Ïîáóäîâ³ îäíîîïåðàíäíèõ îïåðàö³é ñòðîãîãî ñò³éêîãî êîäóâàííÿ
ïðèñâÿ÷åí³ ðîáîòè [2–3]. Ïðîòå îñíîâíèì íåäîë³êîì öèõ îïåðàö³é º îáìåæåíå
êîëî çàäà÷, äå âîíè ìîæóòü çàñòîñîâóâàòèñÿ, ïîð³âíÿíî ç äâîõîïåðàíäíèìè îïåðà-
ö³ÿìè [4]. Îäíîìó ³ç ï³äõîä³â ïîáóäîâè íîâèõ äâîõîïåðàíäíèõ îïåðàö³é íà îñíîâ³
ïåðåñòàíîâîê ïðèñâÿ÷åíî ðîáîòè [5–6]. Öåé ï³äõ³ä çàáåçïå÷èâ ïîáóäîâó ïðèäàòíèõ
äëÿ ïðàêòè÷íîãî çàñòîñóâàííÿ îïåðàö³é. Ïðîòå îòðèìàí³ îïåðàö³¿ íå çàäîâîëüíÿþòü
êðèòåð³é ñòðîãîãî ñò³éêîãî êîäóâàííÿ, à ñèíòåçó îáåðíåíèõ îïåðàö³é óâàãà âçàãàë³
íå ïðèä³ëÿëàñÿ.

Ìåòîþ ðîáîòè º ìîäåëþâàííÿ îáåðíåíèõ äâîðîçðÿäíèõ äâîõîïåðàíäíèõ
îïåðàö³é ñòðîãîãî ñò³éêîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ äëÿ çàñòîñóâàííÿ â
ïîòîêîâèõ ³ áëîêîâèõ øèôðàõ.

Îñíîâíèé ìàòåð³àë
Îñê³ëüêè ñèíòåçîâàíà îïåðàö³ÿ áóäóâàëàñÿ äëÿ çàñòîñóâàííÿ â ïîòîêîâèõ

øèôðàõ, òî äîö³ëüíî ñèíòåç îáåðíåíî¿ îïåðàö³¿ ïðîâîäèòè ç âðàõóâàííÿì ìîæëèâîñò³
âèêîðèñòàííÿ â ïðÿìîìó òà îáåðíåíîìó êàíàëàõ øèôðóâàííÿ îäíàêîâèõ ãàìóþ÷èõ
ïîñë³äîâíîñòåé.

Äëÿ âèð³øåííÿ ö³º¿ çàäà÷³ íåîáõ³äíî â ìîäåëÿõ äâîõîïåðàíäíèõ îïåðàö³é
ïðÿìîãî ³ îáåðíåíîãî êðèïòîïåðåòâîðåííÿ âèêîðèñòîâóâàòè îäíàêîâ³ êîäè êîìàíä
óïðàâë³ííÿ äëÿ ïðÿìèõ ³ îáåðíåíèõ îäíîîïåðàíäíèõ îïåðàö³é.

Ó ðîáîò³ [5] íàâåäåí³ ÷îòèðè îïåðàö³¿, ÿê³ â³äïîâ³äàþòü êðèòåð³þ ñòðîãîãî
ñò³éêîãî êîäóâàííÿ, à ñàìå:
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Äëÿ îäíîîïåðàíäíèõ îïåðàö³é êðèïòîïåðåòâîðåííÿ (1–4), íà îñíîâ³ ÿêèõ
çàáåçïå÷óºòüñÿ ñòðîãå ñò³éêå êðèïòîãðàô³÷íå êîäóâàííÿ, îáåðíåí³ îäíîîïåðàíäí³
îïåðàö³¿ íàâåäåí³ â [7].
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Ïîáóäóºìî îáåðíåíó îïåðàö³þ äëÿ äâîðîçðÿäíî¿ îïåðàö³¿ ñòðîãîãî ñò³éêîãî
êðèïòîãðàô³÷íîãî êîäóâàííÿ (9):
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êðèïòîãðàô³÷íîãî ïåðåâîðåííÿ (11):
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Ñêîðèñòàºìîñÿ òåõíîëîã³ºþ ñèíòåçó äâîõîïåðàíäíèõ îïåðàö³é êðèïòîïåðå-
òâîðåííÿ íà îñíîâ³ îäíîîïåðàíäíèõ äëÿ ïîáóäîâè îáåðíåíî¿ îïåðàö³¿.

Âèõîäÿ÷è ç (5), ìîäåëü ñïðîùåíî¿ îïåðàö³¿ áåç âðàõóâàííÿ ³íâåðñ³é áóäå çà-
äàíà âèðàçîì (12):
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Ïîáóäóºìî äâîõîïåðàíäíó îïåðàö³þ îáðîáêè ñèãíàë³â ³íâåðñ³¿. Ìîäåëü ö³º¿
îïåðàö³¿ â³äïîâ³äíî äî (5) ìîæíà ïðåäñòàâèòè:
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.

Ïåðåòâîðèìî îáåðíåíó îïåðàö³þ îáðîáêè ñèãíàë³â ³íâåðñ³¿ ç óðàõóâàííÿì
çíà÷åíü êîìàíä ðåàë³çàö³¿ â ÿêîñò³ äðóãîãî àðãóìåíòó:
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Ïðåäñòàâèìî îáåðíåíó îïåðàö³þ (14) ÿê îïåðàö³þ îáðîáêè äâîõ àðãóìåíò³â
(15):












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. (15)

Îáåðíåíà îïåðàö³ÿ ñòðîãîãî ñò³éêîãî êðèïòîãðàô³÷íîãî êîäóâàííÿ (15), ÿê
³ ïðÿìà îïåðàö³ÿ (9), ïðîñòî ðåàë³çóþòüñÿ ÿê íà àïàðàòíîìó, òàê ³ ïðîãðàìíîìó
ð³âíÿõ.

Çàñòîñóâàííÿ ïðÿìî¿ ³ îáåðíåíî¿ äâîðîçðÿäíî¿ äâîõîïåðàíäíî¿ îïåðàö³¿
ñòðîãîãî ñò³éêîãî êðèïòîãðàô³÷íîãî êîäóâàííÿ â ìåòîä³ ï³äâèùåííÿ ñò³éêîñò³ ³
íàä³éíîñò³ ïîòîêîâîãî øèôðóâàííÿ [5] çàáåçïå÷èòü ñòâîðåííÿ íîâèõ ÿê³ñíèõ
ìîæëèâîñòåé äëÿ ðîçðîáíèê³â ïîòîêîâèõ øèôð³â.
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Âèñíîâêè
Òàêèì ÷èíîì, ïðîâåäåíå äîñë³äæåííÿ äàëî çìîãó ðîçðîáèòè ìîäåëü îáåðíåíîãî

äâîðîçðÿäíîãî äâîõîïåðàíäíîãî ñòðîãîãî ñò³éêîãî êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ.
Ïîºäíàííÿ îòðèìàíîãî îáåðíåíîãî ïåðåòâîðåííÿ ðàçîì ³ç ïðÿìèì ïðè ðåàë³çàö³¿
ìåòîäó ï³äâèùåííÿ ñò³éêîñò³ ³ íàä³éíîñò³ ïîòîêîâîãî øèôðóâàííÿ çàáåçïå÷èòü
ìàêñèìàëüíó íåâèçíà÷åí³ñòü ðåçóëüòàò³â êðèïòîïåðåòâîðåííÿ íåçàëåæíî â³ä ÿêîñò³
ãàìóþ÷èõ ïîñë³äîâíîñòåé.
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SYNTHESIS OF THE INVERSE TWO-BIT TWO-OPERAND 
OPERATIONS OF STRONG CRYPTOGRAPHIC ENCODING

Construction the new algorithms of stream and block cipher is inextricably
linked with the synthesis of new cryptographic transformation operations. Particular
attention deserve the operations that in the process of information transformation on
the basis of the subdued sequence provide the achievement of strong cryptographic
encoding, which means the maximum uncertainty of the cryptographic transformation
results. However, it was paid not enough attention to the synthesis of these operations
nowadays, and the processes of constructing the inverse operations of strong cryptographic
coding were not studied at all.

The purpose of the work is to simulate the inverse two-bit two-operand operations
of strong cryptographic transformation for usage in stream and block ciphers. For
reaching the purpose, the necessity of using one subdued sequence for direct and
inverse transformation was taken into account.

An approach that allows synthesizing reverse operations for known direct two-
bit two-operand operations of strong cryptographic information transformation, based
on the technology of combining single-operand operations of strong cryptographic
encoding, is proposed. The entire sequence of mathematical transformations, which
provides the synthesis of a formalized operation model suitable for practical application
in cryptographic primitives, is considered in the article on the example of one operation’s
construction. Synthesized operations are implemented on the software level as well as
on the hardware level, which provides an ease of reaching the effect of strong
cryptographic encoding.

Thus, the research made it possible to develop a model of an inverse two-bit two-
operand strong cryptographic transformation. The combination of the obtained inverse
transformation with the direct at implementation the method of increasing the stability
and reliability of stream encryption will provide maximum uncertainty for the results
of cryptographic transformation, regardless of the subdued sequences’ quality.

Keywords: cryptographic encryption, decryption, inverse operations, cryptographic
transformations, permutations, reliability of encryption, strong cryptographic encoding,
synthesis of operations.
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