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VY 30ipHHKY NOJAHO TE3H JOIOBifeil AecsTol MiKHAPOAHOI HAYKOBO-TEXHIYHOI KOH(epeHmil
“IIpo6emu inpopmaTH3anii”. Po3rissHyTi NUTaHHS 32 TAKMMH HalpsMaMH: iH(OpMaTH3alis HaBYaIb-
HOTO IIPOIIECy; 3aCTOCYBaHHs, eKCILTyaTalis Ta Oe3neka (pyHKIIOHYBaHHS TEICKOMYHIKAI[IHHUX CHCTEM
Ta MepeX; KOMIT'FOTepHI MeToH i 3aco0H iH(pOpMaLifHUX TEXHOJIOTIH Ta yNpaBIiHHSI; METOMH IUBUA-
Ko Ta J0CTOBIpHOT 0OPOOKH NaHUX B KOMII IOTEPHHX CHCTEMax Ta Mepekax; LUBiIbpHA Oe3neka (iHdo-
pManiifHa miaTpUMKa); cydacHi iHpopManiiiHO-BUMIPIOBAIILHI CHCTEMH.

3aTBepKeHO 0 OpyKy pimeHHsIM BueHoi paan Uepkacbkoro aep)kaBHOTO TEXHOJIO-
riunoro yHniBepcurery (nporokon Big 21.11.2022 Ne 6).

OPTAHI3ALIIHHAY KOMITET KOH®EPEHIJII
Cnigeono6u opexomimemy:
TAIINMOB Enbruau Tisic ornu (0.1.6. & 6.1., npogh., BA 3C AP, Baxy, Azepb6aiiocan);
KAPIIIHCBHKI Mixkonaii (0.x., npog., Yuisepcumem Benvcoko-bsna, lonvwa),
KOBAJIEHKO Awunupiit Anaroniitosuy (0.m.n., npog., XHYPE, Xapkie, Yrpaina),
KOCEHKO Bikrop Bacunsosuu (0.m.w., npo., 1T "IT]] ITIKHII AIT", Xapkis),
KYUYVK Teopriit AnaroniiioBud (0.m.u., npoch., HTY «XIIl», Xapxkis, Yrpaina);
PYIHULIbKWIA Bonogumup Mukomaitosud (0.m.n., npog., YHATY, Yepracu, Ypaina).
Ynenu opexomimemy:

BABEHKO Bipa I'puropisna (0.m.u., ooy., YATY, Yepkacu, Vkpaina),
T'JIABYEB Makcum Iroposuu (k.e.n., ooy., HTY «XI1l», Xapkis, Ykpaina),
['JINBA Baneutun Anaroniiiosud (0.m.u., npog., KHYFA, Kuis, Ykpaina),
3AI7IL[EBA €nena (k.m.i., npog., Ynisepcumem micma Kunina, Kunina, Crosauuuna),
KAJIIHIH €srewiit IBanosuy (0.m.1., npogh., HY BplIxkV, Kuis, Vkpaina),
KOJIOMIMLIEB Onexciit Bomogumuposud (0.m.n., npogp., HTY «XITly, Xapxis, Yrpaina);
KPACHOBAEB Bikrtop AnarouniiioBud (0.m.n., npog., XHY, Xapris, Ykpaina);
JIEBAIIEHKO Biraniii (.m.m., npog., Yuisepcumem micma JKunina, 2Kunina, Crosauuuna);
JIEBUEHKO Jlapuca Onexciiua (0.m.n., ooy., HTVY «KIIl», Kuis, Yrpaina);
JIEIIEHKO Onekcannp bopucosud (k.m.n., ooy., HAY «XAI», Xapkie, Yrpaina),
MIXAJIb Oner [Mununosuy (0.m.u,, doy., XHYPE, Xapkis, Yrpaina),
MOXAEB Onekcannp Onekcanaposud (0.m.u., npogh., XHY BC, Xapxis, Ykpaina);
PYBAH Irop Bikroposu4 (0.m.1., npog., XHYPE, Xapkie, Yrpaina);
CEMEHOB Cepriii I'ennaniiioBud (0.m.n., npog., XHEY, Xapxis, Ykpaina);
CMIPHOB Onekcanap AnatomniiioBud (0.m.H., npo., LIHTY, Kponuenuyexuii, Ykpaina),
®AVYPE Emins Bitanifiosuy (0.m.n., doy., YATY, Yepracu, Ykpaina),
OEJIOPOBUWY Oser €srenosud (0.m.1., npogh., HAY «XAl», Xapxis, Vkpaina);
OEJIOTOBA-ITIBEHbD Ipuna Muxkonaisua (k.m.n., ooy., YATY, Yepracu, Yrpaina),
IIE®EP Onekcanap Bitaniiiosuy (0.m.n., doy., [THTY, lormasa, Ykpaina).

Cekpemapiam opexomimemy:
KVYUYVK Hina I'eopriisua (0.m.n., npog., HTY «XIIl», Xapxkis, Yrpaina),
JISILUEHKO Onexciit Cepriitosuy (x.m.n,, doy., XHYPE, Xapxie, Y«paina);
MMUWPOHIOK Tetsna BacuniBua (k.m.n., YATY, Yepracu, Ykpaina).

© YJITY, BA 3C AP, YTil'H, HTY “XIII”, XHYPE, "ITJ] TIKH/II AIT", 2022
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Mpobnemu iHopmaTusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

CEKLUIA 1
IHPOPMATU3AUIA HABYAJIBHOIO NMPOLIECY

KepiBuuk cexuii: n1.1.H. npod. B. M. Pynaunexuit, YATY, Yepkacu
Cexkperap cekmii: k.T.H. o1t [. M. ®enorosa-Ilisens, YIATY, Yepkacu

MPOBJIEMATUKA CUCTEMMU JJUCTAHIIIHHOTO HABYAHHSA

ITerpenxko I1.P.
KuiBcrkuii momitexHiuanii iHcTuTyT iMeHi Iropst Cikopebkoro, KuiB, Ykpaina

3a ocTaHHI POKHM HaBYANBHI 3aK/IaJi YKpaiHu Bce Oiiblle MepexosiTh Ha JIH-
CTaHIlifiHe HABYAHHS, TOX CHCTEMa HABYAHHS KapIWHAIBHO 3MIHIOETHCS, K IS
YUHIB, TaK i JJIsi BUKIaAadiB. 3 6araTthbOX MPUYMH NEpexia Ha HOBY CUCTEMY HaB-
YyaHHS BiOyBaBCs HE IUIABHO, a B Jy’Ke IIBHKOMY TeMii. Uepes 11e BUHUKAE psilt
TPYAHOLIIB Ta MpoOJIEM, OJJHOIO 3 IKUX € TEXHIUHE 3abe3neueHns [1].

Takox aucTaHIiiiHe HaBYaHHS MOTPeOYE MOCTIHHOI KOMYHIKallil Ta 3BOpPOT-
HOTO 3B’SI3Ky KOXKHOTO YYaCHHWKa HaBYaJbHOTO Mpolecy. Buurteni moBUHHI mosic-
HUTH HABYAJBHUN MaTepiall 32 JOIOMOTOI0 IU(POBUX TEXHOJIOTIH, KOHTPOJIIOBATH
BUKOHAHHS 3aBJaHb Ta JOIOMAaraTd B iX po3B’si3aHHi. ToMy cydacHi megaroru
MaIoTh SKHAHIIBHUIIE OBOJIOAITH METOAMKOIO JUCTAHLII{HOTO HaBUaHHS, SKa 3apa3
aKTUBHO PO3BHBAETHCS.

Mertor pobOTH € pO3IIIs]] Ta MOLIYK BUPIIICHHS 3HaWACHUX Mpoliem, a ca-
Me: mpobiieMa Opaky y BUMTENIB Ta YYHIB Cy4acHOTO OOJIQJHAHHS JJIsl HAaBYaHHS
[1]; mpobGnema BimcyTHOCTI a60 YACTKOBOTO MOCTYIY IO iHTEPHET-3B’S3Ky B Je-
SIKMX PEerioHax; mpobjemMa BiJICYyTHOCTI €IMHOI yHi(DIKOBAHOI €NeKTPOHHOI IUIaT-
¢dbopmu i HaBYaHHS [2]; mpobiema BiICYTHOCTI Oe3MocepeIHhOr0 KOHTAKTY MiX
BUKJIaJaueM Ta JTUCTAHIIHAM CTYACHTOM € CEpHO3HUM HEIOJIKOM JUCTAHIIHHOT
ocgitu [3].

B nmomoBizni HaBeneHi pe3ynbTati onuTyBaHHA 2021 poKy 1Mo 06IacTsM, moa0
mpo0yieM AWCTAHIIHHOTO HaBYaHHS. TakoX OiNBII MOKIAAHINIE PO3TIINAETHCS
OKpeMO KOXKHa IpoOiieMa Ta OOMpaeThCss HAHOIIBIIN e(eKTUBHUN MUIIX BUPI-
LICHHS.

Crucok JgiTeparypu

1. HoBa ykpainceka mkona. URL: https://nus.org.ua/news/tehnichne-zabezpechennya-
najbilsha-problema-dystantsijnogo-navchannya/ (nata 3epHenns: 24.10.2022)

2. OpraHizailisi OCBITHBOIO MPOLECY i3 3aCTOCYBAHHSIM TEXHOJIOTIH TUCTAHIIHHOTO
naBuanus y 2020/2021 HaB4YanpHOMY pOIi: METOIMYHI pekoMmeHmamii / 3a 3ar. pex. B.L
ynsapa. Muxonais: OIIIIIO, 2020. 108 c.

3. IIpubunosa B. [Ipobnemu Ta mepeBaru MUCTAHIIWHOTO HABYAHHS Y BUIIMX HaBYa-
OpHUX ~ 3akigagax — Ykpaimm.  IIpobmemm  cywacHoi  ocBitm.  2013.  URL:
https://periodicals.karazin.ua/issuesedu/article/view/8791 (mara 3Bepuents: 24.10.2022).
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TEXHOJIOI'I 3D-BI3YAJIBAIIl HABUAJIBHUX MATEPIAJIIB
HA OCHOBI BUKOPUCTAHHA CEPEJOBHUIIA UNITY3D

[Monomapenko €.0., Poznowmiii 1.O.
Uepkacbkuii HalioHaTBHUK yHIBepcuTeT iM. b. Xmenpaunpkoro, Yepkacy, Ykpaina

OHJaiiH-HaBYaHHS € OJHIEI0 3 HEeMUHYUYHX TCHJCHIIH B OCBITHBOMY CEKTOPi
B YCbOMY CBITi. 3aBJISIKM MEPEJOBUM 1 OHOBJIEHMM TEXHOJIOTISIM IieH croci® HaB-
YaHHS CTaB MPOCTIMM. Ha ChOTOMHINIHINA JNEHb iCHye 0araTto iHCTPYMEHTIB, IO
3HAYHO CIPOUIYIOTh JaHui mporiec, ceper Hux: Google meet, Zoom, Skype, Toro.
Ta pa3oM 3 IPUXOJOM JUCTAHIIITHOTO HABYAHHS CIIOCTEPIraeThCs TCHCHILIS 3HU-
JKCHHSI 3aIliKaBJICHOCTI YUHIB Y TAKOMY OCBITHROMY IMPOIIECi.

JlocmiKeHHST TIOKa3ajy, 110 HaHOUIBII 3MICTOBHE HAaBYaHHS BiJOyBaeThCs,
KOJIM CTYJCHTH 3aJy4YeHi JI0 CIIPaBXHbOI [isUTbHOCTI, KA CIIOHYKAa€ iX mymatd. Lls
JSUTBHICTE MOXE BKIIFOUaTH BHKOPHCTAHHS BIPTYaJbHHX CEPENOBHII i MOJEIIO-
BaHHS, PO3POOKY MOJieiel HayKOBHUX SIBUI 1 BUKOPHCTaHHS AOTMIOMDKHUX THCTPY-
menTiB [1]. TIpomonyeThes AociauT TexHoorito 3D-Bizyanizaiii HaBYaHHSI, 10
B MEPCHEKTUBI MOXe 30UIBIIMTH iHTEepec Ta OakaHHs BiJBiJAyBaHHS OHJIAIH-
3aHATh. [y CTBOpeHHs1 MOJiOHOTO CepeloBHIlAa MOXKHA 3aCTOCYBAaTH IrpOBHIA
asuryn Unity3D.

Le#t irpoBuii ABUTYH BIJIOMHUII CBOIM MPOCTHM Ta 3pPO3YMUIMM CEPEIOBHUILEM
PO3pOOKH IS iHJI Ta MOOUIBHHX irop. AJjie BiH € KpocIiaTopMeHHM, 110 A03BO-
JIsie BUKOHYBaTH po3poOKy Maike IUIsl BCiX MOIMYJSIPHUX IrpOBUX MPHUCTPOiB. On-
HOYacHO 3 1M it UNity icHyroTs TpOCTi crerianbHi iHCTPYMEHTH, IO Jal0Th
MOJKJIUBICTh PO3POOJISATU «MYJIBTHILICEPHD» irpoBi pomatku. Kpim nporo, Unity €
0€3KOIITOBHUM IPOrPaMHUM 3a0€31e4eHHSIM.

MerTor0 JIONIOBII € TOCTIDKEHHS Ta cTBOpeHHs 3D-cepenoBuina ams Bizyani-
3allil HABYAIBHOTO MPOIIECY Ta MaTepiaiB.

B po6oTi npoBOAUTHCS OCIIIHKEHHS ICHYFOUUX CITIOCOOIB Ta TEXHOIOTIH JHC-
TaHLIHOTO HaBYAHHS JJIs BUSBJICHHS JOCTYITHOTO (DYHKLIOHAy Ta HOro mepeBar
1 HefoumikiB. Ha OCHOBI OTpMaHUX JaHUX MPOMOHYETHCS CTBOPUTH 3 D-cumysisiiito
HaBYaJIbHOTO Ka0iHeTy, KyId 3MOXYTb JOE€AHATHCS CTYyJEHTH Ta BUKJIaaa4, BUOpa-
BIIY [TepeJl UM CBOTO irpoBOro IepcoHaxa. Bukiiazad MaTuMe IOBHUM JAOCTYII 0
KepyBaHHS Ta JEMOHCTpalii HaBYaJpbHUX MatepianiB. CTyAeHTH MAaTUMYTh 3MOTY
3apobsiti Oanu, sKi MOkHA Oy/e BUKOPHCTATH Y HaBYaIbHOMY MarasuHi. Takuit
MIpOIeC HABYAHHSI IMiABUIIUTH 3aI[iKaBICHICTh CTYICHTIB IO Bi/BiyBaHHS OHJIAWH-
3aHSTB.

Cnucok Jgiteparypu

1. 3aranpHi Bimomocri npo Unity [Enexrponnuit pecypc]. — Pexxum moctyry 10 pecy-
pey:  https://www.informit.com/articles/article.aspx?p=2031153
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®YHKIIOHAJBLHI MOXKJIABOCTI IH®OPMAIIIHO-
AHAJITUYHOI CUCTEMM ®IKCAIIIl TA KOHTPOJIIO
BIIBINYBAHHA CTYAEHTAMHU HABYAJIBHUX 3AHATDH JJIA
PIBHUX T'PYII KOPUCTYBAUIB

ITanamapuyk O.C., ITanamapuyk A.C.
Uepkacbkuii nep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

ABTOMatu3amis npouecy (ikcamii BiZiBilyBaHHS CTyI€HTaMH HAaBYAIGHHUX 3a-
HSATh, 3TiTHO PO3KIIa/y aKaJeMiYHIX TPy, HAACTh MOXKJIMBICTh 3MEHIIIUTA YACOBi
3aTpaTd Ha ONPAIOBAHHS [[MX JAHUX Ta MiHIMi3yBaTH BILUIUB JIFOJICHKOTO (hakTopy
[1].

MerToro J0MOBi/i € PO3MIAHYTH (PYHKIIOHAIBHI MOYIIMBOCTI 1H(OpMaiiiHO-
anamitTnuHoi cuctemMu (IAC) dikcarii Ta KOHTPOJIO Bi/BiyBaHHS CTYJEHTaMH
HABYAJIbHUX 3aHSTh [UIS PI3HUX TPYI KOPHCTYBAYiB.

B nonoBiai npeacrasieHo QyHkioHanbHi MoxiuBocTi IAC st pisHuX rpyn
KOpPHCTYBaYiB.

IAC ¢ikcanii Ta KOHTPOJIO BiJBiJyBaHHs CTY/JCHTaMH HaBYaJbHUX 3aHSITh
CKJIaJIA€ThCSl 3 TAKMX OCHOBHHMX MOJYIIB: CTYJACHT, TPyIa, PO3KJaJ, ayIuTOPHHUMN
KOHTPOJIb, BI/IKJ'IaI[a'-Ii Ta CTaTUCTHKA.

Bci y4acHMKM HaBYalIbHOTO HPOLECY MAlOTh JOCTYH A0 KOXKHOTO MOMYJIA
IAC. IIpote, B KOXHOI Tpyly y4YacCHHUKIB € CBOI JI03BOJIM Ta MEBHI OOMEKEHHS B
Joctymi o iHdopmanii Ta (YHKIIOHAIBHUX MOXJIMBOCTeH cuctemu. Jloctym no
CUCTEMH HaJIA€ThCs 32 IHANBITYaIbHUM KITIOUEM.

Tak, cTyJeHT MOXKe OTpHUMATH HACTYIHY IH(pOpMAIllil0: MPUHAIEKHICTh 10
aKaJeMi4yHOl IPyIH; CIIMCOK IPYIH; [0 CEMECTPOBHH CIIMCOK JUCLMIUIIH Ha HaBYa-
JIBHUAHN PIK; PO3KIIAJ] 3aHSITh HAa TIOTOYHUI CEMECTp; MEPENiK TUCIHUILIIH Ta 3aKpill-
JICHUX BUKJIAa4iB 32 HUMH.

Bukiagau Mae 1OCTyI 70 TaKUX JaHUX: IO CEMECTPOBHUI MEpesiK IUCIUILIIH
Ha HaBYAJIBHUH PIK; 3aKPIIUICHI TPYMH IO KOXKHOI TUCUUILIIHU Ta CIHCKU CTYACH-
TiB KOXKHOI T'pYIH; PO3KJIa] 3aHATh Ha HaBYaNbHUI cemecTp. KpiMm Toro, moxe
(dhopMyBaTH XypHaJ BiABiTyBaHHS SIK OKPEMUM CTYIEHTOM, TaK i TPYIIOIO B IILIO-
MY, KO)KHOT OKPEeMOi TCIUTLTIHH.

Kagenpa mae moctyn o #aHMX, sIKi ZOCTYIIHI CTYAEHTaM Ta BHKJIaJadaMm, a
TaKO)XK MOJKE PO3IMOMIIATH BUKIANAdiB, MUCHHIUTIHA Ta TPYNH CTYICHTIB, 3TiTHO
IXHBPOTO HaBaHTAKEHHA. Mae MoBHY iH(popMaIIiro mpo CTyAEHTIB, SIKi HAJEXXaTh 10
kadenpu. Moxxe GopMyBaTH Ta BECTH CTATHCTHYHHUI OONIK IO CTyICHTaM, TPy-
aMm, Kypcam, TUCIHIUTIHAM Ta BUKJIagaqaM Kadeapu.

Jexanat mMae Bci QpyHKIiOHATBEHI MOKIMBOCTI 1m0 1 Kadeapa. Kpim Toro, mo-
ke (opMyBaTH Ta BECTH OOJIK IO CTYINCHTaM, aKaJeMiYHUM TpyIaM, JUCIIUTILII-
HaM, Kaeqpam, BUKJIajadyaM Ta Kypcam.

Cnmucok aireparypu

1. Apromaru3arist Bumux HaBuansHux 3aknafiB / OTC. — K.: OTC. — Pexum mocty-
ny [enexkTpoHHui pecypc]: http://www.otc.com.ua/files/ OTC_automation_VUZ.pdf.
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[U®POBI CTOPITEJIHI SIK l'{EPCl'IEKTPIBHPIFI HAIIPSIM
O®OPMYBAHHS IHOOPMAINIMHO-KOMYHIKAIOINMHUX
KOMIETEHTHOCTEN

Kipsac B.A.
XapkiBChKHii TyMaHiTapHU yHiBepcuTeT «HapoaHa ykpaiHchka akajaemis,
XapkiB, Ykpaina

VY HaykoBHX IMyONiKaIlisiX CTOPITENIHT PO3IIANAETCS SIK «CIOCiO mepenadi
iH(popMarii i 3HaHb, a TAKOXK CIIOHYKaHHS 10 Oa’kaHWX JIiif 3a TOMOMOTOI0 MTOBYA-
JBHUX icTopiit». Ha cydacHOMy eTari po3BUTKY HM(MPOBUX TEXHOJOTIH TpajnIlin-
HE OIOBIIaHHS BCe YacTiie 3aMminroeThes nudposumu (digital storytelling).

JlocmiTHUKY Bif3HAYAIOTH MOTYKHUI MOTEHIIIaN, MOMYJIAPHICTh Ta MEPCIeK-
TUBHICTH TEXHOJIOTIT U(PPOBOrO CTOPITENIHTY B OCBITI. Pa3oM 3 THM, He3Baxaun
Ha IIMPOKI MOXJIMBOCTI CY4acHOTO allapaTHOTO Ta IPOrpaMHOro 3abe3neyeHHs,
IHTEpPHET-CEPBICIB KOHCTATYETHCSl HEJIOCTATHE IX BUKOPHCTAHHS TeENaroraMu JJist
CTBOpEHHs HU(POBHUX ICTOpIH, 10 HABYAIOTh, NMPU BUKIAIAaHHI iH(pOpMAaIiiHO-
xomyHikariiiaux Texnonorii (IKT). [Ipu naByanui IKT ontumanbHOO BUSBHIIACS
porauiiina Moaens (Rotation Model) 3MiniaHoro HaB4YaHHsI, a KOHKpPETHillEe, OJTHA 3
ii ¢opM, mo HaOyBae HaWOUIBIIOI MOMYJSPHOCTI, -- «IIEPEBEPHYTHH KIlac»
(Flipped classroom). Onuaitn HaBYaHHS 3[IHICHIOETHCS, SIK TPABUIIO, 11032 YHIBEp-
CUTETOM: BUKIJIAJa4 HaJae JOCTYIl Y MEpexi J0 eJIeKTPOHHUX OCBITHIX pPecypciB
(KOpOTKI BiZICOPOJIMKH, TIPe3eHTALlil, ay/[I0MO0AKACTH, HEBEJIHMKI TEKCTH 3 TEMH, IO
BUBYAETHCs). BinblIicTh JrO/IEl HaBYAIOTHCS HalKpalle, Kol iH(opMallis mpea-
CTaBJIeHA Bi3yalbHUM coco0oM. JIFOIChKUIT MO30K Kpallle CripuiiMae ayaiaibHi Ta
Bi3yaJlbHi aCIIEeKTH, TOMY B HhOMY OLJIbIIIE BIIKIaJAI0ThCS caMe Biieokiinu. OpHak
BiJICOKJIIITK MArOTh OyTH KOPOTKUMH. JIOCIiIKEHHS OKa3yI0Th, MO e(eKTUBHICTh
BiJICO TPUBAJICTIO TIOHA]] IIICTh XBHJIMH Pi3K0 manae. J{eski aBTopu B3araii cTBep-
IDKYIOTB, L0 UL Cy4acHUX YYHIB KJINK HE MMOBHHHI OyTH NOBIIMMH 33 TPHU XBH-
nuHU. [Ipy 1boMy HEOOXIHO MEePEHTH BiJl pO3YMiHHS HAOUHOCTI SIK JIOTIOMDKHOTO
3aco0y HaBYaHHS JI0 MOBHOI[IHHOTO BUKOPUCTAHHS Bi3yaJIbHOTO MUCJICHHS YUHIB Y
nporieci popmysanns IKK.

JloCTiTHUKN CTBEPKYIOTh, IO HMU(POBUI CTOPITENHT crpuse eheKTUBHIN
B3aeMOJii memarora 3 y4HsAMH, € €()eKTUBHHM IHCTPYMEHTOM, OPi€HTOBaHHM Ha
MiIBUIICHHS 1HTEpeCy OO0 HABYANBHOI IUCIUIUTIHE, € METOIOM IOMYJISIpU3aliii
3HAaHb Ta METOJIOM IIPOEKTHOI IisUIbHOCTI yuHiB, mo ¢opmye IKK (tmdpoy rpa-
MOTHICTh, HABUYKH CAMOCTIHHOI po0OOTH 3 iH(opMaIli€ro, cCaMOCTIHHOI MUCIIEHHE-
BOI MisTIBHOCTI, Bi3yami3arii Ta iH.) HEoOXimHI B iH(oOpMaliiftHy emoxy. Bsarami,
CIi/T 3a3HAYNTH, IU(PPOBHUIA CTOPITETIHT e(HEKTHBHAN B OCBITI IIPH B3a€MOJIi1 HaB-
YaIbHOTO KOHTEHTY i3 MeJaroriYHUMH Ta MAU(PPOBUMHI TEXHONOTisIMA. Brkiamadam
Tpeba BOIOIITH HaBUYKAMH POOOTH 3 MYJIBTUMEAIHHUMHE MPUCTPOSMHE, TTPOTPaM-
HUM 3a0€3MeUeHHM ISl CTBOPEHHS Ta pellaryBaHHs 300paxxeHb, rpadiku, iHdor-
padiku, aHiMAIlil, ayaio- Ta BigeoMaTepiaiiB, IO HaBYalOTh. [10TPiOHI JOCIITHU-
ILIbKi, OpPraHi3aTOPCHKIi Ta Mpe3eHTaliiHI BMiHHS, TH(POBA KOMIETEHTHICTb.
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INPOBJIEMHU TA INTEPCIIEKTUBU BUKOPUCTAHHSA IIVIAT®OPMU
HUMAN IIIKOJIA ¥ 3AKJIAJIAX OCBITH YKPATHA

Jonenko M.I.
XapkiBchKHii HanioHansHUH yHiBepcuTeT im. B. H. Kapazina
XapkiB, Ykpaina

[IpobGnema 3a0e3meueHHs TiPKUATATI3AIT HABYATBHOTO MPOIIECY IMOCiae Hal-
3BHYAMHO BaXIMBE MICIIE Y CHCTEMi HarajJbHHX MHUTaHb PO3BUTKY CYy4YacHOI 3ara-
JIBHOI cepeiHboi OCBiTH B YKpaiHi. OCHOBHUMY HalpsMKaMH JTiKUTalTi3amii HaB-
YaJbHOTO MPOLIECY B 3aKIaax 3aralbHOl CepeaHbOT OCBITH TPAUIINHO BUCTYyIIA-
I0Th PO3pOOKa ENEKTPOHHUX JKypPHAIIB Ta €IeKTPOHHMX MIOCHHUKIB [1], BripoBa-
JDKCHHSI SIKMX HaOyJI0 0COONMBOI aKTyalbHOCTI B YMOBaxX MEPEXO/y LIKiJ Ha JIHc-
TaHIIHHUKA (popMaT pobOTH y 3B’SI3KY 3 3alpPOBAHKCHHSIM KapaHTHHHHX OOMe-
KeHb, 3yMOBIIeHUX nmonmperHsm Covid-19, Ta BiicbKOBUM CTaHOM B YKpaiHi.

[epexin HaBUAJILHUX 3aKjialdiB YKpaiHM Ha MUCTAHIIMHHUN (Gopmar podoTh
MOTHBYBaB yKpaiHchky Ed — tech kommanirto Human mo po3po0ku cydacHoi oCBiT-
HBOI TUIATPOPMH, 10 Mana O MOEIHYBaTH B COOI MOXKIJIMBOCTI TIPOBEICHHS YPOKIB
y dopmari BineokoHdepeHIiH, MpocTip sl JUCTAHIIHHOT KOMYHIKaIlil, eNeKT-
POHHHMI )XypHAJI Ta €JIeKTPOHHHUHU IIoJeHHHUK. Takoro miuatdgopmoro craza Human
[IIkona, KOO CTAaHOM Ha MoYaTOK JucTomaaa 2022 p. BxKe KOPUCTYIOThCS 2152
3aKJiaJi 3arajibHOl cepeZHboi OcBiTH, 11 opraHiB micueBoi Biaau Ta 4 nepxkaBHI
ctpyktypH [2]. Okpim 3a3HaueHux BHIe QYHKILH, TaHa IaThopMa Mae MOXIIH-
BOCTI 30epeXeHHsI Ta CMHXPOHi3allii HaBYaJIbHUX IUIAHIB, BUAYi Ta [MOBEPHEHHS
Ha JOOIpallOBaHHs JOMAIIHIX 3aBJaHb, IPOBEACHHS OHJIAHH — TECTyBaHb CYTO Ha
i 6a3i, 6e3 BUKOPHCTAHHS JIOJJATKOBHX IJ1aT(OpM Ha KINTAIT TakuX K «Ha Ypok»
Ta «BceocBitay, (OpMyBaHHs aHATITHKK YCIIIIHOCTI OKPEMOro 3/100yBada OCBITH
YH YCBHOTO KJIacy 3arajoM.

MerTor0 JIOMOBi/II € BU3HAUCHHS MTPOOJIEM Ta MEPCHEKTUB 3alPOBAHKEHHS Ta
BUKOpHcTaHHs athopmu Human Illkona y 3aknasax 3araibHOI cepeHbOI OCBi-
TH YKpainu 3 orsiay Ha ii (QyHKIIOHAIBHI MOKIIMBOCTI Ta 0COOMMBOCTI iHTEpdeii-
cy. Y IomoBizi po3rsHyTO crielu(iKy (yHKIIOHATIFHUX MOXKINBOCTEH Ta OpraHi-
3anii iHTepdeiicy maardpopmu Human Illkona s pi3HHUX KaTeropiii y4acHHKIB
OCBITHBOTO TIporIecy (BUUTEN, 3400yBadi OCBITH, OATHKH, aqMiHICTpaLlis HABYAIb-
HOTO 3aKJIay TOIIO0), BU3HAYEHO MEpeBary, HeJOMIKN Ta MEPCIIEKTHUBH i BUKOPHC-
TaHHS.
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IHTEI'PAIISI BEB-TEXHOJIOT T
Y CUCTEMY YIIPABJIIHHA HABYAHHSAM

JInarin JI.C., Aumna O.C.
Hamnionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKUI aBiallifHU IHCTUTYT», XapKiB, YKpaiHa

B wacu rnobanizanii eKOHOMIYHUX Ta COLIaJbHUX cep >KUTTEMISUIBHOCTI
JIFOJTMHH, OKPEMY MO3HUI[I0 B MEAIfHOMY MPOCTOPi 3aiiMarOTh CHCTEMH YIPAaBIiH-
HsaM HaB4aHHsAM (Learning Management Systems, LMS). 3a 1x 10moMororw Mox-
JIMBO 3HAYHO CMIPOCTUTH Ta aBTOMATHU3YBAaTH Mpoliec HaB4yaHHs. DyHkiioHan LMS
JOCTaTHHO BEJIMKHIA: 30epiraHHs HaBYaJIbHOTO KOHTEHTY, OONIK CTY/IEHTIB, BE/ICH-
Hsl CTATUCTUKH, BHKJIAJIEHHs Y400BOI iH(poOpMalii B 3p03yMilIoMy KOpHCTYBadeBi
inTep(eiicy, BAKOHAHHS HABYAIBHUX 3aBJaHb.

AJle Taki CHCTEMH YTIPaBIiHHIM HaBYaHHS MAKOTh CYTTEBHI HEIOMIK, a caMe
oOMexxeHn# (hyHKIIIOHAN 13 aBTOMaTH3aIlil IepeBIpKH 00’ €MHUX 3aBlaHb. Sk mpa-
B0 LMS MaroTh MOXKIIHMBICTH aBTOMATHYHO OLIHMTH TECTOBI 3aBJIaHHS CTY/IEH-
TiB, aJi¢ HE «BMIIOTH)» OI[IHIOBATH MPAKTU4HI po0oTH. OCOOIUBO XK, SKIO MOBA ij1e
PO HaBYaHHS MOBaM MPOTrPaMyBaHHSIM, Jie HalTOJOBHIILIOK 3alIOPYKOI0 YCIIXY €
npaktuka. LMS, y cBoili Ginbiiocti, He MOXYTh 3a0€3MEYUTH TIEPEBIPKY Ta aBTO-
MaTHYHE OL[IHIOBaHHS KOJy CTYJICHTIB.

Mertor po0oTH € po3poOKa IUIariHy JJIsl CUCTEMH YIPABIIHHS HaBYaHHSIM,
takux sk Moodle, eDX. Cucrema ynpaBiiHHS HABYAHHSAM Ma€ CKIAIHYy CTPYKTYPY
Ta, OKpIM 3araybHOro (YHKI[IOHANy, NMOBUHHA MAaTH MOJIIUBICTH MiIAKITIOUYEHHS
CTOPOHHIX Iu1ariHiB. Takox HE0OXiHO YMOBOIO 3 rapHO cinpoekroBaHe API BeO-
pecypcy.

Jlyist OCSITHEHHSI TTOCTaBIIeHOT METH OYB CHPOEKTOBAHWM ILUIATIH, SIKMA TTiJTK-
modeHnii 1o LMS. dyHkiionan miuariHy BKJIIOYa€ aHOHIMHE BEJICHHSI CTYJICHTIB,
sike 30UIbLIyE HAIIWHICTh Ta HEYNEpPeKEHICTh OILIHIOBAHHS, 3a JIOMOMOTOI0
3aB’sI3KIB 32 XelI-KoIoM. J[0 OCHOBHUX (DYHKIIIH BiJHOCSTBHCS: aBTOMAaTUYHE CTBO-
pennst GIT-peno3uTopito, Ta MOKPUTTS KOJYy TECTaMH; OLHIOBAaHHS KONy 3a KpH-
Tepismu. JlogaTok Mae 3pydHHMH Ta THYYKHH Am3aiH. bBymo BuKopmcTaHO Taki
TexHomorii sk JavaScript ta ¢peiimBopk Angular mis ITHHAMIYHOTO 3MiHEHHS
DOM-enemMeHTIB CTOPIHOK, Java Juis aBTOMaTu3allii IOCTYIY A0 CUCTEMH KOHT-
podst Bepceii GIT anst 30epiraHHs KOy CTYICHTIB..

[lmarin gae MOXKIMBICTH aBTOMATU3YBATH IPOIEC HaBYaHHS CTYICHTIB MPO-
rpaMyBaHHIO 3 BUKOHAHHSAM IPaKTHYHUX 3aBJAHb.
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PO3POBKA BEB-JIOJATKY HIKOJIA 3 I'PU
HA MY3UYHUX IHCTPYMEHTAX

Kikots M. C., Maneena 1O. A.
Hamnionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKUI aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

VY Hamn ckJaTHUi Yac, KOJIM y CBiTi 6araTo TPyIHOILIB Ta MpoOiIeM, OTHUM i3
cnoco0iB, SIKMH J0rIOMarae BUSIBIIATH CBOI €MOIIi{ Ta MOYyTTs, Ka3aTH Baromi cio-
Ba, 00 TOCTYKATHCS IO {HIIUX, € My3uKa. My3HKOTepallis HAJICKUTh 10 KpeaTu-
BHUX BUJIB Teparii abo apT-Tepamii Ta MOXe 3MIHUTH 3JaTHICTh JI0 CaMOBHpa-
JKCHHSI, TT1IBUIIIATH CAMOOIIIHKY 1 YIIEBHEHICTh y c00i [1].

VY 3B’s3Ky 3 BiliHOIO B YKpaiHi Hapasi y 0aratbox JiTeil oOMexeHa MOXKITH-
BiCTh HAOYTTS OYHOI My3WYHOI OCBiTH. TOMYy aKTyalnbHHM € CTBOPEHHs 3aco0iB
JUIS ~ TUCTAHI[IMHOTO HaBYaHHs TPl HAa MY3WYHHX IHCTpyMeHTax [2].
VY mucraHuiiHid Gopmi HaBYaHHS, KPIM MOXKIIMBOCTI 3a0e3MeUeHHs OlepPaTHBHOIO
3BOPOTHOTO 3B’SI3Ky MiX YYHEM 1 BUMTEJEM Ha BIJICTaHI 3a JOMOMOTOI0 MEpPEexi,
npuBa0IIrO€e 30UIBIICHHS YKCia «CTYIEHIB CBOOOAN» Yy BUOOpI TEMITy HABYAaHHS, a
TAKOX MOCTIfHA aKTyali3allisi HaBYaJbHOTO MaTepially 3 MEHIIMMH BUTpaTaMu
BiZiHOCHO O4HO (hopmu [3].

MerTor0 JIOTOBIIi € CTBOPEHHS BEO-I0/IATKY IIKOJIHM 3 I'PH HAa MY3WYHHUX iH-
CTpYMEHTaX, 3aBIAKH IKOMY OyJe HaJaHO MOXJIMBICTh JUCTAHLINHOIO HAaBYaHHSI
rpi Ha MY3UYHUX IHCTPYMEHTaX y4HIB OY/b-SIKOTO BiKYy 3 MOXIIMBICTIO BHKJIa/Ia-
YaM CKOpUTYBaTH Matepiai i MeTOAM HaBYaHHS IiJ MOTPeOH KOXKHOTO Y4HS 0CO-
oucro.

B nonogini HaBeneH! pe3ysbTaTH JOCHIIPKEHHS aKTyalbHOCTI AaHOI TeMaTH-
KU, TIepeBard i HEJONIKMA BXKe ICHYIOUMX BeO-0AaTKIB 3 HABYAHHS MY3HIN Ta iX
(GyHKIIIOHAY, 8 TAKOXX TEHJIEHIIII PO3BUTKY TaKUX BeO-I0JATKIB y MallOyTHHOMY.
Y po3pobieHoMy BeO-101aTKy 3alpOIMOHOBAHO IiJXiJ| O HAaBYAHHS, SKUH 0a3y-
€TbCsl HAa 0COOUCTIH yBa3i BUKIIAAdiB JI0 YUHIB, aJlanrailii MarepialiiB BiIOBIIHO
10 1oTpe® Ta HaBMYOK, & TAKOXK MICTHTH €JIEMEHTH PO3BaXKaJbHOTO XapakTepy.
Taxuit migxing copusaTuMe TOMY, IO HaBYaHHS MY3HUI OyIle MPOXOIUTH Y MIPHEM-
HOMY Ta NPHUAHITHOMY YYHIO TEMIIi, 32 BIACYTHOCTI JOAATKOBOTO CTpECY, IIO
BiJIMTOBiIa€ MIPUHITUITIAM MY3HKOTEpatii.
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OCBITHS OHJIAMH IIVIAT®OPMA J1JI5SI BUKJIAJIAHHS
IHO3EMHUX MOB

IBantorenko /. I., Jlemenko 1O. O.
Hamionanshuii aepokocMiunmii yHiBepeuTeT iM. M.€. JKyKoBchKOTO
«XapKiBChKUI aBiallifHU#{ IHCTHTYT», XapKiB, YKpaina

Ha nanwmit yac TpamumniiiHOWO (OPMOIO BUBYCHHS iHO3EMHHX MOB € TpaMaTu-
KO-TIepEeKJIaJHUNA METOJ, 10 0arato B 4OMY MOBTOPIOE MPOIEC BUBYCHHS «MEpT-
BHX» MOB, TaKUX SIK JaTWHb. TpaJuliifiHAI METO] BHBUYCHHS MOB BBA)KA€THCS 3a-
CTapiiuM, TOMY IO PE3YJIBTAT JAOCATAEThCS Yepe3 TPUBAIHMIN Yac, M0 Y CyYacHUX
YMOBaX € OJIHUM 3 HalBaXXIHBIlIHX (HaKTOPiB, 60 MOXKE MPU3BECTH JO BUHUKHEH-
HS «MOBHOTO 0ap'epy» B IHIIIOMOBHOMY CEpPEIOBHIINI CHiIKyBaHHsS. J[is mimBu-
LICHHS 3aCBOEHHS Ta PO3YMiHHS MOBH CTBOPIOEThCS 6araTo 3aCTOCYHKIB OPi€HTO-
Banux Ha CALL ta MALL ¢opmu BuB4eHHs [1].

Mertoto IONOBifl € po3po0JIeHHs OHAlH TaTdopMu IS BUKIAAaHHS 1HO-
3eMHHX MOB Ta MPEJICTABIICHHS PE3YJIBTATIB OO 1l pO3pOOKH.

OcHoBHa yBara B JIOIOBIJIi MpUiJIeHa pO3pOOJIeHIH OHJaiH raTdopmi s
BHMKJIAJaHHs 1HO3EMHUX MOB, 1[0 J03BOJISIE BUKIIAJayeB] SIKICHO, JOKIAAHO, B iHTE-
pakTHBHi# (OpMI NpeACTABUTH MaTepialiv 31 CBOTO MOBHOTO KypCYy.

Haifvacrimue, B mpoueci HaB4aHHS, BUKOPHCTOBYIOTHCSI METOJMKH, IO BKIIIO-
YaloTh B ce0e BUBYCHHSI JICKCUKH Ta IPAMAaTHUKH, YATAHHS, PO3MOBHY IPAKTHKY [2].
[Inatdopma 103BOJISIE BUKOPHCTOBYBATH IIMPOKUI BUOIp 1IA0JIOHIB ISl IHTEpaK-
TUBHOTO TPEJCTaBICHHS KypCy, 3 YpaXyBaHHSM IHAWBIAyaJbHOTO MiAXOIY MO
3m00yBaua. CTBOpHBLIM Kypc Ha uiaTGopmi, BUKIaAa4 MOXKE IIPOBOJIUTH 1H/MBI-
JyaJlbHI KOHCYNbTAll 31 3700yBadyeM, NeperisgaTd Ta KOPEryBaTH BUKOHAHHS
3100yBaueM 3aB/iaHb KypCy, OIIIHIOBATH PIBEHb 3aCBOEHHS Ta CIIPUNHSITTS KOYXKHOT
BUKJIaJICHOT TeMH. 32 HEOOXiIHICTIO, BUKJIa[ad MOXKe 00MpaTi HeoOXiIHi 3aBIaHHS
3 Kypcy Ta BKJIIOYATH iX B IHAMBIAyalbHY MpOrpamy 3100yBaua, IO J03BOJISIE
HAJI0JIyKyBaTH OLIBII CKNIA/IHI TeMH 3J00yBayeBi B KOPOTIII TEPMiHH.

Omnaiie miatdopma a1 BUKIAJaHHS 1HO3EMHUX MOB JJO3BOJIUTB 3100yBaye-
Bi, B TUCTAHIIIHHOMY PEXHMi, IIOKPALIUTH 3HAHHS 3 HEOOXiTHOI 1HO3eMHOI MOBH
Ta CIPOCTUTH CKJIATHIH MpOIlec iHTeTpallii B iHIIOMOBHE CepeIOBHILE.
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BITPOBA/IKEHHSI MOBLIBHUX TEXHOJIOT'TA
B OCBITHIM MPOIIEC

Bensopin-Eppepa O.M., [lymanceka A.C.
HanionansHuii TeXHIYHNHN YHIBEpCUTET « XapKiBCHKUHN MOJITEXHIYHUI IHCTUTY T,
XapkiB, Ykpaina

udposa tpanchopmanis Ta udpoBizamis BIAKPHBAIOTH BEIUYE3HI MOXKIU-
BOCTI. AJie BOHH TaKOX MOPOKYIOTh 6arato pusukiB. Te came cTOCYeThCs HOBHX
TEXHOJIOTIH 1 aKTHBIB II(PPOBOT EKOHOMIKH, B LIEHTP1 AKUX 3HAXOAATHCS JaHi.

[pakTHYHO KOXKHA OpraHi3allis «epexouTh Ha IU(POBI TEXHOIOTI» 100
OaratboXx Oi3HEC-IIPOIIECiB Ta Orepartiii.

InrepHer peueil (I0T) po3BHBAETHCS 3aMaMOPOWIMBUMHU TEMITaMH, 1 OYiKy-
eTbes, o 10 2030 poxy 3arajibHa KUTbKICTh MAKIIOUEHUX TPUCTPOIB 30LIBIINTHCS
1o 25,44 minbsipaa [1].

Kosxen migknrouenuii 1o [HTepHETY NpUCTPil y KOPHOPAaTHBHINA Mepexi Ha-
paxkae oprasizaiito Ha pusuk 3namy IT-cuctem kommanii. 3pocTtae Hebesrneka
TOTO, IO HEABTOPH30BaHI CTOPOHH, OLIBII BiJJOMi SIK «3JIOBMUCHHUKH», MOXYTh
OTPUMATH JIOCTYIl JI0 MpPUBATHOI 4M CIyX00Boi iH(popMmarllii, BUKIMKaTH 3001 y
POOOTI KPUTUYHO BaXKIMBHX CIYX0 a00 3HUIIITH Oi3HEC.

[To Mipi Toro, SIK pU3MKH MHOXaTbCs 1 TPaHC(HOPMYIOTHCS, 3MIHIOIOTHCS 1
cnocobu ynpasiiHHsS HUMHU. [1OCTiIHO 3'SIBISIIOTBCS HOBI MPOIYKTH, MOCIYTH Ta
MApTHEPH 3 KOHCAJITUHTY, KOXKEH 13 SKUX Iparde BUAIMTHCS Cepe]| iHIINX.

MerTor0 JOMOBI/II € aHai3 1 MOPIBHSHHS CYy4YaCHHUX MiIXOMIB YIPABIiHHS PH-
3MKaMU.

B pmomoBini po3risiHyTa 3arajgbHa iHGOpMALlisS MO0 YIPABIIHHS PU3MKAMU
nignpuemctBa (ERM), ympaBmiHHs, ynpaBiiHHS pH3MKaMH Ta JOTPUMAaHHS BH-
Mmor (GRC), interpoBanoro ynpasminas puzukamu (IRM).

Bcranosneno pizauio Mk GRC ta IRM 3 morisigy mporpaMHOro pimieHHs
[2]. 3’sicoBano, mio iHcTpyMeHTH Ta cTpaterii GRC po3poliisitoThes 3a HE0OXiHO-
CTi: KOJM 3'BIS€THCA HOBHH PErJIAMEHT, 4acTO BIPOBAJUKYETHCS HOBHH iHCTpY-
MEHT abo cTpaTeris st 3a0e3NeUeHHS BiIIOBIJHOCTI.

HaBmaxkwu, iHcTpy™mMenTu Ta ctpaterii IRM inTerpoBani. IRM cnmpaetbes Ha
€IMHY IHTETpPOBaHY KOMIUIEKCHY TEXHOJIOTIUHY IUIATGOPMY IJIsl yIIPaBIiHHS BCiMa
pHU3UKaMH OpraHi3arii.

[IpoanarnizoBano BigMIHHOCTI migxoaiB oniHku pu3ukie [IRM ta ERM. Buss-
JIEHO, IO MiAXiA M0 yrpaBiiHHs pru3ukamu IRM Brirodae B cebe 6araTo eneMeHTiB
ERM, aite € OUIBII HITICHAM.

Crnucok Jgiteparypu
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CEKUIA 2

3ACTOCYBAHHSA TA EKCIUJTYATALUIA
TENEKOMYHIKALIMHUX CUCTEM TA MEPEX

KepiBuuk cexnii: a.1.H. mpod. H. I'. Kyuyk, HTY “XIII”, XapkiB
Cexperap ceknii: k.T.H. C. C. Byns6a, HTY “XIII”, XapkiB

JOCJII)KEHHS ®YHKIIA TA CHHTE3 CTPYKTYPU
ABTOMATU30BAHOI IH®OOPMAIIIHHO-OBUYMUCJIIOBAJILHOI
CUCTEMU MAT'ABUHY OJIATY

I'ynss B. P.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUI yHiBepcHuTeT, Yepkacu, Ykpaina

B nanuii yac eNeKTpOHHAa KOMEpLis CTae MOMYJSPHOIO y OiNbLIOCTI KpaiH,
Oarato B 4oMy Ilie¢ HOB'I3aHO 3 TWM, IIIO0 TOKYIIIIl Bce OuIbIIe JOBIpsAIOTH [HTEp-
HeT-Mara3uHaM [1]. OCHOBHOIO METO0 Oy/b-SIKOTO IHTEpPHET-Mara3uHy € 3aTyueH-
Hs O11pIIO KUTBKOCTI NMOTEHIIMHUX IOKYILIB Ta OTPUMAHHS OUIBIIOI KiTBKOCTI
MPO/IXIB 13 HAWMEHIIMMU BUTpPAaTaMu OIO/IKETY Ha peKiiamy.

HacripaBi HaliBa)JIMBILIIMM 3aBJIAHHSIM € HE 30UIbIICHHS BiJIBIlyBaHOCTI SIK
TaKoi, a TMOJIIIIEHHS TOKa3HUKa KOHBEpCii BiABiAyBauiB y mokymuis. | oxHuM i3
NepeBipeHnX Ta HaAIHHMX CHOCOOIB MIAHATH MPOJAXKI € MOKpAIleHHS 103a0LTiTi
iHTepHeT-Marasuny. i NmokpamieHHs! MpoJaxiB 1 3pydHOCTI poOOTH MOTPIOGHO
3poOHUTH pOoOOTY MEHEKEPIB MPOCTillle Ta 3pYy4Hillie; 00poOIsSTH OliIbIIe 3aMOB-
JIEHb 32 OJIMHMIIIO Yacy; MiJBHIUTH MPHOYTOK 32 PaXyHOK ONTHMIi3allii poOOTH.
Takox HeoOXiJHUI BIAIOBIIHUIN aHaji3 PUHKY TOBApiB IS 30UIbIICHHS MpOJa-
KiB. [2]

Mertoro IOTIOBifl € JociimKeHHs (PYHKIIN Ta CHHTE3 CTPYKTYPH aBTOMATH30-
BaHOI 1H(OpPMaIiHHO-00UYNCITIOBAILHOI CUCTEMH MarasuHy ojsiry. B momoBiai
JOCTIIHKEHO OCOOJMBOCTI, TIEpeBard Ta HEHONIKA ICHYIOUHMX IHTepHET-Mara3uHiB 3
POJaxy OIATY, NOCHIDKeHO (QYHKILIi Ta CHHTE30BaHO CTPYKTYpY aBTOMAaTH30Ba-
HOT 1H(pOPMAIIHHO-00YNCITIOBAIBHOT CUCTEMH Mara3uHy OJSTY. 3alporoHOBaHI B
poOoTi pimeHHST IO3BONATH NMOOYAyBaTH BHCOKONPOIYKTHBHY aBTOMATH30BAHY
iH(hOPMAIHHO-00YHCITIOBATIbHY CUCTEMY IMIATPUMKH TMOIIYKY TOBapiB, MAPIIPYTIB
JOCTaBKH, CKIIAIiB 1y 30epiraHHs TOBapiB Ta MiABUIINTH €()EeKTHBHICTh HAJAHHSI
MIOCITYT 3 TIPOJIAXKY OJATY, TA 3HU3UTH SKOHOMIYHI BUTPATH.

Cnucok jgiteparypu

1. AKTyanbHICT IHTEpHET Ma3a3uHy 30iblIeHHs 103a0iiTi - [Exextponuuii pecypc].
Pexxum  moctymy - https://lemarbet.com/otkrytie-internet-magazina/yuzabiliti-internet-
magazina-aktualnost-i-vliyanie-na-prodazhi/

2. PelTuHT Mara3uHiB Ul MOKYTIKH 0Ty - [ EnexTponuii pecypc]. Pexxum mocrymy -
https://www.pochtoy.com/shops/
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JOCIIIXKEHHSA ‘fI)YHKIIII‘/'I TA CUHTE3 CTPYKTYPH
ABTOMATU30BAHOI IHOOPMANINHO-OBYNCJ/IIOBAJIBHOI
CUCTEMMH TOB “AI'PEVH TPAHC”

Pynenko 1. M.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUE yHiBepcuTeT, Yepkacu, Ykpaina

B Vkpaini, 5K 1 y CBiTi, OJHUM 3 HaWOUIBII OOJOYMX MUTAHB, IO MOTPEOY-
IOTh TEPUIOYEPTrOBOTO PO3B’S3aHHS, € BUPILICHHS MPOJOBOIBYOI Mpodiemu. Bu-
POOHHUIITBO 3epHA € KIIOYOBHM JIJIs IIPOJIOBOJIBYOT Oe3MeKH JroacTBa. HapouryBaH-
Hsl HOro BUPOOHHWIITBA Ta OLIBII palliOHaJIbHE HOTO BHKOPUCTAHHS € OJHIEIO 3
OCHOBHHX MPOOJIEM CYJaCHOTO CLTBCHKOTO TOCMOAapcTBa YKpaiHH, sIK BHPilIaib-
HOi YMOBH TIOJNIMIICHHS 3a0e3MCUeHHsI HaCeNeHHsS MPOJIYKTaMH XapuyBaHHS Ta
MOJIAJIBIIIOT0 €KOHOMIYHOTO ¥ COLliaIbHOTO PO3BUTKY KpaiHu.[1]

Jlizepom mepeBe3eHHs1 36pHOBUX 1 3pHOO00OBHX KyJIbTYp B YKpaiHi (y TOH-
HaxX) € aBTOMOOUIbHUIT TPAHCIIOPT, SIKMI MEPEBO3UTH 3€PHO 3 TMOJIB Ha €JIeBaTOPH,
3aJi3HWYHI CTaHMii Ta mijx’i3Hi KOJii CTaHIiH, MOPCHKI IOPTH, IEPEPOOHI i IIpH-
€MCTBA Ta IHI MyHKTH. Bennka yacTWHA 3epPHOBUX JOCTABIISETHCS /IO MICIb Ha-
BaHTKCHHsI Ha 3aJi3HUIIO (3TI3HWYHI CTaHIIl, mia i3H1 KOJii CTaHIii) caMe aB-
TOTPAHCIIOPTOM 1 JIaJli BXKe 3aJTi3HUIIS 3/1iHICHIOE TXHE NepeBe3eHHs Ha eKCIOPT JI0
MOPCHKHX MOPTIB. TakuM YMHOM Ha 3aJI3HMII0 3€PHOBI Ta 3epHOO00O0BI KYJIBTYpH
3a3BUYail JOCTABISIOTHCS] aBTOMOOIIBHUM TPAHCIIOPTOM.

Mertoro 0mOBIal € nociipKkeHHst (QYHKIIH Ta CHHTEe3 CTPYKTypu iH(popMa-
LiHO-00YMCITIOBANILHUX CUCTEM, 30Kpema iH(pOopMaliiHO-00YHCIIOBaIbHIX CUC-
TEM BaHTa)XOIEPEBI3HUX KOMIIaHii. B omoBiai gociikeHo nepeBard ta Heuodi-
KM aBTOMaTH30BaHoOl iH(popMaliiiHo-oouncoBanbHol cucremu TOB “Arpeitn
Tpanc” Ta 0OpaHO OCHOBHI MaTeMaTH4HI MOJENI IO 3a0e3MevyroTh poOOTy iH-
(dopmariitHo-o6unCTIOBaIBHOT crcTeMu.[2]

3anpornoHoBaHi B JOMOBII PIllIEHHsI J03BOJIATH MOOYyBaTH BUCOKOMPOIYK-
TUBHY aBTOMaTH30BaHy iH(opmalliiiHo-o0uncioBabHy cuctemy TOB “Arpeitn
TpaHc”, 110 JaCTh MOMKIIUBICTh 3HAYHO MiIBUIMTH €(EKTUBHICTh HAJIAHHS TIOC-
JYT 3 IIEPeBE3CHHS 3¢PHOBHX Ta IHIIIMX BaHTAXIB.

Crucok jgiteparypu

1. VkpaiHchbke 3epHO: cTaH Ta nepcrnekTuBy - [ Enexrponnuii pecype] -Pexxum mocry-
my: http://repository.vsau.org/getfile.php/7127.pdf

2. O. B. I'puniysoB. [ndopmariiiiti ciucteMu Ta TEXHOJOTII.
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CHUHTE3 KOPIIOPATUBHOI MEPEXI ITAT "YEPKACUOBJIEHEPTO"

Tesetninos B. A., Tommauos J]. K.
Uepkacbkuii Jep>kaBHUN TEXHOJIOTIYHUI YHIBEPCUTET

OcHOBOIO THOPACTPYKTYPU CYYACHHUX IIAMPUEMCTB € KOPIIOPATHBHI MEPEXKi
nepeaBaHHs JaHUX. JIOCTiMKEHHS CTPYKTYpH Pi3HHX KOPIOPATHBHHX MEPEk
MOKa3ye, 0 CyYacHa Mepeka BKITIOYA€ TaKi KOMIOHCHTH SIK: €IMHA IS BCIX M-
po3AUTiB 0a3a TaHWX, EICKTPOHHUHA JOKYMEHTOOOIr, OpraHi3allis Hapaj, ayIio- Ta
BiICOKOH()EPEHINT 3 BiJNAICHUMH ITiIpO3iIaMH, 3a0C3ICUCHHS KOPHUCTYBadiB
BHCOKOSIKICHMM 3B'SI3KOM Ha BCiX piBHsX [1].

Mertor [OMOBiAI € CHHTE3 i MojeNmoBaHHs KopropatuBHoi Mepexi [TAT
«YepkacuoOneHeproy.

B nmomoBini geranbHO pO3MIIAAAIOTHCS MUTaHHS MOOYIOBH MO cepBicy Bi-
neokoHGpepeHIii mianpruemctBa Ha TexHojorisx WebRTC rta FreeSWITC [2].
BUKOHYETBCST MOZENIOBaHHS 0araTo(pyHKIIOHANBHOI CEpBEPHOI CTPYKTYpH ISt
oprani3zaii BiZieokoH(epeHIil B KOPIOpaTHBHIA Mepexi. AHali3 JaHuX MOKa3ye,
IO JlaHa CTPYKTYpa CTBOPIOE MPOCTIP /ISl CEJIEKTOPHOTO, TeNEKOMYHIKaIiiHOTO
BiZICO3B 13Ky Ta HaJiae MOXJIMBICTh MIITPUMKHA KOMYHIKaIlii B yMOBax peanbHOTro
Yyacy 0e3 0OMEKEeHHSI TEPMiHIB 1 MOMXJIMBICTIO BiJOOpayKeHHS JOKYMEHTAIlil, TpaH-
CJIFOBaHHSI €KpaHy OpraHi3aTopa Ta y4aCHHKIB.

OcHOBOIO TIOOYIOBU Takoro cepeicy BineokoH(pepepHiiid € Kurento Ile me-
nia-cepep WebRTC i1 na6ip iientcbkux API [3], mo crnpornrye po3poOky nepe-
JIOBUX BiJieonporpam Juis rathopm www i cMaptdoni. Dynkuii Kurento Media
Server BKJIIOYarOTh TPYNOBI KOMYHIKallil, IepeKOyBaHHs, 3aIllUC, MIKIIyBaHHS,
TPAHCIIALIIO Ta MApPIIPYTH3ALIIO0 2y 1I0BI3yaJbHUX MTOTOKIB.

3’eqHaHHSA MDK OJHOPaHTOBUMHM BY3JIaMH KOPIIOPATHBHOI MepexXi BCTaHOB-
JIIOIOTBCSl O€3 creliajlbHuX JpaiBepiB Ta IUIariHiB 1 0e3 OyJb-SKUX cepBepiB-
nocepeanukis[4]. Jlanuii cepBic Mae Iie 0araTo iHIIMX MepeBar i sBise co0O0
aHaJIOT OPKECTPATOpa BEIMKOI KUTBKOCTI IHIIMX MPOTOKOJIIB.

Crucok jgiteparypu

1. Mozilla for developers: Web Real-Time Communications. URL.:
https://developer.mozilla.org/ru/docs/Web/API/WebRTC_API ([dara 3BEpPHCHHS:
05.11.2022).

2. BigBlueButton: Network Infrastructure Owverview. URL.: https://doc
s.bigbluebutton.org/greenlight/gl-overview.html (Jlara 3sepuenns: 05.11.2022).

3. L. L. Fernandez, M. P. Diaz, M. R. Benitez, F. J. Lopez, J. A. Santos, J.A.
Catalysing the success of WebRTC for the provision of advanced multimedia real-time
communication services, Intelligence in Next Generation Networks (ICIN), 2013 17th
International Conference on, pp.23,30, 2013.

4. S. Loreto, Romano, S. Pietro, Real-Time Communications in the Web: Issues,
Achievements, and Ongoing Standardization Efforts, Internet Computing, IEEE , vol.16,
no.5, pp.68,73, 2012.

5. TaszerminoB  Bamepiii  AOymapoBuu, K.T.H., gouent, 050-4475198,
valeriy.tazetdinov@gmail.com
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METOJU KOHTPOJIIO TA YIIPABJITHHA KIIIMATHYHUMHN
INOKAZHUKAMU ITPUMIINIEHHSA B IOT MEPEKAX

Yekanenko O. JL.
Uepkacbkuii nep>kaBHAN TEXHOJIOTIYHUM yHIBEpCHTET, Uepkacu

Temoro € onTuMi3arnisi METOIIB KOHTPOJIIO Ta YIPABIIHHS KIIMATHYHUMH T10-
ka3HuKamu npumimnienHs B [oT mepexax [1].

L5 Tema € akTyaJbHOIO, TOMY II0 KOXKHA JIIO/IMHA X0Ue MPUXOIUTH B KBAPTH-
py, OyauHOK abo odic, Ta mouyBaTn cebe B koM(popTi B 100y Nopy poky [2].

ToMy noTpiGHO pO3BUBATH JaHUK HAIIPSM Ta ONTHMI3YBaTH BXKE ICHYIOYI Me-
TOJIH.

OcCkiJIbKM HE Ma€ 4YiTKHX 0OMEXeHb y BapTOCTi 1 CTaHAapTH3allii, TO BOHA €
1HIMBIAyaJIbHOO JUTS KOXKHOT'O KOPUCTYBAYa.

Came 11e poOuTh po3poOKy a00 BIOCKOHAJICHHS i€l TaTy3i TOCUTh aKTyallb-
HOIO TEMOIO Y Halll 4ac.

MeToro IOIOBII € TOCTIMKSHHS KIIMATHYHOI CHCTEMH, IO T03BOJISE KEpy-
BaTH Ta KOHTPOJIIOBATH IIOTOYHHUI CTaH TEMIIEPATYpPH, BOJIIOTOCTI Ta aTMOCc(epHOTro
TUCKY 3 BUKOPUCTaHHSIM METOJIOJIOTIT «[HTepHETY peueii».

3anponoHoBaHi B JAOMOBI/ PIllICHHS J03BOJISIOTH KOYKHIHN JFOMUHI MOKPAIIH-
TH CBO€ NiepeOyBaHHS B IIPUMIIIIEHHI, BHKOPUCTOBYIOYH aBTOMATU30BaHY CUCTEMHU
KOHTPOJIIO TEMIIEPaTypH, BOJIOTOCTI Ta aTMOC(EPHOTO TUCKY.

IToxu kopucTyBad CUCTEMU 3alIMAETHCS CBOIMU CIIpaBaMH, CUCTEMa aBTOMa-
TUYHO HAJIAIITOBYE pOOOTY KOHAMIIOHEPY, MaHelel 00IirpiBy Ta CHCTEMH 3BOJIO-
JKESHHS ITOBITPSL.

Crucok Jgiteparypu

1. Amer M. et al. Smart home energy management systems survey. International
Conference on Renewable Energies for Developing Countries 2014.

2. Anvari-Moghaddam A., Monsef H., Rahimi-Kian A. Optimal smart home energy
management considering energy saving and a comfortable lifestyle. IEEE Transactions on
Smart Grid. 2014
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KJACU®IKALIS ®YHKIII CUCTEM [UDPOBIZAIIIT
BUPOBHNYHUX TA BI3HEC ITPOLIECIB B ATPOITPOMUCJIOBOMY
KOMILTEKCI

Uyenko B. B.
Uepkacbkuii nep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

Toraneaa nngposizamis croroaui ne ¢pakTuyHa HeoOXiaHicTs. OnHi€rO 3 Ta-
ny3eil BITYM3HSAHO! CKOHOMIKH, SIKa 3MOTJIa 3aKPIilTUTHCS HA PUHKY — II€ arporpo-
MUCIIOBUM KOMILJIEKC.

B xonnemnmii, 3aTBepkeHii posnopsmkenHsam Kabinery MinicTpiB Ykpainu
Bix 03 Oepesns 2021 poxy Ne 167-p, 3a3Haua€ThCs BaXKIUBICTh «BIPOBAIKECHHS
U(POBOro 3eMJIepoOCTBA — MPUHIIMIIOBO HOBOI CTpaTerii MEHEHKMEHTY, 0
0a3yeThCs Ha 3aCTOCYBaHHI U(POBUX TEXHOJIOTIH, Ta HOBHH €Tal PO3BUTKY arpo-
ctepu, NOB’sI3aHUIT 3 BUKOPHCTaHHSM TreoiHQOpMaliiiHUX CUCTeM, II100aIbHOr0
NO3UI[IOHYBaHHs, OOPTOBUX KOMII'IOTEPIB 1 CMapT-yCTaTKyBaHHS, a TAKOX yIpaB-
JIIHCBKUX 1 BUKOHABCHKHX IPOIECiB, 3AaTHUX AU(GEPEHIIIOBATH CIIOCO0H 00po0-
JICHHs, BHECEHHS JIOOPUB, XIMIYHUX MENIOPaHTIB i 3ac00iB 3axucty pociaus» [1].
JJist NpUHHATTS NPaBUIIBHOTO YIPaBIiHCHKOTO pillleHHsT (pepMep MOBUHEH BOJIOTI-
TH UM(GPOBUMH TEXHOJIOTISIMU, TAKUMH SIK €IEKTPOHHA KapTa IOJIB, CYIMyTHHUKOBI
3HIMKH, alNropuT™MH JdepeHIiioBaHoi 00poOKH OIS, BACOKOTEXHOJIOTIUHI JaT-
4rKH, MOOLIBHI iporpamu ta GPS-cuctemu [2, 3].

Mertoro J0moBifl € po3podka kiacudikaiii GyHKIIH KOMI IOTEPHUX CUCTEM
uugpoBizalii BUpOOHMYMX Ta Oi3HEC-TPOLIECIB B arpOIPOMHUCIOBOMY KOMILIEKCI.

B 1omoBifi po3riisHyTO BaXKJIMBICTh BIPOBAPKEHHSI TEXHOJOTTYHUX 1HHOBA-
wiil mijg yac ynpasiiHHs Oi3Hec-Tporecamy arpapHUX HiAIPHUEMCTB. 3aIrpOIOHO-
BaHO Kiacuikauito QyHKiii cucteM nupoBizaiii BApoOOHNYIHX Ta Gi3HEC Hpole-
CiB B arpOIpoOMHUCIOBOMY KOMILIEKCI.

BukopuctanHs HU(QPOBUX TEXHOJOTI B arpapHuX MiANPUEMCTBAX IacTh
3MOTy SIKICHO 30epiraTh BENWKHI MAcCHB JaHUX, MPOBOJUTH aHaJi3 OTPUMAaHHX
pe3ysbTaTiB, Ha MiJCTaBI YOr0 YXBallOBaTH OOTPYHTOBaHI pillleHHS, sKi OyIyTh
CIIPUATH MiHIMi3allii BUTpAT, MaKCUMi3amii mpuOyTKy Ta IiIBUIICHHIO KOHKYPEH-
TO3JATHOCTI CLIIbCHKOTOCIIOIaPCHKOTO BUPOOHHIITBA.

Crucok jgiteparypu

1. KaGiner MinictpiB Ykpaiuu. Posnopsymxenns Big 17 ciunst 2018 poky Ne 67-p
«IIpo cxBanennsi Konuenitii po3BUTKy 1ud)poBoi eKOHOMIKH Ta CYCHiIbCTBa YKpaiHH
Ha 2018-2020 poku Ta 3aTBepIKEHHs IUIaHY 3aX0/iB 100 ii peamizaiii», 2018.

2. Boltianskyi O. Environmental benefits of organic agricultural production. Monoas
i Texuiuauii nporpec B AIIK: Mat. MixkHapoaHOT HayKOBO-TIpakTHIHOT KoH(pepeHiil. Xap-
kiB: XHTYCT. 2021. C. 206-209.

3. Masita LIO. ITuranns mudposizaiii ciibChKOro rocmoaapcTsa B Ykpaini. Te-
XHiYHE 3a0e3MeUeHHs] 1IHHOBAI[ITHAX TEXHOJIOTIH B arpoIpOMHUCIOBOMY KOMIDIEKCI: MaTepi-
anu Il Mixkuap. Hayk.-mipakt. koud. Memitonons: THATY, 2020.
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CUMYJIAIIA ITOJBOTY BILIA 110 3AJAHOMY MAPHIPYTY

Bapcos B. 1., Cobopa I'. O.
Hamionanshuii aepokocMiunmii yHiBepcuTeT iM. M.€. JKyKoBchbKOTO
«XapKiBChKUH aBianifHUN IHCTHTYT», XapKiB, YKpaina

[TnanyBanus mapupyty noiaboTy (IIM), Ge3 3iTKHEHHS 3 TEepeuIKOAaMH, €
OHMM 3 OCHOBHHX IUTaHb NpH BukopuctanHi BIUIA. 3apmanns IIM ictoTHO
YCKIIAIHIOEThCS, SKIIO HEOOXIHO TUIaHYBaTH MapIIpyT, KOJIW CEHCOpPHA CHCTeMa
BIUTA BusBisie muHaMivHi a00 3a37aJIerih HEBiIOMI EPEIIKOIU, a CUCTEMa TIjia-
HyBaHHsI IOBUHHA OMEaTHBHO JIOKAJILHO 3MIHUTH MapmpyT [1].

OIHMM 3 CYTTEBHX MiIXOMIB BHPIIICHHS TAKOTO 3aBIaHHS € BUKOPHCTAHHSI
cumyisatopiB monsoty BIUIA Ha TIK, 1m0 Takok € albTepHATHBHUM BapiaHTOM
HaBuaHHs oneparopiB  ynpasiati BIUIA, mo e akryajapHUM 3aBIaHHSIM Yy Tere-
piuHii yac [2].

Cumynarop MOXe 1/ieanbHO nepenaBat ¢Gizuky nonboty mozeni BITIA To-
MY KBaJpOKOIITEP Yy peajbHOMY IMOJBOTI OyJie MOBOAMTHCS CaMe TakK, sIK Ha eKpa-
Hi MOHITOpA Tix Yac TpeHyBambHUX NONBOTIB [3]. [pw mboMy st cuMyssiii BU-
KOPHCTOBYIOTBCSI TPUBHMIPHI MaTeMaTH4HI MOJIEJi pealbHUX 00’ €KTIB IIaHy€EMO-
ro Mapupyty. st MOBHOTO aHalli3y pe3yJbTaTiB TECTYBaHHS IPOrPaMHOTO 3a0e3-
MEYEHHS CUMYJISATOPa BHUKOPUCTOBYIOTBCS JaHI OTpUMaHi MpHU TECTyBaHHI, sIKi
31CTaBIISIOTHCS 3 JAHUMHM, 110 OTPUMaHi IiJ| 4aC CHHTE3y CHCTEMH YIPaBJIiHHS
BIUTA , nanpuknaj, y cepenosuini Matlab Simulink.

MerTor0 JIONOBifli € BUKJIaJCHHS PE3YJIbTATIB peaji3aiii CHCTeMH CUMYJISLIT
ooty BIUIA mo 3amanoMy MapuipyTy.

B pamkax 11i€i 3aa4i Oyio MpoBeJCHO aHAaJI3 ICHYIOYUX POrPaMHHUX 3aC00iB
SIKI JTIO3BOJISIIOTH MTPOBOJUTH CUMYJIALIIO MIIOTYEMOTO 200 aBTOHOMHOTO MOJBOTY
BIUTA mno 3amaHoMy mapmipyty i3 3azanumu xapaktepuctukamu BIUTA. Tlo pe-
3yJIbTaTaX LBOTO aHANI3y OyJ0 po3pobiieHo mporpaMHe 3a0e3IeYeHHs Ta BUKOHA-
HO MOJICJTFOBaHHSI TPUBUMIPHUX 00 €KTiB Ha 0a3i iHcTpymeHTy Unity 3D.

Jliist BUpILIIEHHsI TIOCTABJICHUX 3aBJaHb OYyJM pO3pOOJIeHI BIIIOBIIHI ajaropu-
TMH.

HaBonsatbcst pe3ynbTaTh po3poOKH Ta TECTYBaHHS CHCTEMH, SKa MOXKE BiIT-
BoproBatu Tpaekropiro pyxy BIUIA y minoTyemomy a60 aBTOHOMHOMY IIOJBOTI,
3TiJHO 3 BIAMOBIJHUMH MaTeMAaTHUYHUMHU MOJCIISIMH, IO OYIIA OTPUMaHi y pe3yib-
TaTi MOJICITIOBaHHS CHCTEMH B TIporpamuoMy cepenosurii MatLab Simulink.

Cnucok jgiteparypu

1. H. JI. Acraxosa, B. A. Jlykamos. {ponsl u ux nuwiotupoBaHue. C dero Hauatb
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2. Sk xepyBartu kBaapokonrepom. URL: https://vef.vn.ua » yak-navchitisya-keruvati-
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3. Cumymarop kBagpoxonrepa Ha IIK.  URL: https://infocopter.ru/simulyator-
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MPOTPAMHMIA KOMILIEKC MOJEJIOBAHHS IEPEXOIJIEHHS
BILJIA ¥V 30HI OB’€EKTIB KPUTUYHOI IHOPACTPYKTYPH

Kynpssuesa M. C., lepradosa JI. K.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKH, XapKiB, YKpaiHa

Jnst nocmimkeHHs mporeciB epeKTHBHOCTI BUKOPUCTAHHS 3ac00iB MPOTUIIL
6e3mioTHuM JiTansHuUM anapataM (BIUJIA) y 30HI 00’ekTiB KpuTH4HOI iH(pa-
CTPYKTYpH HEOOXiTHUI NpOrpaMHUI IHCTPYMEHT, IO JO3BOJIIE IPOBECTH MOJIE-
JIFOBAaHHS TIPOIIECIB MEPEXOIUICHHS. Y SIKOCTI TaKOro iHCTPYMEHTY MPOIOHYEThCS
BHKOPHUCTOBYBATH CKJIAJHHI MPOrPaMHHUIl KOMILIEKC y SIKOMY OyIyTh peati3oBaHi
¢yHKUiT MonentoBaHHsT poboTH paamionokariiiaux cranuiii (PJIC), iimoBipHicHe
MozentoBanHs nosisu BITJIA koHKpeTHOro By y 30H1 00 €KTIB KpUTHYHOI 1H(pa-
CTPYKTYpPH, MOJEIIOBAHHS HOTO PyXy Ta MOJCNIOBAHHS BHKOPHCTAHHS DI3HHUX
3aco0iB nepexomieHHs. [Ipu monemtoBanHi nepexorieHHs: BIUIA OynyTs Buko-
pucTaHi Mofeni pyxy and pisHuX BuaiB BIUIA 3 ypaxyBaHHSM BHCOTH IOJBOTY,
mojeni crioctepesxerHs: PJIC pi3HUX BUIB, @ TAKOX pealli3oBaHi pi3Hi alropuTMu
CKEepOBYBaHHS 3aC00iB MepeXOIIeHHsI pi3Hoi BapTocTi [1].

Po3pobmnenuii mporpaMHuii KOMIUIEKC J03BOJIUTH MTPOBOJUTH OIIHKY e(eKTH-
BHOCTI 32 PI3HUMH KPUTEPIsIMU BUKOPUCTAHHSI PI3HUX 3aCO0IB MEPEXOIICHHS KOH-
kpetHux BuniB BIUIA, obupatn HEOOXiIHHI AITOPUTM CKEPOBYBaHHsI, CTBOPIOBA-
TH paIliOHaJIbHUHN TUTaH mepexoruieHHst Aekinbkox BIUIA pizaumu 3acobamu [2]. V
SIKOCTI 3aC00iB pO3pOOKH BHKOpPHCTaHA MOBa mporpamyBanHs Python, 6i6miorexu
numpy, pandas, matplotlib.

Mertoro 10NOBifl € TOOY/I0Ba 3arajbHOl apXITEKTYPH MPOrPaMHOTO KOMILIEK-
Cy, OCHOBHHX aJTOPUTMIB (DyHKIIOHYBaHHS ITPOTPAMHUX MOJYJIIB, IO PEali3yIOTh
¢ynkuii cucremu nepexoruieHas BITIA, a takox moOynoBa moseni iHdopmartiii-
HOI B3a€MOJIil KOMIIOHEHTIB CUCTEMHU.

B nomoBiai npuBeieHi pe3yNbTaTH 3aralibHa apXiTeKTypa CHCTEMH, alropu-
TMHU (YHKIIIOHYBaHHSI MPOrPaMHUX MOJYJIB, & TAKOXX MOENb iH(popMariiHol
B33€MOJii KOMITOHEHTIB CHCTEMH.
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KOHTPOJIbOBAHA ITOCAJKA BE3IIJIOTHOI'O JITAJIBHOI'O
AITAPATY 3 BUKOPUCTAHHAM TEXHIYHOI'O 30PY

XKyxesuu A. b., Co6ois C. O.
Hamionanshuii aepokocMiuamii yHiBepcuteT iM. M. €. XykoBcbkoro
«XapKiBChKUI aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

B nanwit yac BukopucTaHHS MayuX JiTanbHuX arnapatiB (BIIJIA) HaOyBae Bce
OLIBII IIMPOKOTO BHKOPUCTAHHS: A€POPO3BIIKH B BAXKKOJOCTYIHHX abo HeOe3-
MMEYHUX MICIAX 1 T.I. 31MeOLIBIIOrO HAaBIrallisl amapara y TaKdX BHIAJKax
3IHCHIOETHCS 3 BUKOPHCTAHHSM CHCTEMU TJ100aibpHOro nosuuionysanus GPS [1].
AJle CUTHANM HaBIraliiHUX MEPEX JIETKO TITYHIAThCS (CTIOTBOPIOIOTHCS), 10 MPU3-
BOJIUTH JI0 HEMOXKJIMBOCTI BUKOHAHHS MTOCTABJICHOTO 3aBJAHHS. Y 1[bOMY BHUIAIKY
CTa€ aKTyaJbHUM YIPaBliHHS MONb0TOM BIIJIA 3 BHKOpHUCTaHHSM Bi3yalbHOL
Opi€HTAIlIi 332 JOMOMOIOI 3ac00iB TeXHIYHOrO 30py. /[0 IBOTO MOCYBa€ BHCOKA
HIBUJIKOIS KEPYIOUUX KOHTPOJIEPIB 1 MosiBa MaiorabapuTHUX BiZieOKaMep BHCOKO-
ro posaieHHs. Cepen iHIIMX OJHHUM i3 3aBIaHb aBTOHOMHOI HaBIrailii € KOHTpPO-
npoBaHa nocanka BIUIA Ha 3amaHuil MaligaHduK. Y [IbOMY 3aBIaHHI BUALISETHCS
npoOyiieMa KOHTPOJIIO BUCOTH JI0 TOYKM TOCAJIKH, 0O BiJICYTHICTH pIIIEHHS M€l
3a1aul MOXKe MPUBECTH 10 OE3MOBOPOTHOI BTpaTH JiTambHOro amapaty. LLsxis
pilieHHsS OOYUCIICHHS BIICTaH1 IeKiIbKa[2], OJJHAM 3 MOXKJIMBUX BapiaHTIB € BUKO-
PHUCTaHHSM J1a3epHHUX JaiekoMipiB[3]. BukopucTaHHs najiekoMipa iCTOTHO CIpO-
LIy€ 3aBAaHHS BUMIpY BIJICTaHI 1O OO'€KTy CTEKEHHS, JO3BOJISIOUA YHHKHYTH
BEJIMKOT KUTBKOCTI 004MCIIeHb, sIKI MOTPIOHI B 3anmpornoHoBaHux meronax[2]. [lpu
BUOOpI Mpuiaay HEOOXiIHO 3BEPHYTH yBary Ha KJIFOUOBI XapaKTEPUCTHUKHU Jalie-
KoMipa: MpHHIMIK 00poOku iHpopMallil; podoya panpHiCTs BUMIipy (1o 1,5 km);
po3Mip nazepHoi Touku (10 60 MM), [0 3MEHIIUTH BIPOTiAHICTh BTPATH MaiiaH-
4yuKa; 3aXucT 1o Mipi [P (3axuct Bij poury, muty i BOJIOTH).

VY 3anponoHoBaHii JOMOBI PO3TIISTHYTI MOXKIJIMBOCTI TOOYJOBH CHCTEMH KO-
HTPOJILOBAHOI MOCAJKMA 3 BUKOPUCTAHHSIM CHCTEMH TEXHIYHOTO 30py 3a JOIIOMO-
TOI0 JIa3epHOTO JajeKoMipa. 3arporoHOBaHI PIllIEHHs JIO3BOJISIOTH CIPOCTUTH
mo0y/I0BY, 3aXHIIAIOTh BiJl MEPEIIKO]] CHCTEMH Yy BUKOpHCcTaHHI cuctemu GPS sk
MPUPOHOTO, TAK 1 IITYYHOTO XapaKkTepy.
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BUKOPUCTAHHSA BIHOKYJISIPHOI CACTEMHU TEXHIYHOT' O 30PY
JJIA CIHTE3Y AJITOPUTMY KEPYBAHHSA PYXOM MOBIJIBHOI'O
POBOTA HA BA3I OJHOIIVIATHOI'O KOMII’FOTEPA RASPBERRY

Omnomnpienko C. 1., 'op6au O. C.
Hamnionanshuii aepokocMiunmii yHiBepcuTeT iM. M.€. JKyKoBChbKOTO —
«XapKiBChKUI aBlallifHAN IHCTHTYT»

OnHi€ro 3 OCHOBHUX NPOOJIEM CyYacHUX MOOIIBHUX POOOTH30BAaHUX KOMILIE-
KCiB € TIpo0JieMa KepyBaHHS PyXOM Y CepelOBHIIE 3 TepelikoaamMu. He muBiasauch
Ha Te, 10 JaHa MpodieMa SBISETHCS JOCUTh (PAaKTUYHO HYHIAMEHTATBHO, aKTy-
QIBHUX CIOCOOIB BUPINIEHHS BOHa HE Mae€ HaBiTh y cydacHoMmy cBiti. [lis
PO3B’si3aHHs i€l TpobiaemMu HeoOXiTHO CKIACTH PyX MOGLIBHOTO poboTa [1].

st noOy0BH alrOpUTMY BH3HAYEHHSI IIUISIXY HEOOX1JHO MaTH JIaHi O BiJIC-
TaHi 10 HaROIMKIMX nepenko. e qocsaraeTbes 3aBIsSKH aHAT3Y KapTH IIHOUHH.
[ToOynyBatu KapTy TJIMOMHM MOXKHA JEKUJIbKOMa CIHOCO0aMH: BUKOPHUCTOBYBATH
CIIeLlia/IbHI JIa3epHi JaJeKoMipu abo JOpOTi JaTUMKH, SIKIi BUKOPHCTOBYIOTHCS Y
LIDAR. Binbim parioHalbHAM METOJIOM € BHKOPHCTAaHHS OJJHOTO 3 HAlpsMKiB
MAIlIMHHOTO 30pYy - CTEpeonapy, sika TaKoX JI03BOJISIE MO0y TyBaTH KapTy IIIMOMHU.
OcHOBHa BiZIMIHHICTh CaM€ CTEPEONapy Bij IHIIMX HAMPSIMKIB MAIMHHOTO - CHHX-
POHHE BUKOPHUCTAHHS IBOX KaMep JIsl BA3HAYCHHS BiZicTaHi 0 06’ exTiB [2].

Mertoro A0MOBiAI € MO0yI0Ba aIrOPUTMY IO CTBOPEHHIO Ta aHA3y KapTH
TJIMOWHH, 3aBASKU SKUM MOOUIbHHI POOOTHU30BaHHI KOMILIEKC 3MOXKeE 3/I1CHIOBA-
TH Oe3MEeYHUH PyX y CEPEIOBHILI 3 MEPEUIKOAAMH.

Jnst mobymoBM KapTH TIMOMHH BHKOPHCTOBYBaBcs Meton Semi-Global
Block-Matching Algorithm, sikuit Tonsirae y momuryKy CIHiJIbHUX 3HAYEHbB JUTS KOXK-
HOTO MIKCEII0 3 300pakeHb 000X Kamep, IO JIa€ 3MOT'y PEECTPYBaTH iH(OpMAIit0
0 BiacraHi 70 06’ekTa v KokeH mikcenb [3]. I came 3aBAski OTpUMaHHM JaHUM
iCHy€ MOXJIMBICTb CTBOPEHHS METOAY KEPYBaHHS PYXOM Y CEpeJOBHIIE 3 Iepel-
KOJIaMH, SIKMI Ma€ 3Ha4HI MIepeBary, y NOPIiBHSAHHI 31 CBOIMU aHAJIOTAMH.

B momoBiai nmpuBezeHi pe3ynbTaTH Yy BUIJISII KapTy INTMOWHM, sika OyJia mo-
OyzoBaHa 3aBASKA BUKOPHUCTAHHIO CTEPEONapH Ta Pe3yIbTaTH KaliOpyBaHHS cTe-
peomnapu.
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HOBI CTAHIAPTHU 3B’SAA3KY: IEPCIIEKTUBU BUKOPUCTAHHSA

JlaBpyT O. O., JIaBpyt T. B., borymupskuii C. M., O6ixon JI. I
HarionanpHa akaieMisi CyXOIyTHHX BiichbK iMeHi reTeMana [letpa CaraiimagHoro,
JIbBiB, YKpaina

TexHoorist MOOLTEHOTO 3B’ 3Ky PO3BHUBAETHCS JO HOBOT'O MOKOJIIHHS KOXKHI
10 poki. ChOrojHI IIMPOKO BHKOPHUCTOBYIOThCS TexHojorii Tpethoro (3G) Ta
yetBepToro (4G) MOKOIHHSA, IO MPU3BENO JO MOSBH Pi3HOMAHITHUX MYJIbTHME-
JIMHUX KOMYHIKaIHHUX ociayT. [logaibnmil TeXHIYHUA Mporpec 3po0UB peatb-
HicTIO MOsBY 11’ sitoro nokoumiHHs (5G). SlnoHcbka kommaniss DoCoMo 3armpoBau-
Jla KOMepHidHy mocayry 5SG, BAKOPHCTOBYIOUYH CBOIO CHCTEMY MOOUIBHOTO 3B’ SI3KY
5G 25 6epesnst 2020 poky.

B nmomoBini po3misaaroTeCs nepeBard Ta MOMXIIMBOCTI TexHoorii 5G, ska xa-
PaKTEepPU3YEThCSI BUCOKOIO MIBUAKICTIO TMepeiadi AaHWX, BHCOKOIO MPOITYCKHOIO
3/IaTHICTIO, HU3HKOK 3aTPUMKOIO 1 30UIBIIICHO0 KUTBKICTIO MiAKITIOYCHD. 3aBISKU
TAKUM XapakTepucTHKaM 5G OYiKyeThCS MOKPAICHHS PIBHS MOCIYTH MYJIbTHME-
JiMHOro 3B’A3Ky y IOpIBHAHHI 3 NONEPEIHIMH MOKOJIHHAMH, BKIouaoun 4G.
JHana TexHonorist crane (pyHIaMEHTAIBHOIO, Y B3aEMO3B’ 3Ky 3 PO3BUTKOM TEXHO-
sorii mTy4Horo iHtenekty Ta intepHety pedeit (IoT, Internet of Things). Ile 3a-
0e3IeunTh He JIMIIE TOJOCOBY 1 HM(POBY KOMYHIKaIlilo, ajne i 0OMIHU BETMKMMHU
MacHBaMH JIaHHX Yy peaibHOMY 4aci, sIKMi XapakTepHuil [uisi «[HTepHeTy pedei,
TeJIeMEAUIIMHH, YIIPABIiHHA «PO3YMHHMH MiCTaMU», a TAKOK POOOTH aBTOHOMHHX
aBToMOOLTiB. DakTuHo 5G — 1€ mepiie MOKOMIHHSI MOOUIBHUX IPUCTPOIB CHCTE-
MHU 3B’SI3KY, SIKi MOXKYTb I JTPUMYBATH BUCOKOYACTOTHI Aiana3onu Buiue 10 I'T.

OueBuHO, 110 B MaiiOyTHhOMY 5G /103BOJIMTH BUKOPUCTOBYBATH BEJIMKI 00-
CATU JIaHUX, WITYYHUIH PO3YM 1 XMapHi KOMIT IOTEpHI TEXHOJIOTIT Ui BUPIIICHHS
PI3HOMaHITHHX 33Ja4 SIK 0COOMCTOTO, TaK i AeP)KABHOTO PiBHS.
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HOBITHI IHOOKOMYHIKAIIIMHI TEXHOJIOTI'Ti
B 3BPOMHUX CUJIAX YKPATHU

JaBpyT O. O., JIaBpyt T. B., Taryn O. O., O6ixox JI. I1.
HarionanpHa akazneMist CyXOIyTHUX BilicbK iMeHi reTeMaHa [letpa Caratinaunoro,
JIbBiB, YKpaina

CroroaHi iHQOPMAITifHI TEXHOJIOTIl CTaIM OJHUM 3 HAWBAXITUBIIINX YNHHU-
KiB, IO BIUIMBAIOTh Ha €(EKTHBHICTH YNPAaBIiHHS MiAPO3AiJaMH KOMaHIUpaMU
pizHux piBHIB 30poitaux Cun Ykpainu. [npopmaruszanii B 000poHHi# ramy3i akTu-
BHO JOCII/DKYIOTBCS Ta NPAKTHYHO BIPOBAPKYIOTHCSI HOBITHI iH(OpMaIiiHo-
TeNleKOMYHiKalliiiHi TexHosorii [1, 2].

VY cunoBuXx CTpyKTypax YKpaiHU BeleThCs aKTHBHA PoOOTa 11010 CTBOPEHHS
e(peKTUBHOI CUCTEMH OIEPAaTHBHOTO YIPABIIHHS, 3B’ 53Ky, PO3BIKH Ta CIOCTEpe-
xenHs (C4ISR) 3 Meroro 3xiliCHEHHS YIpaBIiHHS MiAPO3/iIaMU B €MHOMY 1H(]O-
KOMYHiKaItifiHoMy mpoctopi [1, 2].

HasiBHICTh B PI3HMX CHJIOBUX MiJPO3[iJIaX Pi3HOTUIIHUX 3ac0O0IB 3B’S3KY Ta
TeJICKOMYHIKalilf MoTpedye BHUpILIEHHS NMUTAHHS iX CyMICHOCTI, HaAifiHOCTI Ta
3a0e3revyeHHs! rapaHTOBaHOI SIKOCTI T1iJ YaCc BUKOHAHHS 3aB/IaHb 3a IIPHU3HAYCHHSIM.
BiamoBiiHO, aKTyaJbHUM HAIPsIMOM JIOCHI/DKEHb € aHalli3 Cy4yacHHMX METOJIB Ta
TEXHOJIOT1H MOOY/I0BY BUCOKOIIBHUKICHUX Ta HAJIHHUX CHCTEM YIPABJIIHHS CHJIO-
BUMHM CTPYKTYpaMH YKpaiHH MiJl 4yac BHKOHAHHS HHUMHU 3aBJaHb B yMOBax, LI0
LIBUJIKO 3MIHIOIOTHCS, & TAKOX MOLIYK Ta 3aCTOCYBaHHS HOBUX TEXHOJIOTIH B iH-
(dopmariitHO-TeneKOMyHIKaliHHIi Mepexi KpUTUYHOTO TPU3HAYCHHSI.

B 1onoBizi po3riisAaeThCsl MOXKIMBICTD Ta MPOIOHYETHCSI BUKOPHCTOBYBATH
texHomoriid 5G Ta 6G [3, 4], o A03BOIUTH OyAyBaTH HaAifHI BUCOKOIIBHIKICHI
Mepexi 3B’s3Ky KPUTHYHOTO MPH3HAYEHHS, PO3LMIMPUTH MOXKIMBOCTI IMiAPO3/LITIB
CHJIOBHX CTPYKTYp B MUTAHHAX iX IIArOTOBKH, TPEHYBAaHHS Ta 3aCTOCYBaHHS Mij
Yyac BUKOHAHHS 3aBJIaHb 32 IPU3HAYCHHSM.
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METO/] KOHTPOJIIO IKOCTI EJJEKTPOEHEPT'1i CHCTEM
EHEPI'O3ABE3NEYEHHA TEJTEKOMYHIKAIIMHUX MEPEXK

I'epacumos C. B.
HanionansHuii TeXHIYHNHN YHIBEpCUTET « XapKiBCHKUHN MOJITEXHIYHUI IHCTUTY T,
XapkiB, Ykpaina
Copoka B. B.
HepxaBHuil yHiBepcuTeT iHPpacTpyKTypH Ta TexHouorii, Kuis, Ykpaina

BezaBapiiiHe Ta edexkTuBHE (YHKIIOHYBaHHS TEICKOMYHIKAIHHUX MeEpex
3aJIe)KUTh BiJl SIKOCTI €NEKTpoeHeprii cucTeM ix eHeprosabesmeuenss [1]. Tak,
HAsIBHICTh BUIIMX TAPMOHIIHUX CKJIaJJOBHX B CHTHAJIAX HATPYTH i CTPyMY HPH3BO-
JIUTh 10 3HAYHOI METOAMYHOT MOXUOKH BUMIPIOBAHHS TTOTYKHOCTI €leKTPOCHEPTii.
Ie, B CBOIXO Uepry, € MPUUUHOI a00 MOsiBU 3001B B pOOOTI TEIEKOMYHIKAIIHIX
MepexK, a00, HaBiTh, IO BUXOY i3 JIaay iX CKIAJOBUX CIIEMEHTIB [2].

VY JonoBizi mokasaHo, IO ISl TEJIEKOMYHIKalliHHUX MepeX KPUTHYHUMH €
3MiHHU Y XapaKTEpUCTUKaX CHCTEM €Hepro3ade3rneyeHHs], siki 00yMOBIIEHI BIIMBOM
nepenrko/] (MepeBakHO eNEKTPOMArHiTHOTO Ta pajliioTeXHIYHOTO XapakTepy), sKic-
TIO CUTHAJIIB HalPyrH 1 CTpyMy IpU HasBHOCTI mpobieM (3001B) y eHepromocra-
yaHHi. [IpencTaBneHo pe3ynbTaTH aHalli3y Cy4acHOI JIiTepaTypH Ta HAyKOBUX PO3-
poOOK y naHiil ramysi, siKi OOIPYHTOBYIOTh aKTyaJbHICTh JIOCHI/PKEHHS JUis 3a0e3-
MeYeHHS HOPMAJIBHOTO (DYHKI[IOHYBAHHS TEIEKOMYHIKAI[IHHUX MEPEK.

Mertor0 [0MOBiZI € po3poOKa METOJy OLIHKH BIUIMBY BHILIMX T'aPMOHIHHHX
CKJIaJIOBUX B CUTHAJAX HAMPYTH 1 CTPyMY Ha SIKICTh €IEKTPOCHEPTii CUCTEM eHep-
ro3ade3neueHHs TeJICKOMYHIKAI[IHHUX MEPEeK.

3anpornoHoBaHuil MeTO]] KOHTPOJIIO 0a3yeThCsl Ha OL[IHIOBAaHHI IEPEXO/IiB Ue-
pe3 HyJIb BUIMX i HepUIuX (OCHOBHHUX) TApMOHIHHMX CKJIAJOBUX KPUBHX HANPyTH
i ctpymy BianoBigHo [3]. Y 10moBijii HaBEAEHO Pe3yJIbTATH MPAKTHYHOTO 3aCTOCY-
BaHHS PO3POOJICHOTO METOLYy KOHTPOJIIO.

[pakTH4HEe BUKOPUCTaHHS 3aPONOHOBAHOTO METOY MOJISrae y (hopMyBaHHI
BUMOT 10 ()OpMH €JIEKTPUYHUX CUTHAIIB HANPYTH Ta CTPYyMY, SKi BHKOPHUCTOBY-
IOTBCS B CHCTEMax eHepro3abe3neueH sl TeIeKOMYHIKAIliTHIX CHCTEM.
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METO/ OUIHKHA 3MIHU TAPAMETPIB TPA®IKA
TEJEKOMYHIKAININHOI MEPEXKI

Mosxkaes O.0., [lepecivancekuii B.M.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET BHYTPIIIHIX cIpaB, XapkiB, YKpaiHa
Mosxaes M.O.
HaykoBo-nocmiqHuil IeHTp CyJOBOi €KCIIEPTH3H 3 IIUTaHb
IHTEJIeKTyanbHOI BiacHOCTI MiHicTepcTBa foctunii Ykpainu, Kuis, Ykpaina

[pu pizkoMy 301IbIIEHHI 3aBaHTaYKEHHSI MEPEsKi B3a€EMO3B'SI30K MIXK SIKICTIO (Y-
HKIIIOHYBaHHS TeJIEKOMYHIKallIfHOT Mepesxi, pIBHAMU ii KepyBaHHs i 3MiHaMH napa-
METpiB MEpeXi Il He Ma€ JIOCUTh TOYHMX KUIbKICHHX OIMiHOK. OT YoMy mpoOiiema
3MIHM CEMaHTHUYHOI IIPO30POCTI TEIEKOMYHIKAI[IHHOT MEepesXi 3aIeXHO BiJ] BAKOPHUCTO-
BYBAHOTO MIPOTOKOJTY KEPYBaHHS € aKTYaJILHHM HAYKOBHM 3aBJAHHSIIM.

MeTor0 1aHOi AOMOBiTi € MPOBENCHHS OIIHKKM 3MiHM HapaMeTpiB Tpadika
TEJIEKOMYHIKaI[IfHOT Mepexi BiJl piBHIB KEepyBaHHS NpH PI3HUX DIBHSAX BTpaT
IIaKeTIB y Mepexi.

Y nonoBiai mpoaHanizoBaHo, K BIUIMBAIOTh Pi3HI PiBHI KEPYBaHHS MEPEIKEIO
Ha BTpaTH nepenaHoi iHdopmarii mpu 301IbIICHH] HaBaHTaKeHHs Mepexi. [Ipu
aHaJIi31 pO3IyIsanacs HaMOIIbII BaXKJIMBA XapaKTCPUCTHKA, [0 BU3HAYAE CCMaH-
TUYHY TPO30PICTh MepeXi: WMOBIPHICTh CIIOTBOPEHHs OiTiB iH(OpMarlii, Mo BuU-
3HAYAETHCS BEJMYNHOIO KOE(DIllIEHTY TOMUIIOK 110 OiTax.

[Ipu nopiBHSAHHI PI3HUX MEXaHI3MIB KepyBaHHsI, SIKi 3aCTOCOBYBAJIHMCS JI0 M-
pexi 3 iHTerpaui€ero ciayX0, JOBEIEHO, L0 MPH MaUX 3HAYCHHSAX KoeilieHTy
MOMUJIOK 110 OiTax OUIbII e(EeKTUBHUM CIOCOOOM KEepyBaHHS € KepyBaHHS Bill
“KIHIIS JI0 KIHI Y TIOPIBHSIHHI 3 KEPyBaHHIM Ha JIAHIII.

Skuo x BenuuuHa KOe(iliEHTY MOMMUIIOK MO 0iTax JocsArae 3HaueHb JeCh
omu3bKo 10 107, To BMHUKae MifBUILEHA HMOBIPHICTh MOMMJIKM Hepenadi iHdop-
Mallii Ta ctae HeoOXiJHUM 3MIHUTH KEpYBaHHS BiJl “KIHIIS 10 KiHIA HA KEPYBaHHS
BiJl “JIAHKH JIO JIAHKK”, 1110 32 PaXyHOK MOBTOPHOI Iepeaadi yIKopKeHol iHpop-
Marlii IpUBOIUTH IO IiABUIICHHSI HABAaHTAXKCHHS.

Hagami GakaHO TpoOBeCTH MOCTIIKEHHS BIUIMBY IHIIMX HapaMeTpiB HaBaH-
Ta)XCHHS Ha ITOKa3HUKH SKOCTI HaJaHHS IIOCIYT Y TEIICKOMYHIKaIiHHINA Mepexi.
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IHEPEBAI'M BIIPOBA/I’KEHHA ABTOMATHU30BAHUX CUCTEM
MOHITOPIHI'Y

Ckauxkog I. B., [TickapsoB O. M.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

Merta HayKku PO JaHHI — MOKPAIINTH MPOLIEC MPUHHATTS PillleHb, 3HAXOITUH
KOpPHUCHI HEOYEBHIHI 3aKOHOMIPHOCTI y BEJIMKMX MacuBax JaHuX. CbOrojHi HayKa
PO JIaHHI BUKOPUCTOBYETHCS MPAKTHYHO Y YCiX cdepax MOYHHAIOUM 3 PEKIaMU,
3aBEPIIYIOYH COI[IaTbHIMH MEPEkKaMH.

AHaJti3, MOHITOPHHT, SIKICHE BiJIOOpaKeHHS JaHUX Ta 1X AOCTYIHICTh Ha BCIX
PIBHSIX KEpiBHHIITBA/POOITHUKIB sIKI JJOJy4YeHi IO Mpolecy B Oynb-sKHX cdepax
JSTTBHOCTI, @ OCOOJNMBO Ha BEJMKUX, MA€ BEJMYE3HY BaXKIIMBICTh Ta BEIUKHN KOe-
(IIiEHT KOPUCHOCTI, SIKii B MEPCIEKTHBI BIUIMBATHME Ha 30UIBLICHHS JOXOIY,
MOKPAIICHHS MPOAYKTHBHOCTI, 3MEHIICHHsI PI3HUX TTOMHJIOK Ta 3arajbHOTO PiBHSI
opranizoBaHocTi [1].

OkpiM IHIIMX TepeBar CHIIbHO BUIUISIOTHCS MIBUAKICTH JOCTYIY N0 JAHHX,
JOCTYIHICTh Ta MOOIJIBHICTD, 10 A€ MOXKJIMBICTh BCEOIYHO MOKPAIIUTH Ta I0JIC-
TIIMTH POOOTY SIK 3BUYAHHUX POOITHUKIB TaK 1 KEPYIOUOTO arapary.

AXTyalpHICTh BIPOBa/DKEHHST aBTOMATU30BaHHX CHCTEM MOHITOPHUHTY Y
Oynb sikux cepax IisUIbHOCTI, a 0COOIMBO Ha BUPOOHUYMX MAa€ BEINYE3HY Iepe-
Bary HaJi X BiJICyTHICTIO, TOMY IO 3 HEJIOJIKIB € TUIbHI (piHaHCOBI Ta KaapoBi. [Jo
KaJpOBHX HENOJTIKIB MOXHA BiJHECTH: Yac Ha HAaBYaHHS Ta 3BUKAaHHA 10 HOBOBBE-
JICHb, @ TAKOX 3MIHEHHS POOITHHKIB 4K 1X 000B’sA3KiB (UM 1X mepexBaiidikaiis),
a0o0 MoBHA pecTpyKTypH3allis cdepu 3 BBEICHHIM Takol cuctemu [2,3].

MeTor0 JIONOBIfl € IOCIHIPKEHHS IepeBar i HelOJIKIB BIIPOBAKEHHS aBTO-
MaTH30BaHUX CHCTEM MOHITOPHHTY.

[Nepesar Habararo OiIbIle HIXK HEJIOMIKIB Ta KoedilieHT IX KOPUCHOI Aii B Oa-
rato pasiB MepeBHIlye OyIb-sKWil 3 HENONIKIB. 3 TEUi€l0 4acy TEXHOJOril Ta iX
3aCTOCYBAHHS 3MIHIOETHCS Ha OJIaro JIFOJMHH Ta BCeOIYHO MOKPANIyIOTh Ta MOJIer-
LIYIOTh SIK TIOBCSIKIIEHHUI TaK 1 poOouiil poctip. BripoBampkeHHs cy4yacHux iH}o-
PMAIifHAX TEXHOJIOTIH B €JeBaTOPHIN IPOMHUCIOBOCTI Ta 3€pPHOIEPEPOOHIX TTiATI-
PHEMCTBAX, O3BOJISIE MAKCHMAJIBHO 3HH3UTH BTPATH CHPOBHHHU Ha IIiIPUEMCTBI,
3MEHIIMTH €HEePro3aTparTy i, K HACIiJOK, 3SMEHIINTH COOIBApTICTh IPOAYKTY.
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3ACTOCYBAHHSA CTATUCTHYHHUX OLHIHOK B YITPABJITHHI
IMPOEKTAMM 3 PO3POBKU TPOI'PAMHOI'O 3ABE3IIEYEHHA

®inimonuyk T. B., IBanicenko 1. M., Cyznakos B. O.
XapKiBChKUH HalliOHATGHUN YHIBEPCUTET PalioeleKTPOHIKH, XapKiB, YKpaiHa

VYrpaBiiHHS NPOSKTaMH 3 PO3POOKH MPOTrPaMHOTO 3a0e3MEYCHHS € NOCUTh
CyNEepEewIMBOIO Ta CKIaaHOI0 ceporo IT misutbHOCTI. 3 0MHOTO OOKY, YIIpaBIiHHS
MPOEKTAMH BBXKAETHCS YACTHHOIO raiy3i 3HaHb IPOrpaMHol iHXKeHepii i, 0Txke, 10
YIIPaBIIHHS MPOEKTaMH MalOTh OyTH 3aCTOCOBaHI CTaHJapPTHI IH)KEHEPHI ITiIXOJIH.
[MpuunHK 1BOTO AETambHO po3iOpaHo B [1], oxHa 3 HUX — crenmdika po3podKu
MporpaMHOro 3abesneueHHs. [IporpaMHi MPOAYKTH HE3BaXKAKOUM Ha Te, IO iX
MOJKHa Kiacu(ikyBaTH, MOpIBHIOBAaTH i HaBiTh (popmyBatn kiacu ta tunu (ERP
CUCTEMHU, CAlTU-BI3UTKH, (POPYMH, COIIATBHI MEPEXKi Ta iH.), 32 CBOEIO MPUPOJIOI0
€ yHIKaJIbHUMH BUpoOamu. OCHOBHI iH)KEHEPHI METOIMKHU CIPSIMOBaHI Ha MIPOLIECH
onTUMi3arlii BUpOOHUIOTO JIAHITFOXKKA OJHOTO i TOro camoro BupoOy [2].

MeToro JOMOBIl € 3ampONOHOBAHUM aTbTEPHATUBHHNA MiAXiZ 10 BHKOPHUC-
TaHHS CTaTUCTHYHUX OI[IHOK. 3aMiCTh aHaji3y Ta IPOTHO3YBaHHSA 3arajlbHOTO
IUIaHy MPOEKTY Ha OCHOBI INIOOATBHUX BHCOKOPIBHEBHX OIIHOK aBTOPH 30CEpe/In-
JIUCSI HA TIpUHOMAaX, SIKIi MOXYTh JOIMOMOITH MEHEPKMEHTY NPOEKTY NpUHMAaTH
OBl BUBAKEHI PIIICHHS, 1 TAKAM YMHOM Y HPUBATHUX ITMTAHHSX MO3UTHBHO
BILIMBATH HA XiJl yChOTO MPOEKTY B L{IJIOMY.

B momnoBiji mpoBOAMUTHCS OIIHKA CKIIAIHOCTI Ta peaiizalii IPOeKTy B JHOIH-
Hi/roguHax (200 aHagoOriYHUX BeauuyuH). Ha OCHOBI IMX OIIIHOK BH3HAYAIOTHCS
BapTICTh Ta (PIHAHCOBI Pecypcu Ha NPOeKT. B pe3ylbTati olliHKA 3aBJaHb € OJIHIEI0
3 HAWKPUTHUYHIMIUX AisUIBHOCTEH, IO 3/IHCHIOIOTHCS MEHEIKMEHTOM IPOCKTY,
OCKIJIBKM OIIIHKA 3aBJaHb BIUIMBAE HA BCI IHINI KPUTUYHI apameTpu (4ac Ta Bap-
TicTh). Pe3ynbpTaTu MokasyroTh, 0 HeapaMeTpUYHa Perpecis Mae MOTEHIIal st
KOPHUTYBAaHHS «IUIAHIB» PO3POOHMKA, MPOTE IS MOBHOLIHHOTO BHCHOBKY OyZIyTbh
MOTPiOHI JOAATKOBI AOCIIKEeHHsI (Oibllie BUOIPOK 3 AIFOUYMX MPOSKTHUX KOMAH]).
Coin 3a3HaunTH, O Y i poOOTI PO30MpaKCs Ti CUTYallil, y SIKUX BUKOHABEIlb
OJIHOYACHO ¥ OIIHIOBAB 3aBJaHHS i BUKOHYBAB {i.
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PO3POBKA CUCTEMM KPYi3-KOHTPOJIIO 3 BAKOPUCTAHHSM
TEJEKOMYHIKAIIMHUX MEPEK

T'op6auos B. O., Kymimr JI. B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

CydacHi aBTOMOO1JTI OCHAIIYFOTHCS BEJIMKOIO KUTBKICTIO CJICKTPOHHUX CUCTEM
nig ynpasiiaaaM SOC, 1mo 1o3Bossie KoM(OPTHINIE KepyBaTH TPAHCIIOPTHUM 3a-
co00M, 3MCHIIYE KUIBKICTh aBapid, MOJETHIye Hapiramito tomo. OmHa 3 TakKux
CHCTEM — IIe CHCTeMa Kpyi3-KOHTpouto. [laHa crcTeMa JomoMarae IiaTpuMyBaTH
MOCTIiHY MBHUIKICTH ABTOMOOILIISI 3aJI€XKHO BiJT 30BHINIHIX yMOB[1]. 3a3Buuaii nana
CHCTEMa pealli3yeThCss Ha mepenporpamoBaniii FPGA, mo 103Boisie 3MCHIIUTH
BapTICTh MPOAYKTY 1 3aJIUIIIAE MOXKJIMBICTH OHOBJICHb B MaiiOyTHHOMY

MeTor0 JIOMOBII € aHaJli3 MPOrpaMHO-arapaTHUX 3aco0M peaizamii cydac-
HUX CHUCTEM KPYi3-KOHTPOJIIO 1 IUISIXiB BAOCKOHAJICHHS JAaHUX CHCTEMH.

TenexomyHikamiiHI Mepexi 03BOJSIOTh BHUKOPHUCTOBYBATH TEXHOJIOTIIO
GPS, mio mosnsirae B 3B’s13Ky INpuiiMaya, BCTAHOBIEHOMY Ha TPaHCHOPTHHUI 3aci0,
Ta CHCTEMOIO CYNYTHHUKIB, 1 BU3HAYE€HHI MICLETIOJIOXXEHHS JaHOTO TPAHCIIOPTY.
Takox 3a JOMOMOror0 MOOUTBHOTO 3B’SI3Ky MOKHa OTPHUMYBATH akTyallbHY iH(]O-
pMatlito Ipo Moroy Ta JIOPOXHI Maru. BUKOpPUCTOBYIOUM BUIllE BKa3aHi TEXHOJIO-
ril MOXKHA BIOCKOHAJIMTH CHCTEMY KPYI3-KOHTPOJIIO, IAHYy peali3allilo 1ie Ha3uBa-
IOTh IPOTHOCTUYHUM KPYi3-KOHTposeM. [IporHocTiuHmii Kpyi3-KOHTPOJIb IOEHYE
B co0i kpyi3-koHTpousib i3 GPS i TomorpadiyHumu Manamu, Kepye MIBHIKICTIO
aBTOMOOILJISI B PI3HUX THIIAX MICLEBOCTI Ta 32 PI3HUMH MOTOAHUMH yMOBaMH [2].
BukopucTaHHsI TeNEeKOMYHIKAllIHHUX MEPEXK pPa3oM 3 CyYaCHHUMHU TEXHOJIOTISIMU
JIO3BOJISIE CHCTEMI KpYi3-KOHTPOJIIO 3a3Jalierifb mependadyaTd MOXJIMBI 3MIHU
LIBUIKOCTI TPAHCIIOPTHOTO 3aC00Y 1 €pEeKTHBHIIIIE aaNTyBaTHCS O HABKOJIUIIIHIX
YMOB.

B po6oti nponoHyeThes Crocid BAOCKOHAIUTH CUCTEMY KPYi3-KOHTPOIIO 3a
nonomMororo Texrnouorii GPS, 1udpoBrX JOPOKHIX Mall Ta aKTyaJIbHOT'O IIPOTHO3Y
MOTO/IH, 10 J03BOJUTH 3a3/1aJIeri/(b AI3HABATUCS MPO JOPOXKHI YMOBH, 11100 301Tb-
IUTH e(DEKTUBHICTH POOOTH AaHOI CHCTEMHU.
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BU3HAYEHHS NOMIKOAKEHUX KJIITUH KUIIKIBHUKA
3A IOIIOMOTI' OO MATEMATHYHUX METOJIB
OBPOBKMU 306PA’KEHDb

SuxoBewkuit O. A.
XapKiBChKHUH HalliOHABHUN YHIBEPCUTET pa/lioeeKTPOHIKY, XapKiB, YKpaiHa

Jls miarHOCTUKM Ta OLIHKM €(EeKTUBHOCTI JIIKYBaHHS XPOHIYHHUX XBOPOO
KUIIEYHUKA BUKOPUCTOBYIOTHCS METOIM MOP(OJIOTIYHOTO NOCIHI/DKEHHS, /1€ BH-
3HAYAETHCS CTYIIHD MOIIKO/UKEHHS KINTHH. J{JIs 1IbOr0 POBOANTHCS (hapOyBaHHS
KJIITHH PI3HUMH METOJIaMHU 1 32 OTPUMaHUMHU 300paKEHHSIMU OL[IHIOETHCS BiZICOTOK
MOIIKO/PKEHUX KIIITHH Ha OKpEeMHUX JAUTSIHKaX Mikponpernapaty. Takuii Mmeton noc-
JIJDKEHHSI € Ty’Ke CYy0'€KTUBHUM 1 Mae 6arato moxuOoK.

MeTor0 JOMOBiMI € BUKOPUCTAHHS METOMIB MaTEeMaTHYHOI 0OpoOKH 300pa-
JKEHb JIUIsI YCYHEeHHs! CyO'€KTMBHOCTI Ta TiJIBHILIEHHS TOYHOCTI aHaui3y. Ilomiko-
JUKeHI KIITUHM Ha 300pa’keHHSX BUIVIANAIOTH SK KpalKyd 4OPHOTO KOIbOpy. 3a-
BJAHHSIM JIOCJIJDKEHHS OYJI0 MiJipaxyBaTH KJIITHHU YOPHOTO KOJIbOPY 1 OL[IHUTH 1X
BiZICOTKOBY CKJIaJIoBY Ha 300pakeHHi. [Ipuxian 300paxkeHHs moka3aHo Ha puc.] a.
Buninenns yopHux kimitaH (puc.1.0) Ta ixHIN miApaxyHOK MPOBOJHIIOCS 3a JIOTIO-
Mmoroto nakery MATLAB.

a) 0)
Pucynok 1 — I[Npuknaa 300paskeHHS:
a) IOYaTKOBE 300paXkeHHsT; 0) 300pa)KEHHSI MOUIKOKSHUX KITITHH

B pesynbrati aHanizy 300pa)keHHs BUSIBIICHO, 110 MOIIKO/DKeHI KIITUHU KH-
[ICYHHKA CTAHOBJIATH 12% 300pakeHHsI.
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KOMIT'FOTEPHI TEXHOJIOT'Ti YIIPABJIIHHA B BYIIBHAIITBI:
IHO®OI'PADIKA OI'JIAAY JITEPATYPU

I'puropos M. B., ®ecenko T. I'.
XapKiBChKUH HalliOHATGHUN YHIBEPCUTET PalioeleKTPOHIKH, XapKiB, YKpaiHa

Bimomo, mo peamizaitis OyaiBeIbHOTO MPOEKTY Mepeadadae iHTErpalio 3Ha-
YHOI KIJIBKICTI TAaHUX 1 OJJHOYACHO BPAaxOBYBAaTH reorpadiro, yMOBH pO3TalTyBaH-
HS, iICHYIOUY iH(PACTPYKTYpY, 8 TaKOXK HIMPOKHH CHEKTP BHMOT 3alliKaBICHHX
cropid. Bin kommaHii 3a0yJIOBHHKA BHMAraeThCs IHTErpaIlis 3HaHb TEXHOJIOTIH
PO3pOOKH TEXHIYHOI ITOKyMEHTaIlil, opraHizamii OyaiBenbHUX POOIT, a TaKOX 3a-
CTOCYBaHHSI Cy4acHHUX 3ac0o0iB MeXaHi3allii i aBToMatu3alii. B OymXiBHUIITBI BUKO-
PHUCTOBYIOTECS iH(DOPMAIIIfHO-KOMYHIKaI[iiHI TEXHOJIOTIi: MPOrpaMH aBTOMAaTH30-
BaHoro npoektyBaHHs (CAD); monatku BipTyalibHOI pealibHOCTI; MPOTrpaMHE 3a-
Oe3rneyeHHs UIs JIaHYBAHHS Ta KOHTPOJIO TMPOCKTY, YIPABIIHHS PU3HKAMH; iH-
¢dopmariitne monemtoBanHs OynaiBens (BIM); indopmariiiiHa cucrema yrnpaBIiliHHS
npoektamu (PMIS) [1, 2] Ta in. Tomy nepen 3a0yNOBHHKOM TIOCTa€ 3aBIaHHS
CTBOPEHHsI TaKOi KOMIT FOTEPHOI CHCTEMH, SIKa JO3BOJUTH YJ€HAM MPOEKTHOI KO-
MaH[¥ (TEpPUTOPIAIbHO BiAJAICHUM 1 MK(YHKIIOHAIBHUM) OOMIHIOBATUCS JIaHH-
MU 4epe3 HeHTpalbHi cxoBuia [3].

MerTor [OMOBi/I € MPOBEACHHS aHANI3y JOCIHIIKEHb 3 TEMATUKU «CYYacHi
KOMIT FOTEpHI TEXHOJIOTii yrpaBiiHHs B OyIiBHHITBI» Ta po3poOka iHdorpadiku
6i0iomMeTpruHUX JaHuX. Lle 103BONUTE 3’sICyBaTH ICHYIOUI JOCIIIHUIBKI aKIeH-
TH 1 00paTd HAWOIUIBII MEPCIEKTUBHI 3 TOYKH 30pYy CTAJIOOPIEHTOBAHOTO YIPaB-
JIHHSL.

B 1omoBiai HABOAATHCS PE3yNbTATH TOLIYKOBOTO 3ammTy: «Construction
project», «contractor», «construction collaboration technologies», «communication
technologies» y HaykoBo-MeTpHuHiii 0a3i gaHux Scopus. BusineHo 35 nokyMeHTiB
3a nepiox 2005-2022 pokis. [Iporpama VOSviewer BingiOpana 59 TepMiHiB i 3rpy-
myBaja iX y yotupu kiacrepa. Jlo ymoBHoro knacrepa 3 [T-tepminamut yBidIIm:
«surveysy, «advanced visualizationy, «integration operationsy.
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OPT AHIBAIIS ITIPOT'PAMHO-KOH®ITYPOBAHOI MEPEXKI
HA BA3I TIPOTOKO.JIY OPENFLOW

IBanicenko I. M., ITymkap A. 1.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

VY 3B'SI3Ky 3 MOCTIfHUM PO3BUTKOM Ta IOSBOI0 HOBHUX TEXHOJIOTiH, Mepexi
MoTpeOYIOTh peajizamii MiABUIIEHNX BUMOT 0 NIBUAKOCTI Mepeiadi Ta yJ0CKOHa-
JICHHSI iIHCTPYMEHTIB, 1[0 BUKOPUCTOBYIOTBCS IUIS MEPEIKEBOrO KEPYBaHHS Ta MO-
HiTopuHry. Taka cuTyalisl ClIOCTEepIiracThes 4epes3 MosiBM HOBUX (DYHKIIOHATBHHX
Ta TEXHOJOTIYHUX MEPEXK, II0 MAE 3BOPOTHHUIT OIK — YCKIaAHEHHS 1X CTPYKTYPH,
aJpKe OIepaTopy BUMAraloTh «PO3YMHIII MEPExKi», aje cTapi METOJId MOHITOPUH-
Ty Ta yIpaBJiHHS BXKE HE CIPABISIIOTHCS 31 CBOIMH (QYHKUisMH. ToOMy OCTaHHIM
4acoM 3pic iHTepec A0 mporpaMHO-KoH(pirypoBanux mepex SDN (Software-
Defined Networks), 3apa3 Bxke BiJOMHUMH KOMIaHisIMH OyJIM 3aIipONIOHOBAHO HOBI
peadtizarii, SiKi BiAKPHBAIOTh IIMPOKI MOXIIMBOCTI, HAITPUKJIIA]] OpraHizalis Mepexi
SDN i3 crizibHuM 3acTocyBanHsiM ipotokoiry OpenFlow. TlepeBara mpeacraBnenoi
TEXHOJIOT11 TOJISIrae B TOMY, 1[0 BOHA MPAIIOE OKPEMO BiJl MEPEKEBUX TPHCTPOIB
Ta il KOHTPOJIb MOXE 3IIHCHIOBATHCS OIEPaTOPaMHU 3a JOMOMOTOI CTaHIAPTHOTO
ceprepa [2].

Mertor0 JI0MOBiI € OKa3aTH Oe3nepeyHi repeBard BUKOPHCTaHHS MIPOrpam-
HO-KOH(IrypOBaHHX MEPEeX, i HABITh 1X B3aEMOBHTIAHOT EKCILTyaTallii 3 ypaxyBaH-
HAM cydacHoro mpotokony OpenFlow. [ns nporo Oyno Big3HAa4eHO MPUHLIMIIHI
poboTH cTaHmapTy, ocoONMBOCTI (QyHKIIOHYBaHHS komyTaropiB OpenFlow, mos-
HAYCHO BUTOJM Ta NEpPEeBard BHKOPHCTAHHSA TAaKOi TEXHOJOTIl A MOJANBIIOrO
PO3BUTKY TEJICKOMYHIKALliHHUX CHCTEM.

B nonoBizi 3a Marepianamu pe3ysbTaTiB MPOBEICHUX JIOCHTI/PKEHb OYJO J10-
BEJICHO, III0 TpOrpamMHO-KOH(IrypoBaHi Mepexi Ha 0a3i mporokony OpenFlow
JIOLIOMOXYTh PO3TOPTATH CYYacHI KOPIOPATUBHI MEPEexi 31 CKIaJHOI iH(pacTpy-
KTYpOIO TPH MIHIMyM BHUTpAaT Ha ix oOciyroByBaHHs. [IpoBesieH] TecTyBaHHS Me-
pexi SDN moxkazanu, mo BuOIp Takoi TeXHOJOTil 103BoyuTh [T-koMmmaHisiM Ta
IHIIMM KOPITOPAIIiSIM ITiIBUIIUTH €(PEKTUBHICTh MEPEKEBUX MPUCTPOIB IPUOITUIHO
Ha 30% 1 HAaCTINBKY K 3HU3UTH BUTPATH.
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AHAJII3 EGEKTUBHOCTI BUKOPUCTAHHSA PECYPCIB
MYJbTUCEPBICHOI MEPEXKI

IBanicenko 1. M., 3iHoB'eB b. M.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

CyuacHa cucTeMa YIIpaBJiHHSI XapaKTepH3YETHCS BHCOKOI IHTEHCHBHICTIO
iH(OpMaIIfHUX TTOTOKIB, IPUYOMY BHMOTH JI0 ONIEPATHBHOCTI YIPABIIHHSI, CBOE-
YAaCHOTO TPUUHSTTS Ta JOBEJICHHS 0 BHKOHABIIIB PIillleHb Ta 3aBJAHHS Hidl moc-
TIHO MiABUINYIOTHCS. Taki CHCTEMH, SIK MPABUIIO, € MyJIbTHCEPBICHUMH, TOMY IO
OTIEPYIOTh Pi3HOPIIHOO iH(OopMariiero (HaHi, haiiam, aynioBi3yaabHa iHpOpPMAIis).
Ie 3yMOBITIOE CYTTEBY HECTAI[IOHAPHICTh TOTOKIB JaHUX Y MEPEXKi, IHTCHCUBHICTh
SKAX B OKPEMi Tepiojii 4acy MOXKe iCTOTHO MEPEBHIILYyBATH CEPEIHbOCTATHCTUYHI
3HaueHHs [1]. Pa3om 3 TuM, mpu MPOEKTYBaHHI CHCTEM YIPABIIHHS PO3MOIiICHH-
MU TEXHOJIOTTYHUMH 1 TPAHCTIOPTHHUMH KOMIUTEKCAMH TIPEITSIBISIOTHCS IyKe BHCO-
Ki BUMOTH, SIK 32 TPOYKTHBHICTIO MEPEXi, TaK 1 IOA0 HaIHHOCTI 00CIyroByBaH-
Hs1 a0OHEHTIB. [2].

Mertoto nonoBiai € miaBHIIEHHS e(peKTUBHOCTI (yHKIiOHYBaHHS iH(pOpMa-
LifHO-TeNIEKOMYHIKalLliHHOT Mepeki 32 PaXxyHOK pO3pOOKH Ta 3aCTOCYBaHHS METO-
JIB aJanTHBHOIO YIPABIiHHS, 0 BPAXOBYIOTh (IYKTYaI[IHHUI XapaKkTep MOTOKY
JAHUX Y MEPEKi Ta 0OMEKEHHSI, HAKIIa/IeHI TAKTUKO-TEXHIYHUMHU BUMOTaMH.

B nonogiai Ta po6oTi chopMysIbOBaHO MaTEMAaTH4Hy ONTHUMI3AlIiHY 3a/1a4y
BHOOpY HalOLIbII e(DEKTHBHOTO MEPEXKEBOr0 POTOKOITY. J{iisi BU3HAUYEHHS CTyIIe-
Hsl epekTHBHOCTI mepefavi AaHUX y TEJIEKOMYHIKalliiHiii Mepexi BH3HAYEHO Ta
00rpyHTOBaHO BHOIp IMOKa3HUKIB Ta KPUTEPil0 e()EeKTHBHOCTI mepenadl JaHux y
TEJIEKOMYHIKAIIHIN Mepexi Ta cOopMyITbOBAHO ONTUMI3alliiiHe 3aBAaHHS BUOOPY
HaKOLIBII e(DEeKTHBHOIO MEPEXKEBOro MpOTOKOIy. [IpoBeneHuii aHami3 OCHOBHUX
BHMOT, 110 MIPOIOHYIOTHCS JI0 iH(pOpMaliiHO-TeIekoMyHikaiiiHoi mepexi (ITM),
BU3HAYMB, IO iCHYIOYI iH(pOpMAIiifHI TEXHOJOrii, Ha SKUX 3aCHOBaHI METOAU
YIpaBIiHHS po3MoALIOM Tpadiky B iHPOpMaLiitHO-TEIeKOMYHIKAIITHUX MepekKax,
B YMOBaX 3pOCTalO4YMX OOCSTIB IIHUPKYIIOHYO0T iH(pOopMallii, a TaKoXK IpH AUHAMIY-
Hilf 3MiHI CTPYKTYpH CHCTEMH TIepeliavi JaHUX He 37aTHi 3a0e3MeYUTH BUMOTH JI0
OTEepaTHBHOCTI 0OMiHY 1H(OPMAITIETO.
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METO/I HONTEPEJHbOI OFPOEKA HEEJIACTUYHUX JAHUX HA
BY3JAX BUCOKOMOBLIbHOI KOMII'IOTEPHOI MEPEXKI

TkauoB B. M., ®ponos . €., SAxuno B. O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

3anaua nepeaadi HeemacTUIHKUX JaHuX (rpadika, Bigeo-, ay1ioMOTOKH) OIS~
rae y 3a0e3nedeHHi MiHIMaJIbHOI 3aTPUMKH Ha MPOMIXHHUX BY3JIaX MiXK [DKEPEIOM
Ta ozmepkyBayeM [1-2]. HectucHeHi HeenacTH4HI JaHi BUMAraroTh 3HAYHOI €EMHOC-
Ti JuIs 30epiraHHs Ta CMyru mnpomnyckanHs. OKpiM TOro, y BHCOKOMOOLIEHHX
KOMIT IOTEPHUX Mepexkax 3aTpuMka Moxe csratd 300 Mc, ToMy, JUist IHTEHCUBHHX
MOTOKIB JITaHUX HEOOXiJHO BHUKOPHUCTOBYBAaTH METOJIM IONEPEIHb0i 00poOKu 3
METOI0 3MEHILIEHHS HaJMIpHOCTI TpadidHuX, Bieo-, ayaioganux [3-4]. OxHuM i3
TaKUX MiJIXO/liB € CTUCHEHHS JaHHX.

MerTor0 JONOBifl € y3aralbHEHWH OTJIs[ 3allpOIIOHOBAHOTO PIillIeHHS CTHC-
HEeHHSl HEeNaCTMYHUX [aHUX SK METONy MOIepeHbOlI OOpOOKM HEeeNaCTUYHHX
JIAHUX Ha BY3JIaX BUCOKOMOOLIBHOI KOMII FOTEPHOT MEpexi.

3arajibHOI0 XapaKTEPUCTHKOIO OIIBIIOCTI 300paXKeHb € Te, IO CYCiHI MiKce-
JIi KOPENIOIThCS 1 TOMY MICTSTh HaJMIpHY iH(pOpMalito. TakuM YMHOM, CyTb I1O-
nepenHbol 00pPOOKH AaHHUX TOJISATAaE B TOMY, 11100 3HAMTH MEHIII KOPEIbOBaHE YsiB-
JIEHHs1 300paXkeHHs. SHWKEHHS HaJIMIPHOCTI Peali30BaHO MUISIXOM CIIPSIMOBAHOT'O
BUJIaJICHHs TyOJIIOBaHHS 3 BUXIJHUX JaHUX OJHAKOBHUX (parmeHTIB. Metos Bpa-
XOBYE 3aI1ac eHEPreTHYHOT0 X0y By3J1a MEpexki Ta 0ro MpoLyKTHBHICTb.
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METO/] BUBIPKOBOI OBPOBKH JAHUX B JIETPAJTYIOUYNX
INOJIHI'OBUX MEPEXKAX

TkauoB B. M., I'yasko M. A,, Tonosin B. 1.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

[MomiHroBi KOMI IOTEpHI MEpEXi BUKOPUCTOBYIOTHCS Y SIKOCTI KOMYHiKaIliii-
HOT TIaTGOPMHU JIIS PO3MOIIICHOTO 300py JaHUX, MOTEPeIHROI 00pOOKH Ta mepe-
Jadi y BU3HA4YeHi omopHi By3mu [1-2]. Sk mpukmnaz, e Moxe OyTH caMOOpraHizy-
109a Mepexa I MOHITOPHHTY TIOXKEXKHOI CUTYyallii B JIici, TEMIIEPaTypHOTO PEKH-
My B €MHOCTSIX TOLIO. By3nm mosiHroBoi Mepexi MaroTh 0OMeKeHU# yac (QyHKI-
OHYBaHHS 32 paxyHOK aBTOHOMHOTO JDKEpena >KMBJIEHHs. BiAmoBimHO, BUHUKAE
aKTyaJlbHa 3a/iaua nepeposnoIily OOYHCITIOBaIBHOI TOTYXKHOCTI Ha eTari Imomnepe-
JIHBOT 00pPOOKHM JaHUX y pasi Jerpajaiii By3iiB mepexi [3-4].

MeToOr0 JOTOBIZII € Y3arajJbHCHUH OIVISA MiIXOAy MpiopHTe3allii, SIKHi Jie-
JKUTh B OCHOBI BUOIPKOBOI OOPOOKH JaHHX B JAETPAyFOUHX MOJIHTOBHX MEpekKax.

CyTHICTh METOJy MOJIArae B BU3HAYEHHI Myily (DYHKIIH By3/liB Ta BCTAHOB-
JICHHS KOXHIl 3 HUX mpiopuTetiB. Lleil myn MO)XHa mpencTaBUTH y BUIVIAAL MaT-
pHIli, Ha SIKY HaKJIaJIa€ThCsI MATPUILIS EHEPTETUYHOTO 3aracy i KOXKHOTO 3 BY3JIB.
OCOOJMBICTIO METO/ly € MOXUIMBICTB ITiIKIIFOYEHHS HAMOLIbII BXKUBAaHUX METOJIIB
CTaTUCTUYHOTO IPOTHO3YBAHHS TPaeKTOpii poOOTYy BY3IIB IMOJIHIOBOI Mepexi,
3acHOBaHi Ha Mojelni bpayna, Xosibra-YiHTepca, MeTolax €BONIONIT Ui JBO- i
TpUIIAPAMETPUYHHX MOJIEIICH Ta METO] TApMOHIMHIX 3HAYCHb.
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HEJITHIMHA JMHAMIKA TPA®IKY 13 3ACTOCYBAHHSM AQM RED

Angnpoc A. M., Ilaptuka C. O., SlakoBcbkuii O. A.
XapKiBChKUI HalliOHAIBHUN YHIBEPCUTET PajioeNIeKTPOHIKH, XapKiB, YKpaiHa

3 Ge3npeneAEHTHUM 3pOCTaHHsIM Mepexi [HTepHeT, sk 3a fioro po3mipom, Tak
i 3a KIJIBKICTIO aOOHEHTIB, MpobiieMa KOHTPOJIEO 3aTOPIB MMAKETIB CTa€ BCE OLIBII
BaXXJIMBOIO JUII YHUKHEHHI KOJIATICy MepeBaHTaXeHHs1. byio 3ampornonoBano Oara-
TO PI3HOMAHITHUX MiAXOMAIB JUIA BUPIIEHHS 11i€i nmpobiemu. OMUH 3 TaAKHUX MiIXO0-
JIB IOJISIra€ B KOHTPOJI PiBHS NMEpEeBaHTAXKEHHS HA KOKHOMY MapUIpyTH3aTOpi 3a
JIOTIOMOTOI0 MEXaHi3My aKTUBHOTo KepyBaHHs 4eproo (AQM) [1]. Mexanizmu
AKTHBHOTO KEPYBaHHS YepramH Iie 3aci0 Kpaimoro yrnpaBJliHHS MepeBaHTaKEHHSIM
BY3BKHX Micllb y Mepexi. [IJisi KOHTpOITIO cepeTHbOro Po3Mipy YeprH Ha repeBaH-
T@XXEHUX MapIIpyTHU3aTopax OyJio 3alpOIIOHOBAaHO MEXaHi3M BHITaJKOBOTO pPaH-
Hboro BusieieHHs (RED) [2].

Meroto omoBizi € aHaii3 mpo0ieM HeNiHIHHOI TMHAMIKH 3MIIIaHoTO Tpadi-
ky TCP Ta UDP. [IpeacTaBieHo npocty HeNHIHHY MOJENb 3 IUCKPETHUM HacoM,
sIka BUKOPHCTOBY€EThCS Juisi (ikcanii JuHaMiku B3aemozii Mapuipytusatopa RED
i3 3’eauanasivu TCP ta UDP. Takox nmpoeMOHCTPOBAHO, 1110 CHCTEMa MOXe MaTh
HecTaOlIbHY MOBEIHKY Yepe3 HelliHiiHy MoBeniHKy, nputamaHny TCP, a He uepes
PO3pHB IMOBIPHOCTI BIJIKUAAHHS MAKETIB K (YHKIII CepeHbOro po3Mipy 4Yepru
[3]. Kpim Toro, Oyno nokasano, mo HasBHicTh Tpadiky UDP He mpocto 3abupae
JOCTYIHY MpOnyckHy 37aTHicTh TCP-3’€qHaHb, a CyTTEBO 3MIHIOE AMHAMIKY I10-
BEJ[IHKU MEPEXi.

Takox OyJ0 IpOBENEHO JOCIIPKEHHS BIUIMBY PI3HUX CUCTEMHHUX IMapamerT-
piB, Takux sk kinbkicte TCP-3’eqnans 1 3atpumka RTT Ha cTabinbHICTh cHCTEMH.
[NokasaHo, 1110 3acTOCyBaHHs HaJAITOBYBaHUX moporiB RED cTBoproe ocHOBY [uist
po3podku cxeM AQM u1s MOKpaIIeHHs KOHTPOJIO PiBHA IEPEBaHTAKCHHSL.
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INEPEBAI' 1 HEJOJIIKU AQM

Yepuos b. JI., [Taptuka C. O.
XapKiBChKUI HalliOHAIBHUN YHIBEPCUTET PajioeNIeKTPOHIKH, XapKiB, YKpaiHa

AxTHBHE KepyBaHHS 4yeproro (AQM) npu3HadeHe Al JOCATHEHHS BUCOKOTO
PiBHSI BUKOPHCTaHHSI KaHATy 3 HU3BKOIO 3aTPUMKOIO B Yeprax MapLIpyTH3aTOPiB.
UucenpHi I0CHiKEHHS TOKa3yroTh, 1o RED [1], oqun i3 HaiBinomimmx AQM,
He 3a0e3rnedyye 3HAYHOTO IMPHUPOCTY MPOJYKTUBHOCTI, BPAaXOBYIOUM CKJIAJHICTB,
HeoOXiHy Ul TPaBHJIBHOTO HallAIITYBaHHS ioro mapamerpiB. Jleski BapiaHTH
RED, raxi six Adaptive RED [2], po3poOneHi mist 3a0e3neueHHs OibIn HaaiHHOT
pobotu RED y 6inbi mmpokoMy Jiana3oHi YMOB icHyr4oro tpadiky, aje Tex
MAIOTh JIeSIKi HEJIOMIKH.

MeTor0 JOMOBI/II € TOCHI/UKEHHS IepeBar 1 HeIoJNIKIB aKTHBHOTO KepyBaHHS
yepramu Mapuipytusaropis. AQM MoXyTh NIATPUMYBATH 3HaYHO MEHILY JTOBXKH-
HY 4epru, HiX y Bunaaky 4epru 3 Drop Tail, o Hajjae MOKIIMBICTh PO3BAHTAKUTH
Oydep Ta 3MEHIIMTH 3aTPUMKY B Mepexi. PizHomaniTHI quctmrutinn AQM Buma-
raloTh PETEIBPHOTO HANAINTYBAHHS CBOIX MapaMeTpiB Juisi 3a0e3NevueHHs TapHoOl
npoxyktuBHocTi. OnHak, i AQM He npaioTh ONTUMAIBHO 3 TOUKH 30pY Teopil
ynpasininns [3]. OnHiero 3 ocHOBHUX Mpobiem anroputMiB poauau RED e Te, mo
BOHHU LIJIKOM 3aJIe)KaTh BiJl OLIIHKU JOBXHHH YEpPrd MaplupyTusatopa. Y mnepioj
3HAYHOT'O HABaHTAXXEHHS OJHE JKEPENIO MOXKE IepelaBaTd MaKeTH 31 MBUAKICTIO
OLIBILO, HIK MPOIMYCKHA 3[aTHICTh BY3bKOTO MICIS, IO MOXKE HPU3BECTH J0
CTBOPEHHSI YePrH TaK CaMo JIETKO, SIK 1 y BUITAJKy BEJIHKOI KUIbKOCTI JIKepe.

B nonogiai npencTaBieHo MOAENb MOBEIIHKM YEePrd MapllpyTH3aTopa s
AQM 3 BiIKMIAHHSM Ta MapKyBaHHSM MakeTiB Juig imoctpanii BrumBy TCP-
Tpadiky Ha 3aBaHTAXKEHHsI 1 IOBEIIHKY [TEPEBAHTAKEHNX MAPIIPyTU3ATOPIB.

ExcniepuMeHTanbHO MTOKa3aHo, MO Koau MeToan AQM nomaTkoBO BUKOpHC-
toByt0oTh ECN, sik MeTop crioBitenns mxepen TCP mpo nepeBaHTakeHHs], IIPUPICT
npoaykTuBHOCTI AQM 3 TOYKH 30py MPOIYCKHOI 34aTHOCTI Ta 3aTPHUMKH MOXeE
OyTU 3HAYHHUM TMOPIBHSHO 3 KEPYBaHHIM YEPro¥O 3 BiIKHIAHHSIM MaKETiB.
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NEPCHEKTUBHU PO3BUTKY TEXHOJIOT'II «NaaS»

Bosomun I. A., TTaptuka C. O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET PaioeTiKTPOHIKH, XapkiB, YKpaina

Boxe HactaB neHb, kosm kopriopaTuBHi IT - daxiBii MOXyTb 3aMOBJISITH KOM-
MIOHEHTH MepexeBoi IHPPACTPYKTypH 3 MEHIO OIIi{, HAIAIITOBYBATH X BiAMOBIN-
HO 10 TOTped cBOro Oi3Hecy, a TaKoXK MiJKII0YaTH, 3aIyCKaTH Ta KEpyBaTH BCIM
nuM. 11 koHIemis Ha3uBaeThes "Mepeka sk mocayra" (NaaS), i Ha TaHWW 4ac
BOHA iCHY€ y pi3HHX (opMaX, B OCHOBHOMY Ha apeHi MocTavyalbHUKIB mocayr [1].

MerTor0 IOMOBiAI € OTJIs TEXHOJOTI «Mepexa SIK Mociyra», il peamizaiis,
IUTFOCH Ta MIHYCH JUT KOPHCTYBauiB, ClieHapil BUKOpUCTaHHS. HaBeneHo orsa
pi3HOMaHITHHX TpoOJieM, SIKi BCe IIe 3aJMIIAI0ThCS, HANPHUKIIA/] aclieKTH Oe3neKu
Mepexi, ika MOXe CTaTH CepHO3HOI0 MPOOIEMOF0 MpH ii BUKOpUCTaHHi. Po3rmsiHy-
Ti Taki MUTAHHS SIK: TIPOITYCKHA 3/1aTHICTh, Yac O€3BIIMOBHOI pOOOTH, IPOIYKTHUB-
HICTb, TapaHTOBaHUH piBeHb OOCIYTOBYBaHHS, SIK 4acTO OONAAHAHHS IOBHHHO
OHOBJIYOBATHUCA, AKI iHCprMeHTI/I TNIOBMHEH BHKOPHUCTOBYBATH I1OCTa4YaJIbHUK
«NaaSy 11 ynpaBJIiHHS €MHICTIO Ta IPOAYKTHBHICTIO. Po3risHyTa peanizauis Ha
NPUKIAl OAHOTO 3 HAaWOUIBIIMX CBITOBMX IOCTAYaIbHUKIB MEPEKEBHX IOCIYT
kommaHii «Cisco».

B momoBini mpoBeneHO aHali3 MEPCHEeKTUB MOJaIbIIOro po3BUTKY «NaaSy,
TaK sIK J]aHa TEXHOJIOTisi MOXKe BiAIrpaTH BAXUIUBY POJIb B MOJAIBIIOMY PO3BUTKY
XxMapHuX Mepex [2]. Hampuknan, 3riqHo 3 nanumu gociigauipkoi kommnanii IDC,
1o 2024 poky nonax 75% mepexeBoi iHppacTpykTypu Ha nepudepii Ta 1o 50%
iH(pacTPyKTypH LIEHTPIB 0OpOOKM JaHUX OyIyTh BUKOPHCTaHI B MOJIEI « Mepexka
SIK TIOCJTyTa». Benmuki mianpueMcTBa BIPOBAIDKYIOTh XMAapHI MOCIYTd 1Jisi 30epi-
TaHHS JIAHUX Ta LEHTPIB 0OpOOKM JaHHX JUist MOOUTBHOCTI pobounx Micib. Kpim
TOTO, 3pOCTAHHSI MOMUTY Ha Oi3HEC-MOJIeNb Ha OCHOBI IiMUCKH B XMapHUX 00YH-
cnennsix, NFV i SDN cnpusiiio BnpoBa/pkeHHI0 NaaS cepell BEIMKHUX ITiJIIPH-
€MCTB. 3p0o3yMiIIO, IO TepexiJ KOPIOpaTHBHUX KIIIEHTIB IO XMapHUX CEpBICIB €
ocHOBHUM japaiiBepoM «NaaSy. | xoua MepeskeBa iHAyCTpis JUIIe 3apa3 BUPILIYE,
SIK XMapHHU# cBIT Oyne edekTuBHO 00’emHAHWN y Mepexy, NaaS Moxe 3irpaTta
BEJIMKY POJIb Y MAalOyTHBOMY.
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YEPI' Y MAPIIPYTU3ATOPAX TA AQM AJI'OPUTMHU

®ininmos B. B., Xapuenko O. A., ITaptuka C. O., SlukoBcbkuii O. A.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

KomyHikaniiiHi Mepexi HACTYITHUX MOKOJIiHb OyayTh O0a3yBaTHCs Ha Tapaau-
rmi [P. Xoya MIBUIKOCTI CYYaCHHX MEPEX 3POCTAIOTH CKCIOHEHIANBHO, iX Mpo-
ITyCKHA 3[IATHICTh 3aBXKIH BiJICTA€ BiJ 3pOCTaHHS MepexeBoro Tpadiky. Ile o3Ha-
4ae, Mo 3 OOMEKEHUMHU PEeCypcaMH MPOITyCKHOI 3MATHOCTI CIIiJ 3HAWTH ITiIX0IU
JUTSl TIOKpAICHHS MPOJAYKTUBHICTh MEpexk, MI00 3aJ0BOJBHUTH TOTPEOU KPUTHY-
HUX Y 4Yaci Ta BAKJIMBUX JOAATKiB [1].

Kounu 3ananTo 6arato BXiJHHX MakKeTiB MPETEHIYIOTh Ha OOMEKEHi CITUIbHI
pecypceH, Taki sik Oydep 4epra B MapIIpyTH3aTOpi Ta BUXiJJHA CMYTa IPOITYCKaHHS,
IpH Tiepe/iadi JaHUX MOXKe BUHHKHYTH MepeBaHTaxeHHs. [1if yac mepeBaHTaKeH-
HS BEJIMKA KIJBKICTh TAKETIB 3a3HA€ 3aTPUMKH a00 HaBIiTh BTPAYAETHCS Yepe3 Iie-
penoBHeHHs uepru. Cepiio3Hi TnpoOiieMH 3 TIepeBaHTKEHHSIM IPU3BOIATH IO
HOTIPIIEHHS MPOITYCKHOT 3/JAaTHOCTI Ta BEJMKOI KiJIBKOCTI BTpa4eHHUX MakeTiB. Jns
3a0e3nedyeHHs CTadUIbHOCTI MepeX MpH TepeBaHTAXKEHHIX Oyia 3amporoHOBaHa
texHonorig Active Queue Management (AQM) [2].

Mertolo JIOTIOBIAI € PO3MIIsA CYy4aCHHX METOJIB OOpOTHOM 3 MepeBaHTaKEH-
HaMU. PosrisHyTa mpoOiieMaTHka NepeBaHTaKeHb, & TAaKOXK MOXIIMBE DIlICHHS Y
BUIJIS/II PI3HOMaHITHUX anroputMiB AQM. 3anporoHOBaHO alrOpUTM KepyBaHHs
YyepramMy MaplpyTH3aTOpiB, OpiEHTOBAHMH HAa 3aTPHMKY, KIIOYOBMM KOMIIOHEH-
TOM SIKOTO € MacIiTabOBaHMH MEXaHi3M BUMIpIOBaHHS mapameTpiB Tpadiky B pea-
JIBHOMY 4aci. AJITOPUTM MO€EJHYE MEXaHi3M BUMIpDIOBaHHS B peajbHOMY 4aci 3i
3BUYalHOIO cTpaterieto anroputMy RED Ta aganTuBHUIA MiaXi[ KepyBaHHs mapa-
MeTpamu anroputMmy Adaptive RED, 3aBisiku uomy BiICTeXKye cruiecku Tpadiky Ta
BiJIpI3HSIE iX BiJl IPUPOJHHUX KOJMBAHB IIBUAKOCTI Mepeaadi JaHuX.

MozesntoBaHHsI [TOKa3ye, IO 3alpONOHOBAHUI aNropuT™M (QYHKIIOHYE edek-
TUBHO Ta ycrnaJkoBye mnepeBaru anroputMy RED Ta anroputmy Adaptive RED B
ABTOMAaTUYHOMY HaJIAIITYBaHHI MapaMeTpiB HA OCHOBI BHMIPIOBaHb MapaMeTpiB
Tpadiky.
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CEKLUIA 3

BE3MNEKA ®YHKLIIOHYBAHHA
TENEKOMYHIKALUIMHUX CUCTEM TA MEPEX

KepiBuuk cexuii: 1.1.H. npod. B. M. Pynaunsxuit, YATY, Yepkacu
Cexperap cekmii: k.T.H. o1t [. M. ®enoroa-Ilisens, YIATY, Yepkacu

ANALYSIS AND COMPARISON OF DATA PROTECTION PROTOCOLS
OF WI-FI NETWORKS

Balagura D. S., Karavaiev V. M.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

Information in the modern world is the most valuable asset both for individu-
als and for states, corporations and companies in various fields of activity. Wi-Fi
networks are one of the most widespread technologies for wireless data transmis-
sion. It does not require physical connection to cables: all information is transmit-
ted via radio channels in public access, so the use of this technology places high
demands on data protection protocols circulating in Wi-Fi networks.

The purpose of the report is to define and analyze basic and advanced Wi-Fi
network protection protocols, which is a basic condition for their safe use for data
transmission of various levels of confidentiality.

The report reviews the basic, modern and promising protocols and mecha-
nisms for ensuring secure connection and data transmission in WiFi networks: the
basic outdated WEP protocol, its temporary improvement WPA, the most common
today WPAZ2 protocol, as well as the next generation wireless network protection
protocol WPA 3.

A comparative analysis of schemes, models, mechanisms, algorithms and key
lengths in the specified protocols is carried out. The possibility and risks of using
all and any of these protocols under certain predetermined conditions are deter-
mined. Conclusions are drawn regarding the further development of data protection
protocols in next-generation WiFi networks, namely Wi-Fi 6, which is currently
being implemented, and Wi-Fi 7, which is under development.

Thus, in wireless networks, cryptographic means are used to ensure the integ-
rity and confidentiality of information. However, errors in security protocols lead
to communications disruption and malicious use of information.
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JABO®AKTOPHA AYTEHTU®IKANISA KOPUCTYBAUIB
A JIAA 3AXUCTY ABTOMATHU30BAHUX CUCTEM

Minenxko C. A., ITaptunekuii O. B., Moruneauit O. A.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

[HpopmaniiiHi TeXHOIOTII CTaIM HEBiA'€MHOI YaCTUHOIO HAILOTO JKUTTS, Y
3B'SI3KY 3 UM 3/IHCHIOETHCSI aBTOMATH3aIlisl 0araTboX IMPOLECIB JKUTTEISUIBHOCTI
monuHY. Bemmka yactiHa iHoOpMaii 30epiraeTbes B iHQOpMaLIHHUX CHCTEMAX,
sKi HeoOXimHo 3axumiatd [3]. B aTakax Ha iH(opMaLiiiHi CHCTEMU 3JIO0BMHCHHKA
BHKOPHCTOBYIOTh TOMHJIKM B HaIMCAaHHI Ta aJMiHICTpyBaHHi nporpam. Po3poOHu-
KU pecypciB, SIKi MPAIOIOTh 3 JaHUMH KOPUCTYBadiB, 3000B'13aHi 1X 3aXWIIaTH Ta
3armo0iraT MOKJIMBOCTI BUTOKIB. OIIHIEIO 3 CYyYaCHUX OCHOBHHUX Mpo0JeM € ciad-
KAH PO3BUTOK iHAYCTpii iH(opMariiiHoi Oe3neku, 30KpemMa, CTBOPEHHs 3aco0iB
kpuntorpadii. B YkpaiHi, B JaHuii yac, y AIF0UMX CHCTEMAaX 3aXUCTY EICKTPOHHUX
JJAHUX BHKOPUCTOBYIOTHCSI 3aKOPOHHI KpUNTOTrpadidHi aNropuT™MHU i CTaHIAPTH.
JocnimKeHHs, M0 CTOCYIOThCSI O€3MEKH JJaHUX 1 3aCTOCYBaHHs 3apyOiKHUX T'OTO-
BUX DillIeHb — PU3UKOBaHe, Y 3BSI3KY 3 IIMM HEOOX1THO JOpMyBaTH BIIACHI pecypcH
Jutst Oe3nexu iHGopmanii [1].

MeToto JIOMOBi/II € TOCHIKEHHS Ta peaizallisi alropuTMy ABo(pakTopHOT ay-
teHTuGikamii as  3a0e3nedyeHHs 3axucty iHopmauii B iH(opMmauiiHO-
KOMYHIKaLlIHHUX CHCTEMaX.

B nonoBigi gocnifpkeHHI anropuTMH ayTeHTHdIKanii KopucTyBadiB iHdop-
MalliiiHO-KOMYHIKaIlIiHUX CHCTEM Ha OCHOBI Jpyroro (akTopy. Anroput™ asoda-
KTOpHOT ayTeHTU(iKallii CTBOPEHO HAa OCHOBI reHeparii OJHOPa30BOrO MapOJIs,
SIKUW OOYHCIIIOETHCSI 3 BUKOPHCTAHHSIM OOpaHOl TPUTOHOMETPUYHOI (QYHKINT JUist
MOCUJICHHS 3aXUCTy iH(opMaiiiiHol cuctemu [2]. 3ilicHeHO aHasi3 BiIOMHUX aj-
TOPUTMIB 1 IPOTOKOIIB ABOGAKTOPHOT ayTeHTH(DIKAIT, KpHUITOrpadiuHUX alropH-
TMIB 1 JIOAATKIB JUIsi 3aXHCTy iH(popmalii B iH(OpMAIIfHUX aBTOMATH30BaHUX
cuctemax. Po3poOieHo anroput™ nBodakTopHoi ayTeHTUdIKALii HA OCHOBI MpPO-
rpamu-ayTeHTH(dikaTopa Ta MOOUIBHOTO TenedoHy, KUl TeHepye YCKIaIHEeHHMH
Hab0ip (YHKIH OJHOPA30BOTO Mapoiisi i KOXHOI OKpeMoi iHdopmariiiHo-
KOMYHIKAIlifHO1 CHCTEMH.
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TH®OPMAIIMHA TEXHOJIOT'ISI MOJIEJTFOBAHHS TA
JOCJIIKEHHS CAHMETPUYHUXCET-OITEPALI

Pynuuneka FO. B. Kopotxkuii T. K.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHUTeT, Uepkacu, Ykpaina

CrpiMKHii PO3BUTOK CHUCTEM KPHIITOAHAJI3y, B TOMY YHCIIi OCTKBAHTOBOTO
BUMarae po3poOKH HOBHX Ta BJIOCKOHAJEHHS BXKE ICHYIOUMX KpUITOTpadidHHX
cuctem [1]. TIposeaenuii ornsaa pe3ynbratiB gociimkents CET-onepariiii mokaszas
0 CHHTE3Y CUMETPHYHHX JIBOXOMNEPAHAHUX 0arato po3psaHUX ONepariid mpumi-
JISUIOCS HEIOCTaTHBO yBard. Lle mosicHIOEThCSI KOMOIHATOPHUM POCTOM KiTBKOCTI
JIBOXOTIEPAaHIHUX OIepaliii mMpyu 30UIbIICHH] PO3PSAHOCTI HABITH B MOPIBHAHHI 3
onHoorepanHUMU. CHMETpHYHI JIBOXOINEpaHIHI orepamii BHKOPUCTOBYIOTHCS
Ipy TOOYIOBI NMPAKTUYHO BCIX KPUNTOAITOPUTMIB, TOMY HEOOXiJHO IIPOBOJIUTH
JIOCITIUKESHHST CHMETPHYHHX TBOXOMEPAHIHUX OMeparlifi KpumrorpadidHoro Komy-
BaHHA [2]. €AMHUM IUIAXOM BHPILICHHS 33/a4i CHHTE3y i aHamizy CHMETPUYHHX
JIBOXOTEPaHIHUX OIepalliii KpUnTorpaiyHoro KoAyBaHHS € moOyoBa Crieriai-
30BaHOI iH(POPMAIIHHOT TEXHOJIOTI.

Meroto monoBini € moOyaoBa CTPYKTypH iH(pOpMaIiiHOT TeXHOJIOTii Moje-
JIIOBaHHs Ta nociipkeHHs cumerpuynux CET-onepartii, pe3ynbTaT 3acTOCyBaH-
Hsl siKoi 3a0e3nevaTh MiJBUIICHHS 3aXHIICHOCT 1H(QOPMALIHUX CHCTEM KPUTHY-
HOI 1H(PACTPYKTYpH 3a PaXyHOK CTBOPEHHS HOBHX MOJJIMBOCTEH Ul BIOCKOHA-
JICHHSI KPUIITOAJITOPUTMIB.

B nomoBifi HABOIATHCS pe3ybTaTi po3poOku 1 nociimkents moneneit CET-
orepaniif Ta MeTou ix cuHTe3y. [IpUBOAATHCS ANTrOPUTMHU TeHepallii MociiI0BHO-
creii mozeneit CET-onepartiii. Po3risialoTbesi TEXHOOTIT OLIIHKKA 3reHePOBaHUX
TIOCITi TOBHOCTEH.

Po3pobiiena crpykrypa iHpopmariiiHOi BKiItouae: Monyib (iHTepdeiic) BBe-
JICHHS BXITHMX JJAHUX 1 apaMeTpiB; MiJICUCTEMY YIPaBIIHHS PEeKUMaMH POOOTH;
mijicucTeMy mouryky Ta ¢opManizamii KOpIHHUX omepallii; 0a3y nanux; 0a3y
3HaHb; Moayab cuHTedy CET-onepariit; Momynb renepaitii nocinigosaocreit CET-
orepariii; MOZyJIb CTATUCTUYHHX JOCHTIKEHb; MOIYJIb y3aralbHEHHUX OLIIHOK.
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KJIACHU®IKAIIA I ®OPMAJIIBAIIA CET-OIEPAIIA

Pynaunpkuit B.M.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHUTET, Uepkacu, Ykpaina
Jlaga H.B.
VYuiBepcutet Anenainu, Anenaina, [liBneHHa ABcTpatis

Teopiss kpunrorpadiunoro koxysanus (Bix anri. Cryptographic Encoding
Theory - CET) - po3min kpunrorpadii 1o 103B0JIsE€ IPEACTABUTH TPYIIH MifCTa-
HOBOK MOBOIO JUCKPETHOI MaTEMAaTHKH i 3a0e3Meuye X CHHTe3 KiIachdikallito, Ta
METOIOJIOTIIO JOCITiPKEHb.

OcHOBHUM 00'€KTOM JOCTIJDKEHHS B TEOPii KpUNTOrpadivHOro KOJyBaHHS €
CET-onepauui. CET-omnepariii peasi3yoTh IpOHYMEPOBaHUI HA0Ip eJIeMEHTapHUX
(byHKLIH, KoXHA 3 SKUX (HOpMYe BiAnoBimHui Buxigauii Ci-KBaHT (ci-quantum Bij
aHrL. cryptographic information quantum - kpunrorpadiuHui iHpOpMamiiHUA
kBaHT). [Ipn xoxxHomy BukonanHi CET-onepartii KinbKicTh BXiqHUX 1 BUXigHUX Ci-
KBaHTIB CITiBIIa/IA0Th.

CET-onepauii MoxHa kiacu(iKyBaTH 10 KUILKOCTI OTEpaH/IiB.

Onnuoonepanana CET-oneparii (C(X)) MPEeCTaBIsE CO00I0 HADIP eleMeHTa-
pHEX QyHKILIH siKi nepeTBopioioTh nCi-KBaHTIB BXiIHOI iH(opMalii.

C0X)= CE 00 X X Fa (s Xgrr Koo o 06 Ko X,)).

HBoxonepanana CET-onepauis (C(X' y )) — 1e omepailis sKa MepeTBOPIOE
nCi-kBaHTiB nepiioro onepanga B nCi-KBaHTH pPe3yJibTaTy Ha OCHOBI OJHI€l 3
nekinbkox onHoonepannaux CET-onepariii, B 3a1€)KHOCTI BiJl 3HAUYEHHS IPyroro
orepaHja.

C(% ¥)=C(C,(x). C,(x) C4(x)..C, (X)) .

C,(x), sxwo ¥, =0; Y, =0;..;y,, =0
C,(x), =0;y,=0;...;y, =1
O, )| CelX) A0 ;=05 9 =053y,

C,(x) axwo y, =1, y, =1...;y, =1;

Tproxonepannna CET-onepamis e omepartisi sika mepetBoproe nCi-KBaHTIB
nepmoro orepanaa B nCi-KBaHTH pe3yIbTaTy Ha OCHOBI ONHIET 3 MEKITBKOX TBO-
xonepangaux CET-onepariiif, B 3a€KHOCTI BiJl 3HAYSHHS TPETHOT'OTO ONEPaHIa.

C(x, ,2)=C(Cy(x, ), C,(x, ¥), Cy(X, )., C, (X, )

C,(x, y), axwoz,=0;2,=0;..;2, =0
_|C,(x y), axwo 2, =0; 2, = 0;...;2, =1

C,(x, ¥) axwoz, =1 2, =1,..;2, =1;

v

B nonogizi geranisyrorses pe3ynbTaTh Kinacudikarii CET-omepartii.
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BBYJIOBYBAHHS IH®OPMAIIIL B MEJJMYHI IIA®POBI OBEKTU
JJIA BABE3INEYEHHSA BE3IIEKU B IoT

Poznowmiii 1.O.
Uepkachbkuii HallioHATBHUH yHIBepcuTeT iM. b.XmenpHuIpKoro, Yepkacu, Ykpaina
JIrota M.B.
Uepkacbkuii nepxaBHui Oi3HEC-Koemk, Yepkacu, Ykpaina

[lepcrieKTUBHUM € BUKOPHCTAHHS IHTENEKTYyaJbHHX TMPHUCTPOIB Yy PI3HHX
chepax missTbHOCTI MaciiTabi AepikaBu, 30okpema. [lepemada, oOpoOka Ta 30epi-
ranHs iHQopmanii B iHppacTpykTypi 10T moB'a3aHi 3 HEOOXIJHICTIO BUPILICHHS
HU3KHU 3aBJaHb 3a0e3nedyeHHs iHdopmariitHol Oe3nexu. OCHOBHA CKIIAJHICTh I10-
JArae B ToMy, 10 iH(pacTpykTypa 0T HeomHopimHa i BKIIOYAe O€3Jid Pi3HUX
MIPUCTPOIB, Y TOMY YHCIi 3 0OMEXEHUMH OOYMCIIOBAIBHUMH pecypcamu. OpHNM
13 MiJIXO/IIB JI0 BUPIIICHHS JaHUX 3aBJaHb € BOYJIOBYBaHHS JI0JaTKOBOI iH(opMariil
B 1M (ppoBi 00'€KTH, 110 MTEPEAAIOTHCS Ta 30€PIraroThesl.

VY nomoBiai HaBeAEHO OIS METOAIB BOYJNOBYBaHHA iH(popMalii B nugposi
MeIWYHI JaHi a7 3a0e3nedyeHHs 0e3neku B 10T, 110 BKIIFOYae METOM CTEraHOTPa-
¢iuHoro BOynOBYBaHH: iH(OpMAIii.

Mertolo JIONOBIl € OrJIs] ICHYIOUMX METOJIB CTeraHorpadiyHoro 3axucry
MeAMYHUX HUppoBUX 00’€KTiB. [IponoHyeThes cTeraHorpadiyHuil METOM 3aXHCTY
Meau4HOI iHpopMaii, 1o MiAXoAuTh Juis nepenadi nanux B 10T B peanbHOMY
Yaci, HaNpUKIal, IJIsl CUCTEM MOHITOPHUHTY 3J0pOB'S. 300pa)KeHHS-KOHTEHHEP Y
koustipuomy nipoctopi RGB po30buBaersest okpemi mionmHi. Jlaui, nogaxi y BUrisiji
JBIFIKOBOI'O BEKTOPA, PO30OMBAIOTHCS HA TPH BEKTOPH PIBHOI JOBXKHHH, SIKI 3TOJI0OM
MaroTh OyTH BOYJOBaHi y BiJIIOBIAHI TUIOLIMHI 3 BUKOPUCTAHHSIM OJIHOTO i TOTO
camoro kiroua. J[Ba ajgpecHi BEKTOpH, a came: BEKTOp oCHOBHOI anapecu (MAV) i
noxatkoBuil aapecHuii Bektop (CAV), — BUKOPUCTOBYIOTHCS SIK MICEBIOBUIIAIKOBI
aJIpecH JUls aJipecallii po3TalryBaHHs MIKCEiB y MPoIleci NpUXoByBaHHs iH(opMa-
uii. BOyoByBaHHsI JaHUX BiJI0OYBA€ThCS METOJIOM 3aMiHU JBOX YHM TPhOX MOJIOJ-
mmx OiTiB. JIoJaTkoBO y 300paykeHHSI-KOHTEIHED BIPOBAIDKY€EThCs Kpuxkuii 1[B3,
MIPU3HAYCHUH KOHTPOJIO IIUTICHOCTI JAaHWX Ticig nepenadi. Januit MeTon HE BU-
Marae BEJIHKHX OOYHCIIOBAIBHUX PECYPCIiB, IO POOUTH METOA 3aCTOCOBHUM IS
10T. Inmmit creranorpadiyHuil METO/ 3aXUCTY ENEKTPOHHOI 1H(OpMAIIii Ipo 370-
POB'SI MaIli€HTa B «iHTEPHETI pedeity, M0 MoeaHy€e B cO01 3aCTOCYBaHHS iHTEPIIO-
JSIT Ta MOJYJIBHOT aprU(METHUKH.

Cnucok jgiteparypu
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TEXHOJIOI'TA CTUCHEHHA ABTOPCBKHUX TEKCTIB
3A JOIMIOMOT OO MATPHYHUX PEHIITOK

Haywmenxo C.B., Po3zmowmiii 1.O.
Uepkacbkuii HaioHAIBHUN yHIBepcuTeT iM. b. Xmenpanmpkoro, Uepkacu, Ykpaina

OO0csru iHdopMmalii, sika IUPKYIIOE B Cy4acHOMY iH(opMaliitHoMy IpocTopi,
HEYXHUIIBHO 3pOCTal0Th. He3BaXkarouu Ha MOCTiiiHE 3pOCTaHHs anapaTHUX MOXKIHU-
BOCTEH OOYMCITIOBANBHOI TEXHIKHM, MMOTpeda B KOMIAKTHOMY 30epiranHi iHopma-
1ii, 30KpeMa TeKCTOBOI, CTpIMKO MigBHIIy€eThCs. [Ipobnema HajiiiHOTO 30epiraHHs
iH(opMaii i 3aXUCTy aBTOPCHKHX TpaB TEKCTOBUX JIOKYMEHTIB Ha0yBa€ Bce OiJib-
01 aKTyaJbHOCTI. ['0lOBHOIO 0COONMBICTIO aBTOPCHKUX TEKCTIB € MEBHA HaMip-
HICTB.

Bupinmry 3amady edekruBHOro 30epiranas iH(opmarlii MOKIMKaHI METOIH
CTHCHEHHs iH(OpMaIlil — MepeKoyBaHHs JaHUX 3 METOK 3MEHINCHHsS IXHBOTO
00'eMy. Po3poOka HOBHX aJITOPUTMIB CTHCHEHHSI IJAHUX Ta YAOCKOHAJICHHS ICHYIO-
YHUX — BKpail aKkTyallbHe 3aBJaHHS Ha ChOTOJHIIIHIN JICHb.

33pa3 BEJIMKa yBara HpI/I)IiHHGTI)CH CTaTUCTUYHUM Ta CJIOBHUKOBHUM METOAaM
cTUCHEeHHs AaHuX. CTaTHCTHYHI METOAM JIO3BOJISIOTH OLTBII KOMIIAKTHO KOIyBaTH
3HA4YCHHJ, 10 4acCTO 3yCTpi‘{a}OT])C${, Mparoydd AOMOITUCS CTYNEHSA CTUCHECHHS,
0 BU3HAYAETHCS SHTPOITIEI0 CUTHANY. BUIBIIICTh ICHYIOYHX allTOPUTMIB CTUCHEH-
Hs1 iH(opMalil 6a3yl0ThCs Ha BIIOMOMY alnroputMi ctiucHeHHs: Xapdmana. IIpo-
Te, ONpHU nepeBard, Moaudikaiii anroput™iB XadpmaHa MarOTh HEIOJIK — 3a-
CTOCOBYBATH LIEH aJITOPUTM HEIOLIBHO JJIsl OKPEMHX CIIIB YU MaJIeHbKHX TEKCTIB,
OCKIJIBKM PO3MIp TEKCTY Ha BUXOJIi BUSIBUTHCS 3HAYHO OUIBIINM, HIX PO3MIp TEKC-
Ty Ha BXOJI.

Merta nONOBi MONSTAE Yy PO3pOOIi METOAY CTUCHEHHS TeCTOBOI iH(opmalrii
HAa OCHOBI BUKOPUCTaHHSI MATPUYHOI PelIiTKi. MaTpuyHa peuriTka € mpoTOTHIIOM
mmdpysBanbHol pemriTkun Kapnano ta moOynoBaHa HUISIXOM YacTOTHOTO aHANi3y
TEKCTY Ta BUKOHAHHS Olepaliii MaTpu4yHOro KpUnTorpadiqHOro HepeTBOPEHHS.
3anponoHOBaHUK METOJ] CTUCHEHHS aBTOPCHKHMX TEKCTIB, AKHH 3a0e3nedyBaTHMe
HaJiifHy nepenady Ta 30epiranHs iH(opMmarii € MPHAATHAM Ui BUKOPUCTAHHS B
pi3HEX iHpOPMALIWHUX CHCTEMaX KOTpi NOTpeOyroTh 30epeiKeHHs JaHuX Oe3 Hal-
JIUIIKOBOCTI.
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3ACTOCYBAHHS TEXHOJIOI'TI BJIOKYENH JIJI1 BUSIBJIEHHSA
MNPOMHUCJIOBOI'O IIIUT'YHCTBA

Hluakapenko A.B., Posmowmiii 1.O.
Uepkacbkuii HamioHaIbHUH yHiBepcuTeT iM. b.XMenpannskoro, Yepkacu, Ykpaina

[Ipn puHKOBIII KOHKYpEHIIi1 aKTyali3yeTbcs podiemMa MPOMHUCIIOBOTO IIITH-
TYHCTBa, K€ € (hOPMOIO HEeITO0OPOCOBICHOI KOHKYPEHIII [UIsi HE3aKOHHOTO OTpH-
MaHH$ BiJOMOCTEH Mo po3poOKH, TEXHOIIOTII Ta iHIIoi iH(opMarii oHiel KoMIa-
Hil 1HITA.

BusBuTH (hakT NIMUTYHCTBA MOXKHA 3aCTOCYBABIIN OJOKYSHH-TEXHOIOTI, 110
JIO3BOJISIIOTH 3aikcyBaTd (DaKT BHKOPUCTAHHS TPHCTPOIB OpraHizamii 3 MeTolo
nepeziadi, KOIMiIOBaHHs a00 BWIydeHHs iHpopMmaii. Xel-cyMy 3aricyioTh y HO-
BUii, HOBOCTBOpeHuit 10g-daiin, TuM camum (GOpPMYIOUH JIAHIFOXKOK OB’ S3aHUX
omuH 3 omHuM (aiimiB. Skimo xtochk crpobye migminuTH l0g-daitn micns #oro
BUBAHTa)XEHHs, TO (PaKT 3aMiHM Oy/ie Bipa3y MOMIUeHHUH pHU HACTYIHIN nepesip-
ni. Skmio orpumaHa Xxemi-cyma He 30iryiacs 3 MiJICYMKOBOIO, 1€ € OYEBHJIHOIO
03HAKOIO TOrO, IO cTaBcs (akT HecaHkuioHoBaHoro noctymy (HCJI) momno indo-
pMartii.

BriokueiiH MO)KHa ySIBUTH, SIK JIAHIIIOT, IO CKJanaeThes i3 0iokiB [1]. V kox-
HOMY 001 30epiraeTbcsi HeoOXinHa iH(opMallis 1 Xeu-cyma, OTpUMaHa MUISTXOM
KOHKaTeHalil Xel-CyMH MONepeIHbOro OJIOKY Ta Xell-CyMd Bin iHdopmarii,
OTPUMAHOT IS LILOTO OJIOKY.

Jiist 6inbi TOYHOT POOOTH CUCTEMH KOXKEH CITIBPOOITHUK MOBUHEH 11eHTH (-
KyBaTUCh Y CUCTEMI 3a JOMOMOroto J1Bo(hakTopHOi ayteHTUdikawii. J{i1st Hel naHu-
MH MOXYTh BUCTYNATH OIOMETPUYHI JiaHi, HAPUKIIA/, BITOUTKH MajblliB, 00INY-
Ysi, CITKIBKa OKa, KPIM TOTO MOYKH& BUKOPHUCTOBYBATH NApOJlb, SIKU CTBOPUB CITiB-
POOITHHK.

brnokueiin BucTynae y poi JaHIFO)KKa OJIOKIB, 10 30epirae iHpopmallito mpo
BCiX ciBpoOITHUKIB opranizaiii. [{ei maHIioKok 3MIHUTH a00 MiJPOOUTH HEMOXK-
JIMBO, OCKUIBKY 3MiHa OJHOTO 3aIUCY CIIPUYMHUTD 3MiHY BCHOTO HACTYIHOTO JIaH-
mrokka. Ha 3MiHy BCHOTO JTaHITIOKKA 3HAIOONTHCA OaraTo 4acy i O0UHCITIOBAIBHIX
pecypcis.

Taka cucteMa IO3BOJMTH BiJICTEKYBaTH [il CHIBPOOITHUKIB HA pOOOUNX Mic-
X Ta 3amobirTu mepeaadi cekpeTHux aaHux. KopucryBadi y it cucTeMi MOXYTh
OyTH aHOHIMHHAMH CBiIKaMH IIPOIiecy 0OMiHY KITFOYaMH, MOXYTh IiATBEPIKYBATH
YTOIH.
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QRNG WEB SERVICE SECURITY TESTING

Hrinenko T.O., Koptieva M.V.,
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
Nariezhnii O.P.,
V.N. Karazin Kharkiv National University, Kharkiv, Ukraine

Internet services have many advantages, but as the number of applications
increases, so do the number of cyber threats. Not only the number of attacks on
web resources is increasing, but also the economic consequences of such attacks.
Improvement of methods and systems for protecting web resources from attacks is
an urgent scientific problem.

The object of the research is the construction of a secure web service for the
quantum random number generator (Quantum Random Number Generation,
QRNG). The subject of the study is methods and means of evaluating the
protection of the QRNG web service.

Web service (web-service) is a program on the Internet that provides a service
or responds to a certain user request. The web service for QRNG [1] generates and
provides a random sequence upon user request on the Website.

The purpose of the work is to increase the level of security assessment of the
web service for QRNG due to the improvement of methods and means of detecting
potential threats based on the analysis and research of the current state and
prospective methods of assessing threats to information resources and global
practices of implementing information security management systems.

A threat model and an intruder model for the QRNG web service were built,
and the results of a comparative analysis of modern web service security testing
methods were provided, such as: "Technical Guide to Information Security Testing
and Assessment” NIST SP 800-115 [2]; OWASP security testing methodology [3];
OSSTMM security testing methodology [4]; PTES penetration testing performance
standard [5].
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AYJIUT 3AXUINEHOCTI CUCTEMU 3AXUCTY NIANNPUEMCTBA

I'punuenko O.C., I'punuenko T.O.
Binokpemiennii cTpykTypHuUii miapo3zain «Kpuopizpkuit Gaxosuii konemx Harti-
OHaJIFHOTO aBialiifHoTO YHiBepcuTeTy», Kpusnii Pir, Ykpaina

VY cywyacHHX yMoOBax, KOJW iH(OpMAaIiifHI CHCTEMH NMPOHHM3YIOTH YCi cepH
JISUTBHOCTI TIANPUEMCTBA 1 BIIKPUTI ISl peanizamii BHYTPIIIHIX i 30BHIMIHIX 3a-
rpo3, mpobiema indopmartiiinoi 6e3rnekn crae qyxe BaxanBow [1]. B poboti qoc-
JDKEHO Ta MPOaHANi30BaHO BiZOMI BPa3MBOCTI ISl KOMII‘IOTEPHHX MEpEX Ha
OCHOBI JIPOTOBUX Ta 0€3POTOBUX TEXHOJIOTIH.

OO0’ €KTOM JTOCIIIKCHHS € ayauT iH(POPMAIIIHHOI CHCTEMH MiAPUEMCTBA, 10
Ha TeNepilHii Yac € OHUM 3 HAaHBaKITUBIIIMX aCHEKTIB OE3MEeKH.

[IpeameT mocmipKeHHST — METOAM Ta 3acO0M NMPOHUKHEHHS B KOMII IOTEpHI
Mepexi.

['onoBHa MeTa ayauTy iHpOpMaliiiHOT Oe3reKH, 1ie Ol[iHKa piBHS Oe3MeKu iH-
(dbopMaliiiHUX CHCTEM MiIPUEMCTBA JUISl 3arajbHOTO YIPaBIiHHS HUM 3 ypaxy-
BaHHSM IIEPCIIEKTUB HOro po3BUTKY [2, 3].

[IpoBeneHnid aHami3 IOKa3aB, IO 3arajlbHa CTPYKTypa POOOTH 3 ayauTy
BKJIFOYA€ HACTYMHUI HaOIp MUTaHb, SIKI HEOOXITHO PO3TIISIHYTH:

onucaTd Mojiellb o0yI0BU cuctemu iHpopMariiiHoi Oe3neku (IB), ska Bpa-
XOBYE 3arpo3u, BPa3IMBOCTI, PU3UKU Ta KOHTP3axOoAu Ui iX 3MeHIIeHHS abo 3a-
moOiraHus;;

PO3MIISIHYTH HI/IX1]1 10 aHATI3Y Ta YIPABIIHHS PU3UKAMHU;

OKPECIIUTH OCHOBHI MOHSATTSI ayIUTY OE3IMEeKH Ta OIMKCATH Liji ioro peaisa-
i

3pOOHTH aHaIIi3 OCHOBHMX MIKHAPOAHUX Ta YKPATHCHKUX CTaHIAPTIB, 1110 BH-
KOPUCTOBYIOTBCS B 2y IUTI iH(OpMaIliitHOT Oe3reky;

IPOJEMOHCTPYBATH MOXIIMBICTH IpoBeieHHs ayauTiB 1b 3a nonomoroto mpo-
rpaMHHUX 3aCc00iB;

HABECTH MPAKTUYHI pEKOMEHJAIli 111010 poBeaeHHs aymuty 1b Ha mianpu-
€MCTBaX.

Omnmcana cTpykTypa poOOTH 3 CHCTEMOIO ayAuTy OOpaHa 3 METOI0 MaKCHMa-
JIBHOI Opi€HTAIli] Ha IPaKTHYHE BUKOPHCTAHHS MaTepialy, M0 pO3TISAA€THCA.
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AHAJII3 PIBHA BE3INEKU WEB-PECYPCIB

Cesepinos O.B., baxman f.A.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeNIeKTPOHIKH, XapKiB, YKpaiHa

B po6oTi po3riisHyTI METOAM OIIHKH PiBHS Oe31eKkn web-pecypcis.

AHaui3 mokasas, 0 OCHOBHI 00J1acTi, e CaliT MOKe OyTH Bpa3JIMBUM: CHC-
TEeMHe aJMiHICTPYBaHHS, IPOrpaMHa YacTHHA Ta CepBepHa yacTuHa [1].

Haii6inbin nommpeni ataku Ha BeG-pecypcu [2]: 1) oTpumaHHs g0CTymy 10
6a3u maHux 3a gonomororo BrposamkeHHst SQL-koxy (SQL Injection). ¥V cBoiit
HaWOUTBII IOMUPEHIH (opMi aHa aTaka Jae AOCTYH a0 KoH(ineHiiHHoT iHdop-
Marii. Crioci0 3axucTy — peresibHO 00poOIATH BXiIHI TapaMeTpH, 3HAYECHHS SKUX
BHUKOPHCTOBYIOThCSL st oOynoBu SQL-3amuty. 2) MikCaliTOBUH CKpPHIITHHT.
XSS (Cross Site Scripting) — Tvn ataku, Mpu sAKiil 3I0BMUCHUK BIPOBAPKYE IIKi-
nuBi ckpuntd y ¢opmu BBeneHHs. HaifuacTime mpu naHid ataku BiOyBaeThCs
kpanixka Cookies, e nesiki caiiTh 30epiraroTh JIOTiHM 1 mapodi (dYacTime ix rerr
KOJIM) KOPUCTYBAYiB, 1 BiJIIOBIIHO 3I0BMHUCHUK MOXKE€ OTPUMATH JIOCTYII /IO BAILIO-
ro aKKayHTy. 3axXHCT BiJ JaHMX aTak — BaJiJallis BXiJIHUX NapaMeTpiB, TOOTO Te-
peBipKa 3MiHHHUX, 11100 BOHH MiCTHJIM KOPESKTHHI BBECHHS.

Meroto JociipKeHHs € aHaji3 MOTOYHMH cTaH Oe3rneku web-pecypciB. Y pasi
HU3BKOTO DIBHS 3aXHWIeHOCTI Web-3aCTOCYHKIB MOKIJIMBA peaji3ailis 3arposu 3
00Ky 30BHIIIIHBOTO MOPYIIHUKA, HACHIIKOM IIbOTO MOXE CTATH HEOOXiHICTh BU/Ii-
JICHHSI IOJaTKOBOTO OFO/KETY Ha poOOTH 3 MiHiMi3alil pusukis [3].

Merta aHaii3y 3axuIleHoCTi web-pecypciB nossrae B MiJIBULICHH] piBHsI Oe3-
IIEKH IIPOrpaMH B yMOBaxX 0OMexeHoro Oropkety. st Iboro HalKpale opraizy-
BaTH IPOLIEC aHANII3y PECYpCy METOJOM «CIpOro SIUKa» 3 BHKOPUCTAHHSIM iH-
CTPYMEHTAIBHOTO IiIXOMY 1O HOro OOCTeXEeHHS 3 YaCTKOBUMH MepeBipKamy,
BUKOHAHMMH BpYUHY.

3a miJICyMKOM POOOTH, MOXHA 3pOOUTH BHCHOBOK, III0 3arajibHA{ piBeHb 3a-
XHIIEHOCTI BeO- 3aCTOCYHKIB HEJOCTATHHO BUCOKHU. [IJisl MifBUIIEHHS PiBHS 0e3-
TIEKH CJIiJ] IIPOBOJIMTHU aHalli3, BUXOMM4H 3 obnacti nocuimkenHs. Tak, ko meta
aHAJI3y MOJIATa€ B AEMOHCTPAIlil MOXIIMBOCTI IPOHUKHEHHS, TIOPYIICHHS IITATHO-
ro peXXuMy poOOTH mporpaMu abo JeMOHCTpamii KOMIPOMETaIlii Iy TIIBoi iH(OP-
Marlii, TOJi aHaji3 BapTO OPTaHI3yBaTH 3a MPHHIUIIOM «YOPHOTO SIIHKa» 0e3 00-
MEKEHB I10 IIPOBEJCHUM IIePEBipKaM.
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TECTYBAHHS BPA3JINBOCTEN CYYACHUX BEB-PECYPCIB

JI’sxoBa H.€., Cesepinor O.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeNIeKTPOHIKH, XapKiB, YKpaiHa

3 KOKHMM POKOM KUTBKICTH BeO-pecypciB Ta KiIbKICTh KOH(iAEHIIHHOI iH-
(bopmMariii 3 SIKOI0 BOHH B3a€EMOJIIOTH CTA€ BCE OLTBINOI0. 338 paXyHOK IIbOTO PO3BH-
Ba€ThCS BEIIMKA KIJIBKICTh HOBHX KiOep3arpo3. Tomy Oe3neka BeO-pecypciB 3aiiMae
Jenalti OBy Hilly B Cy4acHOCTi. TecTyBaHHS JloroMarae y HOUIyKY Bpas3jIMBOC-
Teii, 3amo0iraHHIo 3arpo3 Ta 3abe3neueHHo Oe3neku Bed-pecypcis [1].

MeTor0 JIOMOBi/II € JOCIIKEHHS Bpa3IMBOCTEl BeO-pecypciB, MO HaifuacTi-
11Ie BUKOPHCTOBYIOTHCSL.

B pesynbrarti nocnipkeHHs OyJ10 po3risiHYyTO HAHOIIbII PU3KKH JUIs Oe3NeKn
BeO-pecypceis, Taki sk Broken Access Control, Cryptographic Failures, Injection,
Insecure Design, Security Misconfiguration, Vulnerable and Outdated Components
tomo [2]. B nomomimi posrisHyTa OfHA 3 HAWNOIIMPEHINMX BPa3IUBICTH -
Injection, mo Bkiarouae B cebe in’exiii pisumx tumis (SQL, LDAP, XPath, OS
commands). PeamizoBani Ha mpaktuii SQL-iH’exiii.

B po6oti 6ys10 nmpoBe/ieHO TecTyBaHHS Ha MOXJMBicTs SQL-in ekiit [3]. Ta-
KOX PO3TIISAHYTI Pi3Hi porpamMu Ajst TecTyBaHHs [4, 5]:

SQL Injection Fuzz Strings (3 inctpymenty wfuzz) — Fuzzdb;

Bernardo Damele AG: sqlmap, iHCTpyMEHT aBTOMaTHYHOTO BIIPOBAIXKCHH:I
SQL(miaTpuMKa BeIMKOl KiIbKOCTI 0a3 nanux, miarpumka Linux i Windows);

Muhaimin Dzulfakar: MySqloit, MySql Injection takeover tool (miaTpumka
Linux).

[IpoBenenunit anami3z mokaszaB, IO JUIS TECTYBaHHS HailOLIbIIe ITiIXOAUThH
SQL Injection Fuzz Strings [5]. BoHa miaTpuMyeThCs B OIMEpAIlifHUX CHCTEMax
Windows, Unix i Linux, Mae GaraTuit ¢pyHKIIIOHAJ, BUIAE Pe3yabTaT y pealbHOMY
yaci. ['onoBHuM HenmoiikoM MySqloit € BIACYTHICTh CTPYKTYPOBaHOI JOKYMEHTa-
mii.

Yci nporpaMu TeCTyBaHHS J03BOJISIFOTH IIIBUIIMTH Oe3reKy BeO-I0/aTKIB
LUISIXOM 3HAXODKEHHS HOTo Bpa3inBocTed y BUNIIsAI SQL-1H’ €KITiH.
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BUSABJIEHHSA ATAK HA BEB-PECYPCH 3A JTOIIOMOT OIO
MTYYHOI'O IHTEJIEKTY

Hamrok 11.0., ®emqronmn O.1., Hakoneununit M.B.
XapKiBChKHUI HalliOHAIEHUN YHIBEPCUTET PajlioeNIeKTPOHIKH, XapKiB, YKpaiHa

HuHi TexHONOTiH MITyYHOTO IHTENEKTY BCe OijibIlie IIPOHHUKAIOTH Y cepy Ki-
6epOe3nexn. 3 0JHOTO OOKY, Il TEXHOJIOTIT BUKOPUCTOBYIOTHCS ISl TIPOTHIIT aTa-
KaM 1 HeliTpamizaii 3arpo3. OJHaK, OMWHHUBIIKNCH Y PYKaX 3JI0BMUCHHUKIB, TEXHO-
JIOTiT ITYYHOTO IHTENIEKTY CTAIOTh HEOES3MEUHO0 30POEI0 Ta CTAHOBIISITH CEPHO3HY
Hebe3meky [1].

B po6oTi po3risiHyTO METOAM BHSIBJICHHS aTak Ha BeO-pecypcH 3a J0MOMO-
TO0 HITYYHOTO IHTENEeKTY.

O0’€KTOM JOCIIDKEHHS € BeO-CepBEepH, CUCTEMHU, IO MPU3HAYCHI I B3ae-
MOJIii 3 KOPHUCTYBaYaMH uepe3 Mepexky [HTepHeT Ta MOKa3HUKH Kibep-aTak Ha Taki
CHCTEMH.

Hpe}IMCT )IOC.]'IiIl)KeHHSI — METOJAN BUABJICHHSA aTaK 3 BUKOPUCTAHHSAM IITYY-
HOT'O IHTEJIEKTY.

30inbIIeHHS KUTBKOCTI KiDep-aTak, crpod HECaHKI[IOHOBAaHOTO JOCTYIY JIO
CHUCTEM 3YMOBWJIN iHTera]_[iIO CHUCTEM BHABJIICHHA, MONCPEIKEHHSA BTOPIrHCHL B
iH(OpMAITiHHI CHCTEMH Ta TEXHOJIOT1H ITYYHOTO iHTEIEKTY [2].

B po6oti po3risgarThesi nporpamMHi 3aco0M BHUSIBJICHHS Ta MOIEPEIKECHHS
Bropruens (Intrusion Detection and Prevention Systems). 3mificHIOETbCS TTOPiBHS-
JIbHAW aHalli3 ICHYIOYMX CHUCTEM BHUSBJICHHS Ta TOMNEPEPKEHHs BTOPTHEHb Ta OLli-
HIOIOTbCA iX IOKa3HUKH. PO3IIsanaeTbcss MOXKIMBICTH 3aCTOCYBaHHS IITYYHOTO
iHTeNmeKTy B cucremax nonepemkenns Bropraeub (Al-IDS) [2, 3]. Iaterparis
LITYYHOTO iHTeNeKTy B cucteMu IDS 103Bossie 3HAUHO MIJBUIIMTH CTIHKICTH BEO-
CHUCTEMH HE TIIbKHU J0 aTaK Ha OCHOBI BIiJJOMHX CITHATYp, a i BUSIBJIATH 3aIlIyTaHI
aTaK/A Ha OCHOBI HEBIIOMHX I1a0JIOHIB.

IpoBenenuii aHani3 nokas3as, 10 BUKOPHCTAHHS IUTYYHOT'O iHTENEKTY JOIO-
Marae 3aXMCTUTH BeO-pecypcH BiJi OCHOBHHX KibepaTak, TaKUX SIK 3arpo3u ciyQin-
ry, Gimmary Ta inmnn. Lle 103BoiuTh aBTOMAaTH3yBaTH 0araTo pyTUHHUX 3aBJaHHb,
SIKI CHOTOJHI 3a0HMparOTh Yac Ta PEeCypcH, HANpPUKIAA, BHSIBICHHS aHOMAaJIBHOI
MTOBeNiHKK a00 BUSBICHHS IiI03PUTNX KOPUCTYBAdiB Y MEPEXKI.
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JOCJIIKEHHS ITHOOPMAIINHO-KOMITIOTEPHOI CUCTEMH HA
HASIBHICTH BPA3JIMBOCTEM

Kpasenp A.O., Onemixo L.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa
Cyxorermmit B.M.
XapkiBchKuii HanioHanbHu yHiBepeuTeT [ToBiTpsiHux Cui imeHi [Bana Koxeny-
6a, M. XapkiB, Ykpaina

3i 30inbeHHSIM iH(OpMaTH3alii CycriabcTBa 30UTBIIYETHCS BIUIMB BiJl aTak
Ha iHdopmaniiino-komyHikaniiHi cuctemu (IKC). Tomy mporiec BUSBICHHS Bpas-
nuBocTel mif yac nmoOynoBu Ta excruyaraiii IKC moxe nmokpammrty ix 3axuiie-
HICTh Ta TIOMEPEAUTH aTaku pisHoro tumy [1]. B po6oTi po3risiHyTo MeTOmM OIli-
HIOBaHHS 1HQOPMaIliiTHO-KOMYHIKaIliifHOT CHCTEMH Ha HAasIBHICTH BPa3JINBOCTEN.

OO0’€ekTOM AOCHiIKEHHS € 1H(HOPMaIiHO-KOMYHIKAI[IHI CUCTEMH.

[lpenMer  moCHiIKEHHS —  METOOM  OLIHIOBaHHSA  iH(OpMAIliiiHO-
KOMYHIKaI[IHHUX CHCTEM Ha HasBHICTh BPa3IMBOCTEH.

Juist mokpareHHs Ta yHigikauii nmpomecy nepeBipky i OL[IHKH CUCTEM Mpo-
HOHY€EThCS po3pobKka MeTo ki TecTyBanHst IKC Ha IpOHUKHEHHS, sika O HajaBaia
€/IMHY OL[IHKY Ta MOPSIOK JIiif TECTyBaHHSI CHCTEMH.

B po06oTi po3riisiatoThest MpOrpaMHi Bpa3iMBOCTI Ta BPA3JIMBOCTI OB’ si3aHi 3
HAJNAIITYBaHHSM MPOrpaMHUX 3aco0iB, opraHizaiiiiHi, anapaTHi, TEXHI4HI, 1HXKe-
HEPHO-TEXHIYHI BPa3JIMBOCTI HE PO3IJIIAIOTHCS, iX MepeBipka MOBUHHA BUKOHYBa-
TUCSI OKPEMOIO METOJJMKOIO y BIAMOBIHOCTI O HOPMAaTHBHUX JIOKYMEHTIB YKpai-
HU. 3ICHEHUI aHai3 MPOrpaMHUX 3aco0iB (BCi 3acO0M IO HaBe/EHI € BLIBHO
PO3IOBCIO/KYBaNbHIMHU) Ta MeToniB aHamizy IKC 3a jornoMororwo HaBeJeHUX iH-
CTPYMEHTIB.

Ha ocHOBI aHanizy pe3ysbTaTiB OLIIHKH 3acO0IB Ta METO/IIB (JOPMYETHCS Me-
tomuka ominku IKC Ha HasiBHICTH BpaznuBocTeil. CHopMOBaHO IHCTPYKIIIT, 11010
00poOKK pe3yNbTaTiB NEePEeBIPKH, Ul OTPUMAHHS SKICHOT OI[IHKH CTIMKOCTI CHC-
Temu. TakoX pO3IIAAAIOTHCS METOJM IHTErpallii 3amporoOHOBAHOI METOIUKH B
CVIb ta KC3I 3risHo cTanmapTiB Ta HOPMATHBHOT MOKyMeHTAII [2].

Taka MeTOmMKa MOXKE BHKOPHCTOBYBATHCS SIK JUIS NEPEBIPKM CHUCTEMH ITijT
yac cropenss/mMozepHizanii CYIB/KC3I, a6o sk yacTHHA MEHEIKMEHTY Bpa3iI-
BocTeil mporpamuoro 3abesmneuents B IKC [3].
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ABTEHTH®IKAIIi KOPUCTYBAUYIB BEB-PECYPCIB

Cesepinos O.B., Kiinmonocosa B.C.
XapKiBChKHUI HalliOHAIBHUH YHIBEPCUTET PadioeTIeKTPOHIKH, XapKiB, YKpaiHa

B nanwnii yac aBTeHTHIKAIis € BaXIMBOIO NMPOLEAYPOrO Il 3a0e3rmeyeHHs
KOH(]I1ICHIIIHOCTI, MUTICHOCTI Ta JOCTYNMHOCTI iH(opMarllii KopuctyBadiB y Oy/b-
SKHX CHCTEMax 4Yd pecypcax. BoHa BHKOPHUCTOBYETHCS MOBCSIKYAC T BCEOJM IS
3MIACHEHHST KOHTPOJII0, OOMEXCHHS K (DI3MYHOTO JOCTYITY J0 00'€KTy, TaK i JToC-
Tymy 1o iH(opmarii B camiii cuctemi.

OO0’€KTOM JOCIIKEHHS € Cy4acHI METO/IN aBTeHTHU(iKallii KOPUCTYBaUiB.

[IpeameT mociipkeHHST — Tpolec aBTEHTH(IKAlii KOPHCTYBadiB y BeO-
pecypcax. [1,2].

3pocTaHHs KiTbKOCTI BUKOPHCTOBYBAHMX 3aCTOCYHKIB Ta CTPIMKHI PO3BUTOK
TEXHOJIOTIH CHOTOJIEHHS! 3yMOBIIIOIOTH HEOOXIJHICTH TOIIYKY HOBHX, SIKICHIIINX
METO/IIB 3aXUCTy OCOOMCTHX NaHUX B iH(opMaIliiiHnX cucTemax. YMOBHa Oe3reu-
HICTh Ta HEOOI3HAHICTh KOpUCTyBauiB B cepi iHPopmaniiiHOi Oe3mneku, 30ibIIye
PHU3UK HECAHKI[IOHOBAHOTO TOCTYIY 0 PO3MIIICHOI HAa 3aXHINEHOMY pecypci iH-
dopmarii. HaykoBo Ta MpakTHYHO JOBEICHO, 1110 KOPUCTYBAU € HAWOIIBII ypasiu-
BUM CJIEMCHTOM CUCTEMMU.

Meroro po6GoTH € aHaii3 MeToaiB aBTeHTH(DiKalii y Web-3acrocynkax, Ta Bu-
3HA4YEHHsI HAWOUTbII eDEKTUBHUX C TOYKH 30py iHPOpMaLiiHOT Oe3NeKH.

Y poboTi BHKOHAHO OIJISII Ta aHaii3 MeToniB aBTeHTH(ikamii y BeO-
pecypcax. [IpoBeaeHo anami3 MeTofiB aBTeHTU(iKallii 32 KpUTepisMU: 3aTpeOyBa-
HOCTI 3 OOKy KOpUCTyBa4a Ta po3pOOHHUKA, CKIaHOCTI KOPUCTYBAHHS LIMMH METO-
JaMu aBTeHTH(IKallii, HASBHICTIO Pealli30BaHOTO MPOTOKOIY, cepl BUKOPUCTAH-
Hsl, TAKOX OYJIM BU3HAYEHI MEPEeBary Ta HEJOMIKH I[X METO/IB.

3anpornoHoBaHuil [l BUKOPUCTAHHS! KOMILJICKCHUI MeTo]| aBTeHTH]IKaIil y
BeO-pecypcax, 3aCHOBaHUI Ha BUKOPHCTAHHI 0araToKpokoBoi Ta 6aratodakTopHoi
aBTeHTH(]IKaI] 3 3aCTOCYBaHHSIM 0IOMETPUYHHX METOJIB T4 METOIIB MAIIMHHOTO
HaBuaHHs [3, 4].
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YIPABJIIHHA BE3IIEKOIO MOBIUIBHUX ABOHEHTCBKUX
IPUCTPOIB Y KOPIIOPATUBHUX MEPEJKAX

Cunopenko 3.M., Maprosunskuii B.O.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

Mo06isbHI TPHCTPOT IUPOKO YBIWIIIM B MOOYT CYCIIJILCTBA, IIMPOKO PO3IIO-
BCIOKytoThes 10T mpucTpoi, moynHawum 3 po3yMHOTO JIOMY, 3aKiHUYIOUM 1HH-
KaTopaMu JIOTJIsAy 3a pociuHamMu. Bee Oinbiie ocoOucTi MOOLTBHI IPHCTPOT BHKO-
PHCTOBYIOTHCSI HE TLIBKH IUTS MOBCAKACHHHUX IJICH, a B TOMY YHCTI i JJIsl BUKO-
HaHHS 3aBJaHb HpodeciiiHoi misutbHOCTI. [IpoTe 3a MiIBHIEHOIO THYYKICTIO Ta
3pYUHICTIO KPHIOTBCS Cepio3Hi mporanuuu 3 iHdopmariitnoi 6esmeku [1, 2].

OpmHUMY 3 HAKOUTBIIMX TPOOIIEM, 3 IKUMHU CTHKAETHCS OUTBIIICTh KOMITaHIN €
BipyCHi Ta (ilIMHIOBI aTaky, aBTOMAaTHYHE 3aBaHTa)XEHHs HEJ03BOJECHHUX I0/aT-
KiB, aTaky yepe3 HeOe3euH1 Mepexi.

B po0oTi po3riIsiHYyTO METO/IHM Ta TOJIITHKK YIPABIIHHS 0€3MeKOI0 MOOITbHUX
IIPUCTPOIB.

OO0’€eKTOM JOCHIKEHHSI € MOOLIBHI IPUCTPOT B KOPIOPATHBHII Mepexi.

[TpeameT gociiKeHHs — MPOLIEC YIPaBIIiHHS.

B poGOTi pO3IisiHYTO MONITHKH BHKOPUCTAHHSI MOOIJIBHUX MPHCTPOIB, Taki
sk: BYOD, CYOD, COPE, COBO, ix nepesaru ta Hemomiku [1, 3]. IIposenenwuii
aHaJIi3 II0Ka3aB, M0 KOXKHA 3 PO3IAHYTUX CUCTEM JJO3BOJISIE 3a0e3MeunTH 0a30BuUil
Habip QyHKuUii Oe3neku iHdopmalii. Ae TOCTPO CTOITh MUTAHHS MOOYOBH CUC-
TEMH YIPaBJIiHHS 0E3MIEKOI0 MOOITBHUX TPUCTPOTB.

PosrisinyTo pu3uku iH(pOpMaIiiHOI Ge3MeKH NMpU BUKOPHCTaHHI MOOUIHLHUX
MIPUCTPOIB Ta MOMKIIUBI 3ax01H iXx 0O0poOku. [TokazaHi OCHOBHI KOMITOHEHTH CHUC-
TEMH YIMpPAaBIiHHS 0e3MeKOI0 MOOUTPHUX aDOHEHTCHKHX MPUCTPOIB Y KOPIOPATHB-
HUX Mepexax Juisi 3a0e3rnedeHHsi HeoOXiAHOro piBHs iH(popMariiHoi Oe3neku Ta
BiJIMIOBIIHOCTI MI>KHAPOJJHUM CTaHIapTaM.

3anpornoHOBaHO CTBOPEHHSI MOJENI KOPIOPATUBHOT Mepexi, sika O 3abe3re-
yyBaja Oe3leyHe BUKOPUCTAHHS MPUCTPOIB 3 ONTHMAJIBHUM MO€THAHHSAM ITOKa3-
HUKIB 0€3MeKH, 3pYYHOCTI BUKOPUCTAHHS Ta I[IHU €KCILTyaTarlii.
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METO/JU TA 3ACOBU 3ABE3INEYEHHSA BE3IIEPEPBHOCTI
ONEPAIIAHUX MMPOIIECIB OPT AHI3AIIIL

[etpenko O.€., Kpurin B.P.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po0oTi po3riisHyTI MEeTOIU Ta 3aco0u 3abe3rneueHHs Oe3MepepBHOCTI Ore-
PAIlifHAX MPOIIECIB OpraHi3allii.

OO0’eKTOM JOCTIDKEHHS € aHaJi3 orepamiifHoi cucTeM OpraHizalii, o Ha
TEMepilHii Yyac € OMHUMH 3 PO3MOBCIO/DKEHHX. [IpeMeT AOCHiIKEHHS — METOIH
Ta 3acOo0H B ONEpaIiiHUX CHCTEMaX.

OneparriifHa cucTeMa — IIe CUCTEMa, SKa BUKOPHCTOBYE MaTepiaibHi, iH)O-
pMatiiiai abo (iHaHCOBI pecypcH(«BXia») ISl IEpeTBOPEHHS iX B pe3ysbTar («BHU-
Xim») y BUIIsIN npoaykuii abo mocnyr. BupoOHHYe mepeTBOpeHHsT MOXke OyTh
MOB’s3aHe 3 MIEPETBOPSHHSIM MaTepiatiB B MPOIECi MPOMHCIOBOTO BHPOOHHMIITBA,
3MiHa MICIIsl PO3MIIIEHHsI B ITPOIIECi TPAHCIIOPTYBaHHS, OOMIHOM B TIPOLIEC] TOPro-
BO1 omepailii, 30epiraHHsM sIK IPOLECOM CKJIaJCbKOTro 00CIyroByBaHHsI, (i3ioori-
YHUM IIEPETBOPEHHAM SIK PE3YJIbTAT MEANYHOTO O6CHyFOByBaHHﬂ, MEPETBOPCHHAM
iH(popMalii B mpotieci nmociayru TejaekoMmyHikaiii. Takum 4MHOM, BUpOOHUYE TIepe-
TBOPEHHS, TICHO TIOB”’s3aHe 3 MOHSTTAM Oi3Hec-Tpolieca.

Opranizaniitai Metomu. IX cyTHiCTh TIONATaE B TOMy, IO KOXKHA JisTBHICTH
MOBUHHA OyTH MPaBUJIGHO OPraHi30BaHOI, TOOTO CIOYATKY MOTPIOHO CTBOPUTH
¢bipMy, migiOpaty nepcoHan, AaTi HOMY 3aBIaHHSI, TOKA3aTH, K JiSTH, 1 BXKe MicIs
LBOI0 KepyBaTu ioro maisimu. OpranizaifiiiHi METOAM YIpPaBIliHHS NEpeIyIOTh Jis-
JIHOCTI, CTBOPIOIOTB JUIsi HeT HEOOXiIHI YMOBH, 1 BIIIOBIZHO € TACHBHUMH, 3a0€3-
nevyroun 0a3y Juisi aKTUBHUX METOJIIB.

BesmnepepBHICTB Oi3HeCy - Iie 3/aTHICTh OpPraHizallil MpoI0BKYBaTH OCTABKY
MPOJIYKTIB 1 MOCIYT B MPUHHSATHI TEPMIHH 3 3a3/aJIeTiIb BU3HAUEHOIO TIPOTYKTHB-
HICTIO M1 9ac 30010.

B pe3ynbrati mpoBeieHOTo aHalli3y METO/IIB Ta 3ac00iB 3a0e3neueHHs Oe3re-
PEepPBHOCTI OmepaniifHuX MpOIeciB opraHizallii s BUIIJIMB CTBOPEHHS IUIAHY MO
3a0e3meveHHIO cTpaTerii 3armo0iraHHs, pearyBaHHs Ta BiTHOBICHHS.

Crucok jgiteparypu
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JOCJII)KEHHS BPA3JIMBOCTEM BEB-IOJIATKIB TA METOIH IX
BHUPIIIEHHSA

Honuenko A.O., [lerpenko O.€.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po0oTi po3risiHyTI icHYI04i Bpa3iuBOCTI BeO-10/1aATKIB Ta METOJM Ta MeXa-
HI3MH X 3aXHCTy

OO0’eKkTOM JOCIIKEHHS € TIPOIeC BUSBIICHHS BPa3MBOCTEH BeO-I0/aTKIiB,
SIKI MOXKYTh HAaHECTH BEJIMKI KaTacTpo]iuHi HACIIIKH.

[peameT mocimiHKeHHsST — METOAW Ta 3aCO0M 3anmo0iraHHs Bpa3JIMBOCTEH BeO-
JIOATKIB.

BeO-monaTku Bxke JTaBHO € YIIIOOJCHHMMHU MIIICHSIMHU 3JIOBMHCHUKIB. BoHH
MOXYTh 3a0e3me4ynTH IoCTynm 1o IiHHOi iHdopmamii. Kpim Toro, ix moxkHa
MOPIBHSHO JIETKO BHKOPHCTOBYBATH. YCIIIIIHA aTaka MOXXE MaTH KaTacTpogidHi
HACJIJIKU, BKIIIOYaloun (hiHaHCOBI 30MTKM, BTpaTy pemyTaiii OpeHay Ta NOBipu
KitieHTiB. Jleski opraHizauii BXe He MOXYTh BIJIHOBHUTUCH IICJIs CEPHO3HOIO MO-
pYLICHHS Oe3neKu.

[Tpu po3pobiii BeOG-n0AaTKIB, BEO-pO3pOOHNK TMOBHHEH MPHIUIATH 4ac BeO-
Oesriexy, OyayBaTH JIOTIKY Ta TECTYBAaTH IpOrpaMHe 3a0e3Ne4eHHsI Ha Bpasiiv-
BOCTI. SIKIIO HE NPUIIIHMTH yBary BeO-0e3MeKd 3JI0BMUCHUKH MOXYTh CKOPHCTa-
THUCS BPa3JIMBICTIO CAlTy B CBOIX IIIJISIX, MICJISl YOTO KOMIIaHii, 110 BOJIOJIE CAUTOM,
MOXe ITOHECTH BEJIMKI BUTPATH.

11106 3amo0irtu aTakam, HEOOXIIHO HE TUIBKH BOJIOJITH iH(OPMAIIi€l0, 010
ICHYIOUMX aTaK aJie CBOEYaCHO BIIPOBADKYBAaTH MEXAHI3MH 3aXHCTy. 3a JOIIOMO-
roto caiity CWE MoxHa Ai3HATHCS PO HOBI ab0 cTapi BPa3iMBOCTI Ta CTATUCTHKY
npoBesieHnX atak. KoxxeH BeO-pO3pOOHUK MOBUHEH PO3YMITH 1 3a37ajeriap Oymy-
BaTH JIOTIKYy O€3IeKH caiiTy, sika BKIIFOYA€E 3aXHCT Bifl aTak, TaKuX sk xss, csrf, sql
Ta ddos. B poGoTi po3riIsiHyTO MEXaHi3MHU 3aXUCTY AJsl BeO-I0JaTKIB Ta 3p00JIeHO
ix anami3. [ns edexTuBHOI Oe3rekn BeO-cailTy HEOOXiTHO MPUIUIATA OCOOIHMBY
yBary 0 po3poOKH BChOTO BeO-caiiTy: 10 Be0-3aCTOCYHKY, KOHQirypaiii BeO-
cepBepa, MOJITHK CTBOPEHHSA Ta OHOBJICHHS IMApONIiB, a TaKOXK KOAY Ha CTOpPOHI
KJIi€HTA.
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AHAJII3 NEPCHEKTUBHUX METO/IB MOIIYKY BPA3JIMBOCTEN ¥
KOPIIOPATUBHUX MEPEKAX

Pyxennes B.1., ITozgusixos P.O.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po6oTi po3riisiHyTI OCHOBHI METO/IM TOIIYKY BPa3IMBOCTEH Y KOPIOPATHB-
HUX KOMYHIKaIlIHHIX Mepexax.

OO0’€XTOM JTOCIIKCHHS € Tpolec Mo0yI0BU Ta (PYHKIIIOHYBaHHS KOpIIOpa-
THUBHOI MEpeXi MiJMPUEMCTBA Ta TOIIYK PO3MOBCIO/DKCHHX BPa3MBOCTEH, IO
MIPOTUIIFOTH HOPMaJIbHIH pOOOTI Mepexi.

[IpenMeT mOCHIKEHHS — METOJU Ta 3aCO0M PO3IMi3HABAHHS 1 TOIIYKY PO3T-
JISIHYTHUX BPa3JMBOCTEH.

OuiHKa 3aXHIIEHOCTI KOPITOPaTUBHOI iHPpacTpyKTypH NoTpeOye yacy Ta BH-
cokoi kBamidikarii ¢axiuiB 3 Ib. BUKOpUCTOBYIOTBCS 3ac00M aHalli3y 3aXHUILECHO-
CTI - cIienianbHi CUCTEMH, SIKI B aBTOMAaTH30BAaHOMY PEXHMI BUSBIISIOTH BiIKPHUTI
MEpEeXeBi MOPTU Ta JOCTYIHI CIyKOH, YPa3IMBOCTI B IPOrpaMHOMY 3a0e3TeueHHi,
a TakoX HenoJliku KoH(irypauii oOnaaHaHHs, cepBepiB Ta 3aco0iB 3axucty. Cy-
YacHI 3acO0M aHaNi3y 3aXWIIEHOCTI JIO3BOJISIIOTH MPOBOIUTH CKaHyBaHHS iHMOp-
MalifHUX CHCTEM Y PI3HHUX PEXHUMax 3aJekHO BiJl KOHKPETHOTO 3aBJIaHHS — Me-
peXHE CKaHyBaHHsI, CHCTEMHI IepEeBIpPKU, KOHTPOJIb 32 BiAMOBIIHICTIO CTaHAApTaM
6esmexu [1].

Mertou BIJIKPUTOTO IOIIYKY 1 KepyBaHHS BPa3JIMBOCTEH Y MEpPEXi J103BOJISI-
10Th 3JIHCHUTH Oe3MepepBHUil, PO aKTUBHUI Ta aBTOMATU30BAaHHM MPOLIEC, STKHUI
3a0e3neyye 3aXUCT KOMII'IOTEPHHX CHCTEM, MEpeX Ta KOPHOPAaTHBHUX IPOrpam
BiJl Kibepatak i mopyiieHb Oe3nexu ganux [2]. s KepyBaHHs 3arpo3aMu Ta Bpas-
JIUBOCTSIMH, BHKOPUCTOBYETHCSI HU3Ka IHCTPYMEHTIB 1 pillleHb JJIsl 3armoOiraHHs
Kibep3arpo3am Ta iX ycyHeHHs a00 IPEeBEHTHUBHUX il IS X aIMIHICTPYBaHHS.

B pe3ynbraTi mpoBeIeHOro aHajily, Ta BUBYEHHIO OCHOBHHMX THIIIB 3arpo3
OyJI0 BHSIBIICHO OCHOBHI KpHUTEpii METOJIB MOILIYKY BPa3IUBOCTEH, J0 SIKMX BXO-
JUITh. BUSIBIICHHSI W IHBEHTapH3allisi PecypciB, CKaHYBaHHs BPa3IMBOCTEH, Kepy-
BaHHS BHIIPABICHHIMH, KEpyBaHHA KOH(]Iirypamieto, KepyBaHHS HIUICHTAMH Ta
momisMu Oe3MeKu, TeCTOBI aTaKd Ta aHAN3 icHyrounx Kidep3arpos. CywmicHi 3 ga-
HAMH KPUTEPiISIMH METOAOJOTii OXOILTIOIOTh HAWOLNBIIMX CIEKTP 3aXUIIEHOCTI
KOPIIOPATHBHOI MEpEXi, BHUABICHHS BiJIOBITHUX BPA3IMBOCTEH 1 IMPEBEHTUBHE
pearyBaHHS BiAmoBiHi iHImaeHTH 1b.
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TECTYBAHHA BE3IIEKW MOBIJIBHUX 3ACTOCYHKIB

CegepinoB A.B., boiiko K.A., ®enopuenko B.M.
XapKiBChKUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

[ocriiianii po3BUTOK iH(POpPMALIITHUX TEXHONOTIH MPU3BIB 10 TOTO, IO MO-
OiJIbHI MPUCTPOI YaCTO BUKOPHCTOBYIOTH B SIKOCTI MOOUTBHOTO odicy. B mam’sri
MPUCTPOIO 30epiraroThcsi KOHTAKTH KOJIET, KOPIIOpPATHBHA Mepenucka, OGaHKiBChbKi
pexBi3uTH, HoTaTKu. be3nexa i€l iHpopMallii 3a1eXuTh y TOMY YHCII 1 B/l HasB-
HOCTI BPa3IMBOCTEH y BCTAaHOBJEHMX Ha MPUCTPiid 3acrocynkax [1]. Tomy 3amaua
3a0e3NeyeHHs HAAIIIHOTO 3aXHCTy MOOITBHOTO MPUCTPOIO SBISETHCS KPUTHUHO
Ba)KJIUBOIO.

B po6oTi po3riisHyTI METOAM TeCTyBaHHS O€3MeKn MOOITBHIX 3aCTOCYHKIB.

OO0’€eKTOM JOCIIKEHHS € METOIM 3a0e3neueHHs 0e3MeKr MOOUTBHUX 3aCTO-
cyHkiB. [Ipenmer mocmikeHHsI — Tpoliec TeCTyBaHHs 3ac00iB O€3IeKn Mporpam-
HOTO 3a0e3Me4YeHHsI MOOUTBHUX MTPUCTPOIB.

barato MOOLIFHHX 3aCTOCYHKIB BCTAQHOBJIEHI Ha camMOMy MpHUCTpPoi abo Mo-
XKyTh OyTH 3aBaHTaXEHI Ha HBOTO 3 OHJIAHH-Mara3uHiB, Takux sk App Store,
Google Play, Windows Phone Store Ta inmmx, 6e3komrroBHo abo 3a miaty. besme-
Ka MPHUKJIAJIHUX MPOrpaM - I1e KOMIUIEKC 3aX0[IiB, sIKi CIIPSIMOBaHI Ha aHaJIi3, BUSB-
JICHHS T2 YCYHEHHS BPa3JIMBOCTEH y 3aCTOCYHKax Ta 3a0e3rnevyeHH] IXHboT Oe3neKH.

IMpoBeneHunii aHami3 mokasaB, 10 3a0e3Me4YeHHs O€3MEeKU OXOIUTIOE 3aXOAu
MiABUIIEHHA O€3IeK! MpOorpaMy, 3a3BHYail HUIAXOM IOLIyKy, BHUIIPABICHHS Ta
3ano0iraHHs Bpa3nuBocTeil cuctemu Oesnexu [2, 3]. J{ist bOro BUKOPUCTOBYIOTh-
€Sl METOAM BHABJICHHS TaKMX BPa3IMBOCTEH Ha PI3HUX eTalax >KUTTEBOIO LUK
JIOJIATKIB, TAKUX SIK MPOEKTYBaHHS, po3po0Ka, pO3ropTaHHs, MOJIEpHI3allis, TeXHi-
yHe 00ciyroByBaHHs. Ha KO)KHOMY 3 IMX €TaIliB KOPHUCTYBad MOXKe 31IITOBXHYTH-
¢l 3 TIEBHUMU ITpo0JIeMaMu, 110 37e0UTbIIOr0 BUHUKAIOTh Y Pe3yNbTaTi peanizaril
Iporpam, 5Kl y CBOIO Yepry CIIyXaTbh Ul 3a0€3Me4eHHs IEBHUX MOTPeO KOPHCTY-
Baya.

B pe3ynbTati mpoBeeHOTo aHami3y 3aco0iB TeCTYBaHHS OE3MeKH MPOrpaMHO-
ro 3abe3neveHHs OyB BIH3HAUCHHUN MEPEIiK METOIB Ui €(pEeKTUBHOTO TECTYBaHHS
Ta HAAIHHOTO BUSBIICHHS BPa3IMBOCTEH MOOUTEHIX 3aCTOCYHKIB.
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KOI'HITUBHI TA SMIIIAHI METOAU OIIHKHA 3AXHUIINEHOCTI
ABTOMATHM30BAHOI CUCTEMHU

3abonotauit B.1., Coenko [I.M.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

Y poOoTi po3TisHyTe MOPIBHSIHHS METOJNIB OINIHKH 3aXWIICHOCTI CHCTEMU
ripu crBopenHi KC3I.

OO0’ €XTOM JOCIIHKEHHS € TPOIIEC OLIHKK 3aXHUIIEHOCTI aBTOMATH30BaHOI CH-
CTeMi IPH CTBOPCHHI KOMITJICKCHOT CHCTEMH 3aXHCTY iH(GOpMAIIii.

[IpeameT nociimKeHHs — pI3HOBUIM METO/IB OIIHKH 3aXUIIEHOCTI CHCTEMH.

[Tpu cTBOpeHHi Ha 00’€ekTi iH(GOPMaNIHHOI AISUTEHOCTI KOMIUIEKCY TEXHIYHO-
ro 3axucry iHdopmanii Tpeda 00CTEeXKUTH 1HQPACTPYKTYPY Ta OLIHWUTH 3axXHIle-
HICTh cucTeMH. Ha chOrojHiNIHIM TeHh HE iCHY€E YHI(IKOBAHOTO METO/A IIi€i OIliH-
xu [1].

KOTHITMBHI METOIM OCHOBaHi Ha OpieHTOBHMX Tpadax. IxHi BepMHM ABNA-
I0Th COOOI0 KOHIIENTH, a CTPUIKU IMOKa3yloTh MPUYMHHO-HACIIIKOBI 3B’ s3kK. Ko-
JKeH Takuil 3B 130K Ma€ CBil Koe(illieHT, 1110 MOoKa3ye BIUIMB OAHOTO (akTopy Ha
iHmmit [2]. 106 3MeHIMTH BIUIMB CYO €KTUBHOCTI TYMOK €KCIIEPTIB JOIIJIBHO
BUKOPHCTOBYBAaTH Cipi KOTHITUBHI KapTH, SIKi BiJpI3HSIOTHCS BHKOPUCTAHHSIM
IHTEpBaJIBHUX YMCEJ I B HACIIIOK [[LOTO MAIOTh OUIBII JOCTOBIPHHI pe3yJIbTarT.

3MilIaHi METOJM OIIHKU 3aXHUIIEHOCTI BUKOPHCTOBYIOTh SIK KUIbKICHI, TaK i
saKkicHi o3Haky. 3Mmimanuii Metogq CRAMM 103BoIsi€ HE TIABKU OLIHUTH 3aXHILE-
HICTb CUCTEMH, a i BUSBUTH KOHTP3aXOAM LIOJ0 HUX Ta €KOHOMIYHO OOIPYHTYBa-
TH HEOOXIAHICTD TX BxkuBaHHs [3]. MeToa cKilalaeThes 3 TPhOX YACTHH, KOXKHA 3
SIKMX MTOTpeOY€e CBOIX BUXIAHUX JIAHUX, 1110 YCKJIAHIOE HOTO.

[opiBHSHHS KOTHITMBHUX Ta 3MIlIAHKX METOJIB OI[IHKH 3aXWIICHOCTi Jlae
3pO3yMITH, IO MEpIlli 3 HUX OLIBII THYYKI 1 JIeleBi, a IpY BUKOPHCTaHHI BiMOBI-
JHUX KOTHITUBHHMX KapT NAarOTh TapHUi pe3dynbTar. OnHaK, 3MilllaHi METOAU €
HAKOLIBII TOYHUMHU 1 IPEJICTABIICH] y BUTIISAI IPOrPaMHKX MPOYKTIB, 1O JJO3BO-
JIsiE aBTOMATU3yBaTH IMPOIIECH OIIHKU. Y TOHM K€ 4ac BOHH MOTPEOYIOTh BENUKOT
KUTBKOCTI BUX1THUX JaHUX, IO BUMarae 0arato 4acy Ta pecypcis.
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METO/IH TA TEXHOJIOI'Ti 3AXHCTY ANDROID JOJIATKIB

®enrommH O.1., Ctpurynos C.C.
XapKiBChKUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po6oTi po3risiHyTa onepariiina cucrema Android, ii MexaHizmu Ge3rneku Ta
BEKTOPH aTak Ha MOOLJIbHI JI0JIaTKH.

OO0’ €XTOM JTOCIIKCHHS € MUPOKUH CIEKTP aTak Ha MOOUTBHI goxatku. [Ipe-
JIMET JIOCIIIJDKEHHS — MeToM 3axucty Big MITM arak.

3 KOXXHHM JTHEM 3’SIBJITIOTHCS BCE OLIBINE OMATKIB, SKi CIIPOITYIOTH JIFOISIM
JKUTTS, aje MepelaroTh Ta 30epiraloTh BEIUKY KiTBKICTh KOH(DIMCHIIHHIUX TaHUX
TaKUX K Maposti, OaHKIBChKI JaHi abo BigoMocTi mpo kopuctyBaya [1]. Jlyxe Bax-
JIUBO OyTH BIIEBHEHHM B O€3Melli IUX AaHUX.

Po3poOHMKaM BapToO CiiIKyBaTH 3a OE3MEKOI0 CBOTO MPOAYKTY, TaK SIK 3710B-
MHUCHUKH IIyKalOTh T4 BUKOPHUCTOBYIOTh BPA3JIMBOCTI SK ONEpalifHOI CHUCTEMH,
TaxK i caMmoro Joaatky [2].

B pesynbraTi gociimkenns ataka MITM [3] Ha oxuH 3 101aTKiB MOMYJISPHO-
ro MDKHApOJHOTO MapKeTiuieiica OyJo BHUSIBIEHO, IO JaHl IepelaroThesi He B
3axXHIIEHOMY BUTJIsII Ta Oe3 3aco0iB Oesneku Bia emyssiii Ta OpyTrdopcy obmiko-
BUX 3aITUCIB KITI€HTIB, IO A€ 3MOT'Y 3JI0BMHCHHUKAM HaHOCHTH MiJIBHOHH J0JIapiB
30MTKIB LIOMICSYHO.

B pamkax 3amporoHOBaHOTo JIOCHI/PKEHHs1 OyJia BUpIlleHa 3aja4ya 3 oprati-
3arii 6e3neyHoro ooMiHy iHgopmalii 3 ypaxyBaHHSIM KOMIIpOMeTAllii EHTPaIbHOI
cToponu iHpopMarliiHoi cuctemu. Po3pobiienuii crocib 0OMiHy Kit040BOi iH(pOP-
Mallii Ha OCHOBI PO3JILICHHS CEKpETY, o BpaxoBye MoximuBy MITM araky 3 6oky
LEHTPAJIbHOI YacTHHH iH(OpMaliiHOi cuctemu. [IpoBeneHHH KOMILIEKC 3aXO0JliB
JIO3BOJISIE YaCTKOBO JELIEHTPATIi3yBaTh MPOLEC PO3MOAITICHHS KIFOUIiB IH(pyBaH-
Hsi, OyB IPOTECTOBAHMI Ta MMOKA3aB BUCOKY €(eKTUBHICTh. 3alpPONOHOBAaHA CXeMa
00MiHy MOke OyTH BHKOpDHCTaHa B MepEeXaxX 3arajbHOTO JOCTYIy s OOMiHY
KOH]1IeHIiiHOI0 1H(pOpMAILi€ro.
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AHAJII3 BJIACTUBOCTEM JEIEHTPAJII3OBAHOI'O ITIPOTOKOJTY
KOHCEHCYCY I3 NIIBULIEHOIO ITPOITY CKHOIO 3JATHICTIO

Hyo6ina B.B., Omiitaukos P.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PalioeTIeKTPOHIKH, XapKiB, YKpaiHa

3 MomenTy mosiu Bitcoin [1] ta anroputmy Proof-of-Work (PoW) 6yso mpo-
BEJICHO BEJIMYE3HY KUIBKICTB JIOCIHIKEHBb Y CIIpo0ax 3HAWTH HOBI MEXaHi3MH J10-
CATHEHHs KOHCeHcycy. [lepernsay mimaanocs Bce: MPOMYCKHA 3MATHICTh MEPEexi,
MacITa0yBaHHS MEPEeXi, CTIHKICTb /10 LIJIOTO Ki1acy HOBHX aTakK, XapaKTepHHUX JUIs
6nokyeiiH-Mepexx. Ha nanuii MOMEHT icHye He Tak 0araTo NMpOeKTiB i3 MOTEHIIHHO
[IKaBUMH PIllICHHSIMH [UX MPoOJeM, ajie Ha MEBHY yBary 3aciiyrOBYeE aJrOpHTM
Bi3aHTIilichKOi BimMoBocTilikocTi (Byzantine Fault Tolerant, BFT) ta #oro peaniza-
uist y nportokoii Tendermint [2].

MeTor0 JIOMOBIAII € 3araabHUN OMVISI MPOTOKOJNIB JCIEHTPATi30BaHOTO KOH-
CEHCYCY 1 aHaJi3 BJIACTUBOCTEH MPOTOKONY i3 MiABHILEHOIO MPOIYCKHOIO 34aTHiC-
TI0. B 10MOBIZIl pO3MIISIHYTO ICHYIOUI illIeHHsI 1 JOCIIPKEHHO poOOTY BY3JIIB Jie-
LIEHTpasIi30BaHOI Mepexi Ha ocHOBI Tendermint MPOTOKONTYy B yMOBaX BHCOKHX
HABaHTA>XXCHb.

Tendermint mpoTokon 3a0e3ledye BUHATKOBY NPOAYKTHBHICTh. IIpomyckna
3JIATHICTH, sika nepeBulnye 1000 TpaH3akiiiii 3a cekyH/1y, 3a0e3nedyeThesi HaBiTh y
HECTIPUATIMBUX YMOBaX, KOJIM BaJiJaTOPH TPAHCIIOIOTH 3JIOBMUCHI Aii [2].

OtpuMaHi pe3yabTaTH Moka3aiu, mo Ha piBHi 1000 3anuTIB y CeKyHAy OJMH
BY30J1 BXKE HE 3JIaT€H IOBHICTIO MOKPUTU KUIBKICTh MPSMUX 3aMHTIB JIO0 HBOTO.
CucreMa HaMaraeTbcs NPOAOBKUTH MIATPIMYBAaTH KOHCEHCYC, OJHAK IPH TaKUX
BHCOKHX HABaHTAXKCHHSX HA OAMH TOJOBHHN BY30Jl MEPEXi OOMEXKYETHCS KiJlb-
KiCTh 3BEpHEHbD, SIKI BiH 37]aTCH 00OPOOUTH.

OnTuManbHUM PILICHHSM OO ITiJBUIIECHHS €(EeKTHBHOCTI pOOOTH Y TAKHX
YMOBaXx 3allpOIIOHOBaHO BHKOHYBaTH po30allaHCyBaHHS HAaBaHTAXKEHHS a00 BHUKO-
PHUCTOBYBATH IpC-BY3JIiB, @ HE TLIBKU OKPEMHX BaJIiIATOPIB MEPEXKI.
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MOJEJII I METOAN RANSOMWARE ATAK B KIBEPITPOCTOPI

Oeparomun O.1., KoBanpuyk [1.10.
XapKiBChKUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B pob6orti po3risanyTi Mozeni 1 MeTonu Ransomware atak B KibeprpocTopi.

OO0’€XTOM JOCIIDKCHHSI € TPOIeC PO3IMi3HAaBaHHS MisUTBHOCTI Ransomware
aTak B KibepIipocTopi.

[IpeameT mocmipKeHHST — MOZeNi 1 MeTou peadizanii Ransomware arax.

Ransomware — 1ie 310BMHCHE TIpOrpamMHe 3a0e3MeueHHs, TpH3HaueHe IS 3a-
0OpOHM JOCTYIy KOPHUCTYBauya abo oprasizariii g0 daiiis Ha ix komm totepi. 11u-
¢pyroun 1i ¢aiiu Ta BUMararoud BHKYIY 3a KJIIOY JemrdpyBaHHs, KibepaTaku
CTaBJIAThH OPraHi3allil B MONOXKEHHS, KOJIH CIUIaTa BUKYIY € HalmpoCTilMM i Hai-
JICIIEBIIMM CITOCOOOM BiJJHOBHTH JIOCTYII 10 CBOiX (aimis[1,2]. Jlesiki BapiaHTH
aTak JoJaNu J0JaTKOBI (DYHKIIl, Taki SK KpaJiKka JaHuX, 1100 3a0X04yBaTH
JKEpPTB MPOrpaM-BUMaradiB IJIaTUTH BUKyM. [Iporpamu-Bumaradi IIBHJIKO CTajH
HAWMOUIMPEHIIIUM | HAUIIOMITHIIIMM THITOM HIKiJUTHBHX MTPOTrPaM.

1106 3aXMCTUTUCH BiJ 3apa)KEeHHsI TPOTpaMaMy -BUMaradamMu, PeKOMEH/1y€Th-
cs1 30epiraTi MUJIBHICTh T2 BUKOPHCTOBYBATH MPOrpaMu Oe3neku. Y kKepTB Mpo-
rpamM-3JIMPHUKIB € TPY BapiaHTH i MiC/s 3apaKeHHSA: MO)KHA 3aIlJIATUTH BUKYTI,
cnpo0OyBaTH BHIIUTH UIKIJUVIMBY IpOrpamy a0o Iepe3aBaHTaKUTH IPUCTPIi.
BexTopn artak, 0 BHKOPHCTOBYIOTHCS TPOSHAMH-3AMPHHKAMH, BKIIOYAIOTb, B
OCHOBHOMY, TIPOTOKOJI BIIaJIEHOr0 poO0OYOro CToiy, (IilIMHIOBI MOBIJOMIICHHS
€JICKTPOHHOT MOLITH Ta BPa3JIUBICTH [POrPaMHOTO
3a0e3neueHH [3].

B poboti po3misiHyTI Taki ciMeiicTBa mporpam-BumaradiB, a came: Ryuk,
Maze, REvil (Sodinokibi), Lockbit, DearCry, Lapsus$. 3arajsoMm BOHH BiTHOCSTH
no tumiB Bipyc Locker ta kpunrto-Bumarau. ['onoHa iest Bipycy Locker- 1ie Gmo-
KyBaHHS po00YOro CTOJIa Ta IIOKPHUTTA fioro 6aHepoM 3 BUMOTol0 BUKyIy. Kpumto-
BuMarad — mmdpye Gaiian Ta 3MIHIOE TX PO3IMPEHHS, ISl PO3MIU(PPYBaHHS TOT-
piOHO 3ammatut Bukyn. CydacHi BapiaHTH MporpaM-BUMAaradviB 3a3BU4ail BUKpa-
JafoTh KOH(DIAEHIIMHI naHi koMmanii mepex ix mmdpyBaHHsSM. B mocmimpkeHH1
MIpOaHaJi30BaHi OCHOBHI BEKTOPH aTakK Ta CIIOCOOM iX JeTeKTyBaHHS, pO3pOOICHNUI
¢peiiMBopk st kKiacugikaiii Ta OIIHKHM HACIIIKIB 1X 3JI0YMHHOI JisUTBHOCTI.
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JOCIIIAKEHHSA MOJAEJII BE3IIEKH ITPU BUKOPUCTAHHI
XMAPHHUX CEPBICIB

Pymuit C.B., CeBepinos O.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PalioeTIeKTPOHIKH, XapKiB, YKpaiHa

B poGorti posrisiHyTa MOJens Oe3NeKH po3TallyBaHHs (aillliB y XMapHOMY
CXOBHII HA OCHOBI BUKOPHCTaHHS JBO(AKTOPHOI aBTEHTH(IKaLlii TA CHMETPUYHO-
ro IUQpPyBaHHSM.

OO0’eKkTOM JOCHIDKEHHS € MOJieNi Oe3eKH MPpH BUKOPUCTaHHI XMapHUX Cep-
BiciB.

[peameT mocmimkeHHsT — npoliec 1BodakTopHOi aBTeHTHiKalil KOpUCTYyBa-
YiB XMapHUX CEPBICIB 3 BUKOPUCTAHHSM IIM(pyBaHHs (ailliB IpH PO3MIILEHH] Y
XMapHOMY CepBici.

Ha croromni, chopMyBanocss Tpy OCHOBHI MOJETi PO3TOPTaHHS XMapHHUX
cepsiciB laaS, PaaS ta SaaS. OcHOBHMM NMUTAHHSIM, Ha CHOTOJIHI, € Oe3MeKa TaHuX
KOPHCTYBaya, 110 B3aEMOJII€ 3 XMapHUM cepsicom [1, 2].

st migBuiieHHs Oe3MeKy MpyU BUKOPUCTaHHI XMapHUX CEPBICIB 3alpOIOHO-
BaHa MOJEJIb OE3MEeKH, 110 CKIATAEThCA 3 IBOX CKIAaJOBUX:

BUKOpHCTaHHS BO(dakTopHOi aBreHTHU(iKamii (2FA) i3 3acTocyBaHHsIM 0Of1-
HopazoBoro napoiio (OTP);

mdpyBanHs (aiiniB npu po3MILICHH] y CXOBHIIAX XMAPHUX CEPBICIB.

st BU3HAUeHHS e(EeKTUBHOCTI 3alpOIOHOBAHOK MOjENi OyJi0 MPOBEICHO
MOPIBHSHHS oJHOpa3oBoro mapouto, [ITH-koay Ta cTaTHYHOTO Mapoiio y sIKOCTi
CHCTEMH aBTEHTH(OIKAII ¢ PO3paxyHKOM EHTpOIl MeTomiB aBTeHThiKaril [2].
Taxox, O0yno npoeeaeHo Tectd NIST s BU3Ha4YeHHs €()EeKTUBHOCTI aITOPUTMIB
mmopysanus AES, RC6, 3DES, MARS, DES, Blowfish, RC4, Twofish mms 3a-
MIPOTIOHOBAHOT MOJIEII.

B pe3ynbTaTti MpoBeNeHOr0 JOCIIHKEHHS OyJI0 BCTAHOBJIEHO, IO €HTPOIis
one-time password y 6Ginbiiie Hixk 2 pa3u Kpala HiK y CTaTHYHOTO apoiis, Ta 8
pasziB — Hix y ITIH xoxy. ITo pe3yibprataM IOCIHIIKEHHS METOAIB IIU(PYBaHHS
¢aiiniB Haiikpailli Moka3HUKH Mae anroput™ AES.

TaxuMm 9YrHOM, 3aIpPOIIOHOBaHA MOJETH OE3MEeKH JaHUX BHUPINIye MpoOIeMu
3axHCTy IHQOpMaIlii KOPUCTYBAYIB XMAPHHUX CEPBICIB 1 JOMOMArae MoCTaYaIbHUKY
XMAapHHUX TOCIYT BUOpATH HANOLIBII i IXOISIIUIA aITOPUTM IU(PPYBaHHSL.
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MOJIEJIb TA MOBA ®OPMAJIBHOI'O OITUCY
TH®OPMANIMHO-KOMYHIKAIIMHOI CHCTEMHA

Ioxny6uwuii B. O., Ceepinos O. B., €srenses A. M.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po6oti posrisiHyTo Moneni Ta MoBa MoOyJnoBH (POPMAaJBHOTO OMKCY iH-
(hopMariiifHO-KOMYHIKaIli HHOI CUCTEMH.

OO0’€ekTOM mOCHiKEHHS € 1H(HOPMaIIHHO-KOMYHIKAI[IHHI CUCTEMH.

[Ipenmer mociipKeHHS — mporec (OPMATBHOTO OMUCY iH(pOpMAIliiHO-
KOMYHIKallifHOT CHCTEMH.

[lix uac mnoOymoBu cucreM 3axucty iH¢opMmanii B iHopMaliiHO-
KoMmyHikaniiiaux cucremax (nani — IKC) po3poOHUKY MOBUHHI BUpilIyBaTH Oe3i1i4
npo6iem mos’si3anux 3 onrcoM IKC. OnHa 3 Takux npobieM — CTBOPEHHS OIHCY
IKC ta MexaHi3MiB 3aXHCTy, SKHiA O TIOBHICTIO BifjoOpakaB cuctemy, iH(opma-
I[if0 Ta 3B’I3KK MK 00’ ekTamu cuctemu [1].

B po6orti 3anpornonoBana mozenb (popmaibHoro omucy IKC 3 Bukopucran-
HSIM 00’€KTHOTO 3alMCy AaHHUX Ta IpadivyHOro BigOOpaXKeHHS 3a JOMOMOTOK MOB
(hopManbHOrO MPOEKTYBaHHs. Taka MoJiellb Ma€ BUTIISA Y GopMi rpady, BEpIIMHA
SIKOTO € 00’ €KTaMU 3 PETIaMEHTOBAHUM OIHCOM.

PosrisinyTo icHytoui MoBu dopmainsroro omucy IKC. 3anpornoHoBaHo cTpy-
KTypy HOBOi MoBHU (opmanbHoro onucy IKC Ha 3amiHy iICHYIOYHMM, TaK SIK BOHU HE
Oynu po3po6uieni mig 3aBaanHs onucy IKC, ToMy MICTSTh HaIUIMILIKOBICTh IMOJIIB
Ta YCKJIaJHEHY CTPYKTYpY B3a€MO3B’S3KiB. 3allpOIIOHOBaHA MOBa CTBOPEHA BH-
KJIIOUEHO ITiJi KOHKPETHI 3aBJaHHs: MOKpaIeHHsS 3B’S3HOCTI 00’€KTIB, OmHC IX
XapaKTEepUCTHUK 3 MOy iH(popMariiiHoi 6e3neKu.

B po06oTi po3risiiaeThest MOMXKIUBICT BUKOPUCTAHHS 3aIIPOIIOHOBAHOT MOJIENI
Jutst cuMy i kibepaTtak. KojkHa aTaka Mae «TOYKY BXOJY» 3a IOITOMOTOIO Teopil
rpagiB MOXKIHMBO 3AiHCHIOBATA 00XiJ Tpady Ui BU3HAUCHHS MOXJIIMBUX IUISXIB
TOPU30HTAIBHOTO 200 BEPTHKAIBHOTO PO3MOBCIOKEHHS KibepaTaku [2].

3anpornoHoBaHa MOJieNIb MOXe MOKpaiiati TouHicTh onucy IKC, momomortu
B MOJICTIIOBaHHI KibepaTak Ta MPHIIBUALINTH PO3POOKY CHCTEM 3aXHCTy iHpOpMa-
1mii.
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METOJ HIN®PYBAHHSA
HA OCHOBI BATATOITAPAMETPUYHUX I'PYII

I'sozmeos P. 1O., Ceepinor O. B.
XapKiBChKHU HalliOHAIBHUN YHIBEPCUTET PalioeTeKTPOHIKH, XapKiB, YKpaiHa

B poborti posrisiHyTO MeToaM mmQpyBaHHS Ha OCHOBI OaraTomapaMeTpHy-
HUX TPYIL.

OO0’€eKTOM JOCHIKEHHS € JITOPUTMHU NIM(PPYBaHHS Ta €JIEKTPOHHOTO ITi/IIH-
cy Ha ocHOBI kpuntocuctemu MST3.

[peameT mociikeHHS — TpOLEC aHaNli3y CTIHKOCTI MaTeMaTHYHUX MEPETBO-
peHb Ha 6a3i baraTonapaMeTPUYHKUX TPYIL.

3i CTpIMKUM PO3BHTKOM KBaHTOBHX TEXHOJIOTiH, KBAaHTOBHUX KOMII IOTEPIB,
o 0a3yloThCs Ha I[bOMY SIBHIII, BHHUKIIA HEOOXITHICTh Y HOBUX KPHIITOAITOPUT-
Max, 110 OyyTh CTIHKMMH J0 KBAHTOBOTO KPUIITOAHANI3Y.

CrifikicTe kpunTorpagidHix CHCTEM Ha OaraTornapaMeTpuyHuX rpynax 0a3sy-
€ThCsl HA 33/1a4i PO3KIIAJaHHs eJIEMEHTa TaKol rpynu Mo Habopy eJeMEeHTIB Jiora-
pudmiyHOrO miAnucy. Jlo TemepimHBOro 4Yacy BiJioMa TUIBKM OJIHA peajii3allis
kpunrocuctemu MST3, mobynoBatoi 3a AbGenesum reHTpom rpymu Cymyki [1].

[TpoGnema moOyoBM OaraTomapaMeTpU4YHUX TIPYyN Ha MPaKTHI MOJSrae B
Ppo3po0ili eheKTUBHOIO ANTOPUTMY ISl BiIOOpakeHb YUCIIa Ha IPYIY 1 3BOPOTHO-
ro BiIoOpakeHHS 3 00YKCIIOBAIBHO IPOCTOIO TPYIIOBOIO OIEPaLli€lo.

B po06oTi po3risaaThes alropuTMy NOOYA0BH Ta BAKOPUCTAHHS KPUIITOCH-
cremu MST3 mns mmdpyBanHs Ta enektpoHHoro mianucy [2, 3]. B po6oti OyB
BUMIpPSHHUI Yac reHepalii KII0YOBUX AaHUX, BUKOHAHHS MIM(pPyBaHHS Ta PO3IIH Q-
pyBaHHS y TOPIBHSIHHI 3 KpunTocucteMoro RSA. Takoxk HaBOAUTHCS Yac TeHepanii
KJIFOUOBHX JIAHUX, CTBOPEHHS Ta MEePEBIPKH EJIIEKTPOHHOTO MiNUCY. 3AiHCHIOETHCS
aHaJIi3 1OI0 MOXIIUBOT CTIIKOCTI IPOTH KBaHTOBHIA anroputmy [llopa — po3B’s3ky
JIMCKPETHOTO JIorapudMy B CKiHUeHHOMY 1o [4].
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AHAJII3 3ACTOCYBAHHSA I'EHEPATUBHO-3MAT AJIbHUX MEPEXK
Y COEPI KIBEPBE3IIEKH

JIsmrenko O.C., lepouna /1.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po6oTi po3risiHyTI Mepe[yMOBH BHHUKHEHHS T€HEPaTHBHO-3MarajabHOI Me-
pexi (GAN), i apXiTeKTypu Ta KOHIIEMIli OCHOB O€3MEKH CHCTEMH, PO3TJISHYTI
HalcyyacHIII METOqu 3aXUCTy Oe3leku, sKi OyJlu HalallToBaHi 3a JIOMOMOTOIO
GAN.

OO0’exkToM JociimKeHHs € crekTp pizHux 3acrocyBanb GAN y cdepi kibep-
6e3meku. [Ipenmer nociimKeHHs — METOAM Ta Tiaxoau 3actocyBanHs GAN B ara-
Kax Ha iH(popMalliiiHi cucTeMH Ta X 3arno0iraHHs.

GAN € BiTHOCHO HOBOKO TEXHOJIOTIEI0, TOMY JOCIIIDKESHHS TOJATKIB Oe3MeKu
Ha OCHOBI IIi€i TEXHOJIOTIT TakoX modanucs HemoaasHo [1]. 3acrocyBanus GAN
JUisl Oe3MeKn MOYKHA PO3MIIAATH SIK YK€ MOTY)XHUH KPOK BIepen i LiHHWUH iH-
CTPYMEHT JIJIsl aHalli3y Ta 3aCTOCYBaHHs /0 mpobiem kibepbOesneku. Ha chorosni
GAN mnoka3ang nepcrekTUBy y CTBOPEHHI HOBMX METOJIB 3aXUCTy y cdepi Kide-
PBTOPTHEHHSI, BUSBICHHSI 3I0BMUCHOTO TIPOTPAMHOTO 3a0e3MeUeHHsI Ta 3aXHIIEeHOT
creranorpagii 300pakeHb, X04a BiJMIOBIHI JOCHIPKEHHS! Oyln OOMEXeHUMH. 3
TOYKHM 30py aTaki Ha Oe3IeKy, 0araTo JOCTYIHUX AOCILIKEHb OYJIO 30CepeKEHO
Ha CTBOpEHHI 1KiamuBuX mporpam miist IDS. Hosi renepoBani ataku abo 3J10BMHUC-
He TMporpaMHe 3a0e3NeueHH s HalaloTh 1H(HOPMALLiI0 PO paHillle HeBiJOMI aTakH i,
TaKUM YMHOM, J0IIOMaraioTh OHOBUTH MEXaHI3MHU 3aXUCTY.

Y pobGori po3risiHyTi ocTaHHi pociimkenHss GAN Bix creraHorpadii 300pa-
JKEeHb 1 HelipoHHOi KpunTorpadii 10 reHepailii 37 I0BMUCHOTO MPOrPaMHOro 3abe3-
MIEYCHHS 3 METOI0 HaBYHUTH CHCTEMY Kpallle 3aXHMIIATHCS MiJl Yac HECIPUATIUBUX
cueHapiiB atak. [TokazaHi pi3HI TOCHITHHUIBKI MOXKIMBOCTI JJIsl TIOEAHAHHS TeHE-
paTUBHO-3MarajJbHUX MEpeK 13 KibepOe3neKoro.

Y poboti npoBeneHui aHami3 pizHUX TUMHIB 1 Bapianiii GAN, siki BUKOPHCTO-
BYBAINCS TOCIITHAKAMHK TSl BHPIMICHHS 3HAYYIMMX ciieHapiiB Gesmeku [2]. [o-
KJIaJHO po3risinaeTbesi BUKoprcTaHHsS GAN U HOKpAaIleHHsS CIIOCTEPEKEHHS B
TaKux cdepax, sIK IPOTOKOIM Oe3MeKH Ta MOCHIICHHS CHCTEM BHSBIEHHS Ui 6O-
poThOU 3 KOH(DIACHIIHHICTIO NaHUX, pOOOTH HaJ CTBOPEHHSM KpalIoi CHCTEMHU
BUSIBJICHHSI BTOPTHEHb, Oe3mednoi creranorpadii 300pakeHb, HEHPOHHOI KPUIITO-
rpadii Ta aHami3y Oe3neKH.
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INOBYJAOBA SIEM CUCTEMH 3AXUCTY ELASTICSEARCH

I'pinenko T.0., ®enopos I.A., Kammukos /1.1
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET paioeNeKTpOHIKH, XapKiB, YKpaiHa
Hapexniit O.I1.
XapkiBchKuii HanioHanbHUH yHiBepeuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

BpasnmuBocTi B cuctemax iHpopmaniiaux Ttexuomnorii (IT), HemockoHame
mporpaMHe 3a0e3NeUYeHHs, TIOACHKUN (HaKTOP — MOXKYTh MPU3BECTH J0 CEPHO3HUX
BTpar 3 00Ky Oi3Hecy, a came, 31aMy cucteMu [T, KpaaiKKu MEPCOHANTBHUX TAaHHX
tomo. J{ns 3amobiranHs abo ynepepkeHHs IHIWACHTIB iHPOpMAaIiiHOi Oe3neKu
Oynu po3pobieni SIEM cuctemu (Security Information and Event Management,
SIEM). Texuomorisi SIEM 3a0e3reuye aHai3 y peajbHOMY uaci mofii (3arpo3s)
0e3MeKu, 1110 BUXO/SITh Bil MEPEKEBHX MPHCTPOIB Ta MOAATKIB, i I03BOJISIE peary-
BaTH Ha HUX, 3 METOIO 3alI00iraHHs 200 3MEHIIICHHS ICTOTHUX 30MTKIB.

Ha »anb, ayxe Mano miANpUEMCTB PO3yMilOTh BaXKIIMBICTh T4 HEOOXIIHICTh
BukopuctanHsi SIEM cuctem ajisi BIpOBaPKEHHS, MiATPUMKH, KOHTPOIIIO Ta IOC-
TIHHOTO BIOCKOHAJICHHS CHCTEMH MEHEKMEHTY iH(popMaiiiiHol 6e3neku mianpu-
emctBa. SIEM cucrema ¢ikeye Bei mofii (30upae maui), mo BimOyBarOThCS B Mepe-
Xl, 1 HaJlae IX KOPHCTYBa4y B MaKCUMAJIBHO 3PYyYHOMY JUIsl CIIPUMHSITTSI BUTJISIL
J1J1st KOXKHOTO KOHKPETHOTO BUMaJKy Ta uiied, SIEM cucrema BuUrisgatime mo-
pizHomy [1].

Merorw pomoBini € moOyzoBa nadoparopHoi mepexi 3 SIEM cucremoro
Elasticsearch [2, 3], mo Biamosizae Bumoram cranmapty ISO/IEC 27001 [4], i
HAJIa€ MOXKJIMBICTh OTPpUMAaTH HaBUYKU poboTu 3 SIEM cucremoro, a came: anami3
JIOTIB, pearyBaHHs Ha iHIMJCHTH iH(opMaltiitHoT Oe3neku, po3podka Ta oOIpyHTY-
BaHHI NPABHJI MOHITOPUHTY CHCTEMH JUIS YTHIITA SYSMON, po3ciliyBaHHs 1HIHU-
JeHTIB iH(opMariiiHoi Oe3rnekd, JOKYMEHTYBaHHS IHIUACHTIB, JTOKYMEHTYBaHHS
JAHUX JJUISl aHATI3Yy.

B 10moBizi HaBeAeHI pe3yabTaTH aHati3y MikHapomHoro cranaapty |SO/IEC
27001, pesynbrati aHamizy ta pocmimkenas SIEM cuctemu Elasticsearch, wagamo
pekomenmarii mozo edexrusHoi pobot 3 SIEM cuctemoro Elasticsearch, a came:
peKoMeHmamii 3 ONTHMalbHOI KOHQITypamii yTHIITH MOHITOPHHTY CHCTEMH
Sysmon, wHajgaHuii AeTanbHUN omMc  adroputMmy migHATTS cTeky ELK
(elasticsearch, logstash, kibana), HaBomuThCst IeMOHCTpaIliss 0OpOOKH Ta TEepecH-
nanHs cucteMuunx Joris Windows 10 ma logstash Ta ix amani3 gepes Kibana.

Cnucok jgiteparypu

1. https://softlist.com.ua/articles/chto-takoe-siem-sistema

2. https://www.elastic.co/

3. https://www.digitalocean.com/community/tutorials/how-to-install-elasticsearch-
logstash-and-kibana-elastic-stack-on-ubuntu-22-04

4. ISO/IEC 27001:2022 Information security, cybersecurity and privacy protection —
Information security management systems — Requirements.
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BUSIBJIEHHS 3AT'PO3U CVE-2020-1472
3A 1O0IIOMOTI OO IDS/IPS SNORT

®denopos [.A., Cesepinor O.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PalioeTIeKTPOHIKH, XapKiB, YKpaiHa

Ha rtenepinmHiii 4ac MOXJIMBOCTI CHCTEM BHSBJIEHHS BTOPTHEHb € HEOOXil-
HUM KpHUTEpieEM IIOA0 iHQPACTPYKTypH 3axHCTy iH(opmalii B KOPIOpaTUBHOI
Mepexi KoMIaHii.

B po6oti nobymoBaHa Moienb KOPHOPAaTHBHOT MepeKi KOMIaHii 3 KOHTpoJIe-
poM nomeHy Active Directory Ta cicTeMy akTHBHOTO pearyBaHHs Ha IHIWACHTH
Snort [1].

OO0’eKTOM JOCHI/DKEHHSI € Bpa3IMBICTh Yy TPOTOKONI aBTeHTH(IKalii
Netlogon, sikuii BUKOPUCTOBY€ETBCS y KOHTposepi tomeny Windows Server.

Cayx6a Netlogon RPC, sika BHKOPHUCTOBYETBCS [UIsl aBTEHTHiKaiii
KOMII'I0Tepa Ta KopuctyBada B Windows, Takoxk 103BOJIsIE KOMII'IOTEPY OHOBIIIO-
BATH MApOJb CBOTO KOMIT IOTepa B J0MeHi. Uepe3 HHU3KY iCTOPHYHMX MPUYHH 115
ciy)x0a He BUKOPHCTOBYE CTaHJIAPTHI MPOTOKOJM aBTeHTU(iKalii /s aBTeHTU]i-
Kallil KoMI’toTepa. Y pasiuBiCTh ICHY€ B HECTAHJAPTHOMY METO/i aBTEeHTH]IKaIlil.
CVE-2020-1472 - ue Bpa3nuBICTh MiJBHUILNEHHS NPHBLIEIB i3-32 HEeOE3MEYHOTO
Bukopuctanus nmopysanus AES-CFBS8 mis ceancis Netlogon [2]

Cucrema 3ano6iranns sropraenssm (IPS) e posmmpennsm pimenns IDS. IPS
3JaTHa aBTOMAaTHUYHO HAJAIITOBYBAaTH OpaHIMayep Ta CKUAATH CEaHCH Ha OCHOBI
3arpo3 y peajJbHOMY 4aci. BoHa BUKOPUCTOBY€ETHCS ISl 3HAXOKEHHS aHOMAaJbHOT
MOBEJIIHKU Y MEPEXKi Ta BUSIBIICHHSI BTOPTHEHb. [2, 3]

B nmomoBini po3noBigaeTbest podota anroputMy aBteHTH(iIKalii Netlogon, sik
MepeBipuTH, YM BpasnuBuid Bain jgoMeH Active Directory mo CVE-2020-1472,
poBeJieHa poOoTa 3 aHawi3y Tpadiky, SKHil TeHEPYETHCS 3IIOBMUCHUKOM Ta HAITH-
caHi NpaBuJia pearyBaHHs Ha 110 BPa3JUBICTb.

Crucok jgiteparypu

1. Snort 3 is available! [Enexkrponnuii pecypc] — Pexum mpocrymy:
https://www.snort.org/.

2. Netlogon Elevation of Privilege Vulnerability CVE-2020-1472 [EnextpoHHuii pe-
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Cuctemu 06po6ku inpopmarii. — 2014. — Ne. 6. — C. 122-124.

4. Intrusion Detection System (IDS) [Enextponnuii pecypc] — Pexxum nocrymy:
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TECTYBAHHS TA AHAJII3 PU3UKIB BE3IIEKA KOHTEMHEPIB HA
OCHOBI DOCKER

®emrommH O.1., Mopos A.B.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

B po0oTi po3risiHyTI Bpa3ianBOCTI Ta PU3UKH ITPYU BUKOPUCTaHHI KOHTEIHHEPIB
Ha ocHoBi Docker.

OO0’eKkTOM JIOCHIDKEHHS € BUKOPUCTAHHS KOHTeiHepiB Ha 6a3i Docker, 1o
3apa3 € OJJHUM i3 HaWIOMMpPEHIMKX THIIB. [IpeaMer mociipKeHHs! — TeCTyBaHHS
Ha BPa3JIMBOCTI KOHTeWHepiB Ha ocHoBi Docker [1, 2].

[Ipu mopiBHsAHHI 3BUYaiHOI TEXHOJIOTIT BipTyasizalii Ta TeXHOJOrii KOHTeH-
HepiB Docker - ocHOBHA pi3HHIISI B TEXHOJIOTisX, HA sSKUX Oasyerhcs Docker, a
caMe namespace Ta Cgroups, mo BKJIFOYAE i30JIAIIIT MPOIeciB, (BaiioBOi CUCTEMH,
MIPUCTPOIB, MiXK MPOIECHOT B3aEMOJIii, MEpeXki Ta OOMEKEHHS PECypCiB.

VY cepenosuii Docker, koxxeH KOHTeHHEp BUKOPHUCTOBYE SIPO OMepaiiiiHol
CHCTEMH, a CaM KOHTEHHep € JIHIIIe KilbKa MPOIeciB, 3amymennx Ha host cucremi.
Voro Gesmexa, 0COGIMBO 1307IsIILis, TEOPETHYHO i MPAKTHUHO BiIPI3HAETHCS BiM
TPaAULIHHUX BIPTyaIbHUX MAIIUH.

B pe3ynbrati AOCIiIXKEHHs BUSBIICHO, 1110 B IMOPIBHSAHHI 3 TEXHOJIOTIEIO Bip-
Tyai3auii, KoHTelHepHa TexHoyoris Docker Binpi3HSE€TbCS THYYKICTIO 1 JIETKOO
Barolo, i BOHa He3aMiHHA MpPU IPOCYBaHHI XMapHUX JOAATKiB. AJie MparHeHH:
BUCOKOT €()eKTUBHOCTI NPUBOAMUTH O BTPATH MOBHOI i30JisMii. 3 TOUKM 30py Oe3-
ekl MaeMo 0araTo HeJOJIKIB y MOPIBHSHHI 3 TEXHOJIOTIEIO BipTyaizaii, a came
3axHCT 300pakeHb KOHTEHEpIB, Oe3neka siypa, Oe3rneka Mepexi, Oe3reka BipTya-
Jisanii, Oe3mexa 11 yac BUKOHAHHS Ta IHII aCIIEKTH.

Jlnist ycyHEeHHST HEIIOJIKIB B poOOTI 3 TOUKH 30py Oe3rneku moTpidbHo po3riis-
JaTH OCHOBHI BEKTOPH aTaK, BUXOISMYM 3 SKHUX MOJYKHA 3allPOIIOHYBAaTH METOIH
3axucty [3, 4] (koHTpoIs KOCTYITY, 307Is11is1 Ta OOMEKEHHSI PECYpPCiB, CKaHyBaHHS
00pa3iB, MOHITOPUHT KOHTEHHEPIB, 3aXUCT MPH Tepeaadi o0pasiB, ayauT Oe3mnekH,
KOHTPOJIb Mepexi Ta iHImi ) Ta 1x peamizauii. J{is MojentoBaHHs atak OyJo po3ro-
PHYTO TECTOBE CEpEIOBHUIIE, OIiHEH] MOTEHITHI BPa3IMBOCTI Ta PH3UKH OC3MEKH.
OcHOBHa i/1es1 — aBTOMATH3aIlis TECTYBaHHS 3a JIOIIOMOTOI0 TIPOTPaMHUX 3aCO0iB.

Crucok jgiteparypu

1. CVE -search resultss CVE -CVE. URL: https://cve.mitre.org/cgi-
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DEVELOPMENT OF INFORMATION PROTECTION METHODS IN
OPTICAL TEXT RECOGNITION SYSTEMS

Bilozerskyi V.
National aerospace university H.E. Zhukovsky «Kharkiv aviation institute»,
Kharkiv, Ukraine

The development of innovative information processing methods, based on the
use of artificial intelligence systems and deep learning neural networks, has
significantly influenced both the emergence of the latest purely scientific
approaches and algorithms, and the growth of practical applications in various
fields of activity. In the task of image recognition, this, in particular, led to the
introduction of algorithms and programs for optical text recognition (OCR).
However, modern systems have a number of significant drawbacks. First of all, it
is the scarcity of 100% guarantee of correct text recognition and the impact of the
source data quality on the results of the program (for example, different lighting
conditions when photographing documents, geometric distortion of images, noise
effects, etc)[1]. But the key disadvantage is the complete or partial absence of
measures to protect the recognized text information, in the case of sharing ones
confidential data via open communication channels.

The objective of this research is to develop a combined method of
information security in optical text recognition systems using QR codes and further
masking the fact of data transmission via open communication channels using
various methods of LSB steganography [2].

This research report presents the results of studies to assess the practical
effectiveness of the proposed method both in terms of the reliability of transmitted
data encoding/decoding and in terms of the information transmission secrecy [3].
The data show that the methods of encoding and hidden transmission of text
information using QR codes and LSB steganography are universal and can be used
to build new and to modernize existing optical text recognition systems.
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cucremu. 2021. Ne 4(100). P. 183-198. DOI: https://doi.org/10.32620/reks.2021.4.15.

2. William P.. Assessment of Hybrid Cryptographic Algorithm for Secure Sharing of
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MOPIBHSIIBHUM AHAJII3 JICTY 3 KIBEPE3IEKU

[Ilepbakora IO.A.
Hamionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKUH aBianifHUN IHCTHTYT», XapKiB, YKpaina

Ha choromHi 3aXucT JaHHX B KOMIT'FOTEPHHX MeEpeXaxX CTAaHOBUTH OJHY 3
HaAKOLIBII TOCTPUX MPOOJIEM Cy4acHOTO iH(OPMAIIHHOTO TIPOCTOPY 1 BaXKJIUBICTH
[[BOTO MIUTAHHS JIUIIE 3POCTAE.

HopmatuBHI TOKyMEHTaMH 110 BU3HAYAIOTh OCHOBHI (DYHKIIi CHCTEMH 3aXH-
cty iHpopMarii nmocTiitHo yaockoHamoThcs. 3 1999 poky Ykpaina novana nepe-
X1/ Ha €IMHI KpHUTepil oliHKK Oe3neku iHdopManiiaux TexHonorii ISO 15408 [1],
[0 3aCTOCOBYIOTHCS Ha CBITOBOMY PiBHI, Ta BU3HAYMJIa OCHOBHI (DYHKIIIT cCHCTEMHU
3axucty iHpopmanii “Kpurepii 3axuienocti iHGopmaliii B KOMIT IOTEpHHX CHCTe-
Max Bif HecaHkiionoBanoro poctrymy” HJ[ T3W 2.5004-99 [2]. Ane mumie 3apa3
e nepexijg Oyno octatoyHo nposeaeHo. 3 1 mucronana 2022 poky HaOyBae YMH-
HOCTI TIaKeT BIJNOBIIHMX HOPMAaTHBHHX JOKyMeHTIB [3], a caMe mina HU3Ka
JACTY, mo crocyroTbcsi KidbepOe3neKy, B TOMY YHUCI €IEeKTPOHHOTO IU(POBOro
nianucy. BBeneHHs HOBUX cTaHAapTiB MOTpeOye aHamizy. 3 0JHOro OOKy BUHUKAE
NUTAHHS: 110 CaMe MOBMHHO 3MIHUTHCS. 3 1HIIOrO OOKY — SIK IIi 3MiHM BJIMBAIOTh
Ha cTaH KibepOe3neku.

Bsarauni, xputepii BUSHAYaIOTh, IO AJISL IEPEKPUTTS 3arpo3 MOPYILEHHS KOH-
(biAeHIIHHOCTI, UIICHOCTI Ta JOCTYITHOCTI HEOOXIAHO peaiizyBaTu B iH(popMarliii-
HUX TEXHOJIOTISIX KOMIUIEKC 3aco0iB 3axucTy iH(opmalii (CyKymHICTh iHpOpMa-
UIMHMX, TH)KEHEPHUX 1 MPOrpaMHO-anapaTHUx 3aco0iB, 110 3a0e3NeYy0Th 3aXUCT
iH(popMarii).

Mertoro momnoBifi € nopiBHsuibHui ananiz JJCTY 3 cumerpudHoro Ta acumer-
puuHOrOo mHQpyBaHHs (B TOMY YHCII €IEKTPOHHUIT IM(POBUH MiIKC) 32 OCTaHHI
20 pokiB [4] Ta HamaHHS pekoMeHmaIi momo 3acrocysanus JICTY 3a 2022 pik.
Tpeba 3aznauntn, mwo neski JCTY Oymu npuiiHsATi BrHepiie 1 MOpPIBHIOBATH 1X
MOXJIMBO JIMIIE 3 BiAMOBiqHUMH MikHapoaaumu |SO [5].
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HEOBXIJTHICTD 3AXHCTY IH®OPMAIIIL B IHOOPMAIIMHUX
CUCTEMAX B CYYACHHUX YMOBAX

Kyuepenxko 10.D.
XapxkiBchKkuid HanioHanbHu yHiBepeuTeT [loBiTpstHux Cui imeHi . Koxkemy0a,
XapkiB, Ykpaina

B cyuyacHux ymoBax (yHKIIOHYBaHHS Hallloi KpaiHW, IIPH MOCHJIEHH] 3/ilc-
HEHHS Ha Hel BIUTMBY CHJIOBOTO, IMOJIITHYHOTO Ta iH(OpPMAIITHOTO XapakTepy 3
6oky Pociticekoi Denepartii (PP) myxe rocTpo cTOITh MUTAHHS MIOAO 3aXHCTY
iHdopmanii npu (QyHKUIOHYBaHHS PI3HMX iH(POPMAIIMHUX CHCTEM (CHUCTEM SIK
JIEp’)KaBHOTO TakK 1 BIFICHKOBOTO YIPaBJiHHS) Bijl BIUIMBY iHQOpMaliitHuX 3ac00iB
(MeToqiB, mporpam), 0 HAHOCATH IMKOAY iH(OpMarii, SKa UPKYJIIOE B HUX. 3a
TaKUX YMOB BHKOHAaHHS 3aXO/iB IIOJO 3aXHCTy iH(opmaiii B iH(popMariifHux
cucremax (IC) nepxaBu Mae Bu3HayaybHe 3HaueHHs [1-3].

Mertoto momoBizni € GpopMyBaHHsI NPOIO3UIIA OO0 BU3HAYEHHS OCHOBHHX
HoNoXeHb monao 3axucty iHdopmauii B IC, npu ix ¢yHKmioHyBaHHI B yMOBax
»)opcTkoro iHdopmariiiHoro nporiubdopcrsa 3 PO.

B momoBiai HaJaHi MPOMO3HMILT 1010 HEOOXIAHOCTI BIPOBAKCHHS aaarTo-
BaHoi cucremu 3axucty iHpopmanii (C3I) B IC, 3 BpaxyBaHHSIM il KOHKPETHHX
3arpos, 110 BIUIMBAIOTh HA 1X (YHKIIOHYBaHHS. 3 CUCTEMHHX ITO3UIIH 10 3arpos,
0 BIUIMBatOTh Ha iH(opmarito B IC BiqHOCATHCS HACTYITHI TPYIH: JIFO/IN; TEXHIY-
Hi 3aco0M; MOeNi, ajJrOpUTMHU, MPOrpamMu; 30BHIIIHE JOBKiLIL. Bubip crparerii
3axucty iHpopmanii B IC B 3araqbHOMY BHJI MOBUHEH MPEACTABISTA COOOIO IMO-
LIYK KOMITPOMICY MiX HEOOXIIHUM cTyrneHeM 3axucty iHpopmarii B IC Ta notpi6-
HUMH JUIs peanizaiil 1ux Iinei pecypcamu. Takum 4MHOM, HEOOXIAHICTD 3aXHUCTY
iHpopmarii B IC B cyyacHHX yMOBaX, BU3HAYAETHCS BEJICHHIM JKOPCTKOTO MPOTH-
6opcTBa B iH(popManiiiHii chepi 3 PO Ta peanmizoByerses uepes Bimmosiany C3I,
sIKa € CYKYIHICTIO BCiX 3aC00iB, METOIB Ta 3aXO/IB, IIOJO 3aXHCTy iH(opMAaIlii B
IC.

Crucok jgiteparypu

1. Roy, Y. V., Mazur, N. P., & Skladannyi, P. M. (2018). Ayaur inpopmauiiitoi 6e3-
MeKH — OCHOBA €()EKTUBHOIO 3aXUCTy MiANpHEMCTBa. EleKTpoHHe (haxoBe HAyKOBE BHIaH-
ust "KiGepOesneka: ocBita, Hayka, TexHika, 1(1), 86-93. https://doi.org/10.28925/2663-
4023.2018.1.8693

2. Biiinu inpopMariiHol enoxu: MiXIUCHHUIUTIHAPHUN TUCKypc: MOHOrpadis/ 3a pe.
B.A. Kporioka. Xapkis: ®OIT ®enopxo M.YO., 2021. 558 c. ISBN 978-617-7664-71-9.

3. Mensenes B.K. Cyuacha indopmaiiina Biitna Ta ii oopuc./ B.K. Mensenes, 10.D.
Kyuepenko, O.M. I'y3bko // Cuctemu 030poeHHs i BiiicbkoBa Texnika. - 2008. —Ne 1 (13).-C.
52-54.

70


https://doi.org/10.28925/2663-4023.2018.1.8693
https://doi.org/10.28925/2663-4023.2018.1.8693

Mpobnemu iHopmaTusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

TEXHOJIOI'Ti HOKPAIIIEHHS AYTEHTH®IKAIII JTIOUHA

Bbosuantok C.4., bongap O.P.
XapKiBChKUH HalliOHAIBHHUN YHIBEPCUTET PaJioeTeKTPOHIKH, XapKiB, YKpaiHa

OOMexXeHHS JOCTYIY J0 OCOOMCTUX JAaHWX, Y KOH(IAeHIIiiHOT iHpopMarlii €
HEBIJI'€MHOIO0 CKIIQJIOBOKO ChOTONeHHS. Hapasi mis BupimieHHs 1€l mpoOiieMu
BHUKOPHCTOBYETBCS 3HAUHA KUJIBKICTh ITiJIXOJIIB, METOMIB Ta QITOPUTMIB, TAKHX SIK
mapoJi, KiIodi mmgpyBaHHS, SKHMH MOXE BOJIOJITH TEBHA Tpyma ocid, abo x
GioMeTpUYHi JaHi, IO € YHIKaJIBHUMHU sl KO>KHOT Jitoauuu [1]. TIpoTe 3moBmuc-
HUKH, SIKI 02)Kal0Th OTPUMATH JOCTYI IO KOH(IIEHIIHUX TaHUX TTOCTIHHO BJOC-
KOHAJIOIOTh CBOI MMiJIXOIN: METOIN 00XO0/y 3aXHUCTy PO3BHBAIOTHCS IyXKE HIBHIIKO,
nraxpai BAMaHIOIOTh Mapolli KOPUCTYBadiB 0OMaHOM, CHCTEMH OCHOBaHi Ha Giome-
TPUYHHX JAHUX 00XOJSIThCS, XOYa IIe 1 BUMarae 3HauYHMUX 3ycHiib. Bee 1ie mpu3Bo-
JIUTH JI0 OSIBM HOBUX PU3HKIB MOTPATLISIHHS OCOOMCTHX JIAHUX JI0 HeOaKaHUX PYK,
1 BUMarae neperisay 1 BJOCKOHAJICHHIO ICHYIOYHMX METOJIIB ayTeHTU diKarlii.

Mertol0 JIOTIOBIIl € aHaNi3 ICHYIOYMX METOJIB ayTeHTH]IKAIl JIOJUHU, 110
IIUPOKO BUKOPHCTOBYIOTHCS Y Cy4acHOMY CBiTi. IIpomoHyeTbcs poO3Iisi MOXKIH-
BUX BapiaHTIB 1X y/JI0CKOHAJIEHHS IS 3a0e3MedeHHs OO0l HaJiiiHOCTI.

Kiacuuni meronu ayrenTudikaiiii, 3a3Buyaid, 6a3yroTbcsi Ha CTATUYHUX Ja-
HUX, [Ie MOXYTh OyTH napodi, ¢oTo obauyys, BinOuTku nanbuis [2]. Taki gaHi €
OUYEBHJIHOIO IIJLTIO, 0 HEOOX1IHO MOJONATH IaxpasiM JUIst JOCTYIY 10 OTPUMaH-
HS 4yXuX AaHuX. OCTaHHIM 4acoM BCE dacTille CTaja BUKOPHCTOBYBATHCH JBO-
¢dakTopHa ayrteHTH(iKaIlis, SKa BUMarae BiJi KOPUCTyBauya, OKPIM OCHOBHOTO,
BCTaHOBHTH 1€ OJMH JOJATKOBHH MeroJ. Takuii migxin 6e3yMOBHO 3HAYHO MOK-
paiuB Oe3MeKOBHI acTieKT ayTeHThudiKallii, npore 3Mylye OalaHCyBaTH MiX THUM,
1100 3poOuTH Tpoliec OLTBII HAIIHHUM, ajie i He 3pOOHUTH HOTO Jy)Ke CKIIaHUM Ta
YaCOBUTPATHUM ISl KOPUCTYBaua. Y JIOTOBIJII HABOASATHCS NEPCIIEKTHBHI MIX0AU
1 TEXHOJIOTIT JUIs MOKpAIEHHs pe3y/bTaTiB I[bOTO Tpolecy. Pi3HOMaHITHI 1o1aT-
KOBI JIaHi TIPO KOPHCTYBada MOXYTh 3iTPaTH BU3HAYAIBHY POJIb B PO3BHUTKY MpO-
necy ayrentudikarii. o npukiany, cuctemMa MoXke OMUPATUCh HA MiClie 3HAXO-
JOKEHHS JItoauHY 3a |P-aapecoro, 1IeHTH(IKALIIHI TapaMeTpy MPUCTPOIO, 3 IKOTO
OyB 3IifICHEHHH BXiJ IO CHCTEMH, Y HaBITh Jii, IKi BUKOHYE KOPHCTYBad, SIKUI
BXKE€ 3MIT yBilTH 10 cuctemu. Bcei 1 (akTopum MOXYTh CIyTyBaTH BaXKIMBUMHU
1HIMKATOpaMH, Ul THMYAaCOBOTO OJIOKYBaHHS JOCTYITy, SIKIIO JIFOAWHA BHKOPHC-
TOBYE 11 3 HE3BUYHOTO MiCIIsl, U1 pOOUTH HEBIACTHBI i pedi.
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AHAJII3 METOIIB TA HJISIXIB BUPIIIEHHA 3AXUCTY
IH®OPMAINII B IHOOPMAININHO-TEJJEKOMYHIKAHIUHHUX
CUCTEMAX
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XapKiBChKHUH HalliOHABHUN YHIBEPCUTET pa/lioeeKTPOHIKY, XapKiB, YKpaiHa

Tepmin «3axucT iHpOpManii» BU3HAYAE CYKYIHICTH METOMAIB 1 3ac00iB, IO
3a0e3MnevyIoTh HiJiCHICTh, KOH(DINEHIIHHICTD 1 JOCTYIHICTh iH(pOpMamii 3a yMOB
BIUIMBY Ha HEI 3arpo3 MPHPOJHOro abo MITYYHOTO XapakTepy, peajli3ailis sSKHX
MOJKE IPU3BECTH JIO 3aBJIaHHS IIIKOJIM BJIACHHKAM 1 KopucTyBauaM iHdopmarii[1].

VY mupokoMy po3yMiHHI 3aXHCT iH(OpMAIIiT sBJsIE COO00 MPOTUCTOSHHS KO-
PHUCTYBadiB, BOJOAUIBINB iH(popManii i 310BMUCHUKIB. [1{of0 meBHOT iHpOpMATITii
3JI0BMUCHUK BUCTYIAE SIK CYO €KT, SIKUI HE3aKOHHHMM IIUISIXOM HaMaraeThesi Jo0y-
TH, 3MIHUTH a00 3HUIIUTH iH(POPMaIIiF0 KOPHCTYBAYiB.

Mertolo /IOMOBIZI € aHalli3 CydyacHUX METOAIB iH(opMainiiHoi Oe3neku iH-
(dbopmaliitHO-TeNeKOMyHIKaliHHUX CUCTEM B MEXaxX BU3HAUCHHSI PIBHS 3arpos.

B omoBizi 3amponoHOBY€EThCS CHCTEMHHMU MiJXiJ, MI0 BKIIOYAE KOMILIEKC
B33a€EMOIIOB'SI3aHUX 3aXO/iB (BUKOPHCTaHHS CHELIaIbHUX TEXHIYHHUX Ta IPOrpam-
HUX 3ac0o0iB, OpraHizalifiHUX 3axoiB TOII0). KOMITJICKCHUH XapakTep HI03BOJISE
3MIHCHUTH OUIbII HAJIWHUKA 3aXUCT BiJl Il 3JOBMHCHHKIB, SIKi TparHyTh Oy[b-
SIKUMU 3aco0aMu 100y TH BaXKIMBY JUlsl HUX iH(opMariio[3].

3axuiieHa iHQopMaliifHO-TelleKOMYHIKalliiHa CHCTeMa TOBHHHA BOJIOIITH
MPUHAKNMHI HACTYTHUMH BJIACTHBOCTAMH[2]:

3MIHCHIOBATH aBTOMATH3Allil0 TIEBHOTO IMpolecy 0o0poOku iH(popMarlii,
BKJIIOYAIOYHM BCl aCMIEKTH LIBOTO MPOILIECY, SIKI MIOB’s13aHi 3 3a0e3rneyeHHsM Oe3rneku
00po0roBaHoi iH(OpMaIIii;

YCHINIHO MPOTHCTOSATH 3arpo3am Oe3reku iH(opMallii, 1o Ai0Th B IEBHOMY
CepeIOBHIIII;

BIJIMOBIIaATH BUMOTaM 1 KpHUTEpisSM 3aralibHONPUHHATHX CTAHIAPTIB i3 3a-
XHCTY iHOpMaIii.

OTtxe, opraHizamis HamiiHOI Ta €(pEKTHBHOI CHCTEMH 3aXHCTy € OJHUM 3
HalBa)XJIMBIIINX 3aBJaHb 100 3a0e3eueHHs 30epekeHHs iH(dopMarii B Mepexi.
3actocyBaHHS e(pEKTHBHUX 3aCO0iB 3aXUCTY iH()OpPMAMiHHO-TEICKOMYHIKAI[IHHIX
CHCTEM JI03BOJIUTH 3MEHIIIUTH CyMapHi BTPAaTH BiJ KOMI'TOTEPHHUX 3JIOYHHIB, ITOB'-
SI3aHUX 3 HECAHKI[IOHOBAHUM JIOCTYIIOM 10 iH(OopMaIIii.
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AHAJII3 MEPEXXEBUX ITAKETIB
3A JOIIOMOT OO YTIVIMTU TCPdump

Hlyniayc O.A., ITaptuka C.O., 3aBusictymn F0.10.
XapKiBChKUI HalliOHAIBHUN YHIBEPCUTET PaioeNiKTpOHIKH, XapKiB, YKpaiHa

MOHITOpHHT 1 aHalli3 Mepexi SBISIOTH COOO0I0 BAYUIMBI €Talmy KOHTPOIIIO 3a
pobotoro Mepesxi. JIJs aHami3y MepeKeBUX MMAKETIB Ta MEPEIAAY iX 3MICTy OJHUM
3 HAHMOTYKHIIINX METOJIiB BBAXKAETHCS 3aXOIICHHS [IUX MAKETiB. 3a JOMOMOTOI0
oreparlii 3aXOIUICHHS] MOXJIMBO 3aBaHTAXXYBaTH TAaKETH, sSKi MPOXOIITH uepes
MepexeBi iHTepdericu [1].

MeToro JIOTOBI/Il € aCIIEKTH aHaIi3y MEPEKEBHX MAKETIB 32 IOMTOMOTOI0 yTH-
sitn TCPdump, sika 103BOJIsIE IHTEPIPETYBATH 3aXOIJICHI MAKETH B BUTIISI, J0OC-
TYIMHOMY JUTSl pO3yMiHHS toauHuU. s yTHitiTa CTBOpEHa /IS POCIYXOBYBaHHS Ta
aHaJi3y poOOTH KOMII FOTEPHOI MEpexki. YTHIIITA CKIAJAEThCA 3 JBOX OCHOBHUX
YaCTHH: YACTUHH 3aXOIJICHHS Ta YaCTHHU BiJJOOpPa)KeHHS 3aXOIICHUX MaKEeTiB.

YacTrHa 3aXOIUICHHS ITaKeTiB (IIPH 3aITyCKy) Mepeiac «JlaHi BUOOPY MaKeTiB»
6e3nocepeIHbO 010TI0TEll 3aXOMIICHHS ITAKETIB, SKa IIepeBipse BUpPa3 CHHTAKCHUCY,
KOMITiTIOE Horo (y BHYTpIlIHIM (opMaTr JaHUX), a MOTIM KOIIIOE Yy BHYTPIIIHI
Oydep nporpamu MepexHi MakKeTH, IO MPOXOJATh Yepe3 BUOpaHui iHTepdeiic i
BiJIMIOBIIAIOTh HaJlaHUM yMoBaM. YacTrHa BIIOOpa)keHHsI AKETiB BUOHpAE 3aXO0Il-
JIEHI MakeTH Mo OAHOMY 3 Oydepa i BUBOAMUTH 1X (Y BHUIVISI, HIO CIIPUHMAETHCS
JIIO/IMHOIO) Y BUTIISAL PSAAKIB iH(pOpMAIii, BIAMOBIIHO 10 3a7aHOTO (Y KOMaHJIHOMY
PAAKY) pIBHsI IETaNbHOCTI. SIKIO BCTaHOBJICHO NOKJIAJHUI aHaNi3 MakKeTiB, Mpo-
rpama repeBipsie Ui KOXHOTO IaKeTa MEepexi, 4 € y Hel MOIyslb PO3IH(POBKU
JlaHUX, 1, y pa3i HasBHOCTI, BIINOBIIHOIO MiAporpamoro BUTArye (i BimoOpakae)
THUII NIAKETa B IPOTOKOJI 200 MapaMeTpH, 110 TepelatoThesl B akeTi [2].

B nomoBijii HABOASATHCS pe3yibTaTh MEPEeBIPKU Ta BUKOHAHHS CIOCTEPEkKEH-
HS 32 MepexeBuM TpadikoM, a TAKOXK aHali3 MAOJIOHIB TpadiKy, BUSBICHHS Ta
YCYHEHHS HECIIPAaBHOCTEH Mepeki, BUSBIICHHS MOPYIICHb OS3MEKH B Mepexi, Ta-
KUX SK HECaHKI[IOHOBaHE BTOPIHEHHS, IIITUTYHCHKE MMPOTrpaMHe 3a0e3rnedeHHs abo
CKaHyBaHHS HAsIBHOTO OOJIaTHAHHS MEPEXKi.
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CHUCTEMA BUSBJIEHHSI AHOMAJIIIA Y MEPEXI IOV
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InenTndikyBati pi3HOMaHITHI CKJajgHi KibepaTakd B IIMPOKOMY Aiarta3oHi
raimy3eii, Takux sik Internet of Vehicles (IoV), 3apa3 € gyxe ckinagHuM 3aBIaHHSM.
0V — e koM’ 0TepHa Mepeka TPAaHCIOPTHHUX 3aCO0IB, sIKa CKIIAIAETHCS 3 IATUH-
KiB, TIPUBO/IIB, MEPEKEBUX 3aCO0IB 1 CHCTEM 3B’SA3KYy MiXK TPAHCIIOPTHUMH 3aco0a-
Mu. BaxuBy ponb B [oV Bimirpae xomyHikamis. TpaHcropTHi 3aco0u B Mepexi
OOMIHIOIOTBCSI Ta TepeAatoTh iH(OopMaIlilo Ha OCHOBI KUIBKOX MPOTOKOJiB. Yepes
0e3pOTOBHH 3B’A30K MIX TPAaHCHOPTHHMH 3aco0aMu BCS Mepexa Moxe OyTH
YyTIHBOIO 10 KiOepartak. Ilig wac mux arak koH(ifeHIiHA iH(pOpMAIiS MOXe
OyTH Tepe/aHa 3JOBMHCHIA Mepeki a00 (DIKTHBHOMY KOPUCTYBady, IO MPHU3BEIC
J0 3710BMHCHHMX arak Ha loV. TpamumiiHuM cucTeMaM BHSBJIEHHS BTOPTHEHb
(IDS) crae nenani Bakue BHSBISTH HOBI, CKJIAQAHIII aTaky, sSIKi BAKOPUCTOBYIOTh
He3BuyaiiHi cxemu. 11100 YHMKHYTH BHUSABIEHHS, 3JIOBMUCHHUKH MAacKyIOThCS Mif
TUTIOBUX KOPUCTYBadiB,. LI mpobieMn MOXHa BUPINIMTH 32 TOMTOMOTOI0 TIIHOOKO-
ro HaBYaHHs. barato mopenell mammHHOro Ta TaMOOKOoro HapyaHHs (DL) Oynu
peastizoBaHi JJsl BHUSBJICHHS 3JIOBMUCHUX aTak; OJHAaK OCHOBHOK IMPOOJIEMOIO
3aNMIIAEThCsl BUOIp PyHKIIH. 3aBIsIKH BUKOPUCTAHHIO HABYAJIBHUX EMITIPUYHHX
nanux DL caMocTiiiHO BU3HAYa€ 03HAKKM BTOPTHEHHSL

Mertor0 JIONOBI/II € MOAAHHS MOJIeNi BTOprHeHHs1 Ha ocHOBI DL, sika 3ocepe-
JDKEHA Ha HamaJax THIy «BiaMoBa B o0cimyroByBanHD (DoS). [ns ouiHku Ta paH-
JKHUPYBaHHSI O3HAK IMPOIOHYETHCSI BUKOPUCTOBYBATH KiacTepu3alito k-cepernHix.
[Micns BugineHHs: HalKpaux (YHKIINA JUTS BUSBICHHS aHOMAJIiH 3aCTOCOBYETHCS
HoBa Mozeib Explainable Neural Network (xNN), 1110 103BOJIHTE OKPEMO KJIacH-
¢ixyBaru ataku B HaOopi manux CICIDS2019 i UNSW-NB15. Monens nmokasana
XOpOIlli PEe3yJIbTATH MIOAO TOYHOCTI, 3amam’siToByBaHHs, ouiHku F1. [lyis mopis-
HSHHS MOXKHa MO0AYUTH, IO 3alporoHoBaHa Monenb XNN mokasana xopomr pe-
3yJNbTATH MICJS BUKOPUCTAHHS TEXHIKM MiJPaXyHKy XapaKTepuUCTUK. Y Habopi
maanx 1 (UNSW-NB15) xNN nokazaB Xopouri pe3yiIbTaTi 3 HAWBUIIIOI0 TOYHICTIO
99,3%, Toni sik CNN HabpaB 85%, LSTM — 89%, a Deep Neural Network (DNN)
— 91%. xNN gocsr HaiiBamoi TogHOCTI 98,7% mix yac xiacudikamii atak y apy-
romy Habopi manux (CICIDS2019); sroptroBa HeiiponHa Mepexa (CNN) mocsarma
86%, moerorpuBana xopoTkodacHa mam saTh (LSTM) mocsarma 89,5%, a DNN no-
csrna 83%. 3amporoHoBaHe pillIeHHs IEPEBEPIINIIO ICHYIOUl aHAJIOTH 32 TOYHICTIO
BUSIBIICHHSI Ta KJIaCH(iKaIrii.
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Security of the data has a significant impact on the popularity of any type of
service [1]. It is known that security is important part of building of application [2].
Programming languages are not an exception to this rule. The data of the programs
are often stored in the database and the connection between a program and a
database is vulnerable to unauthorized access. For example, Kotlin can connect to
the database.

The purpose of this work is to describe one of the most triggering types of
attacks on the applications, which were written using SQL databases — SQL
injections.

The MySQL is a database, which consists of three main fields: login,
password, and abstract key. The keys provide connections between the table with
login and the table with abstract data about users. In addition, an essential factor in
the effective functioning of databases is the protection of information.

SQL-injections is a computer attack method that uses a program vulnerability.
This can lead to unauthorized access to sensitive data of database users. SQL
injections can change relationships between tables and destroy the database.

To achieve data security, prepared statements can be used, in the
programming language “Kotlin”. The PreparedStatement object is used to execute
precompiled SQL queries with or without input (IN) parameters. Setters can be
used for setting values in a query. PreparedStatement it automatically handles
special characters and prevents SQL injection attacks. Prepared statements use
question mark (?) as a placeholder for parameters (figure).

SELECT * FROM inf cust JOIN login

ON inf_cust = login
WHERE inf_cust = ? AND login = ?;

Figure — Example of prepared statement query
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NORMALIZATION AS A DATABASE SECURITY RULE

Chaika V., Bilash D.
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

Most of the applications use databases because it is an intelligible technology
that provides storing and structuring information [1-2]. And the commonly used
programming language for many projects which require manipulations with
databases is a structured query language (SQL). If the database is not secure,
cybercriminals will use SQL injections to change, steal, or delete data in the tables.

The main aim of this work is to point out the tactic of avoidance of database
hacker attacks by normalization and compare it with existing solutions.

As stated above, SQL injections can injure applications by destroying tables
or changing relationships between database components. However, these violent
actions will not be effective if the database is created by following the
normalization.

Normalization is a method of splitting data into many small logic tables
connected using keys to make this data more structured. It makes tables more
understandable and minimizes the quantity of using memory.

For example, a normalized database contains two tables — "users" and
"password". If somebody got access to the table "users" by adding simple SQL
code, the information will be useless. Because cybercriminals will only read the id
and key that connect to another table if they do not know the database sequence.
Also, deleting table "users" is impossible because it has links to another table.

u {3 database password

—

2 pw_id @ int(11) ﬂ {3 database users
-

@ password : text e user_id - int(11)

# user_id : int{11) >

Figure — Database example

E user_name - text

As you can see, normalization can help to avoid unauthorized access to
databases because of distributed tables in a DB. Where a hackers get access to the
table they need to know the structure of it.

References

1. Bilash D. A. Security mechanisms of voip-telephony / D. A. Bilash, V. M. Tkachov
// 30ipHMK Te3 MOMOBifeW OJUHAMISATOI MiKHAPOIHOT HAyKOBO-TEXHIUHOI KOH(DepeHIl
"CyuacHi HampsiMA PO3BUTKY iH(MOpMAIHHO-KOMYHIKAIlIHUX TEXHOJIOTi# Ta 3acobiB yri-
pasminns", 8-9 kBitHs 2021 poky. - Tom 2: cekuist 4. - Baky-Xapkis-Kuis-XKuiina. - 2021. -
C.-78.

2. Bilash D. A. Analysis of methods of using the Raspberry PI platform in the training
of computer engineers. Pamioenekrponika Ta Mojoap y XXI ctomitri : marepiamu 25- ro
Mixnapoas. MonoaixkH. Gopymy, 20-22 keitas 2021 p. Xapkis : XHYPE, 2021. T. 5, cek-
mis 4. C. 110-111.

76



Mpobnemu iHopmaTusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

SAFETY SOLUTIONS FOR SAVING PASSWORD USING HASH

Korovina D., Bilash D.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

The cybercriminals can access the password that is stored in the database, and
this is one of the biggest problems that your application can have [1-2]. You can
avoid this vulnerability by using the most popular and useful algorithm nowadays.
This is the use of a hash function to store the password. This way, the
cybercriminals will not have access to your password, even if the whole website is
hacked. Instead, they simply access the encrypted hash.

The purpose of this work is to show the password encryption’s risk and ways
to avoid them. The vulnerability to rainbow tables (in circumstances when the
password is brief and easy) and the brute-force attack technique are the dangers of
any hashing scheme and compare these two methods of attacks in speech. In a
brute-force attack, the attacker enters many passwords or passphrases with the
intention of ultimately guessing the right one. This way, all possible passwords and
passphrases are systematically checked by the attacker until the hacker find the
correct one.

One of the improvements is to use salt in hash functions. The paper also
consists comparing salt hash and unsalted one.

Before a password is hashed, random bits are added to each iteration as a
cryptographic salt. Even if two people select the same password, salts produce
individual passwords. By requiring attackers to recalculate hash tables using salts
for each user, salts assist us in resisting assaults on hash tables.

This implies that even if the password hash is kept in a rainbow table,
changing the password by adding a salt to the hash is still possible. Any user that
uses the password "QWERTY" will have the same hash, hence the password can
be readily cracked if a hacker possesses a rainbow table containing that hash's
values. Hacking is made simpler because most individuals reuse or exchange
passwords. As was already noted, putting a salt before or after the password
lengthens it as well.

Therefore, storing passwords using hashes opens up a vast arena for research
on the subject of data security. Future study will concentrate on the method that
hashes passwords most effectively.

References

1. Bilash D. A. Security mechanisms of voip-telephony / D. A. Bilash, V. M. Tkachov
// 30ipHMK Te3 MOMOBileW OMMHAMISATOI MiXKHAPOIHOT HAayKOBO-TEXHIUHOI KOH(DepeHIl
"CyuacHi HampsiMd PO3BUTKY iH(MOpMAIiHHO-KOMYHIKAIIHHUX TEXHOJIOTi# Ta 3acobiB yr-
pasminns", 8-9 keiths 2021 poky. — T. 2: c. 4. - Baky-Xapkis-KuiB-XKumnina. 2021. C. 78.

2. Bilash D. A. Analysis of methods of using the Raspberry Pl platform in the training
of computer engineers. Pamioenextponika ta Monoap y XXI cromitri : matepianu 25- ro
MixkHapoas. MonoaixH. Gpopymy, 20-22 ksitas 2021 p. Xapkis : XHVYPE, 2021. T. 5, cexk-
mis 4. C. 110-111.

77



Mpobnemu iHbopmaTUusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

NULL POINTER EXCEPTIONS IN JAVA

Ripnyi M., Bilash D.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

NullPointerException is the most common Java error. This error occurs when
an object is not initialized and at the same time certain operations are attempted on
it [1-2]. The main purpose of this paper is to describe this error and the most usable
methods to avoid it and compare some of them.

The Java language has the null keyword. It was originally created to denote
the absence of an object. Using this keyword, we can “partially” create an object.
For example, when we do not yet know what its value will be. For example, in the
case when we need a string, but its initialization will occur later during the
program. "String str = null". The program will work, but as soon as we try to do
something with an object that points to null, we immediately get a
NullPointerException.

NullPointerException can occur even when you explicitly did not write
anything like this in the code. But it always occurs because of a pointer to null.

The simplest, most obvious, and only way is to check the object for null
before performing operations on it. With such a check, we can always be sure that
the program will not throw a NullPointerException. Other popular method is to use
class Optional. A container object which may or may not contain a non-null value.

If a value is present, isPresent() will return true and get() will return the value.
if(optional.isPresent()) {
//todo()

if(variable != null) {
//todo()

Figure — Methods to fix NullPointerException

This exception can occur in every program you write, the main thing is to
understand what it means and be able to find it. Future research will focus on other
methods solving this question and deeply compare considered solutions.
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OI'JISI/] 3ATPO3 TEJJEKOMYHIKAIIMHAM CUCTEMAM
B YMOBAX I'IBPUIHOI BINHU

ITyrau K.O.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

VY ribpuaanx KoHQIIIKTaX TOJOBHHMH LUISIMH €. KOHTPOJb HaJ CYCHUIBCT-
BOM, BILUIMB Ha CBIJIOMICTh, MaHIITyJIFOBaHHS JIFOJBMH, BiIMOBIAaIbHIMU 32 TPHIA-
HATTSI BXJIMBHUX pillleHb y JepikaBi. Bopor mparHe MaHIMyTrOBaTH OCHOBHUMH
LIHHOCTSMH, MOTHBALlIHHUMH (haKTOpaMu, a TaKOXK CTPATETi4HOI0, KOMYHiKaIliii-
HOK Ta KPUTHYHO-BAXIUBOI iH(PPACTPyKTYpor Kpainu. J[omoBigp MpHCBAYCHA
OTJISIIy KOMIUIEKCHUX peai3ailii 3aco0iB aTak.

BB Ha KpuTHYHI 00’€KTH IHPPACTPYKTYPH i Ha CYCHIJILCTBO NPH3BOJNUTH
JI0 IECTPYKTUBHUX JIUIsl CHCTEMH JIepKaBU 3MiH (OPYIIeHb (YHKIIIOHYBaHHS

Amnai3 3aco0iB MacoBoOi 1H(pOpMAIIT MPOJEMOHCTPYBAB 3HAYHI HACIIIKU Ma-
COBOT0 BHKOPUCT@HHS IIMPOKOMACIITA0OHWX HETaTHMBHHUX COIIaIbHO-TIOMITHYHUX
iHpopMaliiHuX KammaHii. HaBiTe sikiio iHdopMallis He CTBOPIOE CBIIOMOT 3MiHM
y MEepeKOHAHHSX, BOHa MOXeE BIUIMHYTH Ha IHTEpIpeTaliro MaiOyTHboOI iHpopMa-
nii. Ile Moke 1ONOMOITH BHYTPIIIHBOMY arpecopy, SKuil 6a)kae BIUNIMHYTH Ha XiA
KOH(DIIKTY, 11100 MOCNabuTH MITPUMKY LIboBOTro ypsiny. KibGeparpecis yacto
IIPUXOBYE CBOI MOTHBH, IPUKPUBAIOYMCH TEXHOJIOTIYHIMH METOJAMH, SKi MOXKYTh
MacKyBaTU CBOi MaHINYJIATHBHI I[J1i. METOM MPUXOBYBaHHS BKIIOYAIOTH Yy ceOe
AQHOHIMHI MPEeTeH3ii Ha Bla/ly, HOBUHH, MaHIMyJbOBaHI HaIliBIPaBIOI0, TOBTOPEH-
Hsl TIOBIJIOMJICHb, IEepeBaHTaXeHHs iH(popMaliero, Kibep-riceroomnepalii (ypsa
Bu/JIa€e cebe 3a MOBCTAHI[IB), MapiOHETKH (YPSIIOBI areHTH, SIKi IPalOTh POJIb OHJIAMH
KOMEHTATOPIB), & TAKOXK acTpoTepdiHry (CTBOPEHHS (asIbIIMBIX MACOBUX PYXIB).

EdexruBHe 3amoOiranHsi Ta BHUSBICHHS 1HQOpPMAIIITHO-IICUXOIOTIYHUX il
MPOTUBHHKA B KiOEPIPOCTOPI Ta HAIlle NIBUJKE PearyBaHHS BUMAratoTh CTBOPEHHS
HAIlIOHAJBHUX LIEHTPIB MPOTUIT iHpOpMaLiiHIM Ta KibepaTakam.

3axogamu HeWTpawmizaiii JeCTPYKTUBHHUX 1H(OpMAaIliitHO-KiOepHETHUHIX
e(eKTiB Ta iX JKeped €:

TIOTIepeKCHHS BIACHUKIB (SKIIO BOHU Bimomi) [HTEpHET-pecypciB mpo 00-
ME)KEHHSI I1I0/10 TTOMINPEeHHs (PelKOBOT, HeTpaBBol iH(OpPMAIIT 3 peKOMEHAIIE0
il BuJaneHHs, Ko iHhOpMAIlis 3aBJae KO Cy0’ekTaM Ta 00’€KTaM HallioHa-
TeHOI Oe3mexu (0co0i, CyCiIbCTBY, AepikKaBi);

CTBOPEHHSI MyOJIIYHIX PEECTPIB IS HEHAIITHUX /T JO3PIINX PeCypCiB.
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CEKUIA 5

KepiBuuk cexuii: 1.1.H. npod. B. A. Kpacuo6aes, XHY, Xapkis
Cexperap ceknii: k.T.H. O. M. Bensopin-Eppepa, HTY «XI1I», Xapkis

Mipcekuia 5.1. MeToau WBKAKOI Ta AOCTOBIPHOI 0GPOOKU AaHUX
B KOMIT’'IOTEPHUX CUCTEMaX Ta Mepexax

JOCJIIKEHHS ®YHKIIA ABTOMATHU30BAHOI
TH®OPMANIIMHO-OBYHUCJIIOBAJIBHOI CHCTEMH TOB “JIABEHTA”

SAxosnes O.0.
Uepkacbkuii ep>xaBHAN TEXHOJIOTIYHUI yHiBepcuTeT, Yepkacu, Ykpaina

VY cyuyacHMX yMOBax IiJIPHEMCTBA B3YTTEBOI IPOMHCIOBOCTI OTpUMAIU Be-
JIMKI MOXITUBOCTI YJIOCKOHAJICHHS] CUCTEMH TIJIaHyBaHHS Ta YIPaBIIiHHS BUPOOHH-
ITBOM JUIS pI3KOrO IIABUIICHHS 3arajibHOi  €(EeKTUBHOCTI BUPOOHHYO-
rocroaapchKkoi misutbHOCTI. L{i MOXITHBOCTI 3a0e3neueHi, 3 OMHOTO OOKY, BiJHOC-
HOI0 CBOOOJIOI0 BHPINICHHS TAKTMYHUX Ta OMNEPATUBHUX ITMTaHb 3 YIPABIIHHS
BUPOOHUIITBOM, a 3 IHILOIO - 3aCTOCYBaHHSM KOMIT'IOTEPHHUX 3aCO0IB /sl BUPOO-
JICHHSI ONTUMAJIbHUX TUIAHOBO-YIPaBIiHCHKUX pillieHs [1].

CkJ1aiHiCcTh Ta IMHAMIYHICTh BUPOOHHYMX MPOIIECIB, YCKIAIHEHHS IPOILYKIii
Ta T TEXHOJIOTIi MOB'sI3aHi 3 00'€KTUBHOIO HEOOXIIHICTIO BUKOPUCTAHHS y TUIAHY-
BaHHI BUPOOHMITBA CYYaCHUX 3aCO0IB O0UMCITIOBAIILHOT TEXHIKH.

MeTor0 JOMOBI/I € TOCHTIPKEHHsI 0COOIMBOCTEH, MepeBar Ta HeJIOMIKIB iCHY-
ounx iHdopmaliitHo-o0uncoBaTbHUX cucteM [2], 30kpeMa iHdopmartiitHo-
00YHCITIOBANIBHUX CUCTEM B3YTTEBUX HianpueMcTB. JJocmimkeHo ¢yHKuii aBToma-
TH30BaHOl iH(opMaliitHo-o0uncoBanbHOl cuctemu TOB “JlaBenta” Ta 00paHO
OCHOBHI MaTeMaTW4HI Mojedi MmO 3a0e3nedyoTh poboTy iH(popMaIliiHO-
0041 CITIOBAIBHOI CHCTEMH.

3anporoHoBaHi B JOMOBiI pillIeHHS JA03BOJIIOTH CHHTE3YBATH aBTOMATH30-
BaHy iH(opMaliitHO-o0uncToBanbHy cructemy TOB “JlaBeHTta”, 110 1acTh MOXK-
JUBICTH 3HAYHO IiABUIMTH IPOAYKTHBHICTH Mpalli Ta SKiCTh JOKYMEHTIB, a TAKOX
CKOPOTHTH YHCENBHICTD IPAIliBHHUKIB.
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EVALUATION OF MULTIVARIATE QUALITY CONTROL CHARTS
IN THE COMPLEX ANALYSIS OF NATURAL WATER

Tychkov V.V., Tovstopyat V.O.
Cherkasy State Technological University, Cherkasy, Ukraine

A multivariate control charts is a control charts for evaluating a process at the
level of two or more characteristics. Based on such charts, multivariate quality
control is carried out - quality control in which each unit that is checked must meet
the requirements for more than one characteristic. As a measuring unit, an
immersion sensor was developed; in which ion-selective electrodes are placed [1].
A chalcogenide iron-selective electrode was used to determine total iron (Fetotal),
a combined pH-electrode was used for the hydrogen indicator (pH), a combined
nitrite-selective electrode was used for nitrites (NO2—), a redox electrode was used
for redox potential, and for total salinity - a salinity sensor with a current interface
and a digital temperature sensor. 50 measurements of chemical and physical
indicators of natural water were carried out, sequentially switching the measuring
device with electrodes.

The purpose of the report is the analysis of multivariate quality control charts
in the analysis of natural water.

We choose two criteria (pH, Fetotal) of natural water quality in three
dimensions, the so-called coordinate criteria. Then we fix the set of values of the
remaining (non-coordinate) criteria (NO2-). Fixing different sets of non-
coordinate criteria, we obtain the corresponding two-variate sections. A similar
procedure is carried out for another pair of coordinate criteria. Based on the
constructed two-variate sections, in the case of a small number of criteria (three),
we obtain a visual representation of the entire multivariate set of possible estimates
in order to make the best choice in it. Multivariate quality control charts of three
indicators (pH, Fetotal, NO2—) were constructed in the software complex
STATISTICA 10: Hotelling T2 control charts of all three indicators, Hotelling T2
control charts for monitoring the average values of two indicators relative to the
third, MEWMA charts for all three indicators, MEWMA charts for controlling the
average values of two indicators relative to the third, CUSUM charts of all three
indicators, multi-variate flow with X-bar and MR charts of all three indicators,
multi-variate flow with X-bar and R charts and with X-bar and S charts for control
values of two indicators relative to the third. The material presented in this report
shows the possibility of solving problems in the field of natural water quality
control.
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COMPARISON OF RECURSIVE Rd- AND QUASI-DETERMINISTIC
LPt-SEQUENCES USING DISCREPANCY FOR THE CONSTRUCTION
OF UNIFORM MULTIDIMENTIONL DoE’s

Tychkova N.B., Halchenko V.Ya.
Cherkasy State Technological University, Cherkasy, Ukraine

Scientific research on the construction of efficient uniform designs that fill
the search space so that the experimental points are evenly distributed throughout
the research domain is actively conducted and so far, it has been proven that, the
best results are achieved using Sobol’s quasi-sequences.

The purpose of the report is a comparative analysis of uniform
multidimensional computer designs of experiments on recursive Rd-sequences and
designs on Sobols LPt-sequences using indicators of generalized discrepancies and
graphic visualization based on VVoronoi diagrams.

The report presents the results of comparing options on Rd-sequences with
graphic visualization based on Voronoi diagrams and Sobol’s LPt-sequences using
indicators of centered, wrap-around and weighted discrepancies for the
construction of uniform five-, six-, seven- and eight-dimensional computer designs
experiments [1-2]. However, the search for necessary combinations of sequences
for multidimensional designs based on Sobol’s quasi-sequences requires
cumbersome and time-consuming research due to the need to implement it by
means of sifting through a large number of candidate options among potentially
possible ones, but does not guarantee that a positive result will be obtained in the
end. For greater visibility of the uniformity of the generated sequences, a graphic
representation of them in the form of two-dimensional projections was used.
Finding successful designs with low divergence rates and correspondingly perfect
projection properties is very important for practice. Note that the use of
combinations of LPt-sequences nevertheless shows the best results due to a good
choice of guide numbers.
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APXITEKTYPHU NIOBYJ1OBU ABTOMATU30BAHUX CUCTEM
AHAJII3Y BEJIMKUX JAHUX

Minenko C.A., Komicapenko H.A., Koprieako A.Jl.
UepKacbKuii iepykKaBHHI TEXHOIOTTYHUN yHIBepcHTeT, Yepkacy, Ykpaina

Big Data — ne 3aranbHuii TepMiH 1Sl OyIb-IKOTO HAOOPY JAHUX, HACTLIBKH
BEJMKUX a00 CKIIATHHX, 110 BUSABISIETHCS BaXKKO OOpPOOJISITH iX 13 BUKOPUCTAHHIM
TPaJAUIIIHHUX METOMIB YIPABIiHHS JaHUMH, TAKUX SIK, CHCTEMH YIPABIIHHS Peis-
uiitaumu 6a3amu nanux [2]. TpuBanuii yac pensiiiiHi CHCTeMH yrpaBiliHHs Oa3a-
mu nanux (PCYBJ]) BBaxamucs yHIBepcaJbHUM PilIEHHSM, ajle €KCIIOHEHIliaIbHe
3pOCTaHHS 00CATIB, HIBUIKOCTI Ta HEOAHOPIMHOCTI JaHMX TOKa3ajd HEMpUaaT-
nicte PCYBJl aist BUKOpHCTaHHS B cucTeMax 30epiraHHs Ta aHali3y BEUKHX
naHux. Hayka npo gaHi nependavae BUKOPUCTAHHS METOIIB JJIsl aHANI3y BEMKHX
00CSTiB 1aHUX 1 BAOKPEMIICHHS 3HaHb, 110 MICTAThHCS B HUX [1].

Mertoro nonoBifi € anpo0ariis eTamiB JOCTYIy, OYUIIEHHS 1 3aBaHTaXKCHHS B
cucteMu 30epiraHHs Ta aHali3y BEJNMKHX JaHHUX, 8 TaKOXX BHJaya MPaKTUYHHX
PEKOMEHIaIIH 11010 peati3allil 3a3HaueHUX eTalliB.

B nomnoBini mpoBeZieHO aHalli3 apXiTeKTypH MOOyIOBH cUCTeM 30epiraHHs ta
aHaJi3y Benukux JnaHux. [TokazaHo, 1110 HAa TOYAaTKOBUX €Tarax JIOLIEHO BUKOPH-
CTOBYBATH AUCTPUOYTUBHU I PO3TOPTAHHS PO3IISIHYTHX CHCTEM 3 ypaxXyBaHHSAM
MakeTHOi 200 MOTOKOBOI 00poOKK nanux [4]. 3po0iIeHO OMIsi 3aCTOCOBHOCTI 4O-
Tupbox BuIiB NoSQL 06a3 nanux. 3 BHKOPUCTaHHSIM CTaHIAPTHHUX 1 CTOPOHHIX
Java-6i6iioTex anpoboBaHO METOAM BeO-CKaHyBaHHS 1 BeO-CKpEIiHTY, K J0JaT-
KOBI METOAM OTPHUMaHHS 30BHINIHIX AaHMX. AnpoOoBaHo goctyn a0 IHTepHer
JoKepen Binkputux nanux 3 BukopucranHsMm JSON 1 CSON. Po3pobieno anropu-
TMHU OTpUMaHHs iH(pOpMaIlii PO BiIKpUTI HAOOpH JaHHX, CKadyBaHHs HAOOpIB Ta
ixHporo oumiieHHs [3]. AnpoOoBaHO JBa COCOOM 3aBAHTAXKEHHS JaHUX y PO3IIO-
nineny ¢aitnoBy cucrtemy Hadoop — cuctemu 30epiranHsi Ta aHaii3y BEIUKUX
JaHuX, po3ropuytoi Ha ocHoBi Hortonworks HDP. JlociimkeHnii KOMIUIEKC TeX-
HOJIOTH, aJITOPUTMIB Ta 1X peati3alliii MoKa3as Mpare3aaTHICTh i MOXKIMBICTh HOTO
3aCTOCYBAHHS IIPU MOJATBLINX JOCIIDKEHHSX Y Taly3i BEUKUX TaHHX.

Crucok JgiTeparypu

1. Kumar V. Introduction to Data Mining / V. Kumar, M. Steinbach, P.Tan. — Harlow:
Pearson Education, Inc., 2018. — 736 p.

2. Martsenyuk V. On an approach of the solution of machine learning problems
integrated with data from the open-source system of electronic medical records: Application
for fractures prediction. // Artificial Intelligence and Soft Computing. Springer International
Publishing. —2019., Ne22, P. 228-239.

3. Pirracchio R. Big data and targeted machine learning in action to assist decision in
the icu. // Anaesthesia Critical Care Pain Medicine. — 2019, Vol. 38. No. 4. P. 377-384.

4. Oliveira A. Retinal vessel segmentation based on fully convolutional neural
networks. // Expert Systems with Applications. — 2018, Vol. 112. P. 229-242.

83



Mpobnemu iHbopmaTUusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

METO/M 3ABE3NIEYEHHS TOCTOBIPHOCTI TH®OPMAIIIL
B BJIOKYENH-CUCTEMAX

Minenko C.A., Hening B.B., Ctporym O.A.
UepKacbKuii iepykKaBHHI TEXHOIOTTYHUN yHIBepcHTeT, Yepkacy, Ykpaina

MacoBe BHKOPHCTaHHsI 3aCO0IB OOYHCITIOBAIHOI TEXHIKH B CTPYKTYpi Toc-
MOJIapChKOi, (hPiIHAHCOBOI Ta EKOHOMIYHOTO YIPABJIIHHS, a TAKOK PO3BUTOK BCECBi-
THBOI EJIEKTPOHHOI KoMeplii Ta Oi3Hecy MPU3BOISATH O TOCTIHO 3pOCTarovoro
PO3BUTKY iH(pOPMAIIHHIX TEXHOJIOTIH, IO CHpHse Oe3NepepBHOMY PO3IMINPEHHIO
crniekTpa 3arpo3 Oesneui iHdopmallii, 00poOIroBaHOI B iH(OPMAIIfHUX CHCTEMAaX.
Cepel HallIepCIIEKTUBHINIMX METOMIB 3a0e3neueHHs1 30epiraHHs, OOpoOKH Ta
3aXUCTy JaHUX MOXHA BUIUTATA METOJH, IO BPaXOBYIOTh 3aCTOCYBaHHS XMapHHX
1atpopM — po3poOIIeHHX 13 3aCTOCYBaHHSAM TexXHOJOTIT Onokueitn [2]. HeoOxin-
HICTh OOpOOKHM NMaHWX y OJIOKYEHH-CHCTeMax Mepeadayae HOBHE EBOJIOIIHUN
eTan 3a0e3rnedyeHHs Oe3neku iHpopMmalii Ta BHCyBae 10 iHPOPMaLiHUX CHCTEM
JOJJATKOBI BHMOTH, IMOB'sI3aH1 31 CICHM(IKOIO JaHUX, MOSBOI HOBHX TEXHOJIOTIH
00poOku iH(opMallii Ta TOSBOIO 3aBlaHb, CHEUU(IUHUX IS CYyYacCHOTO eTary
PO3BUTKY iH(pOpMaLiHHUX TeXHOIOTIH [1].

Meroto omOBifi € 3a0e3neUeHHs JOCTOBIPHOCTI AaHMX ITiJl 4ac iXx oOpoOku B
OJI0KUeHH-CcHUCTEMI.

B nomnoBizxi mpoaeMOHCTPOBAHO MOJENb BHUSBICHHS aKTyalbHHX 3arpo3 IHO-
pyuienHs iHdopmaliiiHol Oe3nekn maHux. Y Mexax CTBOPSHHS MOJENi BCTAHOB-
JIeHO Ta (DOpMasi30BaHO 3aJIEKHICTh MIK: 3arpo3aMu, aKTyaJlbHUMHU JJis JaHHX,
10 0OpOOISIOTECS B OJOKYEHH-CHCTEMI; 30MTKOM BiJl MOTEHIIIHHUX 3arpo3 OJIOK-
YeWH-CUCTEMI; CTyIIeHeM HeOe3IeKH MOpPYIICHHS OKPEMHUX XapaKTepUCTUK Oe3re-
KU (JIOCTOBIPHOCTI); CTYNIEHEM BaXKJIMBOCTI JaHHWX. PO3IIMPEHO Kiac METOMB 3a-
Oe3reueHHs JTOCTOBIPHOCTI JAHUX Y YaCTHHI BHUSBJICHHS HEIOCTOBIPHHX MEpPCOHA-
JIBHUX JIAHHX TIPH X BBEJCHHI B OJok4elH-cuctemy [3]. @opmarnizoBaHO MOBEIiH-
Ky KOPHCTyBaua Ta JOBEJICHO MOJIIMBICTh BHSIBICHHS aHOMANIH Yy MOBEIIHI KO-
pHCTyBaya 3a JOIMOMOT OO IITYYHHX HEHPOHHUX MEPEX.
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INVESTIGATION OF THE QUALITY OF PSEUDORANDOM SEQUENCES
SYNTHESIZED ON THE BASIS OF MODULO TWO ADDITION OPERATIONS

Sysoienko A.A., Sysoienko S.V.
Cherkasy State Technological University, Cherkasy, Ukraine

The use of the latest technologies increases the requirements for the quality of
the output sequences of pseudorandom numbers, which are the basis of ensuring
data confidentiality in the development of new methods of cryptographic infor-
mation protection for computer cryptography systems [1].

The study of the quality of a pseudorandom sequence synthesized on the basis
of operations of cryptographic transformation of information is an urgent problem
of the modern development of information technologies [2, 3, 4].

The purpose of the report is research and analysis of methods for assessing
the quality of pseudorandom sequences, the synthesis of which is carried out based
on the use of modulo two addition operations [4], for computer cryptography sys-
tems. For the computational experiment, we have selected 24 two-digit operations
that form a mathematical group.

The essence of the experiment is to encode data with two random operations
that are included in the selected group, followed by adding the results of encoding
according to modulo two of the PRS.

According to the results of the experiment, it was found that adding modulo
two transformation results increases the quality of pseudorandom sequences, since
there is no inverse transformation mechanism.
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METOJ AHAJII3Y EOEKTUBHOCTI THO®OPMAIIMHNX
TEXHOJIOI'IM MPOTUAII AECTPYKTUBHOMY
TH®OPMANIMHO-TICAUXOJIOTTYHOMY BILINBY

Tapacenxo S.B., [Tigmacuit JI.A., [llamosan B.I1.
Uepkacbkuii nep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

ChOTO/IHI CIIOCTEPITAETHCS 3pOCTaHHs PiBHS 1H(OPMAaIiHHO-TICHXOJIOTTYHOTO
BIUIMBY JIECTPYKTUBHOT'O XapaKTepy Ha yci CycHiibHi Kateropii. IcHyro4i iHHOBa-
UiiiHI iHpOpMamiliHi TeXHOJIOTIi, SKi IpH3Ha4YeHi JuI1 OOpOTHOH 3 NECTPYKTUBHUM
iH(OpMaIifHO-TICHXOJIOTIYHUM BIJIMBOM TOTPEOYIOTh MOCTIHHOTO BJIOCKOHAJICH-
Hsl, TOMY JOCII/DKEHHS, CIPSMOBaHI Ha aHaNi3 1X e()EKTUBHOCTI € aKTyaJlbHUMH.
30KkpeMa, BaXIIMBOIO HAYKOBOKO 3a/iaucio € aHalli3 e(QEeKTUBHOCTI 3aCTOCYBaHHS
MeToIiB (hOPMYBaHHS KAaTEropiaIbHOIO KOMILICKCY KPHUTEPIlB TICHXOJIHTBICTHYHO-
IO MOPTPETy MPONATaH/ICTa, AKi JISKATh B OCHOBI MOIOHUX 1H(GOPMAIIHHIX TeX-
HoJIOTiH. B TakoMy BHIIa/IKy, OCOOJHMBY yBary HEOOXIJHO MPHIUIUTH KPUTEPisM
MOPQOJIOTIYHO-CHHTAKCUYHOI KaTeropii, ceMaHTH4HOi Kareropii [1] Ta muckypcu-
BHOI KaTeropii, siki pa3oM CKJIaJaloTh KaTeropiajibHuil KoMIUIeKe KputepiiB. [Ipu
[bOMY, BPaXOBYIOUH JIOBEIEHY JOCTOBIPHICTh 3aCTOCYBaHHS KOPEJSILIHHOIO aHa-
J3y JUIS JOCII/PKEHHS! KaTeropialibHUX BiIMiHHOCTEH [2], OyJio BUpIILIEHO BUKO-
pHUCTaTH 1eH MiaXiJ B OCHOBI METOY.

Mertoro g0mnoBii € po3podka MeToy aHamizy e(eKTHBHOCTI 3aCTOCYBaHH:I
MOBHOTO KATEropiaJbHOT0 KOMILIEKCY KPUTEPIiB IICHXOJIIHIBICTHYHOTO TOPTPETY
MPOIMAaraHucTa 3 METOI0 OILIHIOBaHHS 1H(OpMaLIfHUX TEXHOJOTIH MPOTHMIT 1e-
CTPYKTUBHOMY 1H(OpMaIiifHO-TICUXOJIOTIYHOMY BIUIUBY, SIKI peasli3yeThCs Ha
OCHOBI METOJIIB JOPMYBaHHSI KOXKHOI KaTeropiaibHOI CKJIaI0BOI.

B nomoBijii HABOAMTHCS METO JOCIIKEHHS e()eKTHBHOCTI HA OCHOBI KOpe-
JSIIHHO-PETPeCciiiHOTO aHati3y, IO JO3BOJIJIO OI[IHUTH PiBEHb 3MiHH OCOOHCTIC-
HUX KaTeropiaJbHUX XapaKTEPUCTUK MCUXOJIHTBICTHYHOTO MOPTPETY MICIs Mpo-
BEJICHHs i, HAIJICHUX Ha TMPOTHIII0 JEeCTPYKTUBHOMY iH(opMaIliitHo-
MICUXOJIOTIYHOMY BIUMBY. OTpHMaHi pe3yJbTaTh JOBOJTH HAIIWHICTE METOJIB
KBAaHTOBO-CEMAaHTHYHOI cTeraHorpadii 3 ypaxyBaHHSAM JEKIJIbKOX KOHTEHT-
KpuTepiiB. BusBieHi cTaTHCTHUYHI aHi, MO0 3MiHH KOMIIOHEHTIB KOXKHOI CKIIa-
JI0BOI KaTeropialbHOr0 KOMIUIEKCY JO3BOJISIOTH B ITOJANIBIIOMY CHTYaTHBHO ITif-
BHUIIYBaTH e()eKTUBHICTD iH(OpMAIIiIHOT TEXHOMOTII.
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3ACTOCYBAHHA METOAY I'OJIOBHUX KOMITIOHEHTIB
B MAIIIMHHOMY HABYAHHI

BenpkoB b.O., Kopotka €.0., Mipomkina [.B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

OCHOBOIO OYJIH-KOTO aJTOpUTMY MAIIMHHOT'O HAaBYaHHS € MaHi. Yacto maHi
MICTATh BEJIUKY KUIBKICTh PI3HHX XapaKTEPUCTHK, 10 3HAYHO YCKIIAJHIOE iX iHTe-
prperaiiito, Bizyasizamito i, BiOBiIHO, po3yMiHHA. ToMy BUHHMKa€e HEOOXiIHICTH
y 3HI)KEHHI PO3MIpHOCTI BUXIIHOI 3a/1adi 3a paXyHOK BiAKuaaHHA "3aiiBux" xapa-
KTepHuCTUK [1].

OnmHUM 13 OCHOBHHMX METOJIB 3HM)KEHHS PO3MIPHOCTI JaHMX JUIs 3a/a4 Ma-
IIMHHOTO HaBUYaHHs € MeToJ royioBHuX kommoHeHTiB (MI'K). B meroni 3actoco-
BYIOTBCSl TIPOCTI MaTpHuHI onepaiii 3 JiHiifHOI anreOpu Ta CTaTHUCTHKH, 1100
OTPUMATH TIPOEKIIil MOYATKOBUX JAHMX MEHIIOI BUMiPHOCTI (IIyKAETHCS HAPSMOK
3 MAaKCUMAJILHOIO JTUCTIEPCIEIO 1 IaHi TPOEKTYIOThCS Ha 1ed HanpsMoK) [2].

Mertoto JOMOBII € A0CHTiDKeHHS e(DEKTHBHOCTI 3aCTOCYBaHHSI METO/Y TOJIO-
BHUX KOMIIOHCHT B piSHI/IX 3a1a4axX MAaAIIMHHOI'O HAaBYaHHA. pO3FJ'ISUIaJ'lI/IC$[ llBl
BiZiomi 3azaui. [lepma — Bizyamizaii JaHuX BiioMol 3a/1a4i po KBiTH ipuciB. Po3-
TJsiIaBcsl HaOlp TAHUX MPO KBITH IPUCIB TPHOX COPTIB, sIKMH ckianaBcst 3 50 3pa3-
KiB KO>)KHOTO copTy. JII1 KOXKHOTO 3pa3Ka MPUBOAMIIOCS YOTHPU O3HAKH. Bizyans-
HO 300pa3suTH TaKWi HadIp AaHMX MOXKIIMBO JIMIIE Y YOTHPUBUMIPHOMY MPOCTOPI.
3actocyBanHsd MI'K 103BOJMIO 3HM3MTH PO3MIpHICTH JAHMX IO ABOX O3HAaK Ta
Bi3yalli3yBaTH 1X y BUIJISI IBOMIPHOTO rpadika.

Jpyra 3amada — 1e onTuMi3ailis JaHUX ISl PO3IMI3HABAHHS PYKOIMHUCHUX
undp. dani ckiaamamics 3 1797 4opHo-0inux 300paxeHb po3MipoM 8%8 mikcednis,
T00TO Manu 64 o3Haku. Byno BH3HAYEHO Yac TPeHyBaHHS i TOYHICTh MOJEII pe-
rpecii st TaHux 06e3 3MEHIIEHHs PO3MIPHOCTI.

3aranpHuil yac ckinaB 12,3 cexyHau, TOuHICTh po3nizHanHs 0,9697. 3MeHIm-
T po3MipHiCTh HAOOpy JaHMX HacTiIbkH, mob 30epertu 90% mucmepcii. B pe-
3yJIBTATi YOTO Yac TPEHYBaHHS Mopelni OyB IMpHcKopeHuid Oinbiie Hix Ha 90% mo
1,1 cekyHIH, TOYHICTH pO3II3HAHHA ymana He3HayHo — Ha 0,8% mo 0,9613. 3acto-
CyBaHHS METOY T'OJIOBHUX KOMIIOHEHTIB MTOKa3ao e(heKTHBHICTH 5K B SKICHIH, TaK
1 B KUIBKICHIM ONTHMI3alil BEMMKUX 00'€eMIB JaHUX. A€ Caij maM'sTaTh, 0 Ler
MeTo[I 10Ope MpaIfioe TUTHKH Y BHMAAKY JiHIHHOTO PO3MOILTY JaHUX.
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METOJU AHAJII3Y KJIACTEPHUX CTPYKTYP
Y BATATOBUMIPHUX OB'€EMAX

Kapamnersin A.P., Hokonenko A.C.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

OnHi€ro 3 OCHOBHUX 33/1a4 MPAKTUYHO y BCIX Tajy3sX JIIOACHKOI JiSUTBHOCTI
Ha CHOTOJHIIIHIN JeHb € aHai3 0araTOBUMIpPHUX JaHHX. baratoBuMipHi JaHi 1e
pe3yIbTaT YUCETBHHUX JOCTIPKeHb, TEXHIYHUX MOKA3HUKIB, y3aralbHEHHS CKOHO-
Mi4HOT Ta (iHaHCcOBOI iHpopMmaii Tomo. HeoOXiaHicTh 00poOKH, aHAII3Y Ta aJeK-
BaTHOTO TPAKTYBaHHS IMX JAHUX MMOPOJIMNIA TaKy IHTCHCHBHO PO3BHBAETHCS HAY-
KOBY JMCLMILIIHY, SIK aHaii3 OaratoBumipHux nanux (Data Analysis). Onniero 3
HaWBaKJIMBIIINX CKJIAJIOBUX I[LOTO HANIPSMKY € KJIacTepHUH aHaii3 [1], sikuii po3-
IJISIa€ Pi3HI crocoOu TpymyBaHHS O0'€KTIB ycepeIMHI XMapHu OaraTOBHMipHHUX
JaHuX. MeToJliB Ta alrOPUTMIB KJIACTEPHOTO aHaJi3y Ha CydyacHOMY €Tami iCHye€
Jy’e 0araTo, BOHU MOCTIHHO PO3BHUBAIOTHCS Ta BIAPI3HAIOTHCS BEJIUKOIO Pi3HOMA-
HITHICTIO.

MeTol0 JIOMOBI/I € OCHIPKEHHSI KOMIUIEKCY all’OPUTMIB Bi3yauizallii Ta Bi-
3yaJIbHOI aHAJIITUKY, 110 JO3BOJIAE BUBUYEHHS KJIACTEPHUX CTPYKTYp y OaraTroBuUMi-
pHHUX 00’eMax AaHMX 0e3 3aCTOCYBaHHs alTOPUTMIB KllacTepH3allii, 10 BHOCITH
3MIHHU 10 BXiJHHUX AaHuX. [ aHami3y KiacTepHUX CTPYKTYp 0araToBUMIpHOMY
00’eMi JIaHUX MPOMOHYEThCS BHUKOPUCTOBYBATH METOJM BiJIOOpa)KEHHsS TOYOK
BHXIJJHOr0 0araTOBUMipHOIO MPOCTOPY Ha BKIJIAJAEHI B Liei MPOCTIp PI3HOMAHITTs
MeHIIoi po3mipHocTi. anuid miaxix 6a3yerbest Ha moOynoBi kaprok SOM (Self-
Organised Maps), 110 CaMOOPraHi30BYIOThCS, 3aCTOCYBaHHI METOJY TOJIOBHHX
kommoneHT PCA i moOynosi npyxuux kapt Elastic Maps. [{ns peanizauii noBHoi
Ta TOCNIJOBHOT 00pOOKH 0araTOBUMIpHOTO MacHBY JaHHUX BHIIE3a3HAUEHI METOH
Ta MiAXOAM BUIIMKOBYIOTHCS! B MOCHIIOBHICTh METO/IIB T4 allTOPUTMIB, IO 3aCTO-
COBYIOTBCS, YTBOPIOIOYH €IMHHIA TEXHOJIOTIUYHHUN JIAHI[IOKOK OOpOOKU JIaHHX.
3acTocyBaHHS TAKOT'O JIAHI[IOXKKA J03BOJISIE OTPUMATH 1H(GOPMAIIIIO PO KIIACTEPHY
CTPYKTYpY JAOCTIDKYBAaHOTO 00’€éMy 0araTOBUMIPHHMX J@HUX Ha PI3HUX PIBHIX
TITMOWHM aHaJi3y Ta JeTamizamil iHGopmMarrii.

Crucok JgiTeparypu

1. Van der Maaten L.J.P.; Hinton G.E. Visualizing High-Dimensional Data Using t-
SNE. Journal of Machine Learning Research 9 (Nov 2008). Pp. 2579-2605

2. Hinton G.E., Roweis S.T. Stochastic Neighbor Embedding. In Advances in Neural
Information. Processing Systems. Vol. 15. Pp. 833-840, Cambridge, MA, USA, 2002. The
MIT Press.

88



Mpobnemu iHopmaTusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

METOJUKA PO3PAXYHKY OIIHKU PU3UKY VJIAPY BJINCKABKH
3ACOBAMMU MS EXCEL

Uuuyxko M. B., IBuenko I1. A., Unuyxko B.O.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHUTeT, Uepkacu, Ykpaina

VYkpaina sk MaiOyTHIN wieH €BpOINEHCHKOTO CO03y B3sia Ha ceOe BiAIMOBI-
JAJbHICTh TIOCTYMOBO TapMOHI3yBaTH CBOIO HOPMATHBHO-TEXHIYHY 0a3y 3 HOpMa-
TUBHUMH JOKYMEHTAMHU €BPONEHCHKOI CIIMBHOTH. Lle cTano mpuyuHMIO MpUitHAT-
TS 1 B raiTy3i OJIMCKAaBKO3aXHCTY I[1JIOI HU3KU JOKYMEHTIB, 10 IPUHIIUTH Ha 3aMiHYy
BITYM3HSHOMY. BiAMOBIMHO 10 HOBOTO HOPMATHBHOTO JOKYMEHTa, JJIsi TOTO 100
OI[IHUTH YM MOTPIOCH 3aXUCT OyNiBJ, HEOOXIIHO 3MIMCHUTH PO3PaXyHOK PU3UKY.
AJITOPUTM PO3paxyHKy HaBEJICHHH B I[bOMY X JIOKYMEHTI. Al Yepe3 BEJUKy Ki-
JIBKICTb CXOXXKUX (OpMYJI BHHUKA€E MPHUPOAHA HEOOXiHICTH aBTOMATH3yBaTH el
npouec. BupimeHHsM 1iel mpobiaeMu € MeToiMKa o0yIOBU MO PO3PaxyHKY
OILIIHKU PU3UKY yjapy OJUCKaBKY B OyaiBiIO Ta 1 peasizallis KOMIT IOTEPHOIO MPO-
rpamoro.

AHaji3 OCTaHHIX AOCHiIXKEHb 1 myOuikaliii MoXxe MOKa3aTH IO y Cy4acHii
Hayui BUKOPHUCTAHHSA MNPOrpaMHUX l'IpO)IyKTiB J1A CTBOPCHHA MAaTEMATUYHUX MO-
Jesieil € MMPOKOBKUBAHOK MPAKTUKOI. SIK Mpuiaj BUKOPUCTAHHS B SKOCTI iH-
cTpymeHTa Juis 1i ctBopeHHst MS Excel HaBoauTbes B ctatTsx [1], [2].

MerTor0 J0MOBIZi € pO3pOOKa METONUKH OLIHKA PU3UKY yAapy OJMCKaBKU Ta
MOJAJBLIOT0 EKCIIOPTY OTPHUMAHUX PE3yJbTaTiB B MONEPEAHBO CTBOPCHUH Mmab-
JIOH, BiJIIOBI/IHO 10 HOPMATHBHKX JIOKYMEHTIB, Ha OCHOBI TokyMeHTa MS Word.

B nomoBii HaBOAATHCS MPHUKIIAIN PO3B’I3aHHSI 3a/1a4 JUIsl PO3PAXYHKY OILIiH-
KU PU3UKY, SIKI MOXKHA 3BECTH JIO JIEKLIbKOX OCHOBHMX THIIIB: TaKi, 110 MOBEpTa-
I0Th 3Ha4YeHHsI 200 MOCHJIAHHS Ha 3HAYEHHS 3 TAONMI[l YK Jiana30Hy a TAKOX BH-
KOHYIOTh IIOIIYK 3a3HAYEHOI'O E€JIEMEHTAa B Jiala30Hi Ta MOBEPTAIOTh BIIHOCHY
MO3HMIIII0 I[LOTO €JIEMEHTa; MpOoLeAypa OLIHKA PU3HUKY BIANOBIJHO 10 HOPMATHB-
HOTO JJOKYMEHTA.
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PO3POBKA METO/IIB IIONEPEJHLOI OBPOBKHU JIAHUX
Y CUCTEMAX OIITUYHOI'O PO3IIIBHABAHHSA TEKCTY

Binozepcrkuii B.O.
Hamionanshuii aepokocMiunmii yHiBepeuTeT iM. M.€. JKyKoBchKOTO
«XapKiBChKUI aBianifHUN IHCTHTYT», XapKiB, YKpaiHa
Hepravosa J1.K.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/liOeNeKTPOHIKH, », XapKiB, YKpaiHa

3a nonomororo 3aco0iB posmizHaBaHHS 00pa3iB BUPIIIYIOThCS ABI HAWOUTBII
aKTyaJIbHI 33/1a4i: BHUSIBJICHHS Ta PO3Ii3HABAHHS 00JMYb, a TAKOXK ONTHUYHE PO3Ii-
3naBaHHs Tekcty (OCR). BuaineHHst nupoBoro TeKCToBoro malioHy 3i 3HIMKa
3HaXO/JUTh 0araTo KOPUCHHUX 3acTocyBaHb. Cepen HUX - onu(pyBaHHS ManepoBUX
apxiBiB, BepH(iKallisl MacmnopriB, po3Mi3HaBaHHS HOMEPHUX 3HAKIB TPaHCIIOPTY
TomO. 3HAYHI JOCSTHEHHsI Y BUPILIEHHI 3a/a4 po3Mi3HaBaHHS Ta Kiacuikarii
00'ekTiB 6a3ylOThCS HA BUKOPHCTAHHI Cy4aCHHX METOJIIB Ta aJrOPUTMIB OOy I0BU
Ta HaBYaHHsS MMOMHHMX HelpoHHuX Mepex ([HM). HaiiBaximsinty ponb cepen
HUX BIiJIIrparoTh 3ropTKOBI HelpoHHI Mepexi (3HM), siki A03BOJSIFOTH JOBECTH
NOKa3HUKH SKOCTI pitieHb 10 99 % [1]. Xoua, icCHyIOTh cepiio3Hi 00MeXeHHS, SIKI
BIUIMBAIOTh Ha PE3yJIbTaT 00poOKH 300paxeHb, a came: HU3bKa SIKiCTh (JOTO 3HIM-
KiB, HEJIOCTATHS OCBITJICHICTh CLIEHHM, T€OMETPHYHI CIHOTBOPEHHS Ta Psj IHIIMX
¢axropis [2].

Mertoro JonoBiji € (OpMyIIIOBaHHS Cy4acHOi KOHIEIIT MiJIBUIICHHS SKOCTI
poOOTH CHUCTEM ONTHYHOI'O PO3IMI3HABAHHSA TEKCTYy 3a PAaXyHOK BHUKOPHCTAHHS
KOMILIEKCY JITOPUTMIB TOMNEpeIHb0T 00pOOKH 300paKeHb TEKCTOBUX TOKYMEHTIB.

B nonogizni HaBOAATBCS pe3ysIbTaTH JOCHIPKEHb BILUIUBY Pi3HOMAHITHUX He-
raTUBHUX (PaKkTOpiB HAa TOYHICTH PO3MI3HABAHHS Ta 3alPOMIOHOBAHO KOMILJIEKC
QITOPUTMIB, CIIPSIMOBAHUX Ha IMiJBHUIIECHHS SIKOCTI pOOOTH ONTHUYHUX CUCTEM PO3-
Mi3HABaHHS TEKCTY Juisl X mononanus [3]. HaBeneHi naHi moka3yroTh BUCOKY ede-
KTUBHICTh 3allpOIOHOBaHMX TEXHIYHUX pilieHb. [lomepenHss oOpobOka BUXIiTHUX
JaHUX 3a IPEICTaBICHHM METOJOM JO3BOJIS€ JOCATTH TOYHOCTI PO3Ii3HABaHHS
TeKCcTy y Mexax 99.5-99.8%, He3Bakaroun Ha HEIOCTAaTHIO OCBITJIICHICTH CIICHH,
TEOMETPUYHI CIIOTBOPEHHS, IIyMU Ta PSIT 1HIIIX (aKTOPiB.
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NIJBUIIEHHA EOFEKTUBHOCTI BUKOHAHHS ITPOIIEYP
MPOILIECY BUBYEHHSI I BHPOBAI)KEHHS JIOCBILY
MPO®ECIMHOI JISIJIBHOCTI YEPE3 3ACTOCYBAHHS
MOJIO)KEHb TEOPIi IHOOPMAIIIL

CepnyxoB O.B., Makoron O.A., Ceprees O.C., Maep JI.B., l'onosenko f.€.
BilicbKOBHIT iIHCTUTYT TAHKOBHX BiiChK HalliOHAJILHOTO TEXHIYHOTO YHIBEPCUTETY
«XapKiBCHKUI MONITEXHIYHUN IHCTUTYT», XapKiB, YKpaiHa

BuBuenHs Ta BmpoBamkeHHs pocBiny (BBJI) minroroBkm i 3actocyBaHHS
3C Ykpainu € Bkpail HeoOXiJHUM JIJIs1 BUSBJICHHS 3aKOHOMIPHOCTEH Ta TEHACHITIH
PO3BUTKY BOEHHOTO MUCTEIITBA, MPAKTHKKA BOEHHUX [Iii 1 BUPOOJICHHS peKOMEH 1a-
uiii koMaHaupaMm (HayanbHUKaM) 1100 po3BUTKY 3CY, IHIIMX CKIaJOBUX CHII
000pOHM ZIepKaBH, yIOCKOHAJIECHHSI TOPAAKY iX 00'€JHaHOI MirOTOBKU Ta MPOBE-
JIeHHs 00'eTHaHMX onepariil (0oioBux aiit) [1].

HaiiGinpi TpyaomicTkum € 30ip nepBUHHOT iH(popMaIlii, sika 3HaXOIUTHCS Ha
TakTHYHOMY piBHI cuctemu BBJI. V 360pi 1i€i inpopmanii 3aaisHi Ge3nocepeHi
yYacCHUKU OOMOBHUX MiH, 0 0OYMOBIIIOE MEBHI TpyHOIi. | SKIo 3HalTH 3aco0u
JuIst 30epexeHHst iHpopMallii B MOJbOBUX YMOBaX TEXHIYHO MOIKIIMBO, TO BUHHK-
HEHHSI TICUXOJIOTIYHHX “OJIOKIB* 3HAYHO 3HMIKYIOTh PiBEHb PEJIEBaHTHOCTI, TOBHO-
TH, JOCTOBIPHOCTI Ta aJIeKBAaTHOCTI iH(popMaIlii.

JlonoBiap mpucBsdeHa po3poOli MEeTOIuKH 300py HEepBHHHOI iH(popMaIlii,
sIKa 3HAXOJUTHCS] HA TAKTUYHOMY PiBHI CHCTEMH BUBYEHHS 1 BIIPOBAKEHHSI JIOCBI-
Iy miarotoBku i 3acrocyBanust 3C YkpaiHu.

3 TOYKM 30py OCHOBHHX IOJIOXEHb Teopil iH(opMaIil MpoBEeJCHO aHaNi3 iH-
¢dopmanii cuctemu BBJ] Ta owinuTH piBeHs 11 sikicHUX XapakTepuctik. Ha ocHOBI
aHai3y (yHKIIOHAJIBHOTO MepeTBOpeHHs iHdopMalii mpu BcebiuHOMY 3abe3rie-
4yeHH1 0010 y MyiaHi cnoctepexeHHs (300pi iHGopMaIil) BUIiIEHI TOTOKH 32 BH/a-
MU iHpopmarii. MexaHi3m niepetBopenHs iHdopmariii y cuctemi BBJI ¢opmairizo-
BaHWI 32 MPHUHIUIIOM “YOpHOi CKpHHI“. Po3poOieHuii 3pa3oKk OMUTYBajJbHOTO
JUCTa JIsl BiMOBIAL 300py MepBUHHOT iH(OpMaIlii, sika 3HAXOAUThCS HA TAKTHY-
HOMY piBHI CHCTEMH BHBYEHHS i BIPOBAUKCHHS JOCBiMy MIATOTOBKH 1 3aCTOCY-
BanHs 3C Ykpainu [2].
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METOJU CTUCHEHHSA AYAIOJAHUX Y CUCTEMAX
AYJAIOAHAJIITUKH

ITopomenko A.I., Koanenko A.A.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

[Ipu 30epexeHH], mepenadi Kpi3b JIOKATbHY MEpexky ado y XMapHE cepeio-
BHUILlE ayTiONaHUX, 3a3BHYaii BUKOPHUCTOBYIOTHCS TMEBHI AITOPUTMH CTHUCHEHHS
aymiomanux [1]. Po3pi3HIIOTE METOM CTHCHEHHS i3 BTpaTaMu Ta Oe3 BTpar. Me-
TOJI CTHCHEHHsI O3 BTpaT O3HAa4yae apXiByBaHHS ayio3alucy 3 BHUKOPHCTAHHSIM
AIITOPUTMIB, MIPHU SKHUX JaHi HE BTPAYAIOTHCS TA MOXKIIUBE BiZIHOBJICHHS ayi03aru-
cy 3 0iToBOIO TouHicTIO [2]. [IpHKIagaMu KOAEKiB, SIKi BHKOPUCTOBYIOTh CTUCHCH-
Hsa 6e3 BTpaT, € FLAC (Free Lossless Audio Codec) Ta ALAC (Apple's Lossless
Audio Codec). Metoj cTHCHEHHSI 3 BTpaTaMH IPHITyCKae, 1110 HeMae ceHey 30epi-
raTd MoBHY iH(opMalio npo ayaiosanuc. Hanpuknaz, Joackke ByXO MOXeE HE
HOYYTH TUXUX 3BYKIB Iic/Is Iy4HUX a00 3aHaATO BUCOKHX 1 3aHAJTO HU3BKHX Yac-
tot [3]. [Ipuknagom koneka crucHenHs 3 Brparamu € MPEG 1 Layer III (Moving
Picture Experts Group 1 Layer III) abo npocto MP3.

MeToro OMoBiAl € HOCHiIKEHHS METO/IB CTUCHEHHS ayll0faHNuX y CHCTeMax
ayJli0aHaITHKH, a caMe METO/IIB CTUCHEHHSI 13 BTparamu Ta 0e3 Brpat. s aHami-
3y pe3yJIbTaTiB BUKOPUCTOBYIOThCS MeTO 1 Ha ocHOBI kojekiB FLAC ta MP3.

B momoBii HaBOJSTECS pe3ysIbTaTH aHalli3y METOJIB CTUCHEHHS ayi0oJJaHuX
y cucTeMax ayjaioaHaniThkd. HaBeneHi aHi MOKa3ylOTh, 1O MPIOPUTETHUM METO-
JIOM CTHUCHEHHsI ayJioJiaHMX y 0araTOLiIbBIA CHCTEMI ay[iOaHATITHKH € METO.
CTHCHEHHs1 0e3 BTpAaT, TaK SK BiH JJO3BOJISIE OCSATTH OLIBII BUCOKUX MOKA3HHUKIB
TOYHOCTI. AJle, y BUMAJKy OJHO3HAYHOTO (PYHKIIOHATY CHCTEMH, METOJ] CTUCHEH-
HS 3 BTpaTaMy J03BOJISI€ JOCATTH KOHKYPEHTHOTO IIOKa3HUKA TOYHOCTI, Ta 3HAYHO-
ro 3MEHIIMTH OOCST JaHHX, 110 OOpoOssIoThCs. [l0onaTKOBO, B 3aJ€KHOCTI BiJ
Tuny iHdopMmaii, o 30epirae cucremMa ayaioaHAIITUKU, BUKOPUCTAHHS METOIY
CTHCHEHHS ay/iOJlaHUX 3 BTpATaMH J03BOJISIE BUPIIIMTH MPOOJIeMH, MOB'sI3aHi 3
3a00pOHOI0 OTPUMAaHHs 200 30epiraHHs MPUBATHUX ayAl0JJAHUX Y JACSKUX KpalHax.
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METOJU TA IHCTPYMEHTU BUJJOBYTKY BEB-KOHTEHTY

Inpina [.B., ®inenxo B.I1.
XapKiBChKUH HalliOHATBHUN YHIBEPCUTET PadioeNeKTPOHIKH, XapKiB, YKpaiHa

Ha croromnimmii aeHbs IHTEpHET BKJIOYae B ceOc¢ BENMYE3HI Ta IMOCTIHHO
3pOCTarodi 00CATH TaHuX. AJle 1HOMI Yepe3 IX HEOJHOPITHICTh, CIA0Ky CTPYKTYpPO-
BaHICTh a00 MOBHY BIJICYTHICTh CTPYKTYPOBAHOCTI, MTOIIYK MOTPiOHOT iH(popMariii
MIePETBOPIOEThCS HA BaXKKE 1 TPYAOMICTKe 3aBHaHHs [1]. Y OUIBIIOCTI BUIAAKIB
KOpHCTyBaui BCecBITHBOI MaBYTHHH MOXYTh OTPUMATH BeO-AaHi HUISIXOM Meper-
JSITY Ta TOIIYKY 32 KIFOYOBUMH CIIOBAMHU, CKOPHCTABIIUCH BiTIOMUMH MOITYKOBH-
MU CHCTEMaMH, OJJHAK Y TAKOTO METOIy € oOMexeHHs. BeG-cTopiHku — 1ie rinep-
TEKCTOBI JIOKYMEHTH, SIKi MICTATB SIK TEKCT, TaK 1 TiEpIIOCHIIaHHS Ha iHII JIOKY-
MEHTH, 10 B pe3yJbTaTi MOBEPHE BEJMKY KiJbKICTh HEpeJieBaHTHOI iH(popMarrii.
BukopucTaHHsi MporpaMHHUX 3ac00iB aBTOMATHYHOTO BHIOOYTKY BeO-KOHTEHTY
TaKOX HE OOXOJUTHCS 0e3 esIKMX TPY/HOILIB, TAKHUX SIK, HAIIPUKIIA]], HEBiMOBI -
HICTh THITYy JJAHUX JJIsl TPOrpamMu [2], ToMy poOOTY IMX 3ac00iB 4aCTO JTOBOIUTHCS
MOEIHYBATH 3 PYYHUM BTPYUYaHHSIM OMEpaTopa.

Metoro nomnoBizAi € 03HAHOMIIEHHS 3 KOHIEMIIi€l0 BeO-BUIOOYTKY, OIJIAN Ta
NOPIBHSIHHS METOIB Ta IHCTPYMEHTIB BHJIyYECHHS IaHHX, a TAKOXK MPE/ICTABICHHS
BapiaHTIB BUPILIEHHs POOJIeM, 3 SKUMH CTUKAIOThCS KOPUCTYBaul B IPOLIEC] aB-
TOMaTUYHOTO BUIOOYTKY 3HAaHb 3 IHTEpHETY.

B nomoBini HaBeneHO Mepestik MpodjieM aBTOMATHYHOTO BUIIYHEHHS TEKCTY
Ta CNabdOCTPYKTYpOBaHHUX JaHHX 13 BeO-calTiB [3], 3HaUHA KUIBKICTh SKUX MOSC-
HIOETHCS TIPOCTUAM TIOPYILICHHSM CTaHJIAPTIB Ta PEKOMEH/Ialliil 1010 BEPCTKU BeO-
cropinok i pozmitku HTML, HeoanopinHicTio iH(opMarii abo HasBHICTIO Jy0Jri-
katiB nanux. [IpoOiema HaBiramii, Koy iHpoOpMaIlis pO3MIIIY€EThCS Ha JEKIITBKOX
cTopiHkax ab0 Ha CTOPIHII 3 JMHAMIYHUAM MiJBaHTAXXEHHSIM KOHTEHTY, BUPIIIY-
€TbCSl BUKOPHCTAHHSM 0i07i0TeK MOB IPOrpaMyBaHHs, 3[JATHUX IMITYyBaTH MOBE/Ii-
HKY JIFOJMHU (IPOKPYYYBaHHS CTOPIHKH, HATHCKAHHS KJIABIII 1 T. 1.).
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METO/HA AHAJII3Y HIBUJIKOCTI HAPAJIEJIbHOI OBPOBKH
TH®OPMAIIIT Y GRID CUCTEMAX

Inwina I.B., Koctenko O.C.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

I'eorpagiuno posmonineni oourncnenHs (GRID)— TexHosoris po3noaiieHnx
o0uncieHb, B K 00YHCIIOBaJIbHA CHCTEMA IMPEJCTaBIIeHa y BHUIIISAL 3’ €THAHMX
Mepe)kero 00UMCITIOBAIBHUX BY3IiB, CIIA00IIOB’ I3aHIX, TOMOT€HHHIX Ta T€TepPOTeH-
HUX KOMIIT'FOTEpIB, IO TPAIIOIOTh Pa3oM Ul BUKOHAHHS BEIHMKOI KiNBKOCTI 3a-
BAaHb. GRID 3acToCOBY€EThCS [Tl BUPIIICHHS 3aBJaHb, SKi MOTPEOYIOTh 3HAUHUX
obOuncioBaibHUX pecypciB [1]. Octanni gocmimpkenHs B ramy3i GRID-cuctem
TOPKAIOThCSl OaraTbox MmpoOeM, OB’ si3aHUX 3 IH(PPACTPYKTYPOrO (MOHITOPHHT Ta
IHTETpallisi CHCTEM) J0 BIPOBA/DKCHHS Ta aHAJi3y pe3yJbTaTiB POOOTH KOHKPET-
Hux GRID-cucreM y cdepi xmapHux oduncnenb. OfHaK, He3Ba)XKalO4H Ha IIHPOKEe
noumpenas GRID-cucrem Ta BenuKy KUIBKICTh MPUCBSUEHUX 1M MyOmikarii 3a-
JIMIIAETHCS BIJHOCHO Majio OCBITJICHUM MUTAHHS aHaji3y MPOAYKTHBHOCTI Ta BH-
3HAYEHHsI TIOBHOTO CIEKTPY (aKkTopiB, IO BIJIMBAIOTh HA IIBHJIKICTH 0OpPOOKH
JaHUX Yy IUX cucTemax [2,3].

Meroto J0NOBiAl € aHai3 Ta OIiHKa (D)AaKTOPIB, 1110 BIUIMBAIOTh HA IBU]IKICTh
napanesibHoi 00poOku iHdopmalii y reorpadidHo po3noAUICHUX THGOPMAIIHHIX
cucTeMax.

Jo npeameTHOi 00acTi JOCIHIIPKEHHS! BIIHOCHTHLCS MIPOBEJCHHS aHANI3y ic-
HYIOYMX METOJIB PO3PaxyHKY 4acy Ta mBHUAKOCTI oOuuciienb y GRID-cucremax,
BH3HAYEHHS 3aJIeKHOCTI MIBUAKOCTI oOuncieHb y GRID-cucremax Bill KiIbKOCTI
004HCITIOBANIEHUX BY3J1iB, pO3po0Ka METO/IIB OLIIHKY ONTUMAJIBHUX 0e3rocepeHbO
JUIsSL TIPUCKOPEHHSI OOpaxyHKIB KUTBKOCTI oOuHciioBaidbHUX By3miB y GRID-
cUCTEMax Ta po3po0Ka METOAMK, IO J03BOJSIOTH MPOBOJUTH OILIIHKY 4acy o04uc-
JIeHb Ta IPUCKOpeHHs 00paxyHKiB y GRID-cucremax.
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AHAJII3 MOJIEJIEM MEPEJAYI JAHUX JIJISI CACTEMHU
PO3YMHOTI'O BYJIUHKY

Uymak B.1., @ininmenko 1.B.
XapKiBChKUH HalliOHAIBHUN YHIBEPCUTET pa/lioeleKTPOHIKN, XapKiB, YKpaiHa

Posymuuii OymuHOK (aHri. smarthome) — 1ie aBTOMaTH30BaHa CHCTEMa, IO
CKJIQIAETHCS 13 CYKYMHOCTI IaTYMKIB, BAKOHABYMX MMPUCTPOIB, 3[[ATHUX BHKOHYBA-
TH 7ii, Ta MPOrpaMHOTo 3a0e3MeueHHst sl peanizailii IeBHUX MOBCSIKICHHUX 3a-
BJaHb Oe3 yJacTi mroauHu [1], a Takox crcTeMaTH3yBaHH i 30epiraHHs TaHUX Ta
iX 00pOOKy 3a IEBHUI TEPMIH Hacy.

PoboTa «po3ymHOro OyauHKy» Tependadyae NeKiibka OOMIHIB JTaHHUMHU: MiXk
eJIeMEHTaMHU CHCTEMH Ta MiXK KOPHCTYBa4eM i CHCTEMOIO.

OOMiH TaHMMH MiX €JICMCHTAMH CHCTEMH MOJXKE BiIOYBaTHUCS JPOTOBHM Ta
0€3pOTOBMM HIISIXOM 3a JIONOMOTOI Pi3HOMAaHITHUX mpoTokoimiB. IlomymnspHi
MPOTOKOJIM Mepeiadi JaHuX y CUCTEMi pO3yMHH OyanHOK [2-3]:

- IPOTOBUH1 3B’ 30K BUKOpHCTOBYE npoTokonu X 10, C-Bus;

- 6e37poTOBHI 3B’S30K BHKOPHCTOBYE Tpotokonu Z-Wave, ZigBee, Wi-Fi,
Thread, Bluetooth Low Energy (BLE).

Takox 0OMIH MK KOPUCTYyBaueM 1 CHCTEMOIO TEK MOXKe BiOyBaTHCS Ipo-
ToBUM (0e3rmocepeIHbO MPU BBENICHI JaHUX uYepe3 MPUCTPOi CUCTEMH) Ta Oe3/1po-
TOBHUM ILIUIIXOM (HaIpUKJIa, yepe3 Mepexy IHTepHeT).

Merta nOMOBIAL - CTPYKTYpYBaHHs, aHaNi3 Ta MOPIBHSHHS MOJIIIei nepeayi
JaHUX JJIsl CUCTEMH PO3yMHOTO OYIMHKY, a TAKOX BHSIBIICHHS OCHOBHHUX IlepeBar
Ta HENOJIKIB LIMX MOJIEIIEH.

B nonogizi 3anporoHoBaHi TEXHOJIOTIT Ta TAOIUIII aHAI3Y MoJieeil nepeaadi
JIAHUX U CUCTEMH PO3yMHOTO OYyAMHKY, HaBeJeHI HasBHI MPUKJIAIH peajizaiii
LIUX TEXHOJIOTIMN.

3anpornoHoBaHi TEXHOJOTIi Jal0Th MOMIIHMBICTh ABTOMATH3YBATH MPOLIECH
300py JaHHMX Ta METOJIB MOJAIBIIOTO aHAI3Y IUX JAHUX 3 METOI0 OOpaHHs Iij-
xozauIo1 it Bac cucteMu po3yMHOT0 Oy JMHKY.
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AOCJIUKEHHST OCOBJIMBOCTI AJI'OPUTMY
MYPAININHUX KOJIOHIN

Kyuyx H.I',, Jlucuus 1.0.
HamionansHuii TeXHIYHAN YHIBEPCUTET «XapKiBCHKUN MO TEXHIYHUH IHCTUTYTY,
XapkiB, Ykpaina

Meta nonoBifi — oIiHKa MOKJIMBOCTI (POPMYBaHHS ONTUMAJIBHOTO MapILIpy-
Ty B YMOBaXx 331aHIX 0OMEKEHb.

Oco0aMBOCTI aITOPUTMY MYPAIIMHUX KOJIOHIH IPH BUCYHYTHX OOMEKEHHSIX:

1. MexaHi3M HO3UTHBHOTO 3BOPOTHOTO 3B'SI3KY BHKOPUCTOBYETBCS ISl TOTO,
00 monryk Oe3NnepepBHO CXOMUBCS 1, HApEIITi, HAOIMKABCA 10 ONTHMATBHOTO
pilIeHHSL.

2. KoxeH iHIUBIT MOXE 3MiHIOBATH HABKOIHMIIIHE CEPEIOBHIIIC, BUBIITBHAIOUH
(epoMOHH, i KOXKEH iHIUBI MOXKE CHPUIIMaTH 3MiHM HaBKOJIMIIHHOTO CEpeIOBH-
112 B pealbHOMY 4Yaci, 1 IHJMBIIH OTIOCEPEIKOBAHO CITUIKYIOThCS Yepes3 1€ Cepelio-
BUIIIC.

3. Y mpotieci NOUIYKY BUKOPHCTOBYETHCS METOJ] PO3MOIIJICHUX O0YHCIIEHb, 1
KiJIbka KOPUCTYBauiB OJJHOYAaCHO BUKOHYIOTh MapaielibHi 00UUCIEeHHS, 110 3HAYHO
HiABHITY€E OOUHCIIOBATIBHY MOTY)XHICT Ta €(PpeKTUBHICTh POOOTH aNrOpUTMY.

4. EBpucTH4HUIT HMOBIPHICHUH METO/I MOIYKY HEJIErKO MOTPAIUTH 0 JIOKa-
JIBHOTO OITHMAJIBHOTO PIllIEHHSI, 1 JIETKO 3HAHTH TJ100aJIbHE ONTHMAILHE PIllICHHSL.

PesynbraTil MociipKeHHsT BiqoOpakeHi Ha puc. 1., a came CITiBBiAHOIICHHS
MiX HallKOpOTIIOH BificTanHIO TSP Ta KibKICTIO iTEepartiii.
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Pucynok 1 — CriBBiHOIIEHHS MiX HaHKOpOTIIOO BifcTanHio TSP Ta KiNbKicTIO iTepartiit
Crnucok Jgiteparypu

1. Van Trees H. L., Bell K. L., and Tiany Z. (2013) Detection Estimation and Modula-
tion Theory, 2nd Edition, Part I, Detection, Estimation, and Filtering Theory, John Wiley &
Sons, New York.

96



Mpobnemu iHopmaTusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

MOJIEJI AJAIITUBHUX IU®POBUX PLIJIBTPIB HA FPGA

Hy6os L.T., ®ininmenko 1.B.
XapKiBChKUH HalliOHATGHUN YHIBEPCUTET PaioeleKTPOHIKH, XapKiB, YKpaiHa

Ha croronniniHiii 1eHb icHye 0arato paaioeneKTpOHHUX BHPOOiB, e(heKTHBHA
po0oTa SKMX HEMOJMUIMBA O3 BUKOPHCTaHHS aJalTHBHUX (QUIBTPIB. AZaNTHBHY
(iIbTpalio 3aCTOCOBYIOTH SIKINO (IIBTPH 3 (IKCOBAHUMH TapaMeTpaMy HE MO-
KYTh BUKOHATH TMOCTAaBIICHY 3a/auy, HAlPHKIA[, K0 YMOBH (DiIbTparii 3MiH0-
I0ThCSI, TOMY BUMOTHU /10 (iIbTpa HE MOXYTh OyTH copMyIsIbOBaHI 3a3laneriib
[1,2]. YacToTHa XapaKkTepuCTHKa alaTHBHUX (UIBTPIB aBTOMATUYHO PEryIIIOETh-
cst a0 MouiKyeThCS BIIMOBITHO A0 MEBHOTO KPHUTEPIlO, IO J03BOJISIE BUIBTPY
aanTyBaTUCS JI0 3MiH XapaKTePUCTHK BXiTHOTO CUTHATY.

MerTa IOMOBi I — HOPIBHUTBHUN aHAJIi3 aJrOPUTMIB aarnTarlii Juisi mo0yI0BH
MOJIEIi aJaNTaliifHOTO (PITBTPY EXOKOMITCHCAITII.

AnanTuBHI anroputMu 0a3ylOThCsl Ha TEOpii ONTHMalbHOI BUHEPIBCHKOT (i-
npTpanii. Ha naHuii 4ac BUKOPHCTOBYIOTHCSI airOpUTM HBIOTOHA, alirOpUTM SIK-
HAWIIBU/IIIOTO CITyCKY 1 aJrOPUTM 32 KpUTEpieM HaiiMeHIMx KBajapartis. [lo npoc-
TUX BiTHOCATHCS PI3HOBUAM TPATIEHTHUX aJaNTUBHUX AJITOPUTMIB 3a KPHUTEPIEM
HaliMeHIIoro KBajpaTa, Taki sk Least Mean Square, LMS, iioro HopmamnizoBaHoi
Bepcii Normalized LMS, NLMS. Jlo ckinaHuX MOYXHa BIJIHECTH PI3HOBUHU PEKYP-
CUBHHX aJITOPUTMIB 3a KpUTEpieM HallMeHImX kBaupaTiB Recursive Least Squa,
Matrix Inversion Lemma, MIL ta QR-po3knanants. [IpoMiXXHHU#T KiTac yTBOPIOIOTh
anropuTMu adinHUX npoekiiid, a came Affine Projections, AP. IcHyloTh Takox
HmIBHJKI, TOOTO oOuncioBabHO edektrBHi anroputmu Fast AP, FAP i mBuuki
RLS-anropuTMu, BKIIOUAIOUH CXOJIOBI.

AHai3 iCHyIO4YMX METOJIB aJanTHBHOI (iIbTpallii MoKasas, M0 aJrOPHUTMH
BiJIPI3HSIOTHCS SIK OOUMCITIOBATILHOKO CKJIaIHICTIO, TaK IBHUAKICTIO 30iry. Ha ocHo-
Bi aHaji3y Oylia 3amporioHOBaHa MOAENb IH(POBOro amanTuBHOro (GuIbTpa Ha
ocHoBi RLS anroputrmy. Takox MOXHa 3pOOHMTH TPHITYLICHHS, IO 3aJ0BLIbHI
pe3yibTaTi peanizalii Mojeli 3almpONOHOBAaHOTO HHU(POBOTO (GIIBTPY MOXKYTh
OyTu otpumMani mpu Bukopuctanui [UIIC.
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MMPOBJEMATHKA CEJIEKIII TA KJIACU®IKALII AYIO MO
Y 3AIIYMJIEHOMY CEPEJOBHIIII

ITymko B.B., Ceparox H.M.
XapKiBChKHUI HalliOHAIBHUN YHIBEPCUTET PajlioeIeKTPOHIKY, XapKiB, YKpaiHa

3 PO3BUTKOM OOYMCITIOBAIBHHX CHCTEM, PO3POOKOIO Ta HEIIONABHBOIO I105-
BOIO HA PUHKY CIIEI[iaTi30BaHUX MPOILIECOPIB CTaja MOMIIMBOIO ITPAKTUYHA peaji-
3aIisi METOIB MOOYIOBH HEHpoMepek TIIHMOMHHOTO HaB4YaHHs. Cepen HaWOLIBII
MOMYJISAPHUX 3aBJaHb, SIKi BHUPIIIYIOTHCS HEHPOHHUMH MEPEXaMH, BHIUISIOTHCS
3aBJIaHHS BUSIBJICHHS Ta Kilacu(ikallii sk BU3HAYEHHX, TaK 1 HEBU3HAUCHUX eJeMe-
HTIiB Y BEJMKHUX MAacHBaX JaHHX sIKi BXKe ICHYIOThb, TaK 1 TaKHX IO HAJXOAATH Y
peanbHOMY Yaci Bij Oe3mivi mpxepen. Ha choroaHinmHii 1eHb icHye 0Oarato apxiTe-
KTyp HEHPOHHMX MEpEX, OJHAK cepe/l HalOUIbII MOIIMPEHUX MOXKHA BHILUIUTH
3roptkoBi HelpoHHI Mepexi (CNN) i 3ropTkoBi peKypeHTHI HEWPOHHI Mepexi
(CRNN), Ta iX OCHOBHI aJrOpUTMH BHUSIBJICHHS Ta Kiacu(ikailii.

Meroto J0MOBi/i € aHali3 HaIHHOCTI 3aCTOCYBaHHS 3TOPTKOBUX Ta 3rOPTKO-
BO-PEKYPEHTHHX HEHPOHHUX MEPEK MPH POOOTI 13 3aLIyMIICHUM JKEPEIIOM.

B nonoBigi HaBOAATHCA pe3yJbTaTH aHaNi3y IOTIPIICHHS ITOMUJIKH Mepexi
IIpY HAaBMUCHOMY BBEJICHHI JpKepena HIyMy y Jipkepeno aynioganux [1]. HaBenewi
JlaHi MOKa3ylOTh, IO HHU3bKUU PIBEHb 3alIyMJICHOCTI MOTOKY MAa€ HE3HA4YHH
BIUIMB Ha PiBeHb NOMUJIKM HEHpoMepex 000X apxiTekTyp. OnHaK, 10 JOCATHEHHIO
MEBHOTO 1OpOTra PiBEHb MOMUJIKM MOYHMHAE PI3KO 3pOCTAaTH 1 He3abapom aocsirae
HENPUHHATHUX 3HA4YeHb. Takok XOTUI0Cs O Bi3HauKMTH, 10 Helipomepexka CRNN
JIEMOHCTpY€ TpoxH Ounbury HajilHicTh, HXk CNN [2]. Lle noB'si3aHo 3 THM, 110 Ha
Binminy Bix Heifpomepesxk CNN B CRNN mepeskax Ha J101aTOK BUKOPUCTOBYETHCS
¢byHKLisn «10Broi kopotkodyacHoi nam'arti» (long short-term memory, LSTM). Ta-
KAM YMHOM, HAAUTAIOUM MEpeXy MOXKIMBICTIO 3allaM'sSTOBYBaTH 3HAuYCHHS SK Ha
KOPOTKI, TaK 1 Ha JIOBTi IPOMIXKKH 4acy.
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Mincekuia 5.2. LluBinbHa 6e3neka
(iHdopmauinHa nigTpumka)

3AXUCT ITHOOPMAIIII ITIJ] YAC YIIPABJIIHHA CUJIAMHU
TA 3ACOBAMM TP HAJIBBUYAVMHUX CUTY ALISIX

Menbauk O.I'., Menbauk P.I1.
Uepkacbkuii iHCTUTYT MoXkexHOI Oe3neku imeHi ['epois YopHoOums
HVII3 Ykpainu, Uepkacu, Ykpaina

3a0e3mnedyeHHsl 3aXUCTy HACEJIeHHS 1 TEPUTOPIN y pa3i 3arpo3u Ta BUHUKHEHHS
HA/I3BUYaHHUX CUTYAIlil € HEBiJl €MHOIO YACTHHOIO JePKaBHOI MOJITHKU HaI[iOHa-
nbHOI Oe3neku. [lonepemKkeHHs] BAHMKHEHHS HAJI3BUYAHUX CHTYAIliH, IIBHIKA 1X
JIKBIAIlS 3 HAWMEHIIIMM ONTHMABHUM 3aJIy4CHHSIM CHIT 1 3ac00iB Mae 0CcoOMBe
3HAYCHHS Ui (PI3UYHOTO i MOpAIBHOTO CTaHy HACENICHHS, a TAKOXX CKOHOMIKH
camoi kpaiHu. B Oynp-skoMy Bumnanaky Bci 1 ctpateriuni ta Taktuudi aii JJCHC
VYkpainu CynpoBOIKYIOThCS CKIIAHUMH iH(OPMAIIHHUMH MPOIECAMH.

MeTo10 H0mMOBiAi € BUBUEHHS NHTAHHS 3axHUCTy iH(opMmalii B CTPYKTypi
JACHC VYkpainn.

Bumoru o piBHst 3axucty iHpopmanii B JCHC Ykpainu nodanu 3poctartH 3i
301IBIIEHHSIM KUTBKOCTI XaKepChbKHX aTak BiJ| 3JIOBMHUCHHUKIB. 3a0e3leueHHs CTa-
JIOTO Ta HAJAIMHOTO (DYHKIIIOHYBaHHS TEJICKOMYHIKALlIHHUX MEPEkK Ta 3arajibHOCH-
CTEMHHUX CEpBEpiB y MHUPHHH 4Yac Ta B OCOOJMBHH IEepioJl — OCHOBHE 3aBIaHHA
kibepzaxucty B JICHC Ykpainu [1], ockisibku OinblicTh iH(opManiiiHuX npote-
CiB MiJl Yac yIpaBJliHHS CHJIAMU Ta 3aC00aMH NPU HAJI3BUYAHHUX CUTYalisX MAOTh
KoH]ieHIifiHNI xapakTep. OnepaTuBHICTb, JOCTOBIPHICTh 1 3aCEKPEUCHICTH iH-
¢dbopmarii Mae Ha3BUYAliHE 3HAYEHHS JUT O3MEKH JII0JIel Ta 3a0e3NeueHH s Halli-
OHAaNBHOI Oe3mnexu B nuioMy. OKpiM 11bOro, 3a0e3neueHHs KibepOe3neKu € OJHUM
13 IPIOPUTETIB Y CHCTEMI HaI[lOHAIbHOT Oe3reku Ykpainu [2].

Ha croromHi cepex MHOXXUHH METOZIB 3aXHCTY 1Hq)opMau11 oco0nMBe Micle
3aiiMaroTh Kpunrorpadiuni Meromu [3], 1o, Ha BiAMIHY BiJ iHIIMX, CIIUPAIOTHCS
JHIIe Ha BIIACTHBOCTI camoi iHdopmamii i He BHKOPHCTOBYIOTH BIACTHUBOCTI ii
MaTepialbHUX HOCIiB, OCOONMBOCTI BY3JB i 00poOiieHHs, mepenaBaHHs i 30epi-
raHg. ToMy HEOOXiTHO IIyKaTH HOBI TPyNH Omepariii KpUITorpagigHoro mepet-
BOpPEHHS, [0 3a0e3rmeyaTs MiABUIIEHHS SIKOCTI CHCTEM 3aXHUCTy iH(popMarrii.
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METOJU KEPYBAHHA BE3IIEKOIO ABTOMATH30BAHUX
CUCTEM YIIPABJIIHHA KPUTUYHOIO IHOPACTPYKTYPOIO

Heuunopenko O.B., Tkau B.I.
UepKacbKuii iepykKaBHHI TEXHOIOTTYHUN yHIBepcHTeT, Yepkacy, Ykpaina

ABTomatu3oBaHa cucteMa ynpaniiHHS (ACY) TEXHOJIOTIYHIMH TIpoliecaMu
— IIe CYKYIHICTh TEXHIYHHMX 1 MPOTpaMHUX 3ac00iB, PU3HAUCHUX I aBTOMATH-
3amii TEXHIYHUX 1 MPOrpaMHUX 3ac0o0iB, a TAaKOXK aBTOMATH3allii MPOIECIB Kepy-
BaHHS TEXHOJIOTIYHUM OOJaHAHHIM Ha mpomMuciioBux mignpuemctsax [3]. Cy6'-
exTH iH(OopMaliitHOT iIHPPaCTPYKTYpH, sIKI BAKOPUCTOBYIOTH ACY MOXKHA PO3TJIsi-
naty, sk kputnuli iHppacTpykTypu (KI). Cepiio3HOI0 3arpo3010 Uit TaKUX M-
PHEMCTB — MOXJIMBICTh BTPYYaHHS TEPOPUCTHYHHX, SKCTPEMICTCHKHAX 1 BOpOXKeE
HaNAITOBaHUX rpyn B ynpasiuiHHs ACY texHonoriynuM nponecoM Kl mis mpu-
BeJIeHH: iX y Hempane3aatHuii ctad [1]. KinbkicTh BUMAAKIB 37I0MY TPOMHCIOBUX
iH(hOpPMaIIHHIX CUCTEM MPOAOBXKYE 3pocTaTu. [IeBHOIO Mipor0 LIbOMY HPHUILIEHO
oco0smBy yBary B 3MI, a Takox 3aI[ikaBJIEHICTh MiIPUEMCTB Y 3aXHUCTI BUPOOHU-
ITBAa.

MeTtorw pomoBini € migBuIIeHHS e(QEKTUBHOCTI iHGOPMAIIHHOT Oe3MeKH
ACY TexHONOTiYHUM HPOLECOM B YMOBAaxX NECTPYKTUBHUX BIIJIMBIB 332 PaxyHOK
BUKOPHCTaHHSI pU3HK-OPIEHTOBAHOTO MiAXOIY.

B nomnoBiai po3po0iieHo TeopeTHKO-MHOKHHHY Mozieinb ACY TeXHOJIOT YHUM
nipouiecoM KI, 1m0 Bifpi3HSEThCS HASBHICTIO ONMUCY B3a€MOJIi aKTHBIB PI3HHX PiB-
HIB, CXUJIBHUX JIO 3arpo3 iHpopmaniiHol Oe3neku. MoJerns BijoOpaskae JIOTiuHy Ta
(bi3u4Hy CTPYKTYpH B3a€MOJIiT Mixk akTUBaMu, a Takox BB Ha ACY KI, o nae
3MOTY 3IHCHUTH aHaJli3 XapaKTePUCTUK TEXHIUYHHX 1 MPOrpaMHUX 3ac00iB Ta TeX-
HOJIOTIYHUX TpoleciB. Po3pobneHo croci6 OliHIOBaHHS PU3HUKIB iH(opMaIiitHoT
oesnexn ACY KI, sika Bifpi3Hs€TbCS 00'€IHAHHSAM B €IMHE MOJIEINI Ta aJITOPUTMIB
3 OIIHIOBAaHHS 30WMTKIB i MOXIMBOCTI peamisamii 3arposu [2]. 3ampormoHoBaHuii
METO/I, BiJ]PI3HSIETHCS aHANI30M aKTUBIB i3 3actocyBanHsM mozeni ACY KI, omin-
KOIO aKTyaJIbHUX PHU3MKIB 1H(QOpMaIiiiHOT Oe3neKH 13 3aCTOCYBaHHSIM OpUTiHAJb-
HOI METOJUKH, a TAKOX PI3HUMH IiJXOJaMH 10 OIPAITIOBAHHS PU3UKIB B yMOBaxX
0araTopiBHEBOI i€papXidHOI CTPYKTYPH.
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YIPABJIHHSA JIOTICTUYHUMHU PU3UKAMMU Y NIPOIECAX
THUJIOBOTI'O 3ABE3IEYEHHS BIMCBHK (CHLT)

Anp6omiit O.B.
Hamnionansha akagemiss HanionansHoi rBapaii Ykpaiau, XapkiB, Ykpaina

TuoBe 3a0e3neueHHs Bilirpae BasKJIMBY POJIb SIK Y TIOBCSIKACHHIN JsUTBHO-
cTi BiichKOBUX (DOpPMYBaHb TaK i P BUKOHAHHI HUMH 3aBJIaHb 32 IIPH3HAYECHHSIM.
AXTyanpHICTh JOCITIDKEHHS PU3UKIB THJIOBOTO 3a0e3redeHHs] 00yMOBJIEHa KOM-
TUIEKCOM YMHHHUKIB, TTOB’SI3aHHX 13 XapaKTepoM 1 MacmrabaMu cydacHHX OOHOBHX
N, 30UTBIIEHHSIM MOXIIMBOCTEH 3aco0iB PO3BIIKH CYNPOTHBHHKA, IIUPOKUM
BHUKOPHCTaHHSM iH(OpPMAIIHHUX TEXHOJIOTIH B YIIPaBJiHHI BIICbKaMH.

MerTor0 M0MOBii € aHai3 JIOTICTHYHUX PU3UKIB MPU THIOBOMY 3a0e3rie-
YeHHI BIMCBK, iX ieHTH(iKalis Ta yrpaBIiHHSI HUMH B Cy4acHHX yMoBax. OueBH-
JIHO, JIOTICTHYHI BUTpAaTH MOB’s3aHi HE JIMIIE i3 BUKOPHCTaHHSM KOUITIB 1 Martepia-
JIbHUX 3aCO0IB MPU BUKOHAHHI JIOTICTHYHHX OIEPAIlii, 0 € 00 €KTHBHOIO CKJIaI0-
BOIO, @ W 3 MOXJIMBUM HEpaI[iOHAJILHUM BHTpadaHHsIM KOIITIB 1 3aco0iB, 10 €
Cy0’€KTHBHOIO CKJIa[IOBOIO, BTpAaTaMH BHACIIOK il HEMEepeOOPHUX CHJI, TOIIO.
AHauti3 JOriCTHYHUX MPOLIECIB TUIOBOTO 3a0e3eUeHHs BIChK (CHJI) MOKA3ye, 1110,
B I[JIOMY, HassBHUMHU € 0a30Bi JIOTICTUYHI BUTpPAaTH Ta HeOe3neku. B Toii xe yac,
3’sBJISIIOThCS crienrdivHi HeOe3neky. Bonn 00yMoOBIIeHI, TOJIOBHUM YHHOM, HaMa-
TaHHSIMH CYNPOTHBHHKA 3HUIIMTH pecypcH (MartepiaiibHi 3aco0M) 4u, MpUHAWMHI,
MaKCUMAJIBHO YCKIAIHUTH iX JOCTaBKY O MiCIb IPM3HAUCHHS.

Tpaauuiiiai pu3uky, sKi TPUTaMaHHI IpoLiecaM 3aKyIiBIi, 30epiraHHsi, J0c-
TaBKH, PO3IOJILTY PECYPCIB PI3HOTO POAY, € JOCTATHBO JIOCHIIPKEHUMH Ta POTHO-
30BaHMMHU. [lixxoqu 10 ympaBliHHS TaKOro POLYy PU3UKAMH € HalpalbOBaHHMH.
CTOCOBHO X PH3HUKIB, IIOB’S3aHUX 13 BIUIMBOM CYIPOTHBHHKA Ha MPOLIECH THJIOBO-
ro 3abe3neveHHsl, HeOOXi/IHI MOAANBIII JIOCHTI/PKeHHS. PHU3UKKN MalOTh pO3IIISIaTH-
Cs B KOHTEKCTi pillleHb, II0 NPUIMAalOThCs BIAMOBIIHUMH KoMaHaupamu. [Ipu
LbOMY, 3a3JaJIeTi/Ib MAlOTh BUSBJISATHCS MOTCHLINHI HEOE3MeKH, IOCHIKYBaTHCS
BapiaHTH pearyBaHHS Ha HHX. [l NPUIAHATTS pillleHb y KOHKPETHIH cuTyalrii,
HeoOXi/iHA OlepaTHBHA Ta JOCTOBIpHA IH(OpPMAIlis IOM0 ICHYIOYMX Hebesrmek, 1X
inenTrikarli, oIiHIOBaHHS, po3nojuty. Hapasi, mpencTaBisoTh IHTEPEC HUISXH
OTpUMaHHS Ta OOpOOKH pO3BIMYBaNBHOI iH(pOpMAIli, 30KpeMa BiJl OE3MiIOTHUX
amapaTiB [UIA IIeH THII0OBOI PO3BIAKH.
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METOIUYHI 3ACAH ABTOMATH3AIl IPOEKTYBAHHSI PITKNAX
KOMIO3UIIIMHUX MATEPIAJIIB UIS1 EKPAHYBAHHSA
EJEKTPOMATI'HITHUX I10JIIB

Bypaeiina H.b., Bipyx SL.1.
KuiBcpkuii HanlioHanpHKH yHIBepcuTeT Oy IiBHUIITBA 1 apxiTekTypu KuiB, Ykpaina

JlocTmipKeHHsI BUKOHAHI B OCTaHHI POKH JEMOHCTPYIOTh MEPCIEKTHBHICTh
3aCTOCYBaHHS DIJKMX MaTepialiB JUIs €KpaHyBaHHS eJIEKTPOMAarHiTHUX IIOJiB
[1, 2]. Ane npoeKTyBaHHS 3aXHCHUX CYMIIIeH CTUKAEThCS 3 HU3KOK mpobmem. 11i
CyMillli € KOMIO3UIIHHUMH, CKJIQAI0ThCsl PUHANMHI 3 TPhOX KOMIIOHEHTIB, IO
MaloTh pi3HI MardiTHi Ta enekTpodizuyHi BiactuBocTi. KpiM Toro, moTpiOHO
BpaxoByBaTH IapaMeTpH IMOJIB, sKi MOTPeOyIOTh €KpaHyBaHHS. Y 3arajibHOMY
BHUITAJIKy y TPOIIEC POSKTYBaHHS 3aXHCHOIO MaTepiaily HEoOXiJHO BpaxoByBaTH
eJIeKTpo(]i3nyHI BIACTUBOCTI MaTpPHIll, MAarHITHI Ta eJeKTPO(i3U4HI BIACTUBOCTI
KOYKHOTO 3 €KPaHYIOUHX HAIOBHIOBAYIB Ta X KOHIICHTpAIIIi.

Jnst BU3HAuYeHHS e(QEKTUBHOCTI Martepialy, BHXOISIYM 31 CITIBBIJHOIIEHb
€JIEKTPOJIMHAMIKH CYIITBHUX CEPEJOBHIL, HEOOXiJHO TOMepPeIHbO PO3paxyBaTH
MarHiTHi Ta eJ1eKTpo]i3uyHi BIACTHBOCTI KiHIIEBOTO MaTepiaiy, OCKUIbKYA BOHH HE
€ CTaHJAPTHUMHU 1 BiZICYTHI y MJOBIAKOBIH JiTeparypi. MarHiTHI BJaCTHBOCTI
cyMilieii  po3paxOBYIOThCS,  BUXOIsuYM 31  crhiBBigHOuieHHs  JlopeHTna.
JienekTpu4yHa NPOHUKHICTH — 3a JIONOMOIOIO CIIBBIJHOILICHHS MakcBesia-
lapuerra. Slkmo mnotpiOHO BpaxyBaTH (opMy 4YacTHHOK HAlOBHIOBaYa, TO
3acTocoByeThesi opmyna OpeneBcbkoro. OnTuMi3allisl CHiBBIHOIIEHb YCIiX
KPUTHYHUX TIOKa3HHUKIB Yy Marepialli MPaKTUYHO HEMOXKIIMBA, TOMY BaXKIMBO
ABTOMATU3yBaTH IPOIEC PAI[iOHAILHOTO OOMpAHHS CIIBBIJHOLICHHS BMICTY Ta
BJIACTUBOCTEH KOMITO3UTY IMOTPIOHMX TOBIUMH Ta 3aXUCHUX BIACTUBOCTEH.

[Ipu mpoekTyBaHHI PIKMX KOMIIO3UI[IMHUX MaTepiaiiB Uil €KpaHyBaHHS
€JIEKTPOMATHITHUX IOJIiB POMOHYETHCS PO3POOUTH MTpOrpamMHe 3a0e3NeueHHs, SKe
pO3paxoBye MarHiTHI BJIACTHBOCTI Ta JI€JIEKTPUYHY MPOHUKHICTh CKIaay
KOMITO3UTIB NUIIXOM mepebopy. B sikocTi cepemoBuina po3podku obpano Visual
Studio 2019, moBum mporpamysanus — C#. Buximzai mgani mpo mapamerpu
KOMIIOHEHTIB KOMIIO3UTIB, PE3YJIbTAaTH PO3PaxXyHKIB MAarHITHHX BJIACTUBOCTEH Ta
JIeNeKTPUYHOT MPOHUKHOCTI cyMmiteit 3aHocsThes 1o CYBI] SQAL Server.
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MOJEJI TA TH®OPMAIIVMHA TEXHOJIOI'TA TOCIKEHHSA
BIIVINBY BIMCBKOBUX 3ATPO3 HA JIOTICTUKY IIOCTAYAHHSA
O3BPOE€HHA B 30HY BOEHHOT'O KOH®JIKTY

®enoposuu O.€., Pubka A.B., Umuxyn €.K., Conosiio B.C., [Tomimyk €.B.
Hamionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XykoBcbkoro
«XapKiBChKHUI aBiallifHU# IHCTUTYT», XapKiB, YKpaiHa

JloricTH4Ha CKJIAJ0Ba € OCHOBHOK KOMITOHEHTOIO B IMOCTAa4aHHI 030pO€HHS
Ta BIMCHKOBOI TEXHIKM B 30HY BOEHHOTO KOHQUIIKTy. Po3MimieHHs BHPOOHHMKIB
030pO€EHHS Ta CKJIAIB 3 BIICHKOBOIO TEXHIKOIO Ha JAJIbHIM BiJICTaHI BiJ 30HU KOH-
(ITIKTY TPU3BOMUTH J0 OBIHMX, 1HOAI 3aIUTyTaHWM, JIOTICTHYHHUM JIQHIIIOTaM I10C-
TAYaHHS, SKi 3 MOXIIMBOCTI BUHUKHEHHSI BOEHHHX 3arp03 MalOTh BEJHKI PUHKH.
ToMmy akTyanpHa TeMa JOKIaJy, B SKOMY HaBeJIeHI pPe3yJbTaTH JOCIiKCHHsI
BIUTMBY BOEHHHX 3arpo3 Ha JIOBTi JIOTICTHYHI JIAHIFOTH TOCTAYaHHs 030pPOEHHS Ta
BilicbkoBOI TexHiku [1, 2].

MeTo1o 101M0Bizi € po3poOKa KOMIUIEKCY MOJIENIEi Ta METOJIB, SKi pealtizo-
BaHi 3a JOMOMOTOK NPUKIAIHOI 1H(GOPMAIIHHOI TEXHOIOTIT, IS JOCIHIHKEHHS
BIUTMBY BOEHHHX 3arpo3 Ha JIOTICTHKY IOCTaYaHHs 030pPOEHHS B 30HY BOEHHOTO
koH(puikTy. B MomoBini aHanmi3yloThCs JOTICTHYHI JIAHIIOTA 3 MOXKJIMBUMHU Bpa3-
JIUBOCTSMH, SIKi 30yJDKYIOTBCSI TIPH TMOSIBI BOEHHHMX 3arpo3. B sikocTi mpukiamy
BPAa3IMBOCTEH MOKHa BimHecTH HacTymHi [3]: mMopanbHe Ta (i3uuHe CTapiHHS
TPAHCIIOPTHUX BY3JIIB Ta Marictpalieil; HasBHICTh BY3bKHX MPOIMYCKHUX MiCIlb (MOC-
TH, TPAHCIIOPTHI PO3B’SI3KH, TOIIO); ONU3BKICTh TPAHCIIOPTHUX MaricTpaieil Ta By3-
JIB 10 30HA BOEHHOTO KOH(IKTY. AHAJI3yeThCs JIOTIYHA MOCIIIOBHICTD, SKa
IIOB’s3aHa 3 MOSBOIO BOEHHHX 3arp03: BOEHHA 3arpo3a — 30yPKeHHS Bpa3JIMBOCTEH
— T0sBa 30MTKIB — (DOpPMYyBaHHS MHOXKHHHU IPEBEHTUBHUX 3aX0/iB. DopMyrOThCS
palioHaJbHI MapUIPyTH PyXy BIHCHKOBHX BAaHTaXKIB B 30HY BOEHHOTO KOHQIIIKTY B
YMOBax BUHUKHEHHS 3arpo3. JJociimKyeTbest BIUIMB 3arpo3 Ha 30ymKeHHS Bpasiv-
BOCTEH Ta OLIHIOIOThCS PiBHI 30MTKIB. ONTUMI3YEThCS Ta OOMPAETHCS MHOXKHHA
MPEBEHTUBHUX 3aXOiB JJIsl HEWTpai3alil BIJIMBY BOEHHHX 3arpo3.
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BUBIP METOY HOHEPEﬂHBQi OBPOBKMU 30BPA’KEHD
Y CUCTEMAX IOCTABAPIMHOT'O MOHITOPHUHTI'Y

Muxycs M.A., Bacroxno C.I.
Hanionanshuii yHiBepcuTeT 000poHH YKpainu iMeHi [Bana YepHsIX0BCHKOTO,
Kuis, Ykpaina

OCHOBHUM KpHTEPIEM JUIS CUCTEM ITOCTABAPifHOTO MOHITOPUHTY € MiHIMi3a-
Iis Yacy Ha MPOBEJCHHS EKCTPEHHUX 3aXOJIiB MO 3aXHUCTy HACEJCHHS, 3BSICHHS JI0
MIHIMyMY KUTBKOCTI MOCTpa)KAajanX i 30MTKIB, a TAKOXK ONEepaTUBHA OLlIHKA MOX-
JIMBOCTI BiJIHOBJIEHHS (pyHKIiOHATY 00’ €KTIB Yy 30Hi aBapii.

B cBOI0 uepry, BUpILICHHS JAHUX 3aBJAHb CYTTEBO 3aJICKHUTh BiJl AKOCTI mep-
BHUHHOI iH(opMallii BiJ cCTeMU TOCTaBapiiHOTO MOHITOPHHTY, 30KpeMa BiJ| sIKOC-
Ti po3mi3HaBaHHS 00’€KTiB Ha 300pa)KeHb, OTPHUMaHMX 3 Micls aBapii. BuximHi
300pakeHHsI CIIOTBOPEHI HIyMaMH amapaTypd CKaHyBaHHS, MUCKpeTu3allii abo
KaHaJlaMU Tepejadi JaHuX, MaroTh HEPIBHOMIPHI SICKPaBiCTh 1 KOHTpAcTHICTh. 1le
NPU3BOJUTH JI0 PO3PHBIB JIIHIMHUX 00'€KTIB, pyHHYBaHHSI CHMBOJIIB, MacKyBaHHS;
cknagHux 00'extiB. ToMy HeoOXiqHa nomnepeaHs 00poOKka 300paXKeHHsI, 0 BKIIIO-
yae B ceOc BUPIBHIOBaHHS 3arajlbHOrO SIPKICHOTO (hOHY 300paskeHHsI, YCYHEHHS
BHCOKOYACTOTHUX TEPEIIKO]] i PI3HOTO POy MOIIKOKEHb, BUKOHAHHS KOHTpac-
TyBaHHs, OiHAPHOTO Ta iHIKMX (QYHKIIOHABHUX MepeTBOPEHb [1].

AJnropuTMH niornepeHbpoi 00poOKH 300paskeHb MOAUISIOTHCS Ha Pi3HI IPYNH B
3aJIeKHOCTI Bijl Kiacudikaropa o3Haku. Bei anroputmu nonepenaboi o0podku abo
MIOBHHHI ITOKpAIlyBaTH SKiCThb 300pakeHb, ab0 MEepeTBOPIOBATH HOTo 0 BHIY,
HAKOLIBLI 3pyYHOTO JUIs TOAaNbIIol 00poOku. He3Bakatouu Ha KilbKa JECATHIITh
JOCTIDKEHb 10 TEHEPIIHBOTro Yacy HEMae €IMHOTO METOLY, SKUH MO)KHA BBa)KaTH
XOPOILUM JJIsl BCIX THUIIB 300pa)KeHb, OCKIJIBKKA Ha pe3ylbTaT CerMeHTallii 300pa-
JKSHHS! BILUTUBA€E 0e3niu (akTopiB, TAKKMX SIK OJJHOPIIHICTh, IPOCTOPOBI XapaKTepH-
CTHKH, Oe3MepepBHICTh, TEKCTypa Ta 3MicT 300paxeHb. OTxe, BUOIp aJrOpUTMY Ta
METO/y MOIepeaHbOi OOpOOKH Ta cerMeHTallii 300pa)keHb MAIOTh BEIWYE3HHN
BIUIMB Ha 3HAYCHHS KPUTEPIIO TOYHOCTI, SIK BHUSBICHHS O0'€KTIB Ha 300pakeHHI,
TaK i Ha Pe3yJIbTaTH PO3ITi3HABAHHS.

Merto10 A0NOBii € MPOBENCHHS aHANI3Y MiIXOMIB JO BHOOPY aNTOPUTMIB Ta
METOIiB MPH MPOBEACHHI MONepeIHb0i 00p0oOKH 300pa’keHb y CHCTEMaX IOCTaBa-
pifHOTO MOHITOPHHTY.

VY momoBiai po3MIAHYTI AITOPUTMH 1 METOAM TONEepeaHboi 00poOku 300pa-
JKEHB, 30CepeDKEHO yBary Ha iX ImepeBarax Ta HeIOJIKaX, BapiaHTaX Kiacuikariii,
a TaKOX ITPOAHATI30BaHi iCHYIOUI MiIXOAH 10 BUOOPY TOTO UM iHIIOTO METOMY, Opie-
HTYIOUHCH Ha PI3SHOMAHITHI XapaKTEePUCTHKA OTPUMAHOTO 300paskeHHS.
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MOJIEJII TA IHOOPMAIIMHA TEXHOJIOI'EA NOC/IZKEHHSI
JIOI'ICTUKHU PEJJOKANII IIIAITPUEMCTB
11 YAC BOEHHOI'O CTAHY

®emoposuu O.€., Pubka K.O., Jlemmenko 10.0., [Toros A.B.,
CnomunHcekuit O.B.
Hamionanshuii aepokocMiunmii yHiBepeuteT iM. M. €. XKykoBcbkoro
«XapKiBChKHUI aBiallifHU# IHCTUTYT», XapKiB, YKpaiHa

Ilin dYac BOEHHOrO CTaHy OUTBIIA KUTBKICTh MIiANPHEMCTB OOOPOHHO-
MTPOMHMCIIOBOTO KOMILJIEKCY KPaiHH MOTPAnuid y 30Hy BOEHHOTO KOHGIiKTYy. Bu-
HUKJIa Tpo0jeMa, sika MMOB’si3aHa 3 PeJIOKAIli€ro (eBaKyalli€er) mianpueMcTB. [l
HOT0 HEOOXIJHO IMPOBECTH KOMILJIEKC 3aXO/iB JIOTICTHYHOIO XapakTepy, sKi
MMOB’s3aHi 3 JEMOHTAXXEM TEXHOJIOTIYHOTO OOJaHaHHs, TPAHCIOPTYBAaHHIM Ta
PO3MIIIEHHSIM ITiIIPUEMCTB IS HaJIAIITyBaHHS Y KOPOTKI TEPMiHH BUPOOHUIITBA
OpoJyKIii HeoOxigHoro mis kpainu [1]. 3BimcH BUHHMKaE akTyalbHICTH JOCIHI-
JDKEHHS, pe3YJIbTAaTH SIKUX JEMOHCTPYIOThCS Y JIaHid JOMOBI.

MeTor0 T0moOBiAi € po3podka KOMILIEKCY MOJIENeH Ta MPUKIAIHOI iHpopMa-
IIHOT TEXHOJIOTIT ISl JTOCIIIKEHHS JIOTICTHYHHMX IMPOIECIB PeIoKallii mianpu-
€MCTB TIi/J1 4ac BOEHHOTO cTaHy. B 1omoBiai 1ocimipKyoThCst 3aX0/1M, SKi OB’ s13aHi
3 TOCTIIOBHICTIO JIOTICTHYHMX il y naHmory [2]: BuGip HOBOTro Micis JoKarril
MiJIPUEMCTBA — JAEMOHTaX O0JIaHAHH MIANPUEMCTBA — MIJIrOTOBKA JI0 Hepe-
MIIIEHHS MiJIPUEMCTBA HA HOBE MiClie — TPAHCIIOPTYBaHHS 00JaJHAHHS — PO3-
MIIIEHHS Ta MOHTaX OOJIaJIHAHHSI — TPOBEACHHS ITyCKOHAIAIITYBAIBHUX POOIT —
3amyck BUpOOHMIITBA. BHOIp HOBUX IUIOII 3/IHCHIOETHCS 32 JOMOMOTOK0 ONTHUMI-
3aliiiHoT 3a/1a4i 3 OaraTOKpUTEpiaIbHUM MPEICTABICHHSIM OCHOBHUX MOKAa3HHUKIB
(uac, BuTpatH, pu3uku). [ns HOCHIDKEHHS MEpeMIlIeHHs MiANPUEMCTBA Ha HOBE
MiCIIe JIOKAI[il CTBOPEHA areHTHa IMITalliliHa MOJIEIb, sIKa BPaXOBY€E Pi3HOPIHICTH
TpaHcnopTHol Mepexi. [Ipu 11boMy BpaxOBYIOTbCS 3arpO3u BOEHHOT'O 4acy, MHO-
JKMHA BPa3JIMBOCTEH TPAHCIIOPTHOI MEPEXKi, PU3HKH TpaHCTIOPTYBaHH [3].
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Migcekuia 5.3. Cy4yacHi
iHcpopmauinHO-BUMiprOBanbHi cuctemu

JOCJIIKEHHSI EKCILTY ATAIIIMHAX TA METPOJIOTTYHUX
XAPAKTEPUCTHUK II’E30EJIEKTPUYHOI'O KPOKOBOI'O IBUT'YHA

Hazapenxo A.O., Bongapenko M.O.
Uepkacbkuii nep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

[T'e30enexTpruHi MOTOPHU 3aCTOCOBYIOTHCSI Y BUPOOHHIITBI HAITiBIPOBiTHUKIB
Ta iX TecTyBaHHI, UI1 HaHOmiTOrpadii, HAHOMETPOJIOTIi, B CKAaHYIOUMX 30HJIOBUX
MIKPOCKOIAax Ta Yy KOCMIUHHX araparax sK BUKOHABUMX MEXaHi3MIB, a TAKOXK JJIst
poOOTH B yMOBaX HassBHOCTI CHJIbBHUX MarHiTHUX MojiB [1].

AKTyaJbHICTh 3aCTOCYBAHHSI IT'€30SMEKTPUYHAX MOTOPIB Y Pi3HUX MpeIu3iii-
HHUX BI/IMipIOBaHI)HI/IX Ta CTEXKaUuX CUCTEMAX, PETYJIbOBAHUMHU BEJIMYUHAMU SIKHUX €
KyTOBE Ta JIiHIHHI TIepeMIIICHHS, OSICHIOEThCS KiibkoMma (hakropamu. Lle, mep 3a
BCe, X BUCOKa PO3JiIbHA 3/1aTHICTH (2% 10 0,1 HM), MOXKIIMBICTh CaMO3YIIMHEHHS
JIAHKU, MaKCUMaJlbHa TPUBAIICTh OC3BIIMOBHOI POOOTH, a TAKOXK TX BUCOKA HaIii-
HicTh. [1'€30eneKTprYHI MOTOPH MArOTh PsJl MepeBar Haj EJICKTPOMArHiTHHUMHU:
BiJICYTHICTIO BHIIPOMIHIOBaHMX MArHiTHHX IOJIB 1 HECXHJIbHICTIO JI0 iX BIUIMBY;
MOJKJIMBICTIO MiHIaTIOPHU3AIil; IIMPOKKM JIialla30HOM YacTOT 0OepTaHHS Ta MOMe-
HTIB Ha BaJly; BOIHECTIHKICTIO; BIJICYTHICTIO OOMOTOK; MPOCTHH TEXHOJIOTIEI0 BH-
TOTOBJICHHS Ta, SIK HACJIIJOK, BUIIOK €(pEeKTUBHICTIO. Y TOH XK€ 4yac 3a 30BHILI-
HBOIO KOHCTPYKTHBHOIO IIPOCTOTOIO II'€30€JIEKTPUYHOTO JIBUTYHA XOBA€ETHCS Liiya
HU3Ka QI3UYHUX SBUILL, SIKI CKJIAJIHO B3AEMOIIOB'3aH1 Mix co0oro [2].

MeTtol0  0mOBiAi €  BCTAaHOBJICHHS  pAlliOHAJBHUX  IapaMeTpiB
I’ €30€JIEKTPUYHUX KPOKOBUX JBUTYHIB IIUISIXOM IOCII/DKEHHS iX eKCIUTyaTarlii-
HUX Ta METPOJIOTIYHUX XapaKTePUCTHK, YUM MIJBUIIUTA iX HAAIHMHICTh, YyTIH-
BICTbh, @ TAKOX 3MEHIIHTH iX COOIBAPTICTh TA PECYPCOEMHICTb.

Y nmomoBini TpPOBOMATECS ~— PO3paxXyHKH — palliOHAJIBHUX  rabapuTiB
IT’€30KepaMigHOTO KPOKOBOTO IBHTYHA Ta HABOISATHCS PE3YNBTATH IOCIHIKEHb
eKCIUTyaTallifHNX Ta METPOJIOTIYHUX XapaKTEPUCTHK TAKUX ABHUTYHIB, MO JO3BO-
JIAJIO 3MEHIINTH KPOK TAaKOTO I’ €30KepaMigHOro MoTopa B 4,5 pa3u. AJeKBaTHICT
MOJIETIBHUX PO3PaxyHKIB IiITBEPIKYEThCSA EKCIEPUMEHTAIBHUMHU JOCIIIKEHHS-
M. [Ipy mbOMyY HOKa3aHo, IO OTPUMAHI PE3yJIbTATH MOXYTh BUKOPHCTOBYBATHCS
TIPH TIPOEKTYBaHHI IT"€30KepaMivyHIX KPOKOBHX JBUTYHIB IIMPOKOI HOMEHKIATYPH.
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OIITOEJIEKTPOHHA BUMIPIOBAJIbBHA CUCTEMA
TEOMETPUYHUX TAPAMETPIB OB‘€KTIB CIIOCTEPEXXEHHA

I'pabos O.0.

Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHuTeT, Uepkacu, Ykpaina

TenaeHIi1 eKOHOMIYHOTO PO3BHUTKY CHOTOJIHI TaK YM iHAKIIE TTOB'SI3aHi 3 MiJ-
BHIIIEHUMHU BIMOTaMH JI0 320€3IeUeHHs] TOYHOCTI, OCOOJIMBO B NPHIIa100y/yBaHHi,
B SKUX 3a3HAYCHHUII MapaMeTp rapaHTye HacaMIepe ] HaliiHiCTh, JOBrOBIUHICTh Ta
SIKICTB MIPOAYKIIT, 10 BHITycKaeThes [1].

Kowmrieke 3aBaaHb, 10 BUPILIYIOTECS IPH PO3POOIT KOHKPETHUX TEXHOJIOTIH
BHUKOHAHHS BHUMIPIOBaHb 3 OI[IHKH Ta KOHTPOJI0 T€OMETPHYHUX MapaMeTpiB KOp-
ITyCHUX KOHCTPYKI[iH JOCUTh PI3HOMaHITHHH 1 YacTO BUMarae 3acToCyBaHHS, Kpea-
TUBHHX pillleHb, HECTAHJAPTHUX MPHUHOMIB, a 1HOJAI CYMILIEHHS Pi3HHX 3aco0iB
BHMIpPIOBaHHS JJIsI pealtizallii o/iHi€l BUMIpIOBaIBHOT 3a/1a4i.

AKTyaJbHICTh PO3POOKH HOBHUX CYYacHHX MigxoAiB [2] mpu BUKOHAHHI KOHT-
POJIBHO-BUMIPIOBAJILHUX 3aBAaHb 3 METOIO IiJBHILIEHHS TOYHOCTI KOHTPOJIO Teo-
METPUYHUX MapaMeTpiB 00'ekTa B mporeci OyAiBHHUIITBA, MOHTaXXy, BUTOTOBIICHHS
Ta HAJIArO[PKCHHs HE BUKJIMKA€ CyMHIBIB 1 0€3yMOBHO Ma€ K TEOPETUYHE, TaK i
NpaKTHYHE 3HAYCHHS

MeTolo 10n0Bizi € DOCITiKEHHS METOIB ITiABUIIIEHHS TOYHOCTI BUMIpIB Te-
OMETPUYHHX MapaMeTpiB 00'€KTa 3 BUKOPHCTAHHSIM ONTOEJICKTPOHHUX iH(opma-
LiHO-BUMIPIOBAJILHUX CUCTEM 33 paXyHOK KOMIUIEKCYBaHHS Pe3yJbTaTiB BUMIPIB.

Y nmomnoBini HABOIATHCS Pe3yJIbTATH OTJISAY ICHYIOUMX METOJIB OLIIHKU Teo-
METPUYHHUX TapaMeTpiB ONTHYHMMHU Ta ONTOEJIEKTPOHHUMH 3aC00aMH BHMIpIO-
BaHHs [3], BUKOHAHO aHaNi3 BIUIMBY CKJIAJ0BHUX IMOXMOKH; BU3HAYCHO IMOTEHITIHHI
MOJJIMBOCTI MIJBUIIEHHS TOYHOCTI BHUMIPIOBaHb ONTOENEKTPOHHUMHU iH(pOpMa-
LifHO BUMIPIOBAIBHUX CHCTEM. NPEACTABICHO METOJ Y3TOMKEHHS CHCTEM KOOp-
JIMHAT 3aC001B BUMIPIOBAHHS Ta BUMIPIOBAHOTO 00'€KTa 3 BUKOPHCTAHHSM MPHUIO-
MIB aHaJITH4HOI reoMeTpii. JlocmimkeHo MeToa cTabimizalii CuCTeMHU KOOpJMHAT
00'ekTa y MOMEHT MPOBE/ICHHS BUMIPIOBaHb LISl MiHIMI3aIlil BILIMBY KITIMATHYHUX
Ta IUHAMIYHUX (aKTOPIB BIUIUBY.
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KEPOBAHA I'lBPUJIHA TEXHOJIOTTA AAINTUBHOI'O BUPOB-
HUITBA BUCOKOAKICHUX IHANBIAYAJBHUX IMIITAHTATIB
3 BIOCYMICHHUX NIOJIIMEPHUX MATEPIAJIIB

Omenkos H.O., Pyns MLIL
Uepkacbkuii nep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

BukopuCTaHHS TEXHOJOTII aIUTHBHOTO BUPOOHHUIITBA B METUIIMHI € OJTHUM 3
HaKOLIBII ITepPCIIEKTUBHIX 3acTOCYBaHb. HOBI MiX0aM Ta METOAM TPUBHUMIPHOTO
apyKy (3D-mpyky) OioiMITIaHTIB MIOAAIT MIHPIIE BUKOPUCTOBYIOTHCS B MEIUIHHX
3aknazgax cBiry. [IpoTe MacoBe BUKOPHCTAHHS IUX METO/IIB OOMEKEHA CKIIaTHICTIO
TEXHOJIOTT Ta BEJIMKOIO BapTiCTIO obnaaHanus [1].

Texnomnorii 3D-apyKy N03BOJISIOTH HE JIMIIIE IIBHIIIE PO3POOISTH HOBI 0i0-
KOHCTpYKIIIi, ajie i BUTOTOBJISTH iX, IPONOHYIOYM HAa BUMOTY Nalli€HTIB 1HUBI Y-
anpHe GiomeuuHe pinreHHs. Taka TeXHOJOTIS Mae 3HaYHY MEPCIEeKTUBY sl BUTO-
TOBJICHHSI, HATIPUKJIAJI, G10KapKaciB 31 CKIIJJHOIO apXiTEKTYPOIO Ta T€OMETPIEI0,
SIKI CITEiaJIbHO PO3POOIIOIOTHCS ISl BAKOPUCTAHHS B pEereHepaTHBHIN MEIUIIMHI.
HacTynHuM BeIMKHM HOBOBBEACHHSAM Y 1LIiH raiy3i cTaHe po3poOieHHs 6iocymic-
HUX Ta TiCTiIOreHHUX MaTepianiB st 3D-npyKy 3 mojxiMepamu Ha GionoriuHii
OCHOBI [2].

MeTo1o 10noBiai € po3pobieHHs YHIBepcaIbHOI aBTOMATH30-BaHOI TEXHOJIO-
rii Ta CTBOpEHHs! Ha 1 OCHOBI MPUCTPOIB 3D-NIpyKy iHIMBIyaJIbHUX IMIJIAHTATIB
Ta MEJMYHOTO THCTPYMEHTY 3 010CYMICHHUX IOJIIMEPHHUX MaTepiaiB.

Y nonoBiai s NOCSATHEHHS OCTABJICHOI METH BIIEPLIE PO3POOIEHO yHIBEp-
canpHy anapatny ratdopmy mist rexuosorii FDM Ta SLS, 1m0 no3Bosisie cTBo-
pIOBaTH KOMIO3UIIIHHI CTPYKTYpH. Tako po3poOiaeHo Ta 3aCTOCOBAaHO HOBUI
METOJI KOHTPOJTIO Mo/jaul IIACTUKY 31 3BOPOTHIM 3B’SI3KOM, KU 0a3y€eThCs Ha
QJITOPUTMI ITOCITIZIOBHOTO OI[IHFOBAHHSI 3CYyBY HETAyCOBUX aCUMETPUYHO-
PO3HOAITEHUX BUIIaJAKOBUX BENUYMH. MeTo I ZO3BOJISE MiABUILUTH TOYHICTh JO3Y-
BaHHsI ¢inamenty B 1,8-2,1 pasu, NiJBUIIMTH MIIHICTh 3YETUICHHS MIX IIapaMu Ha
33-38% Ta 3MeHImTH BuTpaTd Matepianis Ha 10-15% [3].
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JOCJIIKEHHS IHTEJIEKTY AJIHOI
CUCTEMU KEPYBAHHA JOPOKHIM PYXOM

IMetpenko 1.O., Tpembogerpka P. B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

CBiTOBHMIT pO3BUTOK HOBITHIX HU(POBUX TEXHOJIOTIH 00MiHY iH(opMali€to Ta
3aCTOCYBaHHS IHTEJCKTYaJbHUX CHCTEM KEpYBaHHS JOPOXHIM PyXOM Beie 0
3HAYHOI 3MIHM TEXHOJIOTIYHUX, HAYKOBHUX Ta MPAKTUYHUX ITIIXOIB 0 OpraHizarii
pamioHaIbHOTO JOPOKHBOTO PYXY B TyCTOHACETIEeHHX MicTax [1].

[cHyroui MaTeMaTH4Hi MOJelNi YIpaBIiHHS ABTOTPAHCIOPTHUMH MOTOKAMH
IPYHTYIOTBCSI Ha JeTepMiHOBaHi OCHOBI, y MU]epeHIiaJbHuX PIBHAHHIX SKHUX
3aKJIaJIeHi eMIipUYHI MTOYaTKOBI Ta TPAHUYHI YMOBHU (YacCTO-TYCTO CYIEpEdIHBi),
SIKi TIOB'S3aHI 3 BH3HAYEHHSIM THITy aBTOTpadiKy Ta NMPOIYCKHOI CIPOMOKHOCTI
TPAHCIOPTHOTO TOTOKY 338 YMOB MaKCHMalbHOTO HaBaHTakeHHs. Lle mpu3BoauTh
JI0 HEJI0CTaTHBOI MPOITYCKHOT CITPOMOXKHOCTI B TOIIMHHUK MK CMYT PyXy aBTOTpa-
HCIIOPTY Ha MEBHUX AIISHKAX, 1, B TOH ke 4ac, (akT iCTOTHOI HEJJ03aBaHTaKEHOCTI
IHIIMX CMYT TOPOXKHBOTO Pyxy [2].

B Toli jxe yac, IOCTYIOBE BIPOBA/KEHHS PO3yMHHX cBimIodopis Ak loT-
NPUCTPOIO JIACTh 3MOTY CIPOEKTYBAaTH Ta BIPOBAIUTH CYYacHY IHTENIEKTyaJlbHY
KOMI'IOTEPHY CHCTEMY KepyBaHHs TOPOXKHIM PYyXOM, sIka MOXKE OIEpPaTHBHO Bifc-
TEXYBaTH JOPOXKHIO 0OCTAHOBKY Ta aBTOMATHU3YBAaTH ONTHUMAJIbHI PILLICHHS JHCIIe-
TYepaMu LIEHTPAJIBHOTO ITYJIbTa KEPYBaHHS JOPOKHIM TpaghikoM Meramnosiicy.

MeTtoro nonoBifi € po3polieHHs IHHOBaLiiHOT 1M(POBOI MIKPOKOHTPOJIEP-
HOT MepexeBol cucteMu (Ha MPHUKIAl CBITIOPOPHOro 00'€KTy), siKa 3/1aTHA ajarl-
TUBHO pearyBaT Ha 3aBaHTAKCHICTh OPOXKHBOrO Tpadiky Ta 3MIHIOBATH 4YacoBi
¢da3u B3aeMomil i€l CUCTEMH i3 CYCITHIMU Y3TOKYIOUUMH CHCTEMAaMH.

Y [omnoBiai MokazaHo pe3yabTaT CTBOPSHHS MOOLITBHOT IHTEIEKTYaIbHOI CHC-
TEeMU KepyBaHHS JOPOXKHIM PYXOM, IO CKJIaAy SKOi BXOAUTH PEXHUM aJalTHBHOTO
ceiTnogopa Ha LED-ekpani [3]. Tak, aBropamu po3pobiicHa iHTEIEKTyaIbHa CHUC-
TeMa KepyBaHHS [OPOXKHIM PYXOM B SIKOCTI KOJISKTMBHOTO TexHiuHOro l0OT-
MPUCTPOIO, SKUH BUPAXOBYE MMOTOYHY AOPOKHIO OOCTAaHOBKY Ta JO3BOJIAE Y PEXKH-
Mi OH-JIaliH IUCIIETYCPCHKUM CIIY>KOaM TOPOXKHIM PyXOM HaJaBaTH peKOMEHaIlii
MO0 aBTOMATHYHOTO (200, 32 HEOOXiJHOCTI, PYYHOTO) PETYIIOBAHHS PEKUMY
MPOITYCKY TPAHCIIOPTHUX ITOTOKIB.
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JTOCJII)KEHHS TA PO3POBJEHHSI ABTOMATHYHOI CUCTEMH
KOHIUIIOHYBAHHA B ITOJIbOBUX YMOBAX

Cwmipnosa K. M., Ty3 B.B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHuTeT, Uepkacu, Ykpaina

Oco0iuBe MicIie cepell TPaHCIIOPTy 3aiMaroTh MOOUTBHI KOMITIeKcH. MoOi-
JIbHI KOMIUICKCH € BRXXJIMBHUM EIIEMEHTOM IIiJl YaCc BUKOHAHHS 3aBIaHb Pi3HHUMH
ciyxx0amu. CHCTEMH KOHJMINIOBAHHS y IMX KOMILIEKCaX € HEBiM'€MHOK YacTH-
HOIO 3araylbHOi CHUCTEMH >KUTTe3a0e3NeUeHHs Ta Iepeadadae IMiJBHUIIEHI BUMOTH
11010 HafiitHoCTI Ta edpexTuBHOCTI [1].

IIpu po3pod1i MOOLTPHUX KOMILICKCIB JOBOJUTHCS 3A0IIADKYBATH BLIBHHMA
MPOCTIP yCepeIHI KOMIUIEKCY, SKUH 3HAUYHO oOMexeHuit. Bei 1 ¢akropu BUMa-
ralTh PO3POOKH OCOOIMBOI CHCTEMH KOHMIIIFOBAHHS, MPU3HAYCHOI HA BUPIIICHHS
KOHKPETHHX 3aBJIaHb. BUpillleHHs Takol BaXHMBOI 3aj1a4i JOMIOMOXKe 3a0e3MeunTH
CIIeLiabHI CIIy>kOM Ta CHJIOBI CTPYKTYpH OLIBII HaJiHHOK CHCTEMOIO KOHAUIIIO-
BaHHS, 110 BiJIOBITHO MOKPALMTh SKICTh iX POOOTH, a B JCSIKMX BHIaaKax i Ooe-
3JIaTHICTH, 1 00opoHo3maTHICTh [2]. OTke, po3poOka aBTOMATH30BAHOI CHCTEMHU
KOHJII/II_[iI'OBaHHH JUIS1 3aCTOCYBAHHS B ITOJIbOBUX YMOBAX, € aKTyaJIbHUM 3aBJAaHHIM

MeTorw aomoBiai € po3poOka aBTOMATH30BAHOI CHCTEMH KOHIWIIIFOBAHHS
JUISl 3aCTOCYBaHHS B IOJILOBUX YMOBaX.

Y nonoBigi HaBOAATHCS Pe3yJIbTATH JOCIIIKEHHS! OCHOBHUX €JIEMEHTIB CHC-
TEMH KOHJIMIIIIOBaHHS MOOIJTBHUX KOMILJIEKCIB, 110 MOTPEOYIOTh CIIENiali30BaHOTO
JIOOTIPAIIOBAHHS JUIsl 3aCTOCYBaHHS B MOJBOBUX YMOBAX, iICHYIO4i METOJH TeIjIo-
BiJy1a4i KOH/ICHCATOPIB OXOJIOJDKYBAJIBHUX CUCTEM. 32 JIOMIOMOTOK KOMIT'FOTEPHO-
IO MOJICNIIOBAHHSI BH3HAYEHO HANOLIBII e(EeKTUBHUI METOIU TEIIOBIIadi KOH-
JuIioHepiB. Po3po0ieHo cTpyKTypHa cxeMa CUCTEM KOHJHIIIIOBAHHS B IOJILOBUX
ymoBax. IIpuBeieHi METOMMKHE pO3paxyHKy [3] OCHOBHMX IapaMeTpiB aBTOMATH-
30BaHUX CHCTEMHU KOHIUIIIFOBAHHSI.
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JOCIIIXKEHHSA CUCTEMHU KEPYBAHHSA EK30CKEJIETOM

Crenanuyk M. I, Ty3 B. B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

B nmanwit yac a1 BUpIIICHHS MPOOIeM Jroel 3 0OMEKSHUMH MOXITUBOCTS-
MU 3aCTOCOBYIOThCSI MEJIMYHI €K30CKENIETH, SKi € CIPaBXKHIMU moMivHuKamu. Crio-
BO «EK30CKENeT» MEPeKIaNaeThCsl K «30BHILIHIA CKeneT», 0e3 sIKOro JIFOIH 3 Te-
penomamu xpeOTa Ta pi3HMMH TpaBMaMH KiHIIIBOK MPOCTO BTPATHJIM HAJil0 Ha
MOXJIMBICTh 3HOBY CTATH MOBHOIIHHAMH YlieHaMH cycmiibeTBa [1]. V' Bchomy
CBITi IPOBOUTHCS JOCHIKCHHS Ta BEIyThCSA pO3pOOKH ek3ockeneti. Lleit mpuct-
piii KpIMUTHCS 30BHI TijIa i BUKOHYE HEOOXiMH1 (QyHKIIIT.

CyuacHUil €K30CKeJNeT € CKIaJHOI0 TEXHIYHOI CHCTEMOIO, BUBUEHHS SKOTO
0a3yeTbCcsl Ha pi3HI Taly3l HayKH: MEXaHIKH, KiOepHETHKH, €JeKTPOHIKH TOILIO.
Cuctemu KepyBaHHS IPUBOJIAMH €K30CKEJIETIB 3aCTOCOBYIOTHCS y OaraTbox oda-
CTAX il JTroamHM, IS peanizamii pyXy SKHUX 3a KOXHHUM CTYIIEHEM PyXJIMBOCTI
JIAHOK BUKOPHCTOBYETHCS PO3IUIBHUNA KePOBAHUIA eIeKTpOnpuBo [2].

MeTo¥0 I0NOBITi € PO3POOUTH MATEMATHYHY MOJIENb AUHAMIKH €K30CKENICTY
3 ypaxyBaHHSIM HENHIHHUX €JIEMEHTIB €JEKTPOIPUBOJIIB Ta METOAM KepyBaHHS
€JIEKTPOITPUBOJIAMHU €K30CKEJNETY, 1110 3a0e3MMe4y0Th HOro pyXx 3 HeoOXiJHOIO TOY-
HICTIO TIiJ| JIi€I0 30BHIIIHIX 30ypeHb, HEJNIHIMHUX KOMIIOHEHTIB Ta HEBU3HAYCHUX
rapameTpiB AMHaMI4HOT MOJIEIIi.

Y nonoBigi HaBOAATBCS PE3yJbTATH AOCTIIKEHHS ICHYIOUMX HAYKOBO-
TEXHIYHUX PO3POOOK y rajiy3i JUHAMIYHOT MOJIENI PyXy €K30CKeNeTa Ta yIpaBIliH-
HSl HUM JJIs JIIOZIed 3 0OMEeXXEHHMHU MOXIIMBOCTSIMH HIMXKHIX KiHIIBOK. [IpoBeneHo
MOJIEJTIOBaHHS CUCTEMH KEPYBaHHs €IEKTPOIPHBOJAME €K30CKeeTa IIpH poOoTi B
YMOBaX CTOXaCTHYHMX 30BHIIIHIX 30ypeHb [3], HeBU3HAUEHUX MapaMeTpiB JAnHa-
MIYHOT MOJIETI Ta HEeJMIHIHHMX €JIeMEHTIB Y BUTIISII TEPTS Ta MPYKHOCTI.
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MOJAEJIOBAHHSA TA TOCIIJIKEHHA KOMBIHOBAHUX JATYUKIB
JJIsA BUAMIPIOBAHHSA TUCKY I TEMITIEPATYPU

Cyrak M. B.

Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHuTeT, Uepkacu, Ykpaina

VY 3B'I3Ky 3 pO3IIMPEHHSM cep 3aCTOCyBaHHS NaTUMKIB (QI3MYHUX BEIUUHH,
BUHHKJIA HEOOXIHICTh CTBOPEHHS HU3KH CyMIIIEHUX JaT4ukiB[1] THCKY Ta Tem-
nepaTypH, CTIMKMX A0 BIUIMBY E€KCTPEMaJbHUX 30BHIIIHIX ()aKTopiB, 30KpeMa
TEMIIEpaTyPH, arPECHBHOTO CEPEIOBHINA, BIOpaIliif Ta MpUCKOpeHb. Taki 30BHIMIHI
(bakTopu XapakTepHi /I TTHOOKUX HA(TOBUX CBEPIIOBHUH, aBiallii, paKeT-HOCITB
Ta iH. ToMy rpu po3poO1ii HeoOXiJHO BpaXOBYBATH BILIMB 30BHIIIHIX ()akTOpPiB Ha
YyTJIUBI CTPYKTYPH AATYUKIB, SIKI POSBIISIOTHCS Y 3HH)KEHH] HaIIHHOCTI, MIIJHOC-
Ti, 30UIBIICHH] MMOXUOKM 3a PaXyHOK TeHepallil MeXaHIYHUX Ta TeIUIOBUX Aedop-
Malliii y By3Jax Ta eJeMeHTaX JIaTYMKiB, 5IKi Iy’Ke Ba)KKO BUMIPSTH Ta BpaxyBaTH.

Cria 3a3HA4YMTH, 110 B JAHWH Yac HAHOUIBIN MEPCIEKTUBHUMH CTAalOTh Oara-
TODYHKI[IOHANBHI MIKPOEICKTPOHHI AaTYMKU[2], sIKi TO3BONSAIOTH MPOBOIUTH OJI-
HOYacHe BUMIPIOBAHHS NEKIIBKOX (PI3MYHUX BENMYHMH B OAHIIM Toumi. [Ipu 1mipomy
MOJIeTi Ta KOHCTPYKIII € pO3MOJiIEHNMH 0araTOBUMIpHUMHU CTPYKTypaMH, SIKi
Jy’)e ckiaaHo mozemoBaTi. OcoOaMBY polib y MPOIIECi IX MPOeKTyBaHHs HaOyBa-
I0Th METOAM MAaTeMaTHYHOTO MOJEIIOBAaHHS, 3aCTOCYBAaHHS SKHX JO3BOJISAIOTH
CYTTEBO CKOPOTHTH TEPMIHU Ta BUTPATH Ha PO3POOKY NATUMKIB

MeToro nomoBiai € po3poOka Ta BIPOBAPKEHHI CYy4aCHUX MPHHIUITB MaTe-
MaTHYHOTO MOJISIIIOBAHHS B 00JIaCTh KOMIIOHEHTIB KOMOIHOBaHMX JIATYMKIB TUCKY
Ta TeMIIepaTypH.

Y nonoBini HABOIATECS Pe3yNbTATH OTVISALY IPOBEICHOTO JAOCHTIKEHHS, K
BHABHJIO, IO ICHYIOTH PO3PIi3HEHi JOPOTi Tporpamu Ta MeTomuku[3], mo mo380-
JISIFOTh MOJIENIOBATH TEILIOBI Ta nedopmariiini monst y ngarumkax. Ha sxame, mi
JIIEeH31HHI MPOrpaMu, 3aCHOBaHI Ha 3BUYAaHO PI3HUIIEBUX METOAAX, AyXKe JOPOro
KOILTYIOTh, KPIM TOTO, BOHH TPYIOMICTKI B OCBOEHHI. TOMy TpajuIiiHUIA 1HXKeHe-
pHHI TAXiI A0 pO3paxyHKy €JIEMEHTIB JaTYMKIiB, JOMOBHEHHI NPAKTUYHUMHU
pe3yibratamu, no3Bossie edekriuBHo mozaenroBati JJIT. IpencraBieno marema-
TUYHY MOZEIh 3 KOMIICHCAIlii BIUTMBY 30BHIIIHIX (DaKTOpiB
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JOCJIIKEHHS TA YIOCKOHAJIEHHSI ABTOMATHU30BAHOI
CUCTEMMU BUABJIEHHA JE®EKTIB Y BYAIBEJIBHUX CIIOPY JAX

Tinmamos M.C., Ty3 B.B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

BinbmmicTs BenMKorabapuTHI 3ai1i300eTOHHI OyAiBEeNIbHI KOHCTPYKIIIT € TUTOC-
KOTIapajieIbHUMH CTPYKTypamu (CTiHH, NMEPEKPUTTA Ta iH.), 0 SIKUX BiJCYTHIH
JBOCTOPOHHIHM MOCTYIL. 3 i€l MPUYMHK YIBTPa3BYKOBHH HEPYHHIBHUN KOHTPOIIb
TakuX 00'€KTiB MOXKJIMBUH, SIK IIPABUJIO, TUTBKH 13 3aCTOCYBaHHSIM €XOIMITYJIbCHOTO
MeToay KOHTporo. OHaK 3a JOMOMOTOI0 TPaJUIIIHHIX OJJHOKAHAIBHUX TIPHJIaIiB
y OLIBIIOCTI BUMA/KIB 3/ ICHUTH TAKHUIA JTyHA-KOHTPOJb HEe BAAEThCs[1].

Y IpTpa3ByKOBUI HEPYHHIBHUI KOHTPOJIb 3aCTOCOBYETHCS HE 10 BCIX MapoK
6eToHy [2], Ta A TIOCKO MapalebHUX KOHCTPYKINHA. Pazom 3 TuM, y 3B'3Ky 3
PO3BUTKOM MOHOJIITHOTO OYAIBHHUIITBA, BCE YACTIIlE 3'ABIAIOTHCS KOHCTPYKIT 3
HECTaHJAPTHOI MOBEPXHEI0, L0 MPUBOJHUTH /0 HEMOXIIMBOCTI KOHTPOJIOBATH
SKICTh KOHCTPYKLIT ICHYIOUMMH MpuiiafaMu. Po3poOka ynbTpa3ByKoBOro MpHIIaLy
JUIsl KOHTPOJIIO HECTAHIAPTHUX IMTOBEPXOHb KOHCTPYKIIIH € aKTyalIbHOIO 33/1aueto.

MeTo10 nomoBiai mpuCBsUeHa IOCIIKEHHIO Ta YIOCKOHAICHHIO aBTOMATH-
30BaHOI CHCTEMH BHABJICHHS Je(EeKTiB y OyAiBEIBHUX CHOPYIaX.

Y nonoBiai HaBoAATHCs OaraToyHKIIOHAIBHUN YIBTPa3BYKOBUI TOMOTpad
OyniBeNbHUX KOHCTPYKIIN JUIS CKIAIHUX TOBEPXOHb OETOHHUX KOHCTPYKIIIH.
[IpencraBnena KOHCTPYKIIS alaliTUBHOI YJIBTPa3BYKOBOI aHTEHOI PELIiTKH, KOH-
¢irypaiiro sK0i MOXXHa JOBUIFHO 3MIHIOBATH, QJAlITUBHO MIJIAIITOBYIOUM i
(dbopMy MOBEpXHI KOHTPOJIBOBaHOIO BHpOOY. JlocimipkeHo Oe3eTaloHHuid crociod
[3] BuMiproBaHHS IIBUAKOCTI MOMIMPEHHS YIbTPa3ByKOBUX KOJMBAHb, 3aCHOBAHHU
Ha 00poOIll CYKYMHOCTI CHTHAJNIB, IO JO3BOJISIIOTH MiBUIIUTH JIOCTOBIPHICThH Ta
TOYHICTh BU3HAYEHHS KOOPIMHAT JIe()eKTiB Ta rabapuTiB BUPOOY.
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PO3POBJIEHHS TA TOCIIKEHHSI ABTOMATHUYHOI
®OTOEJEKTPUYHOI CUCTEMMU EJIEKTPO3ABE3IIEUEHHSA

[lTeBuenko /I.1., Ty3z B.B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

[ToTpebu HaceneHHs Ta MPOMHUCIIOBOCTI B €JIEKTPUYHIl eHeprii oOMexeHi 3a-
nacamy HadTH Ta rasy, O MPU3BOJHUTH IO HEOOXiTHOCTI BUKOPUCTAHHS MOHOB-
JIFOBAHHX JDKepen eHepril. B manuii 4ac oMHUM i3 HafBaXKTHMBIIINX 3aBJaHb CIEKT-
poeHepreTuky € 3abe3ledueHHs] HaJiiHOTo, 0e3nepeOiiiHOTO elIeKTPOIoCcTauaHHs
BCiX MPOMHUCIIOBHX Ta MOOYTOBHX 00'eKTiB [1].

PO3BUTOK MaiX COHSYHUX (POTOCTEKTPHUHUX YCTAHOBOK, 1[0 TPAIIOIOTH SIK
napaneibHO 3 MEPEXer0, TaK i B ABTOHOMHOMY PEXKHMi, MOXKE MOKPAIIUTH eJIeKT-
porocTayaHHsl TOOYTOBHX CIIOKMBAYiB €(EKTUBHILIE Ta MIBUIIIE, HIK PO3BUTOK
BEJMKOI eHeprocuctemu. ToMy poboTa, MPUCBSIYEHA TOCIIKCHHIO Ta BIOCKOHA-
JICHHIO 00JTa IHAHHS MAJIOi COHSIYHOI (POTOENEKTPHYHOI YCTAHOBKH € aKTyaJbHOIO
Ta Mae BeJIMKe MPaKTHYHe 3HaYeHHS [2].

Temu € akTyanbHOIO y 3B'SI3KY 3 THM, IO JIOCHI/DKEHO Malli ()OTOESNEKTPHUY-
HOi YCTaHOBKM B YMOBaXx TPOIMIYHOro KiiMaTy. He BUSBICHO ONTHMI3allilo CTPYK-
Typu OEVY 3 HeopientoBaHoi coHsunoi Oatapei (Cb), reneBoro akymyinsitopa Ta
IHBEpTOpa MpH PI3HUX HaNpyrax eixeMeHTiB. HemoctaTHbO moCHiKeHa Ta HE BH-
CBITJIEHA Y HAYKOBO-TEXHI4HI JIiTepaTypi podoTa oJHO(PA3HUX IHBEPTOPIB 3 HU3b-
KUM KOE(]ILIEHTOM TapMOHIK Ta HIBUJKUM CIIOCOOOM PETYJIIOBAHHS HANpPYyrd y
(oTOENeKTPUUHIIl YCTAaHOBKH.

Mertolo 1010Bifli € CTBOPEHHSI aBTOHOMHOI CHCTEMH €JIeKTPOIIOCTAUYaHHS IS
TPOMIYHUX YMOB Ha OCHOBI (DOTOENEKTPUYHOI YCTAHOBKH.

Y nonoBifi HaBOAATECS Pe3yJIbTATH AOCTIIKEHHS MaluX (OTOENEKTPUIHUX
YCTAaHOB B YMOBAaX TPOIIYHOTO KiiMaTy. JIoCHiKeHO BapiaHTiB CTPYKTYPHUX CXeM
[3] ta BubGip ontumansHOl cxemMu. CTBOPEHO MO/ (HOTOCIEKTPHYHOT YCTAHOBKH,
110 BPaXxOBY€ aKTUBHO — IHAYKTUBHY XapaKTep HABAaHTa)KCHHs Ta KIIMaTH4HI yMO-
BU. P0o3po0IieHO MIBUIKOIIFOUY CXeMy PEeryJisiTopa Halpyryd iHBEpPTOpa, 10 3a0e3-
Ie4yye TOYHICTH CTabimi3amii Hampyrd y IMIHMPOKOMY IHTEpBall HaBaHTAXEHb Ta
TeMIEepaTyp 3 HU3bKUM KOe(]illi€HTOM HETIHIHHUX CIIOTBOPEHbD.
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ABTOMATMU3AIIA CUCTEMU MOHITOPUHI'Y CTARY JIIOJUHN

Suenko F0.10., Ty3 B.B.
Uepkacbkuii Jep>kaBHAN TEXHOJIOTIYHUH yHIBepcHTeT, Uepkacu, Ykpaina

CydacHuii CIOpT HaWBUIIUX JOCATHEHB MOTPeOye Oe3mepepBHOrO BIOCKOHA-
JICHHSI METOJIIB T4 TEXHOJOTiil MOOYIOBH MPOrpaMu MiArOTOBKH Y TPEHYBAJIbHOMY
MpoIleci 3 ypaxyBaHHSM IHIUBIIyaJIbHUX OCOOJMBOCTEH OpraHi3My CIIOPTCMCHA,
3aCHOBaHMX Ha 00Ky Horo rcuxo@izioforiyHoro crany Ta (i3MYHOI Iparne3aart-
HocTi [1].

VY nporneci TpeHyBaHb 32 PI3MYHUX HaBaHTAXKEHb (i310NOTiYHUIA pe3epB op-
raHi3My MOCTYITOBO 3HIKYEThCS. X04Ya BiJIOMO, IO (DYHKIIOHAIBHE PEryJIIOBaHHS
CHCTEM OpraHi3My JIIOAWHHM B3a€MOIIOB'SI3aHE 1 3adinae BCI CHCTEMH OpraHi3my,
omiHIOBaTH (Di3i0JIOTIYHNN pe3epB COPTCMEHA JIMIIE 32 OJJHUM OOMEXEeHHM Habo-
poM (iziosoriuHMX MOKa3HUKIB HenocTaTHBO. OLiHIOBAaTH (i310J]0TIYHUI pe3epB
HEOOXiZIHO 3a KOMIUIEKCOM MOKa3HUKIiB [2], 1m0 BimOMBarOTh (YHKIIOHYBAHHS
YKUTTEBO BXKIIMBUX CUCTEM opraniamy. [IpoTe BifCyTHI AOCIIIKEHHS, TPUCBSIYEHI
MIKCHCTEMHUM B3a€MO3B'sI3KaM IMOKA3HUKIB JisUTbHOCTI CHCTEM OPraHi3My Ta HOro
JuHamii. Bee 1ie miaTBepIKye akTyaabHICTh PO3POOKH CHCTEMH MOHITOPHHTY Ta
OIIIHKU CTaHy CIIOPTCMEHA Y PeallbHOMY PEXHMIi 4acy, siKa JI03BOJUTh HOMY CIioc-
TEpiraTé Ta KOHTPOJIIOBATH AisUIbHICTD PI3HUX CUCTEM OPraHi3Mmy.

MeTto1o 10moOBifi € ABTOMAaTH3allis CUCTEMH MOHITOPHHIY CTaHy JIIOJMHHU,
0 JI03BOJISIIOTh KOMILIEKCHO BUBYATH (hi3i0J0TIYHUI pe3epB ClOPTCMEHa Mij yac
TPEHYBaJIBHOTO IIPOLIECY B PEaTbHOMY Haci.

Y nomnoBigi HaBOAATHCS PE3YJIBTATH NOCHIKEHHS (HOPMYBAHHS KOMILICKCY
MPUBAaTHUX MOKA3HUKIB Uil OILIHKKM (Di310JIOTIYHOTO pe3epBy CIHOPTCMEHa, IO
BiIOMBAIOTh MeTa00II3M OpraHi3My Ta (QyHKIIOHYBaHHS CHCTEM OpPTaHi3My CIIOpT-
CMEHa B YMOBaX TPEHYBAIBLHOTO Ipolecy NMpu (i3MYHUX HaBaHTOKEHHSX. MPem-
CTaBJieHA y3arajibHEHa CTPYKTypa MPOCTOPOBO-PO3MOJIIEHOT CUCTEMH OlOTeXHid-
HOT CUCTEMH Ta CTPYKTYPH ITiJICHCTEMH 3HIMaHHS, peecTpallii, 00poOKH Ta aHamizy
6iomeuHnX curHATIB [3] 4715 OIiHKH (Hi3i0IOTIYHOTO pe3epBy CIOPTCMEHA.
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MPOIIO3MUIIII IIIOJIO YAOCKOHAJIEHHS AJITOPUTMY
JIATHOCTYBAHHA HECITPABHOCTEU CUCTEM YIIPABJIIHHSA

I'pexynsax M.B.

BinokpemiieHnii cTpyKTypHHH ITiap0o31i1 HamioHamsHOTO aBialliifHOro YHIBEpCHTETY
«JIroTHA akaneMis HarioHaIpHOTO aBialliifHOTO YHIBEPCUTETY»
Kponusauipkuii, Yxpaina
Kyxtin M.O.

BilicbKOBHIT iIHCTUTYT TAaHKOBHX BiiChK HalliOHAJILHOTO TEXHIYHOTO YHIBEPCHTETY
«XapKiBCHKUI MOMITEXHIYHUN IHCTUTYTY», XapKiB, YKpaiHa

Iporiec AiarHOCTYBaHHS HECIPABHOCTEH CHCTEM YMPaBIiHHS PI3HOIO MpH3HA-
YEHHS HAMpPaBJICHUI HA BU3HAYCHHS SIK MOTOYHOTO TEXHIYHOTO CTaHy, TAaK 1 BUSB-
JICHHST MOXJIMBOI HECTIPABHOCTI MPH HOTO 3MiHi MPOTArOM BU3HAYCHOTO Yacy B MPO-
neci excrutyarauii [1]. O3HakaMu TEXHIYHOI'O CTaHy CHCTEM YIPaBIiHHS MOXYTb
OyTH TIeBHI 3HAYEHHS KUIbKICHUX 1 SIKICHUX XapaKTepUCTHK, JUISl SKUX BH3HA4YCHI
JIOIyCTHMI 00JIaCTi 3MIHIOBaHHSI. 3aJIeXKHO BiJl (J)aKTHYHUX 3HAYEHb LIUX XapaKTepH-
CTHK PO3PI3HSIOTh HACTYIHI BUAM TEXHIYHOTO CTAaHY CHCTEM YIPABIiHHS: CIIPaBHE
abo HecnpaBHe; mpare3aTHe abo Herpale3JaTHUIl; MpaBWIbHO (YHKIIOHYE a0bo
HeTpaBWIbHO QYHKIIOHYE [2].

MeTo1o 10n0Bizti € po3poOKa NPOIO3ULiil 10 YJOCKOHAJICHHS allTOPUTMY Jii-
arHOCTYBaHHS HECIPABHOCTEH CHCTEM YIPaBIIiHHSA PI3HOTO IIPU3HAYCHHS.

VY 0mOBiIi IPOIIOHYETHCS TIPU JiarHOCTYBAaHHI HECIIPABHOCTEW CHCTEM YIIpPaB-
JIIHHS 32CTOCOBYBATH HACTYIIHI METOM [3]: METOI IepeBipoOK 3a eJIeMEHTaMHU; METO,]
IPYIOBHX IEPEBIPOK; METOJ| CEPEHIX TOYOK; METOJ 30BHIIIHBOTO OMIISAY; METOI
3aMiHM eJIeMEHTa Ha 3aBYacHO CIIPaBHHH; METOJA BHKIIOUEHHS; METOJX TECTOBOIO
JIIarHOCTYBaHHSI; METOJI KOPHCTYBAaHHSI TAOJIHIICIO 200 KAPTKOIO OIMOPIB, PEXKUMIB Ta
CHUTHAIIB; METOJI MOPIBHSIHHS €JIEMEHTA 31 CIIPAaBHUM €JIEMEHTOM (ETAIIOHOM); KOM-
TUIEKCHE BUKOPUCTAHHSI yCIX BKa3aHUX METO/IIB.

HaBesnieHo pe3ynbTaTé BIPOBA/HKEHHS CyYaCHUX METOJIB I CHCTEM J[arHOCTY-
BaHHs, JIOBEJCHO MOXJIMBICTh 3BEJICHHSI JI0 MIHIMyMY KUIBKOCTI HECIPaBHOCTEH 1
TPHUBAJIOCTI iX YCYHEHHS 32 paXyHOK IIPOTHO3YBAaHH: 3MiH y TEXHIYHOMY CTaHi.
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AHAJII3 CUCTEMH TEPMOPEI'Y TIOBAHH
CIIEHIAJIBHOI TEXHIKHA

UYepsoroka O.B., Uepennikos O.M., Jlammo .M.
JeprkaBHUI HAyKOBO-TOCIIITHUN IHCTUTYT BUIIPOOYBaHb 1 cepTrdikarii 030poeHHs
Ta BiiCHKOBOI TexHikU, UepHiriB, YKpaiHa

OmHuM i3 3aBJIaHb 3a0€3MEUCHHS BUCOKOI TOTOBHOCTI 3pa3KiB CIICI[IaIBHOI Te-
XHIKH € aHaJli3 CUCTEM iX TepMOpETyJIIOBaHHS 1 pOo3pOOJICHHS] HOBUX Ta YIOCKOHA-
JICHHSI BIZIOMHX METO[IB 1 3aCO0IB BUMIPIOBaHHS TEMIIEpAaTypH 13 3alaHUIMH METPO-
JIOTiYHUMH XapakTepructukamu [1]. Ha etami npoBeieHHS BUMipIOBaHb MOXHA BHTi-
JIUTH HACTYMHI OCHOBHI 3aBJAHHS: BCTAHOBJICHHS PaIliOHATBHOI HOMEHKJIATYPH
mapameTpiB, IO MiISral0Th BUMIPIOBAHHIO Ta KOHTPOJIIO; BCTAHOBICHHS BUMOT JI0
TOYHOCTI BUMIPIOBaHb 1 Jialla30HiB BHUMIpIOBaHb; pO3pO0Ka METOJIB BHUMIpIOBAHHS
Ta BU3HAYEHHS CKIaay 3ac00iB BUMIpIOBAIBHOI TEXHIKH; BCTAHOBJICHHS BHMOT 70
3ac00iB BUMIpPIOBAJIBHOI TEXHIKH, NMPU3HAYEHHUX JI0 3aCTOCYBAaHHSI NPH CTBOPEHHI,
eKCILTyaTallii Ta BUIPOOOBYBaHHI 3pa3KiB CIIeIiabHOT TEXHIKH TOMIO [2].

OnHuM 13 OCHOBHUX (DaKTOpIB, KW BIUIMBAE HA TOYHICTH BUMIPIOBAHHS, €
temmneparypa [3]. [Ipobiema 3a0e3neueHHss HEOOXIIHOI TOYHOCTI BUMipIOBaJIbHOT
iH(popMallii Mpo CTaH Cy4acHUX BUJIIB BIHCHKOBOI TEXHIKHM Ta 3ac00iB BUMIpIOBaH-
HS TEMIIEpaTypHUX XapaKTepUCTHK Ha eTamax iX po3poOKu, BUPOOHMITBA i €KC-
utyaraiii notTpedye npoBeICHHS aHai3y YMOB 3aCTOCYBaHHSI.

MerTor10 10N0BIIi € aHAJII3 CUCTEM TEPMOPETYJIFOBAHHS CIELIaIbHOI TEXHIKH, J10C-
JIDKEHHSI METPOJIOTIYHUX XapaKTePHCTHK BUMIpPIOBaYa Ta PO3pOOKa MPOIO3HUILIN 1010
3aCTOCYBaHHSI MiKpOIIPOLIECOPY YISl KOPEKLIT OXUOOK BUMIPIOBaHHSI TEMIIEPATYPH.

VY nomoBizi po3riIsiHYTI 3aCO0M BUMIPIOBAIILHOT TEXHIKU Ta CIIOCOOM BUMIPIO-
BaHHsI TEMIIEPATYPH 1 TUIMM TEMIIEPATYPHUX NATUUKIB B MIKPOIIPOLIECOPHUX CHC-
TeMax TepMOperyitoBaHHs. [loka3aHi 0cOOIMBOCTI MOOYIOBU CUCTEM TEPMOpPETY-
JIIOBaHHS B YMOBaX BIJICYTHOCTI TETUIOOOMIHY Till 3 HABKOJUIIHIM CEPEIOBUILEM
Ta HaBeJEHO MOJIEJIb MiKpPOIIPOLIECOPHOTO BUMipIOBaya TeMIIepaTypH.
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MPOIIO3MIIII IIOJIO AHAJI3Y PAJIOEJEKTPOHHUX CUCTEM
K OB’€EKTA KOHTPOJIIO

OmnbxoBikos 1.C.
HanionansHuii TeXHIYHNHN YHIBEpCUTET « XapKiBCHKUHN MOJITEXHIYHUI IHCTUTY T,
XapkiB, Ykpaina

DyYHKIIOHYBAHHS PATiOCTIEKTPOHHUX CHCTEM 3aJICKHTh BiJl iX CIPAaBHOTO TEX-
HiuHOTrO cTany. [l yac excruryaTamii TEXHIYHHI CTaH MOXKE 3MIHIOBATHCS SIK MPO-
THO30BaHO (3TiHO pEe3yJbTATIB IMPOBEICHHS MiarHOCTyBaHHS) abo BigOyBaTHCS
HEMPOrHO30BaHEe 3MiHIOBaHHS (HaBU/b BUXiA i3 nany) [1]. Tomy mix wac excrutyara-
il paJioeIeKTPOHHUX CHUCTeM HEOOXiTHA BiJNOBIAHA amapaTypa Ui KOHTPOJIIO
TeXHIYHOTO cTany [2]. TIpu 11bOMY BaXJIMBO PO3POOHTH aITrOPUTM VIS TIPOBEICHHSI
AHAITI3y palioeTIEKTPOHHUX CHCTEM JIJIsSl BU3HAUCHHS 1X TeXHIYHOTO cTaHy [3].

MeTo10 T0MOBiAi € PO3pOOKa MPOMO3UILiHl 10 AITOPUTMY aHATI3y pasioesieK-
TPOHHUX CUCTEM JJIsI BUSHAUYCHHS ix TeXHi‘{HOFO CTaHy.

VY nomoBizi Moka3aHo, IO anaparypa KOHTPOIO PalioeNeKTPOHHUX CHUCTEM 3a
NPU3HAYEHHSIM CKJIaJA€ThCsI, SIK MPABUIIO, 13 TeHepaTopa BXITHUX CHUTHAIIB 1 aHaJi-
3aTOpa XapaKTEepHCTHK BUXIJHOTO CUTHATY IMX CHCTEM (K 00’€KTa KOHTPOIIO).
OOrpyHTOBaHa JOLIJIBHICTh 1 MOXJIMBICTh CTBOPEHHSI alllOPHUTMY, 33 SKUM OLIHIO-
€TBCS 3MIHEHHS TEXHIYHOTO CTAaHY PaJli0CIIEKTPOHHUX CUCTEM ITiJ] Yac eKCILTyaTallii.

3 METOIO ITiABUILICHHSI IOCTOBIPHOCTI Ta ONEPATHBHOCTI KOHTPOJIO TEXHIYHOTO
CTaHy pajJioeJeKTPOHHUX CHUCTEM 3allPONOHOBAHO BHUKOPHCTAaHHS KOMOIHOBAaHOTO
anroputMy. lleil anroputMm nepexdauae BHKOPHCTAaHHS PeE3yJIbTaTiB BH3HAYCHHS
BiJIXMJICHb HEBEJIMKOI KUTBKOCTI HAHOUTBII CYTTEBUX MApaMeTpiB KOHTPOITIO SIK BXif-
HOTO CHUTHAJTy, TaK i 3aCTOCYBAaHHS ONTUMAIBLHOTO METOLy OOpOOKHM BIATYKY Ha BXi-
JIHI BIUMBH (BUXiJHOTO curHaiy). [lepenbaueHo BUKOPUCTaHHS pe3ysibTaTiB BH3HA-
YeHHSI CEPEIHHOTO 3HAUEHHS BUXIJHOTO CUTHAITY, a JUIsl IHTerpajIbHOl OIIHKK TEeXHi-
YHOI'O CTaHy — 3MiHa BCIX IHIIMX MapaMeTpiB KOHTPOJIO — METOJ, 3aCHOBaHMH Ha
BU3HAUCHHI CEpeHBOKBAAPATHYHOTO 3HAUEHHS BUXITHOTO CUI'HATY HEY3I'O/DKEHHSL.
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CUCTEMA KOHTPOJIIO TA YIIPABJIIHHA
EJEKTPUYHUM OITAJIEHHAM BYIUHKY

Iraatiok €.0., Jlemenko 10.0.
Hamionanshuii aepokocMiunmii yHiBepeuTeT iM. M.€. JKyKoBchKOTO
«XapKiBChKUI aBianifHUN IHCTHTYT», XapKiB, YKpaiHa

Ha croromnimmii nenp xoHuenis «Po3ymHunit giMm» — e o0nacTp, sika cTpi-
MKO pPO3BHBA€ETHCS, 1 HA II¢ € NeKiabka npudnH [1]. Tlo-nepie, me o0yMOBIICHO
HEOOXIiTHICTIO B KOM(OPTHUX yMOBaX *XHTTSI Ta poOOTH, a MO-Ipyre, CHepro3oe-
PEKEHHSIM, PAIliOHATBHUM Ta TPAMOTHHM BUKOPHUCTAHHS TETIOBOT €HEPIii.

VY Oynp-sKili cuCTeMi YHpaBIIiHHSA ONAJICHHSM, ONTHMAJILHUM 3aBJAHHSIM €
YIPaBIHHS TEMIIEPATYpPOI0 B MpPUMIIIEHHI Ta CTBOPEHHS, y BiJIIOBIAHOCTI IO
MPU3HAYCHHS MPUMIIICHb, KOMMOPTHUX Ui Jrojeld yMoB. ToMmy HEBia €eMHHAM
eIIEeMEHTOM CHUCTeMHU «Po3yMHHMiT OYIMHOKY € cHcTeMa Uil KepyBaHHs TeMIIepaTy-
poto npuminieHHs [2].

Metoro gomnoBiai € po3podka cucteMu st €PEKTUBHOTO KEPyBaHHS TeMIIe-
paTypHUM PEXUMOM B IPUMIIICHHI.

B 1omoBii BUKIIaEHO i/IeI0 IBOTO MPOEKTY, IO IMOJISIraE B TOMY, 11100 po3-
poOHTH TaKy CHCTEMY YIpaBIiHHS TEMIEPATypOIO MPHUMIIIEHHS, sika O HEe TiJIbKA
peryJioBana TeMriepaTypy B AMCTAHI[IHHOMY PEXHMi, ajie 1 aBTOMaTUYHO BMHKa-
Jlach 1 BUMHUKaJIaCh, B 3aJIGKHOCTI BiJl TeMIlepaTypy Ta HAaBKOJHIIHIX yMOB. Jluc-
TaHIIHEe KepYBaHHS OMAJCHHSM, B 3aJISKHOCTI BiJ| YACJIIEHHUX BHYTPIIIHIX 1 30B-
HINIHIX YMOB, JIO3BOJISIE JOCSATTH 3HAYHOI €KOHOMIi €Hepropecypcis Ta CTBOPHTH
KOM(OPTHHUI MIKpOKJIIMAT B IIPUMIillieHHI. TakuM YMHOM, CTBOPIOETHCS 30HAIBH UM
KJIIMaT, KOJIM BJIACHUK MOXKE BCTAHOBHMTH IapaMeTPH MIKPOKJIIMATy OKPEMO JUis
KO>KHOI 30HH.

Junst peamizamii 1i€i cucreMu OyB BUKOPUCTAHHH KOMILIEKC 3 T€PMETHYHUX
natuukiB Temnepatypu DS18B20, mikponpouecop ESP8266 ta pene. 3abe3neueH-
Hsl TIepe/iadi JaHUuX BiIOYJIOCH 32 JOMTOMOTOIO porpaMu Ha MoBi C++.

Po3pobiieHa cuctema J03BOJISIE BUMIPIOBATH TEMIEpATypy HPHMIIIECHHS 3a
JIOTIOMOTOI0 TATYHKiB, 3a0€31euyBaTH KOPUCTYBAUEB] BiICTIIKOBYBaHHS TeMIIepa-
Typu TPUMIIIEHBb, HATAIITOBYBATH Oa)kaHy TEMIIEpaTypy B KOXHIA KiMHATIi, 3a-
0e3meuyBaTi €KOHOMIIO eIEKTPOSHEPTii 32 paXyHOK BUMKHEHHS CHCTEMH, BMUKa-
TH 1 BUMUKATH OIAJICHHS y BiJIOBITHOCTI 3 0a)KaHUM TEMITEPATyPHUM PEKIMOM
Ta CHOBIIIATH KOPUCTYBada PO KPUTUIHUH PiBEHB TEMIIEPATypy B IMPUMIIIECHHI.
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®YHKIIOHAJIbHAN KOHTPOJIb JUCKPETHUX IPUCTPOIB

[TaBmuk I'.B.
Hamionanshuii aepokocMiunmii yHiBepcuTeT iM. M.€. JKyKoBchbKOTO
«XapKiBChKUH aBianifHUN IHCTHTYT», XapKiB, YKpaina

KoMn'roTepHi CHCTEMH 3HAXOMATh LHIMPOKE 3aCTOCYBAHHS B PI3HHX Tally3sX
HAyKd 1 TEXHIKM TpH MOOYyIOBI CHCTEM KEpyBaHHS, PETYIIOBaHHS, Iepenadi Ta
00poOKHU AuCKpeTHOT iH(opMartii. J[ist 3abe3nedeHHsT HEOOX1THOTO PIBHS AKOCTI iX
(YHKITIOHYBaHHS 1 HaJIHHOCTI 3aCTOCOBYIOTHCS Pi3HI MiIXOIU: BJIOCKOHAJICHHS
ICHYIOUHMX Ta OpraHi3alisi MPUHIIUIIOBO HOBHUX CHCTEM, iX amapaTHHX i MPOrPaMHUX
3ac00iB, CTBOPEHHSI AITOPUTMIYHOTO, AamnapaTHO-MPOTPAMHOTO, KOHTPOJIBHO-
JIAarHOCTUYHOTO 3a0E3MEUCHHs, po3po0Ka Ta 3aCTOCYBaHHS METONIB 1 3aco0iB
(bYHKIIIOHATBHOTO 1 TECTOBOTO J[ialHOCTYBaHHS Ha eTalmax MpOeKTYBaHHsI, BUTOTO-
BJICHHSI Ta €KCIUTyaTallii KOMIT'IOTEPHUX CHCTEM 1 IXHIX KOMITOHEHTIB.

Po3po0ka iarHocTHYHOTO 3a0e3MeUeHHs € CKIIaIHOIO 3a/1a4eto, TOMY 10 He-
00XiTHO 33JJOBOJIBHATH IIIJIOMY PsIly HalH4acTillle CyrnepewIMBUX BUMOT 10 HIBUI-
KOJIiT, amapaTypHUX BHUTpAaT, HamidHOCTI (yHKIiOHyBaHHs 1 T.1. Tomy onepxye
NOUIMPEHHS. CUCTEMHUH MiJXiJ| IO JOCHI/PKEHHS Ta IPOEKTYBAaHHS CTPYKTYpH
3aco0iB JIIarHOCTYBaHHS, IO JIO3BOJISIE BPaxyBaTW MHOKHHY (akTOpiB i 3HAHTH
ONTHMaJbHY peali3allilo cucreMu. Takox IMeBHY HpoOieMy IpeacTaBisie KOHT-
pOJIb CKIAMHUX HU(POBUX CHCTEM Yy 3B'3KYy 3 BEJIMKOIO KUIBKICTIO MOXJIMBHX
CTaHIB 1 TPYJHOILIB MOJICIIIOBAHHS Ta 3HAa4Ha (YHKLIOHANBHICTh. TUMOBI 3axaui:
MOIIYK MiHIMAJIBHUX TECTiB, BUOIp ONTUMAJIBHOTO CKJIay IIEPEeBIpOK Ta iH. € JIOTi-
KO-KOMOIHATOPHUMH 331a4aMH 3 IepebopoM 3HAYHOT KiNbKOCTI BapianTis [1, 2].

MeTtolo nonoBiai € mizBUIIEHHS €(PEKTUBHOCTI KOHTPOJIO 1 JIIarHOCTyBaHHS
LIISIXOM PO3pPOOKU METOMIB (hOPMANLHOTO TIEPETBOPEHHSI NIarHOCTUYHUX MOJIEIIEH
B ABTOMAaTHU30BaHUX CHCTEMaX KOHTPOJIO 32 PaXyHOK BHOOPY ONTHMAJIBHOI CTPYK-
TypH KOHTPOJIBHO-AIarHOCTHYHOTO 3a0e3mnedeHHs. Po3pobnenuit meton GyHKIIO-
HAJIBHOTO KOHTPOJIO AMCKPETHUX INPUCTPOiB, 3aCHOBaHMI Ha KOMOIHATOpPHOMY
niaxoi o kiacudikaiii 00'ekriB. [Tomyk onTHMaIbHOTO PIillIeHHs cepell 3aaHol
MHOXHHH BapiaHTIB HAaI3BUYAWHO CKJIATHUN 1 BUPINIYETHCSA NUIIXOM Iepedopy,
oHaK y OLTBIIOCTI 3a/1a4 TaKuil MOBHUIA Tiepebip He3miicHeHAN . [{ist 3MeHIIeHH
KUTBKOCTI BapiaHTiB, IO PO3TISIIAIOTHCA, HA MHOXHHI BCIX OO0'€KTIB BBOISATHCS
BiIHOIICHHS E€KBiBAJIEHTHOCTI I MHOXXMHA BCiX 00'€KTiB PO3OMBAETHCSA HA KIIACH
€KBIBaJICHTHOCTI.
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Oprani3zaunii, AKi NpUITHAIN y4acTh y KoH(epeHuii

Tom 2: cexuis 4

HayxoBe BumaHHs

NMPOBNEMW IHOOPMATU3ALYI

Te3n ponosioen
[ecATOoI MbKHapoAHOI HayKOBO-TEXHIYHOI KOHdepeHuii
24 - 25 nuctonapa 2022 poky
Tom 1

Bignosinaneuuii 3a Bunyck B. M. Pyonuybkuil
Texuiunuii penakrop 1. A. JIe6edesa
Kowmm’rorepre ckimananss ta Bepctanus H. I Kyuyk

Tignucano go apyky 23.11.2022 Dopmat 60 x 84/16
VYwm.-Buz. apk. 7,75. Tupasx 200 mp. 3am. 1123-22
Anpeca oprromirery: OyiabBap Illesuenka 460, m. Yepkacu, 18006, Ykpaina
Uepkachkuii AeprkaBHUH TEXHOIOTIYHUI YHIBEpCUTET

BinapykoBaHo 3 roTOBHX OpHriHai-MakeTiB y apykapHi @OII ITerpos B.B.
€ IUHUI IepKaBHUI PEeCTp IOPUINYHUX 0Ci0 Ta (Hi3HIHUX OCIO-ITiAPHEMILIB.
3anuc Ne 24800000000106167 Bix 08.01.2009.

61144, m. Xapis, Byn. I's. lluponinuis, 798, x. 137, ten. (057) 778-60-34
e-mail: bookfabrik@mail.ua



