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IIPOBJIEMH TA IIEPCIIEKTHBH PO3BUTKY 213
CUCTEMMH BE3IEKH KUTTEJIAIBHOCTI

VK 614.8

3AXOIH 3AXUCTY OBEKTIB IPOMUJIOBOCTI Y TOMY YUAC/II
I YAC 35POUHOI ATPECII

Ousena bapan
JAmutpo Jy6iniH, KaHIUIAT TEXHIYHIX HAYK, JOLIEHT
HanionansHuii yHiBepcHTeT HUBITbHOIO 3aXUCTy YKpaiHu

Besneka Ta crifikicTh 00’€KTIB MPOMHUCIIOBOCTI 10 3arpo3 (0OCTpiiM, Tepaxry,
KkibepaTaku, IpUpPOAHi KaTacTpO(H) € CTPaTETiYHUM MPIOPUTETOM st AeprkaBu. HaBeneni
CTAaTUCTHUYHI JaHHI MO0 BHHUKHEHHS MOXEXK Ha 00’€KTaX MPOMHUCIOBOCTI a TaKOX ix
knacugikaiis. 3aIpoNOHOBaHI aKTyajbHI 3aXOMU 3aXHCTy 00’€KTIB MPOMHUCIOBOCTI Y
TOMY YHCHI i 9ac 30poifHOI arpecii.

Kirouogi ciioBa: 00’ €KTH MPOMHUCIOBOCTI, 3aXUCT, 30poitHa arpecis.

MEASURES TO PROTECT INDUSTRIAL FACILITIES, INCLUDING
DURING ARMED AGGRESSION

Olena Baran
Dmytro Dubinin, Candidate of Technical Sciences, Associate Professor
National University of Civil Defense of Ukraine

The security and resilience of industrial facilities to threats (shelling, terrorist at-
tacks, cyberattacks, natural disasters) is a strategic priority for the state. Statistical data on
the occurrence of fires at industrial facilities are presented, as well as their classification.
Current measures for the protection of industrial facilities, including during armed aggres-
sion, are proposed.

Keywords: industrial facilities, protection, armed aggression.

Po3B’s3aHa BiifHa p.¢. mpoTH YKpaiHu akTyai3yBajo MUTaHHS, HIOJ0 3a-
XHCTY 00’ €KTiB IPOMHUCIOBOCTI y 3B’SI3KY 3 MOCTIHHAMH BOPOKUMH OOCTpiTaMHU.
Tak Ha 00’exTax MPOMHUCIOBOCTI mpoTsaroM 2022 poky BHHHKIO 1156 moxex
(3poctanHs y 2,2 pasu), mo cTaHoBUTH 30,5 % BiJ 3aranbpHOT KITBKOCTI ITOKEXK HA
00’exrax. [Ipsmi 30uTky 30inpmmncs y 17 pasiB i cranoBisiTe 17 muipa 86 MitH
364 tuc. rpH. I106i4Hi 30MTKN cTaHOBIATH 33 Mipxa 88 muH 156 THC. TpH (3poc-
TaHHA y 17,4 pa3u). BpaxoByroun, mo npuannu 68 % moxex y OyaiBiIsax BUPoO-
HUYOTO IIPU3HAYCHHS IOB’s[3aHi 3 BHOyXaMH1 BHACHIIOK BIIyYeHHS BUOyX0oHEOeU-
HUX TIPEIMETiB, HaBeJeHI M pU TiATBEPHKYIOTh, 110 OJHIEI0 3 OCHOBHUX ITiJei
pociiicbkoi 30poiiHo1 arpecii MpoTH HaIo1 KpaiHu € 3HUIIEHHST BUPOOHUIOTO TI0-
TeHIiany Ykpainu [1].

Tomy 3axucT 00’€KTiB IPOMUCIOBOCTI Bifl BOPOXKHUX OOCTPITIB € OJHUM i3
HalBa)XXJIMBILIMX 3aBJlaHb B yMOBax BiiiHH. [Ipu 11boMy 00’€KTiB IPOMHCIOBOCTI
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BIZTHOCSATH 00’€KTH IHYPACTPYKTYPH, CUCTEMH, 1X YACTUHHU Ta iX CyKYyHHICTb, SIKi
€ BXJIMBUMH Ul €KOHOMIKH, HalllOHAIBbHOI Oe3NeKH Ta 000pPOHH, MOPYIICHHS
(YHKI[IOHYBaHHS SIKHX MOKE 3aBAaTH ILIKOIH )KUTTEBO BaXKJIMBUM HalliOHAIbHUM
intepecam [2]. Bigmoiguo [3] 06’€KTH MPOMHCIOBOCTI MOXHA Kiacu(iKyBaTH
3a HACTYTHUMH BUJIAMH:

— CIIEKTPOCHEPTeTHKA: BUPOOHHUIITBO SIEKTPHYHOI eHeprii; 3a0e3rmedeHHs
(YHKIIOHYBaHHS PUHKY €JCKTPHUYHOI CHEeprii, OpraHi3allis KyIiBIi-TIPOIaxy
SJIEKTPUYHOI €Hepril Ha PUHKY; YIPaBIiHHSA CHCTEMaMH IIepeadi Ta eHeproIo-
CTauaHHs;, PO3IOILT eIeKTPHIHOI SHEepPTii;

—Ha(TOBa IPOMHUCIOBICTH: BUAOOYTOK Ha(TH; epeada (TpaH3uT) HadTh
Ta Ha(TOMPOAYKTIB; OYMIICHHS, mMepepobdka Ta 0OpobOka HadTH; eKCIUTyaTallis
HadTONMPOBOAIB; 30epiraHHs Ta NocTayaHHs Ha(TH Ta HAPTOMPOAYKTIB;

—Ta30Ba MIPOMHUCIIOBICT: BUZOOYTOK ra3y; nepepoOka Ta OUMILIEHHS rasy;
nepenayda (TpaH3UT) Tra3y; pO3MOJUI ra3y; eKCIUlyarallis ra3oTpaHCIOPTHOI CH-
CTEMHU.

Besneka Ta cTiliKicTh 00’ €KTIB MPOMHUCIOBOCTI A0 3arpo3 (00cTpiim, Tepa-
KTH, KibepaTaku, MPUPOAHi KaTacTpO(H) € CTPATETIIHUM IPIOPUTETOM UIS ep-
*aBHu. PO3riIssHEMO OCHOBHI 3aX0/M 3aXHCTy 00’ €KTIB IIPOMHCIOBOCTI B TOMY YH-
cii i yac 30poiiHoi arpecii [4, 5].

@Di3uuHMI 3aXHUCT Ta iHKEHEPHI PIillIeHHs: 3MIiIHEHHS 00'€KTiB — OCTOHHI
YKpIIUICHHS, IPOTHYAAPHI KOHCTPYKIIi, 3aTTTHOJICHHS Y 3€MITI0; PO30CEPEIKCHHS
00'€KTIB — 3MEHIIICHHS KOHIICHTPAI[il KpUTUYHUX CIEMEHTIB B OJTHOMY MICIIi; Oy-
JIBHHUITBO PE3EPBHUX CUCTEM — AyOIIIOI0Y] Mepexki Ta MOOUIbHI eHEepreTHYHi cTa-
HIIIT; MacKyBaHHs Ta Ae3iHpopMallis — kKamyuisik, GabIInBi [[iJTi, BAKOPUCTAHHS
IMMOBHX 3aBicC.

[Mporunositpsina o6opona (I1T10): pakerni kommiekcu [I1O — cucremu
tuny Patriot, NASAMS, IRIS-T mj1s niepexoIuieHHsT pakeT; 3aco0M paIioeeKT-
pornoi 6opotebu (PEB) — mpunmymeHHs CHTHaliB KepyBaHHS BOPOXHMH JPO-
HAMH Ta pakeTaMu; 3¢HiTHA apTmiepis Ta MoOuteHI [ITIO — KOMIUIEKCH THITY
Gepard a6o IT3PK miist 60poTh0Ou 3 qpoHAMHE Ta aBialli€ro.

Kibep6esneka Ta mudposuii 3axuct: 3axuct SCADA-cucreM — yHEMOX-
JUBIICHHS TUCTAHIIITHOTO BUBEICHHS 3 JIay 00’ €KTIB; MOHITOPHHT 3arpo3 Ta Ki-
Oeppo3BifKa — TOCTiHE BiJICTEKEHHS MOXIIMBUX aTak; pe3epBHE KOIIIOBAaHHSI
JAHWX — CTBOPEHHS OeKariB KpUTHYHHX JaHUX Y OC3MEYHUX MiCIIX.

OmnepaTiBHA B3a€EMO/IiS Ta BIAHOBJICHHS: TUIAHW €KCTPEHOTO pearyBaHHS —
YiTKi aNTOPUTMH IiH y pa3i aTaku; MOOUTBHI PEMOHTHI OpHTa i — OllepaTHBHE Bif-
HOBJICHHSI TIOIIKO/KEHUX CHCTEM; MIKHApPOJHA MiATPUMKA Ta JOIIOMOTa — CIiB-
parls 3 TapTHEPaMH Il OTpUMaHHS HEOOXiTHOTO 00JIaTHAHHSI Ta TEXHOJIOTIH.

3axucT 00’€KTIB MPOMHCIIOBOCTI € OaraTOpiBHEBUM IIPOLIECOM, 110 TO€]-
HY€ TE€XHOJIOTI4HI, IH)KEHEPHI Ta BiiCHKOBI 3aX0/H.
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