MiHicTepCcTBO OCBITH 1 HAYKH Y KpaiHU
UYepkacbkuii 1ep:KaBHUN TEXHOJOTIYHUNA YHIBEPCUTET
Uepkacbka o0nacHa JiepkaBHa aJMiHICTpaIlis
JlemapTaMeHT UMBLILHOTO 3aXUCTY, 0OOPOHHOI poOOTH Ta B3a€EMOII 3 MPaBOOXOPOHHUMH
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YK 614.8:351.86:004:502.1](036) Pexomenoosarno euenoro paooio
T38 Yepracbkoeo 0epacasno2o
MEXHONI02IYHO20 YHIgepcumenty,
npomoxon Ne 11 6io 16 bepesus 2026 p.

BianosinansHuii 3a Bunyck: I{ikanoecoxuii B. JI.

Marepiaam I MixHapoaHOI HAYKOBO-TIPAKTUYHOI KOH(epeHIii
T38 «Texunomorii Oe3meku: Cy4acHI BHKIMKH Ta TEPCICKTUBI
12—-13 6epe3nst 2026 poky, M. Yepkacu [EmextponHuii pecypc]:
y 2-x tomax / ynopan. : . I'. Mananuka, B. JI. LlikaHoBcbkuii ; M-BO
OCBITH 1 Hayku Ykpainu, YUepkac. aepx. TexHod. yH-T. — T. 2. —
UYepkacu : YATY, 2026. — 443 c.

OOroBopeHHs1 KOHLENTyaJIbHUX 3acaj 1 CTpaTeriYHUX IHUTaHb BPETYJIIOBAHHS
0€3IeKOBOi CKJIaI0OBOI y cydacHHX ymoBax. [limBumieHHs €eeKTUBHOCTI 3aX0/IB IIUBLIHHOTO
3aXHCTy TEPUTOPIATBHUX IpoMaj]. Po3risin HayKOBHX JOCHTIJKEHb 1 pO3p00OK, MMOB’I3aHUX 13
3a0e3neYeHHsIM ITMBUIBHOI, MOXKEKHOI, TEXHOTEHHOI, €KOJIOTTYHOI Oe3MeKH, CTBOPECHHSIM 1
MiATPUMaHHSAM O€3MeYHHX YMOB TMpalli, 370POB’S Ta KUTTEIISUIBHOCTI JIOAWHHA. Po3rsi
HOBHUX O€3MEKOBUX PpIlIEHh Y  CYCHUIBHO-TIONITUYHIA, TyMaHITApHO-TIPaBOBIA  Ta
iHpopmaniiiHiii cpepax. [lepciekTuBr 3acTocyBaHHs 1HPOPMALIHHUX Ta TeoiH(pOpMaLIHHIX
CHUCTEM 1 TEXHOJIOTIN; OE3MUIOTHUX JIITaJbHUX arapariB; pOOOTOTEXHIKH; 3aXUCTYy OO0’ E€KTIB
EHEPreTUKU Ta TPAHCIOPTY. TexHoJorii 3axucTy Yy OymiBHUIITBI Ta BiJHOBJICHHI
1HPPACTPYKTYpH B yMOBaX IN100ATBHUX BUKITUKIB.

JI1s1 HAyKOBIIIB, CTY/ICHTIB, aCIipaHTIB Ta ()axiBIliB TaTy3i.

YK 614.8:351.86:004:502.1](036)

TEMATHWYHI CEKI{II KOH®EPEHIIII:

Cekmist 1 [uBinpHUIN 3aXHCT, TTOXKEKHA 1 TEXHOTEHHA 0€3TeKa Ta OXOPOHa Ipaiii.
Cekuis 2 Texnounorii 3axucty y OyIiBHUIITBI Ta BiTHOBJIEHH] iHQpacTpyKTypH.
Cekmist 3 CycninpHO-TIONITHYHA, TYMaHITapHO-TIpaBOBa Ta iH(opmarlliiiHa Oe3mnexa.
Cekmisi 4 Exonorigna 6e3neka. 3aXUCT JOBKILIS Ta 310POB’ S JIFOIUHU.

Marepianu 30ipHHKa MpeacTaBieHI MOBOK opuriHamy. KoxeH aBTOp Hece
MOBHY BIAMOBIJANBHICTh 3a 3MICT CBOiX IMyOJiKallii, JOCTOBIPHICTh (DaKTiB, ITUTAT,
BIIACHUX IMEH Ta IHIIUX JAHWUX, TOYHICTH 1 KOPEKTHICTh IMOCUJIaHb, JOTPUMAHHSI 3aCa/l
aKaJIeMIYHOI T0OPOYECHOCTI.
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2071064 OpecKOMimenty,

pexmop Yepkacbko2o 0epicasHo20 mexHoI02IUH020
YVHIgepcumemy, 0-p NOJIM. HAYK, npogecop
Cnig20106a Op2anizayiiino2o Komimemy,

KAaHO. eKOH. HAYK, OOYeHm,

HauanvHuk Yepkacvkoi obaracHoi

BillCbK0BOI adMiHicmpayii

3ACMYRHUK 20108U OP2AHI3AUIUHO20 KOMImemy,
KaHO. icm. HAYK, OOYeHMm, 3aCMYNHUK 207108U
Yepracwvkoi obnachoi depaicagrnoi aominicmpayii
3ACMYNHUK 207108U OP2AHIZAUITIHO20 KOMImemy,
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KaHo. icm. HayK, OOYyeHm,

HAYalbHUK Ynpaeninusa oceimu i HayKu

Yepracwvkoi obnachoi depaicagrnoi aominicmpayii
3ACMYRHUK 20108U OP2AHI3AUIIUHO20 KOMImemy)),
0-p icm. HayK, npogecop, NPOPeKmop 3 2yMaHIMapHo-
BUXOBHUX NUMAHb YepKacbK0o20 0epiHcasHo2o
MEXHON02IYHO20 YHIBepCUmMemy, 3aCayHCeHull
npayisHuk oceimu Yxpainu, 2onoea Yepracvkoi
obnacHoi opeanizayii Hayionanenoi cninku kpae3nagyis
Ykpainu

3ACMYRHUK 20108U OP2AHI3AUIIHO20 KOMImemy)),
0-p mexH. HayK, npoghecop, Npopexmop
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cekpemap op2aunizayiiino2o Komimemy,

cmapwuii 8uK1aday kageopu ceooesii, 3emieycmporo,
0y 0isenbHUX KOHCMPYKYIU ma be3nexu
arcummedisanvHocmi Yepkacovkoeo 0epaicasnozo
MEeXHONI02IYHO20 YHI8EPCUMenty



C. Canctpema (S. Swanstrom, 2022), BuaaHiii [HCTUTYTOM MOJITUKK O€3MEKH
ta po3BUTKY (CtokronsM): «Kutait Ta Pocis — yac ctpumyBanns!» [13, c. 33].
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LANGUAGE AS A SECURITY FACTOR: WHY TERMINOLOGY
MATTERS FOR PROTECTION, RISK MANAGEMENT
AND INSTITUTIONAL RESILIENCE

Yuliia NENKO,
Doctor of Pedagogical Sciences, Professor,
National University of Civil Protection of Ukraine

When we speak about security, we usually imagine visible or technical
measures: surveillance cameras, access cards, alarm systems, firewalls,
background checks, or emergency plans. However, before any of these
mechanisms can function effectively, there must be a shared understanding of
what exactly is being protected, from whom, and by which means. This shared
understanding is built through language. The terms we use — such as «risk»,
«threat», «vulnerability», «incident», or «resilience» — shape how security is
perceived, discussed, and implemented. In this sense, language is not simply a
tool for describing security; it is one of its fundamental components.

Scholars have repeatedly noted that the field of security lacks consistent
and harmonised terminology [2; 4; 7]. Different standards, organisations, and
professional communities define key concepts in slightly different ways. While
these differences may appear minor, they can significantly affect interpretation
and practice. For example, if one department defines «risk» as the probability of
an unwanted event, while another defines it as a combination of probability and
impact, their assessments and priorities may differ. According to ISO 31000, risk
is defined as the «effect of uncertainty on objectives» [5]. Even this definition
requires interpretation: what counts as an objective, and how is «effect»
measured? These interpretive processes are linguistic in nature.

Language influences security at several levels. First, it shapes perception.
The way a problem is named affects how seriously it is taken. For instance,
describing an event as a «minor technical issue» rather than a «security breachy
changes the perceived urgency of response. Research in risk communication
shows that terminology strongly affects stakeholder reactions and decision-
making processes [3]. Thus, language is not neutral; it frames reality.

Second, language structures analysis. Risk assessment frameworks depend
on clearly defined concepts. Terms such as «threaty, «hazardy», «vulnerability»,
and «exposure» are often used interchangeably in everyday speech, yet in
professional contexts they refer to distinct elements of risk models [1]. If these
distinctions are blurred, analytical clarity decreases. Inconsistent terminology
can lead to double counting of risks or, conversely, to gaps in analysis.

Third, language enables coordination. Modern security challenges rarely
fall within a single domain. Universities, for example, must address physical
security (protection of facilities), information security (data protection), and
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personnel security (background checks, ethical conduct). Each of these areas has
developed its own professional vocabulary. However, when incidents occur —
such as data breaches combined with unauthorised physical access —
coordination between units becomes essential. If the units operate with different
conceptual frameworks, misunderstandings can arise.

Studies of security ontologies highlight precisely this issue. Researchers
have shown that security-related terms are often defined inconsistently across
standards and academic literature [2; 7]. The absence of a shared conceptual
model makes integration difficult. A harmonised terminology does not eliminate
disciplinary diversity, but it provides a common reference point. It functions
similarly to a shared protocol in digital communication: without agreed
meanings, interaction becomes unreliable.

The distinction between security and resilience illustrates how language
clarifies institutional priorities. These two terms are frequently used together,
sometimes as if they were interchangeable. However, they refer to different
aspects of organisational capacity. Security is primarily concerned with
preventing unwanted events. It includes measures that aim to protect assets
before an incident occurs. Resilience, by contrast, refers to the ability of a
system to respond, recover, and adapt after disruption [3]. When institutions fail
to differentiate clearly between these concepts, they may focus excessively on
prevention while neglecting recovery planning, or vice versa. Clear terminology
helps allocate resources more rationally.

Language also plays a crucial role in governance. Security governance
involves setting priorities, defining responsibilities, and establishing acceptable
levels of risk. These processes are fundamentally discursive. Policies are written
texts; procedures are formulated in language; training materials rely on shared
definitions. If key concepts are interpreted differently by administrators, IT
specialists, and academic staff, institutional coherence weakens. Governance
becomes fragmented not because of technical failure but because of semantic
misalignment.

In university settings, this issue is particularly relevant. Universities
combine educational, research, administrative, and technological functions.
They host diverse communities with varying levels of security awareness. Terms
such as «data protection», «confidential information», or «critical infrastructure»
may carry different meanings for researchers, IT personnel, and management.
Without clear definitions, expectations remain ambiguous. Ambiguity can create
unintentional non-compliance or inconsistent practices.

Language is equally important in crisis communication [6]. During
emergencies, clarity and precision are essential. Ambiguous instructions can
delay response or create panic. Research in crisis management emphasises that
effective communication depends on shared understanding of terminology and
procedures [3]. If staff members interpret key terms differently, coordinated
action becomes more difficult.
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Moreover, terminology influences professional identity. Fields that are
widely recognised as mature professions — such as medicine, engineering, or
emergency services — rely on clearly defined conceptual frameworks [6]. Shared
vocabulary supports training, certification, and ethical standards. Security, as a
developing professional field, faces the challenge of establishing comparable
coherence. M.Donner already argued for the development of a security ontology
to strengthen the discipline [4]. Later reviews confirmed that fragmentation
remains a significant issue [2; 7].

The growing complexity of security environments further increases the
importance of linguistic clarity. Digital transformation has blurred boundaries
between physical and cyber domains. Remote work, cloud storage, and online
learning platforms have introduced new forms of vulnerability. In such hybrid
environments, security measures must be integrated. Integration requires a
shared conceptual language. Without it, policies may overlap or contradict each
other.

Importantly, improving security language does not mean making
terminology more complicated. On the contrary, effective security
communication often requires simplification and clarification. Definitions
should be precise but understandable. Overly technical language can create
distance between security specialists and other staff members. A balance must be
found between accuracy and accessibility.

Language training can therefore be considered part of security culture.
When staff members understand what terms such as «incident», «breach», or
«escalation» mean within their institution, they are more likely to respond
appropriately. A shared glossary or terminology guide can serve as a practical
tool. Such measures may seem minor compared to technological investments,
but they contribute to institutional coherence.

In conclusion, security is not only a technical or organisational matter; it
is also a linguistic one. Language shapes perception, structures analysis,
supports coordination, and underpins governance. Inconsistent terminology can
create hidden vulnerabilities, while harmonised language strengthens resilience
and cooperation. For universities and other institutions, attention to security-
related terminology is therefore a practical necessity rather than an abstract
theoretical concern. By investing in conceptual clarity and shared understanding,
institutions reinforce the foundations upon which all other security measures
depend.
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YK 7.05:339.1]:502.1
FASHION-IHJIYCTPISI B KOHTEKCTI EKOJIOT'TYHOI BE3NIEKU

Onexcanopa KOBBACA, suxnadau kagedpu epaghiunoco ousatiny,
moou ma cmunio (I J[MC),
Isanna CTPEJIBBA, cmyoenmia kagheopu I JIMC
Yepracvkuii 0eparcasHull mexHoN02IYHUL YHIGepCUumem

Cy4acHuit eTam  pPO3BUTKY  MIANPUEMHUIITBA  BIA3HAYAETHCS
0araTOBUMIPHICTIO Ta CYNEpPEWIMBICTIO BIUIMBY Ha CycmiuibHI mnporecu. lle
BUCTYIIa€ BOJHOYAC PYUIIHHOI CHJIOI0 €KOHOMIYHOTO 3POCTAHHS 1 JDKEPEIOM
i BUIIICHOTO aHTPOIIOTEHHOTO HABaHTAKCHHSI HA JTOBKIUIA. Y I[bOMY KOHTEKCTI
IHIYCTpist MOJIU € TIOKa30BUM IIPUKIIAIOM TpaHChopMallii KpeaTUBHOTO CEKTOPY
B MacimTabHy T1JI00aTi30BaHy CHCTEMY BHUPOOHMIITBA. SIKIO paHilie BoHA
acollloBaacs TMEPEeBAXHO 3 XYAOKHIM CaMOBHPAXEHHSIM 1 KyJIbTYPHUMH
TEHACHILISIMH, TO HUHI (YHKIIOHYE 3a NPUHIUMIAMH BHUCOKOI OOOpPOTHOCTI
TOBapiB Ta MiHiMi3alli BUTpaT. Taki 3MIHM 3YMOBWJIHM CYTTEBE 3POCTaHHS
€KOJIOTTYHOTO HaBAaHTA)KEHHS, MTOB’SI3aHOT0 3 BUKOPUCTAHHSIM BOJAHHUX PECYPCIB,
€HEeprii, CHHTEeTUYHUX MaTepialliB 1 XIMIYHUX PEarcHTIB.

3arocTpeHHsl ekompoOyieM Yy JApyrid mojoBMHI XX — Ha TMOYaTKy
XXI cTomiTTs € HacHiAKOM aKTHBI3aIlli MPOMMCIOBOTO BHPOOHUIITBA,
riio0amizallii puHKIB 1 3pOCTaHHS CIOKMBAHHS. AHTPOIOIN€HHE HaBaHTAXKECHHS
Ha JOBKUUISA TMPOSBISAETHCA y 3MIHI KIIMary, BTpaTi Oi0pi3HOMAHITTA,
BHUCHAXXCHHI 3€MEJIbHUX pecypciB, Ae(IiIMTI MpiCHOI BOAM Ta HAKOMHYEHHI
BimxoiB. CydyacHa MOJIENIb €KOHOMIYHOTO PO3BUTKY, OPIEHTOBAHA HA TIOCTIHE
3pOCTaHHsI 00CSTiB BUPOOHUIITBA, CIIPHUUMHSE MEPEBUIICHHS BiTHOBIIOBAIBHOT
31aTHOCTI TPHUPOJHUX €EKOCUCTeM 1 (OpMye CHUCTEMHI EKOJIOTIYHI PHU3UKHU
riiob6anpHOrO Macmrady [1].

®denomen mBuakoi moau (fast fashion) xapakTepHuii CKOpOUYECHHSIMHU
BUPOOHWYMX IIMKJIIB, BHCOKOIO YaCcTOTOIO OHOBJICHHS aCOPTUMEHTY Ta
OpIEHTAIIIE€I0 HA I[IHOBY JOCTYITHICTH JJIsi MacOBOTO CIHOKMBada. Hespakarouu
Ha PO3IIMPEHHS AOCTYNMy A0 AaKTyaJbHHUX MOJHHX TEHIEHIH, I MOJENb
CYNPOBOJKYETHCSI ICTOTHUMHU  €KOJIOTIYHUMHU  HACHIJKaMU: aKTHBI3aIl€l0
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