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APPLICATION OF CLOUD TECHNOLOGIES IN THE PUBLIC SECTOR AND
THE SESU OF UKRAINE

3ACTOCYBAHHSA XMAPHUX TEXHOIOTI B MYBJIIYHOMY CEKTOPI TA
ACHC YKPAIHU

The article analyses the legal regime, service models and approaches to risk
assessment of cloud technologies in the public sector of Ukraine, with particular
reference to the State Emergency Service of Ukraine (SESU). The methodological
foundation rests on requlatory-legal, comparative and risk-oriented approaches.
On the basis of the Law of Ukraine “On Cloud Services” and subordinate
legislation, the terminology has been systematised, the roles of the parties and
the requirements for providers defined. The Ukrainian classification of cloud
services, specifically SECaa$S and the “collective cloud,” has been compared with
the NIST approach to service models and cloud infrastructure characteristics.

Separate attention is given to the risk-oriented approach in evaluating cloud
solutions for public users, drawing on ISO/IEC 27005, NIST SP 800-30 and cloud
security assurance practices (CSA CCM). Acceptability criteria for cloud solutions
in the public sector have been identified: lawfulness of data processing,
compliance with established provider requirements, incident control, auditability,
continuity of service provision and minimization of single-vendor dependency. It
has been concluded that the adoption of cloud technologies in Ukraine’s public
sector is taking place within the framework of an established legal regime that
combines legislative definitions, specific rules for government users, and a risk-
based approach to the activities of providers.

Keywords: cloud technologies, cloud services, public sector, legal regulation,
public users, civil protection, information security, risk management, service
continuity, audit of cloud solutions.

Cmammsa  npucesayeHa aHAjai3y nNpagogozo  pexumy,  modesel
obcny2o08y8aHHA ma nioxodie 00 OYIHKU pu3UKI8 XMAPHUX MexHo02iU Yy
nybaiyHoMy cekmopi YkpaiHu, 30kpema 8 KoHmekcmi dianeHocmi JepxasHol
ayxbu 3 Hadssu4yauHux cumyayit  (ACHC). MemodosoziyHy ocHosy
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CMAaHo8/IiMb HOPMAMUBHO-NPABOBUU, NOPIBHALHUU [ pU3UK-OPIEHMOBAHUU
nioxodu. Ha ocHosi 3akoHy YkpaiHu «[lpo xmapHi nociyau» ma ni03aKkoOHHUX
akmig cucmemMamu308aHO MepPMIHO/I02(+0, BU3HAYeHO poi Cyb'ekmis | suMoau
do nposaudepis. YkpaiHCbKy Kaacugikayiro xMapHux cepsicig, 3okpema, SECaaS
[ «KosIeKMu8BHy xmapy» 3icmassneHo 3 nioxodom NIST do modeneu cepsicis i
Xapakmepucmuk XMAapHol IHgoppacmpykmypu.

Okpemy ygazcy npudiuieHo pu3uk-OplEHMOBAHOMY nioxody 0o OyiHKU
XMApHUX piweHb 08 nybalyHUX Kopucmysa4yig (3 3ajy4eHHAM NOJI0XKeHb
ISO/IEC 27005, NIST SP 800-30 ma npakmuk cloud security assurance (CSA
CCM). BusHayeHO kpumepii NpUUHAMHOCMI XMApHUX plueHb 018 nybai4HO020
cekmopy fSK NpasomipHicme 0bpobku OaHux, 8i0N0BIOHICMb yCMAHOB8/1eHUM
gumMozam 00 Hadasea4is, KOHMpPOJb IHYUOeHMIi8, ayoumHicme, beanepepgHicmeo
HAOAHHA Nocay2 ma MIHIMI3ayia 3aaexHocmi 8i0 00HO20 NOCMAa4asabHUKa.
3pobsieHO BUCHOBOK, WO 8NPOBAOXEHHA XMAPHUX MexHOo102il y nybaidyHoOMY
cekmopi YkpaiHu 8i0bysaemobcs 8 Mexax cghopmMo8aHO20 Npasosozo pexxumy,
AKUU noeOHye 3akoHodasuyl OegbiHiyli, cneylianeHl npasusna 0As8 nybaiYHUX
Kopucmysadig i pusuk-oplieHmMosaHul nioxid 0o dis/bHocmi nposatidepis.

Knro4osi cnoea: xmapHi mexHo02li, XMApHL nocjyau, NybaiYHUU cekmop,
npasoge  pe2y/it08aHHSA, NybalYyHI  KOopucmyeadyl, YusUIbHUU  3axucm,
(HpopmayitiHa 6e3neka, ynpaseniHHA pusukamu, 6e3nepepsHiCmb nociye,
ayoum XMapHux pilieHs.

Problem statement. The digitalization of the public sector places demands
on data processing, storage and protection that traditional on-premise IT
infrastructure does not always meet above all in terms of scalability, fault
tolerance and cost-effectiveness under crisis loads.

For the SESU this problem is particularly acute. The effectiveness of
emergency response hinges on prompt access to information, the resilience of
the digital infrastructure and the ability to exchange data rapidly between units
and other government bodies. These are precisely the requirements that most
often become a bottleneck when working with legacy on-premise solutions;
the experience of the large-scale cyber-attacks on Ukrainian state registries in
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late 2024 only underscored how vulnerable concentrated local infrastructure
can be without proper redundancy.

Cloud technologies emerge as one possible avenue for modernising
information support. Yet their adoption in the public sector calls for separate
scholarly scrutiny not only from the standpoint of technical fitness but also in
light of the security and organisational-legal constraints that are specific to
state structures and, most acutely, to services handling restricted-access
information.

Analysis of recent research and publications. The foundational work for the
study of cloud computing remains that of P. Mell and T. Grance [1], which
outlined five key characteristics of cloud infrastructure on-demand self-service,
broad network access, resource pooling, rapid elasticity and measured service
and systematised models of service delivery and deployment. This work still
serves as the “common denominator” in discussions of cloud computing,
although some of its provisions (particularly those concerning deployment
models) no longer capture the full diversity of today’s hybrid and multi-cloud
architectures.

In the Ukrainian academic literature, cloud technology research develops
along two markedly different lines. Where V. Ya. Yurchyshyn [2, p. 59] takes a
predominantly economic view cloud technologies as a model for cutting the
costs of maintaining local infrastructure the authors of the handbook edited by
D. V. Lande [3] shift the focus toward processing very large datasets, which is
considerably closer to the needs of the SESU as a service whose work is tightly
bound up with large volumes of operational, analytical, reference and
geospatial information.

None of these approaches, however, addresses the specifics of
departmental implementation.

Risks and security of cloud services form a separate line of inquiry, and the
pattern here is much the same: the works of L. O. Nikitina, N. V. Dzheniuk and
L. V. Borysova [4], I A.Kotiashichev and E.A. Byrylova [5 pp.30-34],
T. H. Bilova and V. O. Yaruta [6, pp. 71-73] deal with expert risk assessment,
data protection mechanisms, access control and operational continuity, but
mostly in general terms, without tying the analysis to specific departmental
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systems. For the SESU this aspect is key: what is at stake are information
resources on which the management of forces and assets, the coordination of
response and decision support under crisis conditions all depend. Put
differently, if the works cited above lay the theoretical and methodological
groundwork for cloud risk assessment, what we propose is to bring that lens
down to the applied level — to the resilience of specific alert and operational
management systems.

For the SESU this aspect is key: what is at stake are information resources
on which the management of forces and assets, the coordination of response
and decision support under crisis conditions all depend. Put differently, if the
works cited above lay the theoretical and methodological groundwork for
cloud risk assessment, what we propose is to bring that lens down to the
applied level — to the resilience of specific alert and operational management
systems.

Formulation of the task. Notwithstanding the existence of these studies,
the question of applying cloud technologies specifically within the SESU system
has been insufficiently explored. What remains outside the researchers ‘field of
vision are the specifics of operational response, inter-agency coordination (in
particular the interaction between the SESU, the State Special Communications
Service and the General Staff of the Armed Forces of Ukraine in matters of cyber
defence), the continuity of information systems and the protection of restricted
information in the domain of civil protection. It is this gap that drives the need
for further research.

The aim of this work is to analyse the legal regime, service models and risk
assessment approaches for cloud technologies in the context of the Ukrainian
public sector, and specifically the SESU.

Presentation of the main material. The concept of cloud computing traces
its origins to the 1960s and John McCarthy’s idea of “computer utility.” The
classical NIST definition describes it as "a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable
computing resources (networks, servers, storage, applications and services)
that can be rapidly provisioned and released with minimal management effort
and/or service provider interaction” [1]. Douglas Parkhill, in The Challenge of
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the Computer Utility (1966), sketched the basic outlines of what would later
come to be called cloud computing [2].

The distance between that early concept and today's reality is vast: from a
model of shared mainframe use to complex distributed architectures that blend
machine learning, big-data processing and loT protocols.

The NIST definition (prepared by the Information Technology Laboratory)
covers five essential characteristics, three service models and four deployment
models and remains the generally accepted framework for comparing cloud
services. It does, though, capture an architectural snapshot rather than the
dynamics of technological development. For a paradigm that is constantly
evolving, this is a tangible limitation. The distance between that early concept
and today's reality is vast: from a model of shared mainframe use to complex
distributed architectures that blend machine learning, big-data processing and
loT protocols.

Legal regime of cloud services in the public sector. The Law of Ukraine "On
Cloud Services” defines a “cloud service” as a service involving the provision of
cloud resources by means of cloud computing technology, and “cloud
resources” as technical and software assets access to which is provided by cloud
technologies: computing power, storage, networks, databases, applications,
and so on [7]. The wording is broad enough to encompass virtually any remote
computing resource. This can create difficulties when it comes to drawing a line
between cloud services and other forms of IT infrastructure outsourcing; in our
view, the exact location of that boundary still awaits clarification from the
regulator.

The Law tackles two interrelated tasks. First, the formalisation of the
conceptual apparatus and models of cloud services at the legislative level.
Second, the creation of instruments for admitting providers through the
register mechanism, and the standardisation of cloud service consumption by
state bodies by means of catalogues, a model contract and provider
requirements [8].

A cornerstone of the Law is the distinction between public and commercial
users. The concept of “public user” covers state bodies, local self-government
bodies, state enterprises and institutions; for this category, additional
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restrictions and requirements apply that are absent for the commercial sector.
The regulatory function rests with the State Special Communications Service.
The four service models enshrined in the Law laaS, PaaS, SaaS and SECaaS
are far from equivalent in practical weight. The inclusion of SECaaS in the list is,
in our opinion, one of the legislature’s most consequential decisions: it
“embeds” cyber defence into the normative architecture of cloud services
rather than leaving it as an optional add-on. These models differ markedly in
how responsibility is distributed between provider and consumer, as the
responsibility matrix makes clear (see Table 1). It is the laaS model, specifically,
that leaves the departmental administrator in control of encryption keys and
security parameters critical for restricted-access data handled by SESU
structures. Under SaaS, by contrast, control over encryption, updates and
environment configuration is delegated entirely to the provider. PaaS sits
somewhere in between. SECaaS functions as a complement compatible with
any of the three base models, though in practice its integration with existing
the
operational command systems of the SESU remains a methodologically

departmental software particularly document-management and

unresolved question.
Table 1. Comparison of cloud service models: distribution of

responsibility and key risks (summary). Compiled from NIST SP 800-145 and
approaches to the classification of cloud risks/controls

What the : , . Minimum
Typical benefits for the Key risks B .,
Model consumer : must-have
public sector (examples)
controls controls
oS, rapid infrastructure configuration  hardening,
configuration scaling, errors, weak network
s, network recovery/redundancy, network segmentatio
23S policies at the service migration segmentation, | n, MFA/PAM,
VM/container account logging,
level; compromise, backup/DR
application DDoS/availabilit | plans
services, data y
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application accelerated development  reduced Cl/CD
logic, data, of government services, infrastructure-  controls,
access standardization of level SAST/DAST,
policies, environments, DevSecOps | transparency, secrets
PaaS application platform management
lifecycle dependency, , data
supply chain policies,
risks independent
monitoring
data, rapid deployment of data exfiltration DLP policies,
roles/access,  capabilities (document via access data
security and  management, errors, vendor  classification,
compliance collaboration), lock-in, limited  contractual
SaaS . o T .
settings minimization of own auditability SLA/audit
within the infrastructure rights, access
service control, user
training
security scalable monitoring, dependence on log/retention
policies centralized response, anti-  the security requirements
(partially), phishing/endpoint provider, , IR
integrations,  protection integration procedures,
SECaaS response errors, access
(partially) telemetry control,
privacy risks independent
validation of
effectiveness
shared possibility of a complexity of  shared
governance  “government/department responsibility responsibility
rules, inter- al” cloud for similar allocation, model,
Community  participant functions inter- unified
cloud agreements organisational | security
(deploymen access risks profiles,

t) centralised
audit,
segmentatio
n

For structures that work simultaneously with open information in the alert
system and with restricted information of operational units, a single service
model is simply not viable. What is needed is a hybrid architecture whose
parameters are shaped not only by technical reasoning but also by the
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compliance requirements of the Law “On Cloud Services” and subordinate acts.
We believe that designing such a hybrid architecture with a clear segregation
of data by classification level and the corresponding service models is one of
the most pressing practical tasks the SESU faces.

Cloud technologies in the practice of the SESU and the alert system. For
the SESU, moving to cloud infrastructure is not about optimizing costs. It is a
strategic necessity — the survivability under peak loads. In the event of a failure
at one provider, data can be promptly transferred or restored from other
resources; remote secured servers offer a level of protection that exceeds the
capabilities of a typical local setup; users can access data from any location and
any device.

A telling example is the deployment of the alert system based on Cell
Broadcast technology in cooperation with mobile operators. During testing,
messages appeared on the screen on top of applications and the lock screen,
accompanied by a loud signal carrying timely information about threats and a
recommended course of actions [9]. Cell Broadcast as a state e-
communications service shows that the “cloudification” of the public sector
goes beyond simply migrating storage facilities and registries — it is a shift to
platform-based models of delivering information to citizens, where SLA
availability, cyber resilience and incident management become critical. As of
the completion of testing, the system covered 67% of mobile phone subscribers
[10]. Whether that coverage is adequate for zones with damaged base
infrastructure particularly in the Kharkiv, Zaporizhzhia and Kherson oblasts,
where some towers have been destroyed or operate in a degraded mode
remains an open question.

Plans for phased expansion of coverage to 95% of subscribers envisage
the involvement of all mobile operators, but the pace of implementation hinges
on factors well beyond technical capabilities: restoration of infrastructure in de-
occupied areas, availability of equipment and the willingness of operators to
invest in high-risk zones.

Cloud services are already present in the SESU’s departmental
environment, though perhaps not in the way one might expect. Materials
available on the research and educational component of the system describe
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the use of commercial cloud file-sharing services (Dropbox, Google Drive) for
information storage a fact that speaks more to the organic penetration of
commercial cloud solutions into departmental practice than to any purposeful
migration strategy. For operational information systems, the compliance
requirements of the Law “On Cloud Services” remain the first priority. From a
privacy-by-design standpoint, it is of fundamental significance that the
emergency alert system collects no personal data and works on the principle
of broadcast delivery via base stations, which sets it apart technologically from
SMS-based distribution [10].

Cyber defence in the cloud environment: national and international
dimensions. The regulatory framework described above maps out the formal
contours of cyber defence but does not exhaust the problem of putting it into
practice. Ukrainian regulation builds cyber defence into cloud services along
two tracks: by including SECaaS in the legislatively defined list of cloud service
types, and by imposing requirements on providers in the areas of risk
management, incident response, business continuity (BCP/DR), monitoring and
incident reporting to the regulator and CERT-UA [10]. How fully these
requirements are met in practice is a separate matter. Public data on the results
of inspections of providers on the State Special Communications Service
register have not, to our knowledge, been made available. We are compelled
to note that the current oversight mechanism for providers remains opaque
both to the academic community and, it would seem, to public users
themselves.

At the international level, a comparable function is performed by the Cloud
Security Alliance (CSA) - a non-profit organization that specializes in
developing cyber security standards for cloud computing [11].

At the international level, a similar role is played by the non-profit
organization Cloud Security Alliance (CSA), which specializes in developing
cybersecurity standards for cloud computing [9].

The CSA CCM v4.1 controls matrix (207 controls across 17 domains) and
the accompanying CAIQ v4.1 questionnaire provide a structured instrument for
verifying a provider's security maturity [12]. Juxtaposing these with Ukrainian
requirements reveals areas of overlap — incident management, business
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continuity, audit — but also gaps: the CSA's requirements on the transparency
of subcontracting chains are considerably more granular than the
corresponding provisions of domestic legislation.

The architecture of the SESU’s alert system creates a distinctive cyber
defence profile. The system works on the principle of broadcast delivery via
base stations and does not collect subscribers ‘personal data. This rules out the
targeted compromise of individual subscribers. It does, however, open up a
different risk vector — mass-scale disruption of the alert infrastructure, where a
failure hits not a particular user but the entire coverage zone of a base station.
This threat profile is unlike the typical one for government information systems
and, in our view, calls for a dedicated risk assessment model, one that takes
into account not just the classical CIA triad but also a specific metric: the time
to recovery of alert capability.

ENISA [13] stresses the multi-dimensional character of cloud risks, ranging
from organisational and contractual ones (provider dependency, subcontractor
obligations) to technical ones (multi-tenancy, loss of control over data). The
Agency points to a paradox worth commenting on separately: the massive
concentration of resources and data makes the cloud a more attractive target
for attackers, yet cloud security tools thanks to the provider's economies of
scale and specialization can actually be more reliable and more cost-effective
than on-premise solutions. For the public sector, where migration decisions are
frequently held up by security fears, this is an argument for a measured
approach to migration, not a blanket refusal.

Risk assessment methodology for public users. From the regulatory field
and cyber defence we now turn to the methodological toolkit, without which
the requirements set out above remain little more than declarations.

The methodology we propose brings together the logic of ISO/IEC 27005
(context, assessment, risk treatment) and NIST SP 800-30 (identification of
threats and vulnerabilities, assessment of likelihood and impact, determination
of risk level) [14]. A caveat: neither standard was designed with the specifics of
cross-border data transfer in an active combat zone in mind — a situation where
data centres may be physically destroyed and communication channels
degraded or intercepted. We adapt these frameworks to Ukrainian conditions,
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but the limitations of the base models should be kept in view. The methodology
spans eight stages, which we present not as co-equal steps but with emphasis
on those that prove most problematic for the public sector in particular.

The starting point defining the context is inseparable from the subsequent
classification of data and the construction of a responsibility matrix. In practice
these three steps form a single analytical frame: first, the system’s objectives,
user base, migration perimeter (which components move to the cloud, which
stay on-premise) and cloud type are delineated; then data and services are
classified according to CIA triad criteria and legal regime (personal data,
restricted information, state secrets); finally, a matrix is built that maps out the
zones of control of the provider and the consumer depending on the chosen
service model. Splitting these stages apart means analysing context without
understanding what data and at what sensitivity level will actually be processed.

Next comes the identification of threats (human error, malicious activity,
technical failures, vulnerabilities in configurations, access mechanisms and
integrations) and the assessment of likelihood and impact on a 1-5 scale,
separately for each CIA triad parameter and additionally for “legal impact”:
sanctions, fines, reputational damage, service suspension. The sixth stage is the
selection of response measures (avoidance, mitigation, transfer or acceptance
of risk), accompanied by the formulation of a controls plan tied to the relevant
standards.

The hardest stage in practice turns out to be the seventh: contractual
assurance and compliance. The model contract and the provider requirements
laid down by legislation set a minimum baseline. But for systems with
heightened availability needs, that baseline is not enough. For the SESU's alert
system, where even a short outage has direct implications for public safety, the
contract must lock in an SLA with clearly specified penalties for breaching
recovery-time targets not simply invoke general language about “continuity.”
Whether the providers on the State Special Communications Service register
are actually prepared for commitments of this kind is a question that demands
separate empirical investigation.

The final stage is continuous monitoring and reassessment: regular
verification that controls are working, updating the risk assessment in light of
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incidents, testing recovery plans. And here an open methodological question
arises: how often should the risk assessment be revisited for a system operating
under conditions of active hostilities, where the threat landscape can shift in a
matter of hours?

A problem in its own right is vendor lock-in. The limited number of
providers in the register approved by the regulator effectively narrows the
public user’s options to a handful of suppliers. There is a paradox here: the
register mechanism, whose purpose is to guarantee quality, simultaneously
deepens dependence on a specific vendor — the very contradiction it was
supposed to alleviate. We are forced to acknowledge that the current
mechanism for updating the register does not keep pace with the dynamics of
the cloud services market, and for public users with critical continuity needs this
is a real risk. To the acceptability criteria for a cloud solution we propose adding
not just lawfulness of data processing, compliance with provider requirements,
incident control, continuity and auditability, but also a clearly articulated exit
plan. Without one, the public user ends up in a situation where switching
providers is technically feasible but organisationally and financially prohibitive.
For the SESU the problem has a further dimension: the choice of provider for
the alert system is not merely an IT-architecture question but a national-
security question, one that, in our view, warrants a separate procedure for
verifying the ultimate beneficial owners of cloud companies and their
jurisdiction.

Conclusions. Cloud technologies in the Ukrainian public sector operate
within a defined legal regime combining legislative definitions, special rules for
public users and the mandatory risk-orientation of providers, with a focus on
incidents, continuity and international standards. The regulatory field has been
created. But whether it is sufficient is a different matter.

The analysis has brought to light three critical contradictions for which the
current regulatory framework offers no exhaustive answer. The allocation of
responsibility between provider and public user remains insufficiently detailed
for hybrid architectures and yet it is precisely such architectures, as we have
shown in the body of this article, that are unavoidable for structures with
heterogeneous data flows. Under martial law, when the SESU’s need for
instantaneous resource scaling is especially acute and the speed of deploying

additional capacity can be measured in hours, the bureaucratic inertia of the
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provider-register update mechanism risks becoming a critical factor.

The risk assessment methodology built on ISO/IEC 27005 and NIST SP 800-
30 needs to be adapted to the specifics of individual agencies. Neither ISO nor
NIST envisions a scenario in which the provider's or the consumer's
infrastructure may be physically destroyed by a missile strike yet for the
Ukrainian public sector this is not hypothetical but entirely realistic. For the
SESU, with its broadcast-alert architecture, the threat profile differs from the
standard one for government information systems. Are the existing
methodologies adequate for systems where the consequence of a failure is not
the loss of data confidentiality or integrity but the disruption of alerts to the
civilian population? We believe the answer calls not only for regulatory
refinements but also for empirical testing of the proposed methodology on real
SESU infrastructure configurations, factoring in the bandwidth constraints of
communication channels and the uneven mobile-operator coverage, especially
in the eastern and southern oblasts.
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