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SCIENTIFIC ASPECTS OF ENSURING SECURITY AND
TRANSPARENCY OF ARTIFICIAL INTELLIGENCE ALGORITHMS IN THE
CONTEXT OF DIGITAL TRANSFORMATION OF PUBLIC ADMINISTRATION

HAYKOBI ACINMEKTU 3ABE3MNEYEHHA BE3MEKWU TA NMPO3OPOCTI
AJITOPUTMIB LUTYYHOTO IHTE/IEKTY B YMOBAX LLU®POBOI
TPAHCOOPMALLIT AEP)XABHOIO YMPABJ/IIHHA

The article examines the scientific aspects of ensuring security and
transparency of artificial intelligence algorithms in the context of digital
transformation of public administration. It (s substantiated that the
implementation of artificial intelligence technologies enhances the efficiency of
administrative processes, but at the same time (s associated with increasing
security risks, including cyber threats, data breaches, algorithmic bias, and lack
of transparency in decision-making.
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The main security threats to Al algorithms are systematized and their
multi-level structure is identified. An analytical model for assessing the level of
Al implementation in public administration bodies is proposed, along with an
algorithmic model for ensuring security and transparency that integrates
technical and governance aspects of Al systems.

Keywords: artificial intelligence, public administration, digital
transformation, digitalization, security, transparency, accountability, algorithmic
systems, cybersecurity, trust

Y cmammi OdocnioxeHo Haykosi acnekmu 3abe3nedyeHHs be3neku ma
npo3opocmi as20pummi8 WMy4yHoO20 (HMesekmy 8 ymMosax yugposol
mpaHcgopmayii depxxasHoz0 ynpasaiHHA. ObrpyHmMoeaHo, o enpo8adXXeHHs
mexHo/102lU  WMy4YH020 [HMesnekmy Ccnpusie nio0BUWEHHI0 edekmusHOCMI
yNpasiHCbKUx npouyecis, 00HaK 0OHOYACHO CynpOBOOXYEMbLCA 3POCMAHHAM
be3snekosux pu3ukige, noe’s3aHux (3 Kibep3azpo3amu, BUMOKOM OaHUX,
as120pUMMIYHOI0  ynepeOdXeHICmH ma  HedoCMAamHbO  NPO30PICMI0
NpUUHAMMSA pilieHs.

Cucmemamu308aHO OCHOBHI 3aepo3u be3neyl an2o0pummig WMyYHO20
[Hmenekmy ma e8u3Ha4yeHo ix 6azamopisHesy cmpykmypy. 3anponoHo8aHo
aHanimu4Hy mMooesib OYIHHBAHHSA PIBHSA 8NPOBAOXEHHSA WIMYYHO20 (HMesekmy
8 0peaHax 0epXxasHo20 yNpasiiHHA, 4 MAKoX aa20pummivyHy Modesb
3abe3neueHHs ©6e3neku ma npo3opocmi, WO [(HMe2pye mMexHIYHI ma
yNpasiHCbKi acnekmu (OyHKYLOHY8AHHSA AA20pUMMIYHUX CUCMEM.

Knro4doei cnoea: wmyyHul iHmenekm, 0epxasHe ynpasaiHHA, yugposa
mpaHcgopmayisa, yugposizayia, 6besneka, nposopicme,  nid38imHICMe,
aneopummiyHi cucmemu, kibepbesneka, dosipa.

Problem statement. The current stage of the digital transformation of
public administration in Ukraine is characterized by the active introduction of
artificial intelligence (Al) technologies into the sphere of public administration,
in particular into the processes of managerial decision-making, the analysis of
large data sets, the provision of administrative services, and the functioning of
e-government. The use of Al algorithms contributes to enhancing the
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effectiveness of public administration, optimizing resources, and accelerating
administrative procedures.

At the same time, the expanding practice of applying Al in the activities
of state authorities brings to the fore the issue of ensuring state security, since
algorithmic systems are increasingly being used in spheres of strategic
importance, including information security, cyber defense, the defense sector,
the management of critical infrastructure, and the processing of personal and
sensitive data.

The existing strategic documents and concepts of digital development
cover the issues of Al regulation only partially and do not contain clear
mechanisms for the control, audit, and certification of the algorithms used by
state authorities [1-3]. On the whole, the relevance of the study is determined
by the need for the scholarly substantiation of approaches to ensuring the
security and transparency of artificial intelligence algorithms under the
conditions of the digital transformation of public administration, as well as the
formation of an effective regulatory and legal basis for their use with due
regard for the challenges of national security.

Analysis of recent research and publications. In examining the problem
of applying artificial intelligence in the system of public administration,
researchers devote particular attention to the issues of the effectiveness of
algorithmic solutions, their legal regulation, ensuring transparency,
accountability, and data protection, as well as the minimization of security risks
arising in the process of the digital transformation of public authority.

Among the Ukrainian scholars who laid the groundwork for
conceptualizing the opportunities and risks of using artificial intelligence in the
public sector, mention should be made of V. Vasylenko, V. Furashev, I. Korzh, I.
Kostenko, M. Chabanna, V. Marenichenko, O. Donchenko, T. Yarovyi, and V.
Paliukh [4-5, 9-12].

Contemporary approaches to the introduction of artificial intelligence in
public administration and the directions of its application are outlined in the
works of O. Dykan, U. Storozhylova, O. Vasyliev, M. Tretiak, A. H. Diadko, O.
Musii, . Bovsunivska, and others [6, 7].
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The analysis of recent research and publications attests to a noticeable
growth of interest among Ukrainian scholars in the problem of using artificial
intelligence in public administration. At the same time, most contemporary
works focus predominantly on the general prospects of digitalization, the legal
foundations of introducing Al, or particular applied aspects of its use. By
contrast, the issues of the comprehensive assurance of the security and
transparency of artificial intelligence algorithms specifically in the context of
state security, regulatory certainty, accountability, and trust in algorithmic
solutions have not yet received sufficient and systematic coverage, which
determines the relevance of further scholarly inquiry.

Statement of the task. The aim of the study is to synthesize scholarly
approaches to ensuring the security and transparency of artificial intelligence
algorithms in the system of public administration and to determine the key
directions for their improvement under the conditions of digital transformation.

Presentation of the main material. The contemporary digital
transformation of public administration in Ukraine is accompanied by the active
introduction of artificial intelligence technologies, which encompass both
internal managerial processes and the interaction of the state with citizens. In
particular, algorithmic systems are used for the analysis of big data, the
forecasting of socio-economic processes, the automation of administrative
services, and the enhancement of the effectiveness of managerial decisions.

At the same time, the introduction of Al in the public sector cannot be
regarded solely as a technological process. It is directly connected with the
issues of state security, respect for human rights, the transparency of the
activities of public authorities, and ensuring the accountability of the decisions
taken. In this context, the formation of a comprehensive approach to the
regulation and control of algorithmic systems acquires particular significance.

In contemporary scholarly discourse, Al algorithms in the public sector
are examined through the prism of three fundamental characteristics that form
the basis of trust in digital governance — transparency, security, and
accountability (Table 1).

2786-5533



Creative Commons Attribution 4.0 International (CC BY 4.0)

Table 1
Key characteristics of Al algorithms in public administration
Characteristic Substance Significance for public
administration
Transparency The intelligibility of  the | Ensures the trust of citizens and

algorithm's operating logic and | the possibility of oversight
access to information about
decision-making

Security Protection against interference, | Guarantees the stable
errors, and data leakage functioning of state systems
Accountability The possibility of establishing | Ensures the legitimacy of
responsibility ~ and  verifying | managerial actions

decisions

The presented characteristics of artificial intelligence algorithms —
transparency, security, and accountability — should appropriately be regarded
as interconnected and mutually complementary elements of a unified system
for ensuring the effective and legitimate functioning of digital public
administration.

First and foremost, the transparency of algorithms serves as a
fundamental prerequisite for trust in the results of their operation. In the
context of public administration, transparency acquires particular significance,
since it is directly connected with the realization of the principles of the
openness of government provided for, in particular, by the Law of Ukraine "On
Information” [1]. At the same time, it should be borne in mind that the full
openness of algorithms is not always possible in view of the need to protect
state secrets, official information, or personal data, which gives rise to the need
to introduce differentiated regimes of access to algorithmic information.

The second key characteristic is the security of artificial intelligence
algorithms, which encompasses both technical and organizational-legal
aspects. Under contemporary conditions, the security of algorithms extends
beyond the classical understanding of cyber defense and includes the issues of
the resilience of models to manipulation, protection against attacks on data,
and ensuring the integrity of information-processing procedures. In public
administration, this characteristic is of particular importance, since algorithmic
systems may be used in critically important spheres such as defense, security,
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financial control, or infrastructure management. Accordingly, a breach of the
security of algorithms may lead not only to technical failures but also to large-
scale negative consequences for national security, which is consistent with the
provisions of the Law of Ukraine "On the Basic Principles of Ensuring the
Cybersecurity of Ukraine" [3].

The third component is the accountability of algorithmic systems, which
provides the possibility of establishing responsibility for the results of their
functioning. In traditional management models, responsibility is clearly
personified, whereas in the case of using Al there arises the problem of
distributed responsibility among developers, system operators, and the
authorities that employ them. In this context, accountability presupposes not
only the existence of legal mechanisms for holding parties responsible but also
the creation of procedures for auditing, monitoring, and documenting
algorithmic decisions.

The interconnection of transparency, security, and accountability forms
the conceptual basis of so-called "trustworthy artificial intelligence," which
meets the requirements of contemporary public administration. It is precisely
the comprehensive assurance of these characteristics that makes it possible to
achieve a balance between the effectiveness of using Al and the guarantees of
protecting human rights and state security.

At the same time, in the process of applying Al in public administration,
a complex of threats arises that may be of both a technical and a socio-legal
nature (Table 2).

Table 2
Principal threats to the security of Al algorithms
Group of Characteristic Potential consequences
threats
Cyber threats | Hacking of systems, interference | Disruption of the functioning of
in algorithms state services
Data-related Leakage or substitution of data Violation  of citizens' rights,
threats manipulation
Algorithmic Bias of models, training errors Discriminatory or incorrect
decisions
Institutional Absence of control and audit Decline of trust in the state
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The presented classification of threats to the security of artificial
intelligence algorithms makes it possible to provide a systematic
characterization of the risks that arise in the process of their use in public
administration. It is important to emphasize that the indicated groups of threats
are comprehensive in nature and are closely interconnected, forming a
multilevel system of challenges to state security.

It is important to stress that the indicated groups of threats do not exist
in isolation. For example, cyber threats may lead to the compromise of data,
which, in turn, affects the quality of algorithmic decisions. In view of this,
ensuring the security of artificial intelligence algorithms in public
administration must be carried out on the basis of a comprehensive approach
that provides for the simultaneous consideration of technical, legal, and
organizational aspects. A particular role in this process is played by the
integration of the principles of cybersecurity, data protection, algorithmic
fairness, and institutional accountability.

With the aim of summarizing the current state of the introduction of
artificial intelligence technologies in the bodies of public administration of
Ukraine and assessing the related security and transparency aspects, we have
conducted an analytical study based on the synthesis of scholarly publications,
regulatory and legal acts, strategic documents in the sphere of digital
transformation, and open data on the functioning of state information systems.

In the course of the study, the main directions of the application of
artificial intelligence algorithms in the public sector were analyzed, in particular
in the spheres of the provision of administrative services, tax administration,
law enforcement, social security, cybersecurity, and the administration of
justice. The assessment was carried out according to such criteria as the level
of technology adoption, the nature of the artificial intelligence tools used, the
potential security risks, and the level of transparency of the algorithmic systems.

The results of the analysis conducted are summarized in the form of an
analytical model that reflects the current state of the use of artificial intelligence
in the bodies of public administration of Ukraine and makes it possible to
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identify the key problematic aspects associated with ensuring the security and

transparency of algorithms (Table 3).

Table 3
Level of artificial intelligence adoption in the bodies of public administration
Sphere of Level of Main Al tools Security risks Level of
application adoption in transparency
Ukraine
. : h )
Administrative :u::)krf;:ion of | data  leakage
services (ASC, | Medium o . 9% | Medium
Diia) application algorithm errors
processing
Tax N ‘ Medium risk analysis, Big data. . Low
administration Data manipulation
Law . video analytics, | violation of
Low—medium o : Low
enforcement recognition human rights
automated
Social sphere Low decisions on | discrimination Low
payments
. : : k [ lexi f
Cybersecurity Medium-high attack detection | complexity o Low
systems control
. lyti fl . :
Judicial system | Low ana.y.tlcs " fisk of bias Very low
decisions

The analysis of the level of the introduction of artificial intelligence
technologies in the bodies of public administration of Ukraine attests to the
unevenness of their application depending on the sphere of activity. Al is used
most actively in the sphere of administrative services and cybersecurity, which
is conditioned by the need to automate processes and to handle significant
volumes of information.

At the same time, in such sensitive spheres as law enforcement and the
judicial system, the level of Al adoption remains limited, which is associated
with the high risks of violating human rights, an insufficient level of regulatory
regulation, and the absence of effective control mechanisms.

Particular attention is drawn to the imbalance between the level of
technology adoption and the level of its transparency. In most spheres, the
transparency of algorithmic systems remains low, which creates the
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preconditions for a decline in trust in state institutions and complicates the
realization of the principles of accountability.

In addition, the results of the analysis attest to the fact that even in those
spheres where the level of Al adoption is relatively high, the issues of security
remain insufficiently regulated. This confirms the need to form a
comprehensive state policy aimed at ensuring a balance between the
effectiveness of using the technologies and the guarantees of security and
transparency.

With the aim of systematizing the approaches to ensuring the security
and transparency of artificial intelligence algorithms under the conditions of
the digital transformation of public administration, it is expedient to use
generalized analytical models that make it possible to integrate the technical,
legal, and institutional aspects of the functioning of Al.

In this context, we have proposed an adapted model that conditionally
reflects the interaction of the key levels of ensuring the reliability of algorithmic
systems in the public sector. This model is based on the combination of the
technological (algorithmic) and managerial (institutional-legal) dimensions,
which makes it possible to comprehensively assess the risks and to determine

the directions for their minimization (Table 4).

Table 4
Model for ensuring the security and transparency of Al

Level of the Technological Managerial Main risks Assurance
model dimension dimension instruments
Data Quiality, Legal Distortion, data | Data
completeness, regulation of | leakage protection,
representativeness | data audit of
of data processing sources
Algorithms Al models, | Requirements | Bias, the “black | Testing
decision-making for box”
logic transparency
and
explainability
Infrastructure | IT systems, | Organization Cyberattacks, | Cybersecurity,
computing of cyber | failures monitoring
resources defense
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Institutions Interaction of | Control  and | Absence of | Regulators,
systems and users | supervisory responsibility | audit
bodies
Society Impact of Al | Ethical and | Distrust, Codes of
outcomes on | social norms discrimination | ethics,
citizens transparency

The technological dimension of the model reflects the internal logic of
the functioning of artificial intelligence systems, beginning with the stage of
data collection and processing and concluding with the implementation of
algorithmic solutions in a specific infrastructure. It is precisely at this level that
the principal technical risks are formed, associated with the quality of the data,
the reliability of the algorithms, and the resilience of information systems to
external influences.

In turn, the managerial dimension encompasses regulatory and legal
regulation, institutional control mechanisms, and ethical standards for the use
of Al. It determines the framework conditions for the functioning of algorithmic
systems and ensures their conformity with the principles of legality,
accountability, and the protection of human rights.

The interaction of the indicated dimensions at each level of the model
acquires particular significance. For example, even technologically perfect
algorithms may create threats in the absence of proper legal regulation or
institutional control. At the same time, strict regulatory regulation without
corresponding technical implementation does not ensure a real level of
security.

The proposed approach has applied significance, since it can be used as
a basis for developing state policy in the sphere of artificial intelligence, as well
as for conducting audits of algorithmic systems in the public sector. In addition,
the model contributes to the formation of a holistic vision of the problem that
combines technological innovations with the requirements of state security,
transparency, and accountability.

Conclusions. As a result of the study conducted, it has been established
that the introduction of artificial intelligence technologies into the system of

public administration is an integral component of digital transformation, which
2786-5533
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contributes to enhancing the effectiveness of managerial processes, optimizing
resources, and improving the quality of public services. At the same time, the
use of algorithmic systems is accompanied by a growth in security challenges
associated with the risks of cyber threats, data leakage, algorithmic bias, and
insufficient transparency in decision-making.

It has been demonstrated that the key characteristics of the reliable
functioning of artificial intelligence in the public sector are transparency,
security, and accountability, which form the basis of trust in state institutions
under the conditions of digitalization. Their interdependent nature has been
established, which determines the need for a comprehensive approach to their
assurance.

In the course of the study, the principal threats to the security of artificial
intelligence algorithms were systematized, and their cumulative nature was
demonstrated. This made it possible to determine the need for a multilevel
system of protection that takes into account the entire life cycle of algorithmic
systems.

The results obtained may expediently be used in the formation of state
policy in the sphere of artificial intelligence, the development of regulatory and
legal support, and the introduction of procedures for the control and audit of
algorithmic solutions in public administration.

The further development of the research is associated with the
elaboration of comprehensive mechanisms for the legal regulation of artificial
intelligence, the harmonization of national legislation with international
standards, and the creation of applied approaches to assessing the security and
transparency of algorithmic systems.
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