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SECURITY AND PROTECTION OF CRITICAL ENERGY INFRASTRUCTURE IN
THE SYSTEM OF NATIONAL SECURITY OF THE STATE

BE3MEKA TA 3AXUCT KPUTUYHOI EHEPTETUYHOI IHOPACTPYKTYPU Y
CUCTEMI HALLIOHA/IbHOI BE3MEKW OEP)XABU

The article examines the theoretical and applied aspects of ensuring the
security of critical energy infrastructure within the system of national security of
the state. It is substantiated that critical energy infrastructure is a key component
of national security, as it ensures the functioning of the economy, the stability of
public administration, and the continuity of social processes. Disruptions in its
operation may lead to significant economic and social consequences that
negatively affect the resilience of the state. The requlatory and legal framework
for the protection of critical infrastructure in Ukraine is analyzed, in particular
the Law of Ukraine “On Critical Infrastructure” and the National Security
Strategy. It is established that effective protection requires a comprehensive
combination of legal, organizational, technical, and informational measures
aimed at preventing threats and minimizing their consequences. The main
threats to the functioning of energy infrastructure are identified, including
military attacks, cyber threats, man-made accidents, deterioration of networks,
and insufficient modernization. These threats have become especially relevant
under conditions of full-scale war, when energy facilities have become priority
targets of attacks. The international experience of EU and NATO countries in
enhancing the resilience of energy systems is analyzed. It is determined that key
elements include the development of risk management systems, the
implementation of digital technologies, strengthening cybersecurity, and
international cooperation. It is substantiated that for Ukraine, priority areas
include modernization of energy networks, development of backup energy supply
systems, implementation of advanced cybersecurity technologies, improvement
of public policy in this field, and strengthening coordination among security
stakeholders.
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Y cmammi OdocnidxeHoO meopemuyHl mMa NPUKJAAOHL acnekmu
3abe3neyeHHs 6e3neku KpUMUYHOL eHepeemuyYHoOI IHhpacmpykmypu e cucmemi
HayloHasbHoi be3neku Oepxasu. Ob6rpyHmMoOBAHoO, WO B0HA € K/IHOYOBOH
CK1a008010 HAUIOHAMLHOI 6e3neku, OCKUlbku 3abe3neyye QyHKYIOHYBAHHSA
eKOHOMIKU, cmabilbHiCmb OepxasHo20 ynpasaiHHA ma 6e3nepepsHicme
coytanvHux npoyecis. [MopyweHHa i pobomu MoOXe CnpuduHUMU 3HA4YHI
eKOHOMIYHI U coylasibHi Hacaioku, Wo HecamusHO 8nausarome HaA CMIilkicme
depxxasu. [NpoaHanizo8aHo HOpMamMueHO-NPasosi 3acadu 3axucmy Kpumu4yHol
(Hppacmpykmypu 8 YkpaiHi, 3okpema 3akoH YkpaiHu «[lpo KpumudHy
(Hppacmpykmypy» ma Cmpamezito HayloHa1eHol besneku. BcmaHoeneHo, wjo
edpekmusHuUlU 3axucm nompebye NOEOHAHHA NpPasosux, Op2aHI3AYIUHUX,
mexHiYHUX ma (HPopmayiliHux 3axodis, CNpPAMOBAHUX HA 3anobieaHHSA
3gepo3am [ MIHIMI3ayiro ix Hacaiokie. Bu3sHayeHo OCHOBHI 3az2po3u
DYHKYIOHYBAHHIO  eHepeemuy4HOl  [Hbpacmpykmypu: 8ilicbkosi  amaku,
Kibep3azpo3u, mexHo2eHH( asapli, 3HoOWeHICMb Mepex | HeO0CMAamHIU pieeHb
moOepHizayii. Ocobaugol akmyaneHocmi Yl 3az2po3u Habysiu 8 ymMosax
nosHomacwimabHol  8ilUHU,  KO/AU  eHepeemuy4Hi  0b'ekmu  cmanu
npiopumemHumMu yu1amu amak. FNpoaHanizoeaHo MkHAapoOHuUl doceid KpaiH
€C ( HATO wodo nidsuweHHA cmidkocmi eHepeemuy4yHUX Cucmem.
BcmaHoeneHo, w0  k/aAOYOBUMU  e/leMeHmamu €  po38UMOK  pU3UK-
MeHeOXMeHMYy,  8nposadxkeHHs  Yugposux  mexHo/a02il,  NOCUJeHHS
kibepzaxucmy ma mMkHapodHa cnisnpays. ObrpyHmoeaHo, wjo 048 YkpaiHu
nplopumemHUMU € MOOEepPHI3ayis eHepeemu4YHUX Mepex, p038UMOK pe3epeHo20
eHepeonNoCmMayaHHs, 8nposaodXeHHs Cy4aCHUX mexHoJs02il Kibep3axucmy ma
800CKOHA/IeHHA 0epXXasHOol NoAIMUKU y Yl cghepl, a makox nidsuujeHHs pleHs
KOOpOUHayli MK cyb'ekmamu 3abe3neyeHHs besneku.

Knrwuyoei cnoea: «kpumuyHa (Hpacmpykmypa, eHep2emu4yHa
(Hppacmpykmypa, HayioHaieHa be3neka, eHepeemu4yHa be3neka, depXxasHa
noaimuka, kibepbesneka, 3axucm Kpumu4yHUx O00'ekmis, eHepzemuy4Ha
cucmema.
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Problem Statement. In the context of global instability, escalating
geopolitical tensions, and rapid technological advancement, ensuring the
security of critical infrastructure has emerged as a strategic priority for the
functioning of the state. A pivotal role within this system is played by energy
infrastructure, the stability of which underpins the continuity of economic
processes, the functioning of public authorities, and the operation of essential
societal systems.

Energy infrastructure ensures the generation, transmission, distribution,
and supply of energy resources, thereby playing a crucial role in maintaining
the economic resilience of the state and an adequate standard of living for the
population. For this reason, the protection of energy facilities constitutes a key
area of public policy within the national security system.

The relevance of this research has significantly increased in the context of
the full-scale war, during which Ukraine’s energy infrastructure has become one
of the primary targets of missile and drone attacks. The destruction of power
plants, substations, and energy networks creates substantial risks for the stable
functioning of both the economy and the social sphere, while also increasing
the likelihood of large-scale crisis situations. These challenges necessitate the
development of a comprehensive system for protecting energy facilities that
integrates legal, organizational, technical, and information security
mechanisms.

Strategic documents play a pivotal role in shaping state policy in the field
of critical energy infrastructure protection, as they define priorities and
directions for ensuring national security. These include the National Security
Strategy of Ukraine “Human Security — Country Security” [1], the Energy
Security Strategy of Ukraine [2], and the Cybersecurity Strategy of Ukraine
“Secure Cyberspace as a Key to the Country's Successful Development” [3],
along with other policy documents aimed at enhancing the resilience of critical
infrastructure. These documents establish a set of measures for preventing
threats, responding to crisis situations, and restoring the functioning of energy
systems, while also providing for the integration of international standards and
best practices into the national security system.
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In addition to military threats, key risk factors affecting energy
infrastructure include cyber threats, industrial accidents, the deterioration of
energy networks, and the insufficient level of modernization of energy systems.
In the context of the digitalization of the energy sector, cybersecurity is of
particular importance, as cyberattacks can disrupt the functioning of energy
systems and lead to large-scale interruptions in energy supply.

International experience demonstrates that the effective protection of
critical energy infrastructure requires the implementation of risk management
systems, the development of interagency coordination mechanisms, and active
international cooperation in the field of energy security. Countries of the
European Union and NATO place significant emphasis on enhancing the
resilience of energy systems to crisis situations, which involves the
modernization of energy networks, the development of backup energy sources,
and the strengthening of cybersecurity for energy facilities.

Thus, ensuring the security and protection of critical energy infrastructure
represents a key priority of state policy in the field of national security and
should be implemented in accordance with national strategic frameworks. The
development of an effective system for managing the security of energy
infrastructure should be based on a comprehensive approach that includes
improving the regulatory framework, implementing strategic priorities,
introducing advanced technologies for protecting energy systems, and
adapting international experience to the specific conditions of Ukraine's
development.

Analysis of recent research and publications. The issues of ensuring the
security of critical infrastructure and enhancing the resilience of energy systems
have become the subject of extensive scholarly inquiry across the fields of
public administration, national security, economics, and energy policy. The
growing number of global challenges associated with military conflicts,
industrial risks, and cyber threats has intensified academic attention to the
protection of critical infrastructure, particularly within the energy sector.

The theoretical and methodological foundations of national security and
its components are reflected in the works of Ukrainian scholars. In particular, H.
P. Sytnyk has made a significant contribution by conceptualizing national
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security as a comprehensive system aimed at protecting the vital interests of
the state, society, and individuals from internal and external threats. Within this
framework, an effective national security system is understood to rely on the
interaction of political, economic, social, and energy-related mechanisms that
ensure state stability [4].

Issues related to energy security and its role in strengthening national
resilience are also addressed in studies conducted by experts of the Razumkov
Centre. These works emphasize that energy infrastructure constitutes a key
component of the state’s strategic security system, as its functioning directly
affects economic stability, defense capability, and social cohesion. The war
initiated by the Russian Federation against Ukraine is characterized by
deliberate attacks on energy infrastructure facilities aimed at weakening the
country’s economic potential [5].

Important aspects of warfare in its military, political, economic, social,
humanitarian, and informational dimensions, as well as its impact on economic
and energy security, are examined in the works of V. P. Horbulin [6], Ya. A.
Zhalilo [7], and V. V. Ksendzuk [8]. These studies consider the energy sector as
one of the key domains for ensuring economic resilience and emphasize the
need to develop effective public policy mechanisms for the protection of critical
infrastructure.

The issue of protecting critical infrastructure is also extensively addressed
in international analytical research. Reports by the International Energy Agency
(IEA) highlight that energy systems are among the most vulnerable elements
of modern infrastructure due to their integration of complex technological
networks, digital control systems, and international energy markets.
Disruptions in the functioning of energy systems can lead to large-scale
economic losses and social crises [9; 10]. Reports by the Organization for
Economic Co-operation and Development (OECD) emphasize that enhancing
the resilience of critical infrastructure is a key priority of contemporary public
policy. The main directions for ensuring its security include the development of
risk management systems, improved coordination among public authorities,
and the implementation of advanced digital technologies for monitoring and
protecting infrastructure systems [11].
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A significant role in shaping international standards for the security of
energy infrastructure is also played by studies and analytical materials of the
European Union and NATO. Documents of the European Union Agency for
Cybersecurity (ENISA) highlight the need to strengthen cybersecurity in energy
systems, as the digitalization of energy infrastructure creates new
vulnerabilities and potential threats [12]. At the same time, NATO materials
place particular emphasis on enhancing the resilience of energy systems to
hybrid threats, including military attacks, sabotage, and cyber operations [13;
14].

Thus, the analysis of scientific literature and international analytical
research indicates a growing focus on the issue of ensuring the security of
critical energy infrastructure. At the same time, a significant portion of existing
studies tends to concentrate on specific aspects of energy or economic security,
whereas the issue of comprehensive security management of energy
infrastructure within the national security system requires further in-depth
scholarly exploration.

Research objectives. The aim of the article is to examine the theoretical
and applied aspects of ensuring the security and protection of critical energy
infrastructure within the national security system, as well as to identify key
directions for improving public policy aimed at enhancing the resilience of
energy systems to contemporary threats and risks.

To achieve this aim, the study pursues the following objectives:

1. To clarify the concept of “critical infrastructure” and determine the role
of energy infrastructure within the national security system.

2. To analyze the main threats to the functioning of critical energy
infrastructure, including military, technogenic, and cyber threats affecting the
stability of energy systems.

3. To examine international experience in ensuring the security of critical
infrastructure, particularly the approaches of the European Union and NATO to
enhancing energy system resilience.

4. To outline current challenges and key issues related to ensuring the
security of critical energy infrastructure in Ukraine.
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5. To develop recommendations for improving public policy in the field
of critical energy infrastructure protection, aimed at strengthening energy
security and national resilience.

Presentation of the main material. The functioning of a modern state
largely depends on the stability and continuity of critical infrastructure.
According to Article 1 of the Law of Ukraine “On Critical Infrastructure,” it is
defined as a set of critical infrastructure objects, while, in accordance with
paragraph 13 of part 1 of this Article, critical infrastructure objects are
understood as facilities, systems, and their components whose disruption may
lead to adverse consequences for national security, the economy, and public
safety [15]. Such objects include, in particular, energy systems, transport
networks, information and communication infrastructure, water supply
systems, healthcare systems, and other strategically important sectors.

A central position within the structure of critical infrastructure is occupied
by energy infrastructure, which ensures the generation, transmission, and
distribution of energy resources. Its stable functioning constitutes a
prerequisite for the wuninterrupted operation of industry, transport,
communications, healthcare institutions, and other spheres of public life,
thereby determining its pivotal role in maintaining economic stability and
national security.

Within the energy sector, critical infrastructure includes power plants,
substations, high-voltage transmission networks, gas transmission systems, oil
pipelines, and other strategically important energy facilities whose disruption
may result in significant adverse consequences for the economy and public
welfare.

Energy infrastructure is characterized by a complex structure comprising
several interrelated subsystems:

— energy generation (power plants of various types);

— energy transmission (high-voltage networks and pipelines);

— energy distribution (local grids and supply systems);

— control and dispatching systems.

Disruption of any of these components may lead to substantial negative
consequences for the national energy system. At the same time, in accordance

2786-5533



Creative Commons Attribution 4.0 International (CC BY 4.0)

with Article 3 of the Law of Ukraine “On the Basic Principles of Cybersecurity of
Ukraine,” critical infrastructure facilities and their information systems are
classified as cybersecurity objects. Furthermore, pursuant to Articles 6 and 8 of
this Law, their protection involves the prevention of cyber threats and the
enhancement of resilience to such threats, which is particularly relevant in the
context of the ongoing digitalization of the energy sector [16].

The issue of energy infrastructure security has gained particular urgency
in the context of the full-scale war in Ukraine. As noted by V. V. Ksendzuk and
M. Yu. Pokotylo, the Russian-Ukrainian war has generated significant
challenges for energy security, associated with the destruction of energy
facilities, disruptions in the functioning of energy systems, and substantial
economic losses, thereby necessitating a transformation of approaches to
ensuring the stability of the energy sector [8].

In this context, the analysis of key threats affecting the functioning of
critical energy infrastructure becomes especially important. The generalization
of scientific research and international experience makes it possible to identify
several major groups of threats that impact the stability of energy systems.

Table 1. Key Threats to Critical Energy Infrastructure

Threat Type Description Potential Consequences

. Missile and drone attacks, sabotage, | Destruction of power plants,
Military threats I . , .
and damage to energy facilities disruptions in energy supply

Cyberattacks  targeting  energy | Disruption of energy system
Cyber threats ,
network control systems operations, power outages

_ Disruptions in energy system
Failures at power plants or energy

Industrial accidents functioning, significant
networks ,
economic losses
. ) . - Increased failure rates and
Infrastructure Aging equipment and insufficient o
) ) o reduced reliability of energy
deterioration modernization

networks

Source: compiled by the author based on [8; 17; 18; 19].

The conducted analysis indicates that critical energy infrastructure is
exposed to a complex set of interrelated risks. Under current conditions, the

most disruptive factors include military threats, cyber incidents, and their
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associated secondary industrial effects, which may cause disruptions in energy
supply, damage to key generation and transmission facilities, and
destabilization of socio-economic processes within the state. At the same time,
infrastructure deterioration and natural factors further exacerbate the overall
vulnerability of energy systems and complicate their recovery.

Ensuring the security of critical energy infrastructure constitutes one of
the priority areas of public policy in most developed countries. As evidenced
by analytical studies, including the Green Paper on Critical Infrastructure
Protection in Ukraine, an effective protection system should be based on the
integration of legal, organizational, and technical mechanisms, a clear
allocation of responsibilities among public authorities, critical infrastructure
operators, and response entities, as well as the application of a risk-oriented
management approach [11; 17].

An important dimension of ensuring the security of energy infrastructure
is the strengthening of cybersecurity. In the context of the ongoing
digitalization of the energy sector, a significant share of energy system
management processes is carried out through information and communication
technologies. While this enhances operational efficiency, it simultaneously
increases vulnerability to cyber threats. As noted in scholarly research,
cyberattacks may target dispatch control systems, automated control systems,
and other elements of digital infrastructure, potentially leading to disruptions
in energy supply and substantial economic losses [18]. In response, European
Union countries place considerable emphasis on the implementation of
advanced cybersecurity technologies, the establishment of cyber incident
response centers, and the development of monitoring systems for cyber threats
in the energy sector [12].

International analytical studies indicate that the functioning of modern
energy systems is accompanied by a wide range of risks capable of
undermining their reliability and resilience. These include military attacks, cyber
threats, industrial accidents, infrastructure deterioration, and natural and
climatic factors. The generalized distribution of these risks within the overall
structure of threats to energy systems is presented in Figure 1. The distribution
shown in Figure 1 is of an analytical and expert nature and has been developed
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by the author through the systematization of international analytical materials
on the key vulnerabilities of energy systems.

Threats

Natural factors
8%

Infrastructure
deterioration
12%

Military attacks
35%

Industrial accidents
20%

Cyber threats
25%

Figure 1. Analytical and Expert-Based Structure of Key Threats to Critical
Energy Infrastructure in the International Context
Source: compiled by the author based on the systematization of [9; 10].

The conducted synthesis indicates that the largest share in the structure
of threats to energy infrastructure is accounted for by military attacks and cyber
threats. This can be explained by the fact that modern energy systems combine
complex physical infrastructure with digital control systems, making them
potential targets for both physical attacks and cyber operations. In
contemporary security crises, energy infrastructure is often used as an
instrument of pressure on the state, as its disruption may lead to significant
economic losses and social instability.

At the same time, a considerable share of risks is associated with
industrial accidents and infrastructure deterioration. In many countries, energy
networks were built several decades ago, which necessitates their
modernization and the introduction of advanced technologies for managing
energy systems. For this reason, one of the key priorities of public policy in the
field of energy security is the modernization of energy infrastructure, the
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development of backup energy supply systems, and the enhancement of
resilience of energy networks to crisis situations.

Thus, the analysis of international experience demonstrates that the
effective protection of critical energy infrastructure is possible only through a
comprehensive approach, which includes the development of risk management
systems, modernization of energy networks, strengthening of cybersecurity,
and active international cooperation in the field of energy security.

In view of the above, and taking into account the conditions of the full-
scale war, the elevated level of military and cyber threats, as well as the
deterioration of energy infrastructure, it is appropriate to generalize the
structure of key threats to critical energy infrastructure in Ukraine, as presented
in Figure 2. The distribution of threats shown in Figure 2 is also of an analytical
and expert-based nature and reflects the author's synthesis of official
international and national sources regarding the vulnerabilities of Ukraine’s
energy sector.

Threats

Natural factors
5%

Infrastructure
deterioration
10%

Industrial accidents
(resulting from damage)

15% Military attacks (missile
0

and drone strikes)
50%

Cyber threats
20%

Figure 2. Analytical and Expert-Based Structure of Key Threats to Critical
Energy Infrastructure in Ukraine under Current Conditions
Source: compiled by the author based on the systematization of [20-23].
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The conducted synthesis provides grounds to assert that the structure of
threats to Ukraine's critical energy infrastructure is dominated by military
factors, which significantly distinguishes the national situation from global
trends. This specificity is determined by the conditions of a full-scale war, in
which energy facilities systematically serve as priority targets of missile and
drone strikes, resulting in extensive destruction and disruption of the energy
system's functioning.

The second most significant group of threats is represented by cyber
threats, the relevance of which is driven by the high level of digitalization of the
energy sector and the integration of information and communication
technologies into management processes. The increasing intensity of
cyberattacks during 2022-2026 indicates a growing vulnerability of critical
infrastructure to cyber incidents, a substantial share of which is specifically
targeted at energy facilities.

Industrial accidents also occupy an important place in the overall risk
structure. Under current conditions, they often have a secondary nature, arising
as a consequence of physical damage to energy infrastructure. The loss of
generating capacity and the disruption of energy network integrity complicate
the provision of stable energy supply and increase the likelihood of systemic
failures.

Another significant risk factor is infrastructure deterioration, caused by
the prolonged operation of a considerable share of energy networks and the
insufficient level of their modernization. This reduces the reliability of energy
system functioning and increases its vulnerability to both external and internal
threats. Natural factors account for the smallest share in the overall risk
structure; however, their impact may be significantly amplified under
conditions of damaged or weakened infrastructure, thereby complicating
recovery processes and the operation of energy facilities.

Thus, the structure of threats to Ukraine's critical energy infrastructure is
characterized by a pronounced military dominance, which defines its specificity
and distinguishes it from global patterns, where industrial and cyber risks tend
to play a more prominent role. In this regard, the resilience of critical energy
infrastructure should be considered not only as the ability to withstand threats,
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but also as the capacity to ensure continuity of operation, localize the
consequences of damage, and restore functionality within acceptable
timeframes.

Ensuring such resilience requires the development of a coherent and
scientifically grounded public policy aimed at strengthening the capacity of
energy systems to withstand a wide range of threats. For Ukraine, this issue
acquires a systemic character in the context of a full-scale war, which not only
increases the intensity of external impacts but also necessitates a
transformation of approaches to ensuring energy security. In this context, the
protection of energy infrastructure becomes one of the key directions of state
policy aimed at preserving the functional capacity of the economy and
maintaining social stability.

The effectiveness of public policy in the field of critical energy
infrastructure protection is determined by the ability to integrate legal,
organizational, and technological instruments into a unified security
management system. Such a system should be based on a risk-oriented
approach that involves the identification, assessment, and prioritization of
threats, the development of mechanisms for their prevention and mitigation,
as well as a clear allocation of responsibilities among public authorities, critical
infrastructure operators, and response entities. Equally important is ensuring
the adaptability of governance decisions, which enables timely responses to
evolving threats and supports an adequate level of resilience of energy systems.

In this context, the use of international experience becomes particularly
important, as it demonstrates that enhancing the protection of critical
infrastructure is achieved through the application of a systemic approach. Such
an approach involves institutional coordination among public authorities,
private sector actors, and international partners, ensuring consistency in
responding to threats. In addition, international practice emphasizes the
integration of advanced digital technologies into security management
processes, which, while increasing operational efficiency, also contributes to
heightened vulnerability to cyber threats [11; 12].

Taking this into account, strengthening the cybersecurity of energy
infrastructure is one of the priority directions of public policy. This involves not
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only the implementation of technical protection measures, but also the
development of a comprehensive cybersecurity system, including cyber
incident monitoring, institutional capacity building, and the improvement of
personnel training. Such an approach ensures the continuity of energy system
functioning under increasing cyber risks and minimizes the potential negative
consequences of cyberattacks.

At the same time, structural modernization of energy infrastructure
represents another key policy direction, as it constitutes a necessary
prerequisite for improving its reliability and resilience. This includes upgrading
outdated material and technical assets, implementing intelligent energy
management systems, and developing backup and decentralized energy
supply sources. The implementation of these measures contributes to the
formation of a more flexible and resilient energy system capable of functioning
effectively even under crisis conditions and partial damage to its components.

Therefore, ensuring the security of critical energy infrastructure requires
a comprehensive integration of strategic, institutional, and technological
solutions within the broader national security system. Such a multi-level model
not only enables an effective response to existing threats but also creates the
foundation for the long-term resilience of the energy sector under
contemporary challenges. Taking into account international experience, the
main directions for improving public policy in the field of critical energy
infrastructure protection can be identified, as presented in Table 2.

Table 2. Main Directions for Improving Public Policy on the Protection of
Critical Energy Infrastructure

Public Policy Direction Key Content Expected Outcome
Modernization of energy | Upgrading energy networks | Increased reliability of
infrastructure and equipment the energy system

Implementation of . :
. . . Protection against
Strengthening cybersecurity | cybersecurity  systems  for
cyberattacks
energy networks
Development of risk | Threat monitoring and risk | Timely response to crisis
management systems assessment situations

Exchange of experience
and improved security
levels

Joint programs with the EU and

International cooperation
P NATO
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Development of backup | Creation of alternative energy | Enhanced energy
energy systems supply sources resilience

Source: compiled by the author based on [11-14].

The analysis of the directions presented in the table indicates that the
effective protection of critical energy infrastructure requires a comprehensive
approach that integrates the modernization of energy systems, the
development of cybersecurity, and the strengthening of international
cooperation in the field of energy security. The implementation of these
measures will enhance the resilience of energy networks to contemporary
threats and ensure the stable functioning of the national energy system.

Conclusions.  Critical energy infrastructure under contemporary
conditions is acquiring a system-forming role within the national security
framework of the state, as its stable functioning ensures the continuity of
economic processes, the operation of public authorities, and the overall
functioning of society. The intensification of threats caused by the full-scale war
objectively transforms approaches to understanding its role, shifting the focus
from maintaining basic functionality to strengthening the resilience of energy
systems under conditions of continuous disruptive impact. In this context,
disruptions in the operation of energy facilities are no longer viewed solely as
technical issues but as factors exerting a multidimensional impact on economic
stability, social security, and the defense capacity of the state.

The regulatory and legal framework established in Ukraine has laid the
institutional foundations for the protection of critical infrastructure; however,
the evolving nature of contemporary threats highlights the need for its further
development and adaptation to new security conditions. The growing influence
of military factors, the intensification of cyber threats, and the accumulation of
industrial risks necessitate the improvement of security management
mechanisms oriented toward prevention, flexibility, and rapid recovery. This
transformation involves a transition from fragmented measures to an
integrated risk management system capable of ensuring a comprehensive
response to interrelated threats.

In this regard, the application of international experience becomes

particularly important, as it demonstrates the effectiveness of systemic models
2786-5533



Creative Commons Attribution 4.0 International (CC BY 4.0)

for critical infrastructure protection based on the integration of legal,
organizational, and technological instruments. The practices of European Union
and NATO countries confirm the importance of enhancing cross-sectoral
cooperation, implementing risk-oriented approaches, and strengthening
cybersecurity as an integral component of energy system security. At the same
time, the increasing level of digitalization requires the parallel development of
protective mechanisms capable of reducing the vulnerability of energy
infrastructure to cyber incidents.

Taking this into account, the prioritization of energy network
modernization, the development of backup and decentralized energy supply
systems, as well as the strengthening of cybersecurity and coordination among
security actors acquires strategic significance. The implementation of these
directions enables the formation of an adaptive and resilient energy system
capable of functioning under multidimensional threats, thereby contributing to
the strengthening of national security and ensuring sustainable development
of the state.
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