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STATUS OF IMPLEMENTATION OF PUBLIC INFORMATION
SECURITY MANAGEMENT IN UKRAINE AT THE REGIONAL LEVEL
IN THE CONTEXT OF ENSURING PUBLIC SECURITY

_ CTAH PEAJIIBALI DYBJAIYHOI'O YIIPABJIIHHS IHOOPMA-
HIMHOI BE3ITEKHN HA PEI'TOHAJIBHOMY PIBHI B KOHTEKCTI 3A-
BE3INEYEHHSA MYBJIYHOI BE3NEKU

Ilpoananizoeano cman peanizayii nyoniuHO20 YAPAGNIHHA IHGOPMAYIUHOL
besnexu Yxpainu ma pecionanvromy pighi y nepioo 2014—2024 pp. Hdocriosxcerno ponv
COYIALHO-NOIMUYHUX MA  THHOPMAYIUHUX MEXHON02IU V 3a0e3neyeHHi pPO36UMKY
cucmemu nyoniuHO20 YnpasiinHa iHgopmayitinolo be3nexoio & pecioni. OOIPYHMOBAHO
HeoOxionicmb oHosnenns Cmpameeii iHopmayitinoi besneku YKpainu 6 HanpsAmMKy
BKIIOUEHHS 00 Yi€ei cmpamezii noa0XHCeHb w000 3ax00i6 NYyOIIUHO20 YNPABIIHHA Y cqhepi
3abe3neuenHs iHgopmayiinoi be3neku Ha pe2ioHAIbHOMY PIGHI.

Knrwwuoei cnoea: nybniune ynpaeninus, cgepa ingopmayitinoi 6Oesnexu,
cmpamezisn iHpopmayitinoi be3nexu, opeanu 0epAHcABHOL 61a0U, PeCiOHU.

The state of implementation of public information security management in
Ukraine at the regional level in the period 2014-2024 is analyzed. The role of socio-
political and information technologies in ensuring the development of the public infor-
mation security management system in the region is investigated. The need to update the
Information Security Strategy of Ukraine in order to include provisions on public man-
agement measures in the field of ensuring information security at the regional level is
substantiated.

Keywords: public administration, information security sphere, information secu-
rity strategy, state authorities, regions.

Formulation of the problem. State management of information security is
one of the important functions of the state. Its essence lies in ensuring a coordi-
nated national strategy at the state, regional and local levels with a mutually
agreed distribution of responsibilities for regulatory, informational, moral and
psychological, documentation and resource support. The state must constantly
compare threats and dangers with the available resources for managing them. A
comprehensive detailing of the rights, duties, powers and responsibilities of all
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components of the national security management system is required.

Unfortunately, it should be noted that as a result of improper legal regula-
tion in the national information space of Ukraine, a number of negative phenom-
ena are observed that create real and potential threats to the information security
of a person and a citizen, society at the regional level.

In the 2000s, the information and psychological pressure on the population
of Ukraine by the mass media of the Russian Federation was carried out on the
territory of the Autonomous Republic of Crimea and the south-eastern regions of
Ukraine, information expansion into the national information space of Ukraine
was observed, strategic objects of the Ukrainian telecommunications infrastruc-
ture were seized. All this created fertile ground for the formation of a significant
layer of Ukrainians who are pro-Russian.

According to the public organization "Institute of Mass Information™, for
the period from March 1 to June 10, 2014 (i.e. after the beginning of the external
aggression of the Russian Federation) 368 facts of violations of freedom of speech
were recorded in Ukraine, of which almost 80% were related to the actions of ter-
rorists, Russian aggression, and occurred in the East and in Crimea [4]. There
were numerous obstacles to the professional activities of journalists. All this is
happening against the backdrop of a massive and aggressive information offen-
sive by Russian propaganda, which, contrary to European standards in the field of
mass media, tried to incite interethnic hostility and separatist sentiments in
Ukraine, encroached on the state sovereignty and territorial integrity of Ukraine.
Under these conditions, the issue of improving the domestic information security
system in general and the mechanisms of state response to modern challenges and
threats to information security in particular becomes relevant.

Analysis of recent research and publications. Publications of such scien-
tists as Ya. Bazylyuk, A. Hrytsenko, M. Denysenko, S. Dombrovska, A. Karsrud,
R. Klyut, P. Kolisnichenko, S. Lekar, V. Orlyk, G. Pocheptsov, and others are de-
voted to consideration of the peculiarities of the formation and implementation of
state policy in the sphere of information security [1; 3].

Setting objectives. The purpose of the article is to analyze the state of im-
plementation of public information security management in Ukraine at the re-
gional level.

Presenting main material. When determining the place of information se-
curity in the system of state activity in the performance of its functions, it should
be borne in mind that at the present stage there is a need to consider in a complex
the subject and content of state activity and the means and methods that ensure it,
that is, to study state policy. State policy determines the content of state activity,
methods of its organization. It is policy that provides for the harmonization of the
interests of the state with the interests of other states, social groups and individu-
als, and most importantly - the definition of the specific content and forms of state
activity in a particular area.
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At the same time, policy itself is a supra-legal category and hence is regu-
lated by legal norms only in its external, formalized expression. But the specific
content of state policy is the will of the state, aimed at achieving a specific goal.
This will of the state is enshrined in legal norms, implemented with their help in
the process of activity of state bodies and institutions. Thus, from a legal point of
view, there is a certain mechanism for the formation and implementation of state
policy, in the field of information security - this is the organizational and legal
mechanism of information security.

The organizational and legal mechanism of information security is an or-
dered set of state institutions involved in the process of forming and implementing
information security policy, the internal and external roles and relations of which
are regulated by a system of legal norms and principles. This organizational and
legal mechanism, in accordance with the specified directions of implementing in-
formation security policy, consists of three interrelated elements.

First, it is a set of state institutions involved in the process of forming and
implementing information security policy, that is, the institutional mechanism of
information security.

Second, it is a set of roles and relations, which includes legal relations that
arise when implementing information security policy and specific roles, forms
and methods of activity of subjects implementing information security policy.

Third, it is a hierarchical set of legal norms and principles that regulate the
content and process of implementing information security policy, that is, the legal
mechanism of information security. The last two elements constitute the legal
mechanism of information security.

The set of public authorities and civil society institutions involved in the
process of forming and implementing information security policy constitutes the
institutional mechanism of information security. The hierarchical set of legal
norms and principles that regulates the content and process of implementing in-
formation security policy, as well as the set of roles and relationships that includes
legal relations that arise when implementing information security policy and spe-
cific roles, forms and methods of activity of subjects implementing information
security policy constitute the legal mechanism of information security. The effec-
tiveness of protecting the information security of the state as a whole is ensured
by the effectiveness of each component of its mechanism.

The subjects of ensuring information security of Ukraine should be consid-
ered a system of state and non-state institutions, as well as citizens of Ukraine
united by a common goal of protecting national interests in the information
sphere. Thus, the circle of subjects of ensuring information security of Ukraine
represents a multi-level system that has a common goal - ensuring information se-
curity of Ukraine, but different powers, capabilities, means, etc. These entities in-
clude: 1) the state, which carries out its functions through the relevant state au-
thorities by creating a system for ensuring information security; 2) citizens, public
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or other organizations and associations that have the authority to ensure infor-
mation security in accordance with the legislation of Ukraine.

The system of entities to ensure information security should operate regard-
less of the domestic political situation in Ukraine and the state of its individual el-
ements. The systemic, integrating factor should be the common goal for the ac-
tivities of the entities indicated in the diagram - ensuring national information
sovereignty. So, for further awareness of the problem of identifying signs of
threats to national security in the information sphere, a list of those entities that
are involved in the processes of identifying, assessing information threats and or-
ganizing countermeasures can be distinguished. In particular, this list includes the
following entities:

1. The President of Ukraine, who heads the National Security and Defense
Council (NSDC) of Ukraine. The following entities also report to the President of
Ukraine: The National Institute for Strategic Studies. The NSDC of Ukraine's ap-
paratus coordinates the activities of the Interdepartmental Commission on Infor-
mation Policy and Information Security under the NSDC of Ukraine and the spec-
ified research institutions of the strategic level.

2. The Cabinet of Ministers of Ukraine. The Secretariat of the Cabinet of
Ministers of Ukraine includes the Department of Strategy for the Development of
Information Resources and Technologies.

In addition, the Cabinet of Ministers of Ukraine coordinates the activities
of:

* State Department of Intellectual Property of the Ministry of Education and
Science of Ukraine;

» State Administration of Communications of the Ministry of Transport and
Communications of Ukraine;

* Department of the State Service for Combating Economic Crime of the Min-
istry of Internal Affairs of Ukraine. This department includes the Department for
Combating Offenses in the Field of Intellectual Property and High Technologies;

* diplomatic missions, consular institutions and other structural units of the
Ministry of Foreign Affairs of Ukraine;

* special units of the Ministry of Defense and the Armed Forces of Ukraine.

3. Security Service of Ukraine.

4. State Service for Special Communications and Information Protection of
Ukraine.

5. Intelligence agencies of Ukraine.

The above-mentioned central government bodies, in the course of imple-
menting their functions to identify threats to the information security of the state,
may involve the EFA and the IC, the mass media, political parties and move-
ments, public organizations and trade unions, non-governmental research organi-
zations, as w Ensuring the national security of the state is a matter not only for
state authorities, but also for the entire society and every citizen. The presence of
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an effective network of public structures is becoming one of the conditions for en-
suring national security under modern conditions. According to the Law of
Ukraine “On the Fundamentals of National Security of Ukraine”, citizens of
Ukraine and associations of citizens are subjects of ensuring national security, and
the development of civil society and its democratic institutions is recognized as a
priority direction for the implementation of the national interests of Ukraine [2].

However, science in Ukraine has not yet comprehensively studied the non-
state security system as a public mechanism, and public associations as subjects
of ensuring the national security of the state. The activities of certain types of
public associations have not been linked to the state strategy for ensuring national
security. In Ukraine, the non-state system of ensuring national security is at the
stage of formation and does not have a significant impact on the situation. Today,
it lacks a single coordinating body as a methodological and organizational center.
In this context, proposals for the organization of the Center for Non-State Provi-
sion of National Security of Ukraine or the Independent Public Advisory Council
of representatives of the Ukrainian and international expert communities under
the NSDC of Ukraine can be considered relevant.

The problem of ensuring information security must be considered in a na-
tionwide dimension. The state mechanism for ensuring information security must
take into account national interests in the information environment, internal and
external threats to these interests, and a system of means for detecting and neutral-
izing threats must be provided. It must necessarily include a two-way connection
between society, the media, and the state, which will help to timely notify about
changes in public opinion under targeted influence and assess the effectiveness of
countermeasures. To implement the above provisions, a clear system of bodies is
needed that can take on the task of protecting the information space. In his re-
search and scientific conclusions, Ukrainian scientist VV. Ostroukhov emphasizes
the formal existence of such a system and identifies four interconnected levels:
legislative support and parliamentary control are carried out by the Verkhovna
Rada of Ukraine; law enforcement and national security functions are provided by
a number of bodies subordinate to the President of Ukraine; managerial and ad-
ministrative functions are concentrated in the Cabinet of Ministers of Ukraine;
private initiative, commercial interest and public control are implemented through
the activities of various non-governmental organizations and independent media.

Thus, the analysis of the state of information security shows the need to
improve the system of administrative and legal regulation of information security.
There is a need to develop new means, methods and ways to ensure information
security of state administration, monitoring the information environment, the
presence of threats and dangers.

Conclusions. Ukraine needs such regulatory and legal acts that would regu-
late relations in the formation and management of information resources at the
state, regional and local levels. The regulatory consolidation of the orientation of
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state and public information resources to the activities of state administration bod-
ies is relevant. The problem of legal regulation of information technologies that
create the infrastructure of the information society, issues of intellectual property
in the field of information relations also need to be resolved. Regulatory and legal
acts that would regulate public relations in the field of accounting and monitoring
in the information sphere are necessary. It is necessary to establish by law the ap-
proved provisions: on the mandatory composition and basic technical equipment
of production and corporate networks that affect the state of information security;
on mandatory requirements for information security of systems, software and
hardware; on safe business operations using new information technologies and
global information networks. Further resolution of the issue of developing a set of
information standards taking into account information security, developing a cer-
tification system for information products, systems and services, and creating a
licensing system for the activities of organizations in certain areas of forming a
unified information space of Ukraine is required.
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